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(57) ABSTRACT 

A transformation of a data object called a personal logo 
contains personal data for transmitting from a client com 
puter to a server computer. The personal data is embedded 
into transformation coef?cients derived using one of several 
encoding techniques. The personal data is extracted from the 
transformation coef?cients by the server computer to com 
plete the transaction. The personal logo is created by or 
selected by a user and is made unique using a randomization 
algorithm to ensure differentiation from every other personal 
logo. Personal data is embedded into the unique personal 
logo in a Way that hides it and makes it dif?cult for an 
unauthorized party to extract. The personal data includes 
data use limitations that limit What an authorized receiver 
may do With the personal data after receipt. Network trans 
actions are automated through the creation of a drag-and 
drop interface representing the act of data transmission. The 
particular personal data to be transmitted is requested by an 
application server and approved by the user. Keystroke 
errors are limited due to the automated nature of the trans 

action. 



Patent Application Publication Jun. 24, 2004 Sheet 1 0f 12 US 2004/0123134 A1 

[101 
USER MODULE 

102 DCO f 

l f103 
TRANSACTTONMODULE 

1 2 DCO f 0 

1 104 
RECEIVER MODULE 

[2;]: 1. 



Patent Application Publication Jun. 24, 2004 Sheet 2 0f 12 US 2004/0123134 A1 

RECEIVEBASEIAMGE f1 05 

PROCESS 1011411 f1“ 
IMAGE UMQUE 

PROCESSIMAGE f1” 
T0 ommzs 

V 

RECEIVE DA TA 
FOR ENCODING 

V 

CACHE DATA 

COMBINE DA TA 
WIHI IMA GE 

f109 

STORE UGPI T110 

' 111 
DISPLAYPERSONAL LOGO f 

111;”. 2. 



Patent Application Publication Jun. 24, 2004 Sheet 3 0f 12 US 2004/0123134 A1 

112 

IBJEIEEIIEB 
IMJEHEUEE 
IISJEEEHEB 
1I6~/*1 0 0 1 0 

IHJEEUEIGB 



Patent Application Publication Jun. 24, 2004 Sheet 4 0f 12 US 2004/0123134 A1 

119 

120w, W \‘ ‘i 

121-” L" J- I Y ft 

122” 1101 0010 1010 1000 1101 

123m 001001 110010 110001 010110 000110 

124-“ 
100110101101110100010110 

125w 1101 0011 1011 1001 1101 

126w 001011 11009 110001 01mg 00mm 

[157.4 



Patent Application Publication Jun. 24, 2004 Sheet 5 0f 12 US 2004/0123134 A1 

RECEIVE GRAPHICIMAGE fly 

I 
PERFORM FRACTAL ENCODING 

1 
IRUNCATE TRANSFORMATION T129 

COEFFICIENTS 

V 

APPEND DATA TOLEAST f5” 
smmncmr BITS OF 

TRUNCATED COEFFICIENTS 

l 
DECODE RESULTANTIAMGE f1” 

l 
VERIFY RESULTANT IMAGE 

IS VISUALLYSIMILAR 
TO INPUT IMAGE 

V 

STORE 0R mmunnco f1” 

1%: at 



Patent Application Publication Jun. 24, 2004 Sheet 6 0f 12 US 2004/0123134 A1 

$134 
136 Y 

RDIC 
EMAIL: TOM@ISP.COM 
MAIL: TOMJONES 

2155 STARDUSTA VENE 
LAS VEGAS, NV 

SSN: 555-55-5555 

VISA: 5555-5555-5555-5555 

2 L138 
137 f 



Patent Application Publication Jun. 24, 2004 Sheet 7 0f 12 US 2004/0123134 A1 

( START ) 

I 

REQUEST WEB PAGE [139 

MM 
MM 

V 

WEB SERVER SERVES T140 
WEB PA GE 

I 

CLIENT mars f”, 
LOGO 0N POCKET 

I 

POCKET GIVES LOGO 
MANAGER A TRANSACTION 

SERVER ADDRESS 

1 

LOGO TRANSMISSION r143 
1s NEGOHATED 

LOGO IS TRANSMITTED 

MM 
MM 

V 

TRANSMISSION fl“ 
is DECRYPTED 

I 

CLIENT DA TA EXTRACTFD 



Patent Application Publication Jun. 24, 2004 Sheet 8 0f 12 US 2004/0123134 A1 

wswk 

E 2% 
__ 

E lg ____ &T a 

28 EEB=QUUE= _= 

W: 

5&2? Em 

\ L 

20%;» E WV Em 

$5 2:: 

233$’ 595 520 2. 51203 :55? masja OH @EOUAQB 
| 2% “2.55M & 22., 2m 2m 

.EEEO msvcozc - 529m 3525 c8232 - 03:8 .6“ 622/ >2 0 

N: 



Patent Application Publication Jun. 24, 2004 Sheet 9 0f 12 US 2004/0123134 A1 

I 
I 

/_'\l/ I 148 | 
l 
| 
l 
l 

__...__.I, _ _ _ _ _ .._....',...._._...__l 

l___"_ _ _ _ _ __'_h__l 

| I 
l I 
l l 
L _ _ _ _ _ _ _ _ _ _ ___| 



Patent Application Publication Jun. 24, 2004 Sheet 10 0f 12 US 2004/0123134 A1 

ESTABLISH BASE IMAGE fl” 

1 
ESTABLISH UsER ACCOUNT f1“ 

TO MAKE UNIQUE 

1 
ADD USER DATA I/ISZ 

V 

PROCESS BASEMAGE |f151 

TOIMAGE 

l 
LINK USER ACCOUNT 

TO USER LOGO 

TRANSMIT UsER LOGO I154 
TO USER 

' 153 

[150. 1a 



Patent Application Publication Jun. 24, 2004 Sheet 11 0f 12 US 2004/0123134 A1 

RECEIVE TRANSACTION r155 

Y 

EXTRACTDA TA 156 
FROM LOGO 

1 
RECORD EXTERNAL f1” 

DA TA 

1 
RECORDDATA USE f1“ 
INSTRUCTIONS 

1 
LOGDATA T159 

1 
TRANSMT 16” 

TRANSACTIONDA TA 

a; 11: 



Patent Application Publication Jun. 24, 2004 Sheet 12 0f 12 US 2004/0123134 A1 

164 

mf @\ 164 
I65 

ODD 



US 2004/0123134 A1 

METHOD AND SYSTEM FOR ELECTRONIC 
CONVEYANCE OF DATA IN A SECURE MANNER 

CROSS REFERENCES TO RELATED 
APPLICATIONS 

[0001] This is a division of application Ser. No. 09/350, 
256, Filed Jul. 8, 1999 noW allowed. The present patent 
application is a division of a patent application that depends 
from the US. provisional patent application, serial No. 
60/118,925, dated Feb. 5, 1999 and US. provisional patent 
application 60/092,855 dated Jul. 15, 1998. 

TECHNICAL FIELD 

[0002] The present invention is directed to the ?eld of 
electronic transmission of data. 

BACKGROUND OF THE INVENTION 

[0003] From the earliest days of commerce, personal pres 
ence has had an important roll in the conduct of business. 
Face-to-face dealings have lent an air of credibility to 
transactions. A handshake has proven an invaluable instru 
ment for establishing trust. Later, formalized documents 
became acceptable proXies for such face-to-face transac 
tions. The personal signature of a recogniZed party to the 
transaction became an acceptable substitute for face-to-face 
presence. As the information age progressed, faXed signa 
tures often became recogniZed as the equivalent to an 
original physical signature. 

[0004] As technology continues to evolve, there is need to 
provide equivalent means to the handshake and personal 
signature for Internet and other electronic transactions. The 
present invention teaches a method and apparatus for send 
ing personal data from a ?rst computer to a second computer 
across a netWork and establishing the equivalent to personal 
presence. 

[0005] A preferred embodiment of the present invention 
relates to the ?eld of fractal image processing. 

[0006] In fractal image processing, an image is divided 
into a number of library regions. The library regions are 
identi?ed, or indeXed, by their location in the original image. 
In some prior art, library regions are called domains. The 
image is then divided into a number of similarly shaped 
target regions Which, taken together, tile the entire image. In 
some prior art, target regions are called ranges. In one 
variant, each target region is sequentially compared to each 
of the indeXed library regions to ?nd the one that most 
closely corresponds to it. In this comparison, the target and 
library region are alloWed to be rotated, scaled, and offset 
relative to one another. The most closely matched library 
region for each target region including such rotation, scal 
ing, and offsetting is noted and stored in memory. The 
substitution of a rotated, scaled, and offset indeXed library 
region designation for a target region is called a fractal 
transformation and the values for rotating, scaling, and 
offsetting are called transformation coefficients. In some 
prior art, fractal transformations are called af?ne transfor 
mations. After the transformations for all the target regions 
have been made, the resultant image is again divided into 
library regions and target regions and the process is 
repeated. Each time the entire process of selecting library 
regions, selecting target regions, and generating the entire 
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set of transformations for an image is called an iteration. The 
entire set of iterated transformations from an original image 
to a resultant ?le is called a fractal encodation. 

[0007] Decoding a fractally transformed image is per 
formed in an inverse manner, substituting rotated, scaled, 
and offset library regions for the vectors referring to them. 
This process is repeated until the image converges to a 
predetermined tolerance. 

SUMMARY OF THE INVENTION 

[0008] One aspect of the present invention relates to 
methods of providing a digital signature for remote trans 
actions. Another aspect of the present invention relates to 
methods of verifying the identity of a source of data. 
Embodiments of the present invention teach methods and 
apparatus for establishing the functional equivalent to per 
sonal presence, the handshake, and the personal signature in 
forms appropriate for use across electronic media. Another 
aspect of the present invention teaches methods for auto 
matically transmitting information relevant to a particular 
transaction. In particular, the present invention teaches tech 
nologies appropriate for use in Internet transactions. 

[0009] The present invention makes use of digital graphi 
cal bitmaps to establish a visual representation of a sender’s 
identity and authority. A speci?cally selected or generated 
digital graphical bitmap is used to establish such identity 
and/or authority and is termed a logo. Apersonally selected 
or generated digital graphical bitmap is termed a personal 
logo or unique graphic personal identi?er. 

[0010] The means for transmitting data taught by the 
present invention is the embedding of data into a logo and 
the embedding of personal data into a personal logo. It is 
desirable for the embedding of data to alter the nominal 
appearance of the logo minimally or not at all. Several 
methodologies may be used for embedding such data includ 
ing direct distribution of substituted message bits across a 
graphic object, discrete cosine transformation, Wavelet sca 
lar quantiZation, and fractal transformation. 

[0011] Another aspect of the present invention relates to 
methods for controlling the use of data. Along With personal 
data, restrictions as to the use of said personal data may be 
encoded into a personal logo. When received by a transac 
tion server, such use restrictions may be automatically 
logged and the personal data treated according to the restric 
tions. 

[0012] Another aspect of the present invention relates to 
methods for encoding personal information in a form that 
makes it dif?cult for an unauthoriZed party to retrieve. By its 
very nature, personal data embedded in image transforma 
tion coef?cients or distributed across an image in a secret 
Way is dif?cult to retrieve. Such unauthoriZed retrieval may 
be further stymied by encrypting said personal data before 
embedding and/or by encrypting the personal logo prior to 
transmission. Of notable interest is the ability of the present 
invention to maintain a measure of secrecy even When 
transmitted via an unsecured data link. 

[0013] Another aspect of the present invention relates to 
methods for automating the choosing of data for transmis 
sion. One embodiment of the present invention teaches the 
use of predetermined logo levels to encode data. Each 
predetermined logo level encodes a different subset of 
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personal data. The appropriate logo level may be chosen by 
the user or may be automatically chosen by data communi 
cation betWeen a transaction program and the client pro 
gram. 

[0014] Another aspect of the present invention relates to 
methods of verifying the identity of a data destination. 
During a transaction, the identity of a transaction server is 
provided by a presentation server. The identity of said 
transaction server is then presented to the user for approval 
prior to transmission of data. In this Way, the user stays in 
control of the entire transaction. 

[0015] A preferred embodiment for embedding personal 
data into a graphic object is to use a technique related to 
fractal image transformation. 

[0016] Iterated fractal transformations generally have sev 
eral important properties. First, at least the overall process is 
contractive, meaning that the resultant ?le siZe is smaller 
than the starting ?le siZe. Secondly, fractal image transfor 
mation is symmetrical. Thirdly, fractal image transformation 
is convergent, meaning that after a certain number of itera 
tions, the resultant image stabiliZes. Because of the symme 
try of the fractal transformation process, a decoded image is 
similarly convergent. The property of convergence yields a 
self-contained method for determining When an encoding or 
decoding process is ?nished. Finally, fractal image transfor 
mation has the property that small changes to a starting 
image result in large changes to the transformation coef? 
cients. Because of the property of symmetry, it is also noted 
that large changes to transformation coef?cients result in 
only small changes to the decoded image. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 illustrates modules used during a transac 
tion involving the present invention. 

[0018] FIG. 2 illustrates a method for creating a personal 
logo. 
[0019] FIG. 3 shoWs a method for creating a personal logo 
from a base image that is not necessarily unique. The method 
shoWn is the fractal transformation randomiZation method. 

[0020] FIG. 4 illustrates a method for adding data to a 
fractally transformed graphic image. 

[0021] FIG. 5 shoWs another depiction of adding data to 
a fractally transformed graphic image. 

[0022] FIG. 6 shoWs hoW signi?cant objects of an 
embodiment of the present invention interact to create a data 
conveyance object. 

[0023] FIG. 7 gives a method for performing a transaction 
according to the present invention. 

[0024] 
[0025] FIG. 9 shoWs a personal logo as represented on a 
computer screen. 

[0026] FIG. 10 shoWs a method for an enterprise to make 
a personal logo for a client. 

[0027] FIG. 11 shoWs a method for extracting data from 
a received DCO. 

[0028] FIG. 12 shoWs a computer system for carrying out 
the present invention. 

FIG. 8 illustrates a logo pocket on a Web page. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

[0029] FIG. 1 shoWs the system components of one 
embodiment of the present invention. The user module, 101, 
provides a means of controlling the content of a raW data 
cache and personal logo. The user module also provides a 
graphical user interface for the integration and encryption of 
data and transmission 25 to a transaction module. A graphic 
object Which serves as the point of interface is a personal 
logo or UGPI as described elseWhere in this document. In 
other embodiments, other types of interfaces including com 
mand lines, radio buttons, check boXes, control buttons, and 
other graphic objects or groups of objects may act as the 
point of interface. Audio, video, and other objects may also 
serve as a point of interface. The user module provides an 
interactive methodology for a client to control the content of 
data to be transmitted during a transaction. It selects appro 
priate data from the raW data cache and combines it With a 
unique graphic personal identi?er (UGPI) so as to hide said 
data. The data stream that results from combining the UGPI 
With data appropriate to a particular transaction is a data 
conveyance object or DCO, 102. In some embodiments, the 
particular data required for a transaction is customiZed. Such 
custom data sets, knoWn as custom logo levels, may be 
stored in their oWn data caches. 

[0030] In one embodiment, all the raW data is stored in a 
UGPI. During a particular transaction, the user chooses 
appropriate data, and the user module deletes data not 
needed for the present transaction. In another embodiment, 
the user module adds selected data to a UGPI to form a DCO 
immediately prior to executing a transaction. 

[0031] The UGPI With particular data appropriate to the 
present transaction comprises the data conveyance object, 
102. The data conveyance object is provided to the trans 
action module When the user selects a logo level and drags 
the displayed logo to a drop target or logo pocket. Logo 
levels comprise prede?ned sets of data to be sent during a 
transaction. In principle, there is no limit to the number of 
different groupings of data and hence no limit to the number 
of logo levels. In one embodiment, there are four logo levels, 
each successive level encoding more data than the last. Each 
successive level encodes information that is more and more 
detailed. Logo level 1 includes name and email address. 
Logo level 2 encodes name, email address, and physical 
address or street address. Logo level 3 encodes name, email 
address, physical address, and telephone number. Logo level 
four encodes name, email address, physical address, tele 
phone number, and credit card number. Additional types of 
data or different associations of data Will be obvious to one 
skilled in the art. Optionally, there are data-use instructions 
associated With, and encoded in, each logo level. The 
data-use instructions are automatically recorded by the 
transaction server 

[0032] The transaction module, 103, is an application that 
provides a drop target area or logo pocket. In one embodi 
ment, the transaction module may be a control or applet 
hosted by a broWser or other client softWare. In another 
embodiment, the transaction module may be embedded in a 
Web page or other application hosted by a transaction server. 
Dropping a personal logo on the drop target represents the 
act transmitting data to another machine. FolloWing enable 
ment by the client, the data conveyance object is transmitted 
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across the network to a receiver module residing in a 
transaction server. The receiver module, 104, runs on 
another machine on the netWork, and is responsible for 
decrypting the data conveyance object, extracting data, and 
passing appropriate data on to third party softWare. Another 
aspect of the receiver module is a recording of data-use 
instructions conveyed Within the data conveyance object. 

[0033] During data extraction, performed by the receiver 
module 104, a spreading code may be read from a prede 
termined location in the DCO, 102. The spreading code 
instructs the decoder Which transformation coef?cients con 
tain user data. The spreading code may be related to user 
data locations algorithmically or by reference to a lookup 
table. Alternatively, user data may simply start at a prede 
termined starting position and proceed in a stepWise fashion 
through the series of transformation coef?cients. 

[0034] FIG. 2 shoWs a methodology for creating a per 
sonal logo. To make use of the personal logo capability, a 
user may ?rst install client softWare on his or her computer. 
Such client softWare may be doWnloaded from the Internet 
or loaded from local storage media such as a CD-ROM or 
?oppy disk. Installation is initiated using Well knoWn tech 
niques. During installation, a user is given several prompts 
and makes several responses to initialiZe the softWare, select 
a starting logo that Will be knoWn as the base logo or base 
image, and enter personal data. Alternatively, the softWare 
for creating a personal logo may be a module in a broWser 
or may be a Web- or LAN -based application. 

[0035] First, an initialiZation module requests the user to 
select a logo. During base image selection, 105, the user 
chooses an image from Which their personal logo and UGPI 
Will be derived. Avariety of such base logos are prede?ned 
and may be doWnloaded from a Web site or selected from a 
number of alternative designs provided With the softWare. 
The base image may be created or draWn by the user using 
computer design tools, may be selected from a library of 
base images or may be scanned in. A base image may take 
the form of a ornamental design, a picture of the user’s face, 
the user’s signature, a representation of the user’s ?nger 
print, or any other tWo-dimensional representation. Further 
more, a base image may take the form of a three dimensional 
object. Aholographic display alloWs full representation of a 
three dimensional object While a tWo-dimensional display 
alloWs the projection of that object onto tWo dimensions. 
Furthermore, any image object including graphical, audio, 
and video objects may serve as a base image and, corre 
spondingly, be transformed into a personal logo and a DCO. 

[0036] An object chosen as a base image may be displayed 
on the user’s computer folloWing selection. In one embodi 
ment, the chosen object is small relative to the overall 
display but large enough to create space in Which to store 
personal data Without adversely affecting the appearance of 
the object. In one embodiment, a base image is a tWo 
dimensional bitmap image of approximately 100x100 pixel 
siZe With 24 bit color. Such an object may have 8 bits of 
grayscale in each of the 3 colors red, green, and blue, often 
described as RGB. Eight bits of grayscale in each color 
represent 256 different intensities of each of the colors. An 
object With these characteristics requires 30,000 Bytes to 
represent in an uncompressed bitmap format. This base 
image may be derived from a common image format such as 
JPEG or GIF. 
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[0037] For embedding large amounts of data, a larger base 
image or multiple linked base images may be desirable to 
prevent degradation of the appearance of the personal logo 
relative to the base image. 

[0038] It is not necessary that a base image chosen be 
completely unique from all other base images. The process 
of embedding personal data transforms the base image to a 
personal logo and UGPI, Whereby the personal logo does 
become completely unique from all other personal logos 
created from the same base image. In some cases, it may be 
desirable to carry out additional processing on the base 
image prior to embedding data to further differentiate the 
resultant personal logo or to distinguish the creation of a 
particular instance of a personal logo from all other 
instances of creation. 

[0039] Step 106 is an optional step Wherein the base image 
is altered or IS perturbed to form a UGPI. In general, a 
derived image created by step 106 is visually indistinguish 
able from the original base image. 

[0040] During processing to create a personal logo, other 
processing to make the graphic compressible, ef?ciently 
transmittable, and capable of integration With other system 
functions, represented by step 107, may optionally be per 
formed. These steps Will not signi?cantly alter the personal 
logo in its visible form, but Will become distinguishable With 
application of speci?c processing steps. 

[0041] In step 108 the user is prompted to input personal 
data. In one embodiment, this personal data includes name, 
email address, telephone number, physical address, and 
credit card number. These pieces of data are then deposited 
in the raW data cache for later combination With the UGPI 
to form a DCO. The raW data cache itself may be encrypted 
and stored in an encrypted form. In general, any data may be 
combined into the UGPI to form a DCO. This method is 
especially appropriate for combining data that is of a per 
sonal nature that the user does not Want available for 
unauthoriZed use but does Want to make available to a 

particular receiving party. Such data may include, but is not 
limited to; a name, an email address, a physical address, a 
telephone number, a credit card number, a social security 
number, a mother’s maiden name, a personal identi?cation 
number, a gender, a race, a religion, a disability, a sexual 
preference, a blood type, an allergy, a measure of income, a 
hobby, a name of a publication subscribed to, a job title, an 
injury, a garment siZe, a Weight, an eye color, a ?ngerprint, 
a hand geometry, a height, a food preference, a disease, a 
hair color, a genotype, a voice print, a post of?ce box, a shoe 
siZe, an occupation, an accreditation, a date of birth, a date 
of encoding, a place of birth, a time of encoding, a ?lename, 
a universal record locator, an iris code, a retinal code, a 
license number, a security clearance level, a language, a 
processor serial number, and an alias. What these data have 
in common is that they are data that are not generally 
knoWable by a third party across a netWork unless expressly 
transmitted by the user but they may be useful to an intended 
receiving party. In addition, custom data caches may be 
created and used by entities With Which the user has trans 
actions. These custom data caches are preferably encrypted 
and stored in a form and/or location that makes them 
resistant to alteration by the user. A custom data cache used 
by a bank, for instance, may contain account information 
and one or more pieces of veri?cation information used to 
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authorize transactions. For purposes of clarity, this docu 
ment Will generally refer to personal data and a raW data 
cache. It is to be understood that one or more groupings of 
third party data and one or more custom data caches may 
generally be used in place of personal data and a raW data 
cache With no change in intent or meaning. 

[0042] In step 108a, the personal data is deposited in a raW 
data cache Which includes groupings of user speci?ed per 
sonal and privacy data and transaction-related protocols. 
Custom data caches may be formed in connection With 
certain kinds of transactions. Custom data caches may be 
created by either the client side or the server side of a 
transaction in the case of a client-server architecture or by 
any peer in the case of a peer-to-peer architecture. Clients, 
servers, and peers may be connected using any available 
technology. Each cache exists in a database as a passive item 
before online transmission capabilities and integration With 
other user processing objects are incorporated. Each cache 
contains selected items of data and user speci?ed instruction 
sets allocated to the cache during set-up. The data items and 
instruction sets are designed to meet the requirements, 
security needs, and veri?cation requirements of certain 
kinds of transactions. The number of caches that can exist is 
open-ended. Caches can also be distinguished by type of 
electronic storage technology, for instance hard disk, touch 
memory, ?oppy disk, etc., and by types of other softWare 
devices used With the data, particularly those performing 
security and encryption functions. Each raW data cache Will 
be encoded to operate at a designated level of security 
commensurate With protection appropriate to the kind of 
data contained Within it and required by the anticipated 
transaction. RaW data cache level 1 may contain basic 
username, email address, and appropriate base level secu 
rity. RaW data cache level 4 may contain credit card numbers 
and other sensitive personal ?nancial data requiring higher 
designated levels of security and veri?cation. 

[0043] Step 109 is optional at the time of personal logo 
creation. Step 109 combines the input personal data With the 
base image from step 105 or, alternatively, the transformed 
image from in step 106 or, alternatively, the further pro 
cessed image from step 107. Step 109 represents the com 
bination of personal data into the unique image to form the 
UGPI. In one embodiment, the data is combined by means 
of fractal image processing. 

[0044] In step 110 the UGPI is stored in the client com 
puter or other electronic storage media for user recall. Step 
111 is an optional step Wherein the personal logo is displayed 
on the user’s monitor. 

[0045] There are several methods for making an image 
unique as in step 106. In a ?rst step, a random or pseudo 
random number can be generated using some algorithm, and 
this identi?er can be embedded into an image appended to 
personal data. Examples of data that may act as random or 
pseudo-random numbers to impart uniqueness include time 
of day, date, mouse position, a measure of keystroke delay, 
an algorithm, a checksum of memory or hard disk contents, 
or a serial number issued by a Web site. One or more of the 
above examples may be combined. Other methods Will be 
apparent to those of ordinary skill in the art. 

[0046] A second part of step 106 for perturbing the base 
image involves altering the image in some Way as a function 
of the random or pseudo-random number. In one method, 
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random or pseudo-random data replaces at least some data 
in the image. One embodiment randomiZes the least signi? 
cant bit of each pixel color value. Another method modi?es 
transformation coef?cients. The method for doing this is 
similar to the method of personal data encodation described 
beloW except that random or pseudo-random data in inserted 
instead of personal data. This method for creating unique 
ness may be carried out at the same time as insertion of 
personal data or may operate prior to or after insertion of 
personal data. If uniqueness processing occurs before per 
sonal data insertion, any transformation coef?cient may be 
altered. If carried out at the same time or after personal data 
insertion, uniqueness processing must be distinguishable 
from personal data inserted in order to ensure recover of 
personal data by the receiver module. This can be ensured by 
altering different transformation coef?cients that Were 
altered by personal data insertion or by altering the same 
transformation coefficients in a different Way, for instance at 
a different digit. 

[0047] A second method for imparting uniqueness uses 
transform selection randomiZation. The inventors have dis 
covered that for most images, the second-best ?t, third-best 
?t, etc. yields an encodation that is almost as good as 
choosing the best ?t. This is expressed by the fact that such 
a sub-optimal encodation decodes to an image that is virtu 
ally indistinguishable from an image decoded from an 
encodation derived from best-?t matches. Moreover, even 
though the image suffers little degradation, the encoded ?le 
is signi?cantly different from one derived only from best-?t 
matches. This provides a convenient Way to characteriZe 
large differences betWeen images that are visually very 
similar. 

[0048] Transformation selection randomiZation is useful 
When the personal logo and UGPI are related by means of a 
transformation. 

[0049] FIG. 3 illustrates the fractal transform selection 
randomiZation method for making an image unique. The 
transform selection randomiZation method yields unique 
ness that is completely independent of personal data encod 
ing and does not degrade data capacity. In contrast to 
random data appending, transform selection randomiZation 
doesn’t affect the decoder at all. There is no need to parse 
randomiZation data to separate it from personal data. More 
over, is possible to create an index into the fractal encoding 
so as to generate a particular transform selection pattern, the 
Nth encoding, at any time. This can be used to verify that the 
encoding Was generated by the correct algorithm and pro 
vides an additional level of security. For these reasons, it is 
a preferred method. 

[0050] In the prior art, during the comparison process only 
the best current library block Was stored for further com 
parison. The modi?cation of the present invention stores a 
list of best matches. In step 106, a different library block 
than normal Will be occasionally selected for each target 
block and the total collection Will result in a unique image 
representation. In fact, if there are N target blocks in image 
(a typical N Would be around 1500), then using just 2 
different possible library blocks (for instance, the best and 
second-best matches) Would result in tWo to the poWer of N 
different possible image representations. 

[0051] FIG. 3 illustrates transform selection randomiZa 
tion for the case Where fractal processing is used. Other 
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image processing techniques that select from multiple pos 
sible transforms also Work With this technique and Would be 
obvious to those of ordinary skill in the art. 

[0052] Amodi?ed image is created using transform selec 
tion randomization by choosing transformations in a random 
or pseudo-random Way. First, a base image 112 is received. 
As is described in the background and summary of the 
invention, base image 112 is divided into an array of target 
blocks 113. Each target block is compared to a very large 
number library blocks. The library blocks are comprised of 
larger image pieces that may overlap or have different 
orientations than the target blocks. 

[0053] In the prior art, the comparison process looks for an 
indexed library block that is most similar to the target block. 
In comparing target blocks and indeXed library blocks, the 
fractal encoder performs tentative rotation, scaling, and 
offsetting of the target block to get the best overall ?t. 
Rotation is typically stored as tWo bits that encode 0°, 90°, 
180°, and 270° orientations. Offsetting characteriZes the 
overall change in darkness necessary to make the target 
block most similar to the library block. Scaling characteriZes 
the change in contrast ratio betWeen the lightest and darkest 
piXels in the target block to make it best match the library 
block. After the most similar library block is found for given 
target block, a set of transformation coef?cients giving 
rotation, offset, and scale are saved along With the location 
of the target block. Together, this information forms the 
fractal transform. 

[0054] Each target block 113 is compared to all the library 
blocks. In the present invention, a plurality of most similar 
library blocks is saved. In FIG. 3, the plurality of most 
similar library blocks are illustrated by the most similar 
library blocks 114, and the second most similar library 
blocks 115. The particular number of the plurality of most 
similar matches saved is a matter of design choice. 

[0055] A random number 116, created by one or a com 
bination of the methods described above, is introduced. In 
FIG. 3, this random number is represented in its binary form 
corresponding to the number of best ?t library blocks from 
Which choices Will be made. 

[0056] For FIG. 3, a binary 1 determines the selection of 
the second most similar library block and a binary 0 corre 
sponds to the selection of the most similar library block. 
Library blocks 117 represent the array of transformations 
chosen according to this method. 

[0057] Finally, a perturbed image 118 may be assembled 
by decoding the resultant transformation. This is performed 
iteratively using techniques described elseWhere in this 
document. Preferably, it is performed using a random start 
ing image and successive iterations at a series of constant, 
small image siZes. 

[0058] Using transform selection randomiZation, it is pos 
sible to generate a very large number of uniquely encoded 
images from a single base image Wherein IS each encoded 
image is visually identical or very similar to all other 
encoded images. 

[0059] As stated above, step 109 represents combination 
of personal data into the unique image to form the personal 
logo. In one embodiment, such data is substituted for the 
least signi?cant bit in each of a sequence of piXel values that 
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describe the bitmap image. In another embodiment, the data 
is combined by means of fractal image processing. 

[0060] During fractal image processing, a series of coef 
?cients describing the relationships of target blocks to 
library blocks is generated. One property these coef?cients 
is that small differences in the base image results in large 
changes in the coef?cients. It has been discovered that 
relatively large changes in the transformed coef?cients result 
in only small changes to the encoded image. The present 
invention makes use of this discovery by altering the coef 
?cients a transformation so as to encode personal data 
therein. In particular, there is uncertainty as to the least 
signi?cant bits of information in the coef?cients. That is, a 
relatively small change in the base image can result in large 
changes in the least signi?cant digits. 

[0061] In a preferred embodiment, personal data is 
appended to and replaces the least signi?cant bits of the 
coef?cients of transformation. The coef?cients of transfor 
mation are thus limited in resolution but this doesn’t greatly 
affect image quality. 

[0062] FIG. 4 illustrates a method for adding personal 
data to a logo using a method of fractal image processing. 
First an image 119 is established using methods described 
above. Image 119 is divided into target blocks 120. Target 
blocks 120 are compared to a large number of library blocks 
and the most similar library blocks 121 are selected. Along 
With the most similar library blocks, transformation coef? 
cients describing rotation, scaling, and offset are retained. In 
FIG. 4, scale coef?cients 122 and offset coef?cients 123 for 
each transformation are depicted. In this eXample the scaling 
coef?cient is represented by a 4-bit binary number and the 
offset coef?cient is represented by a 6-bit binary number. 
Alternative amounts of resolution are a matter of design 
choice. 

[0063] Data 124 is read. This data represents personal data 
input by a user in binary form. According to the data 
appending or prepending method of image randomiZation 
described above, data 124 may also contain random infor 
mation. According to the present invention, data 124 may 
alternatively be encrypted. 

[0064] Data 124 is appended to transformation coef?cients 
or substituted into transformation coef?cients. FIG. 4 shoWs 
a preferred method for substituting data into scaling and 
transformation coefficients 122 and 123, respectively, to 
create modi?ed transformation coefficients 125 and 126. For 
the present eXample, the ?rst bit of data 124 is substituted for 
the last bit of the ?rst scaling coef?cient 122 to form the ?rst 
encoded scaling coefficient 125. The second and third bits of 
data 124 are substituted for the tWo least signi?cant bits of 
the ?rst offset coef?cient 123 to form the ?rst encoded offset 
coef?cient 126. The fourth bit of data 124 is substituted for 
the last bit of the second scaling coef?cient 122 to form the 
second encoded scaling coef?cient 125. The ?fth and siXth 
bits of data 124 are substituted for the tWo least signi?cant 
bits of the second offset coefficient 123 to form the second 
encoded offset coef?cient 126. Alternatively, data may be 
appended to transformation coef?cients 122 and 123 rather 
than substituting. 

[0065] This process proceeds until all the data has been 
thusly encoded. After all the data has been encoded a stop 
character may be encoded to indicate the end of teXt. 



US 2004/0123134 A1 

Alternatively, all binary Zeros or binary ones may be 
encoded for all remaining least signi?cant bits of coefficients 
122 and 123. Alternatively, data may be distributed over 
transformation coef?cients 122 and 123 according to a 
spreading code. The spreading code may itself be encoded at 
a predetermined location. A data identi?er data structure 
may be employed to indicate the positions and nature of data 
?elds, either singly or in concert With one of the aforemen 
tioned data distribution schemas. Other methods of distrib 
uting data Will be obvious to those of ordinary skill in the art. 

[0066] Another depiction of adding personal data to a 
graphic image is shoWn in How chart form in FIG. 5. FIG. 
5 shoWs the details for generating personal logo through 
appending of personal data to transformation coef?cients. 
Step 127 refers to the receipt of an image for embedding the 
data. This image may be in the form of a base image if 
adding user data alone is intended to produce uniqueness. 
Alternatively, the image may be a UGPI. In step 128, fractal 
encoding of the image is performed. The transformation 
coef?cients, speci?cally and preferably offset and scaling 
coef?cients, are then truncated according to step 129. This 
may result in some loss of image quality but generally not 
to signi?cant degree. In step 130 user data is appended to the 
least signi?cant bits of the truncated coef?cients so as to 
replace the data truncated in step 129. The image is then 
optionally decoded in step 131 to create an altered graphical 
image. In optional step 132, the altered graphical image may 
then be compared to the input image to verify that there is 
little perceptual difference in the tWo images. The resultant 
altered image then is stored as shoWn in step 133. Alterna 
tively, especially for an embodiment Where personal data is 
combined With a UGPI at the time of a transaction, the 
personal logo may be transmitted in step 133. 

[0067] If the comparison of the altered graphical image to 
the original image indicates an inappropriate amount of 
image degradation, the process is repeated using different 
data distribution. 

[0068] Similar techniques may be used in conjunction 
With alternative transformation technologies. In the case of 
discrete Wavelet transformation, a component of each trans 
form is a set of coef?cients, the values of Which are used to 
derive image reproduction. Some of these coef?cients are 
high-precision real numbers, meaning they are represented 
digitally using many bits, often 32 bits or more. The bits 
used to store the highest degrees of precision, that is, the 
least signi?cant bits, often provide a degree of precision that 
is unnecessary or unused during decompression. Replacing 
the value of the least signi?cant bits With other values 
generated by data or a random number has little or no effect 
on image quality after reconstruction and can be used to 
carry uniqueness and or data. 

[0069] One form of discrete Wavelet quantiZation is used 
in an emerging standard called JPEG2000. 

[0070] FIG. 6 graphically depicts the relationship betWeen 
key components of the client-side softWare. The functions 
integration object, 134, is responsible for storing a personal 
logo, 135, and a raW data cache, 136 in a secure manner, and 
providing a consistent interface to the data no matter Where 
may be stored. The functions integration object is also 
responsible for displaying the neW account creation dialog 
boxes, removal of accounts, as Well is restricting access to 
the raW data cache 136 and personal logo 135. The functions 
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integration object also provides data conveyance objects, 
137, created With the contained unique personal logo 135 
and raW data cache 136 by combining them according to an 
embedding security protocol 138. 

[0071] The functions integration object-based structure 
provides the overall system With capability to implement 
data conveyance objects and their component functions as 
discrete modules Within the system. This gives the system 
the ability to incorporate neW security technology, data 
storage technology, or other advances related to systems 
functions by simply creating the neW functions integration 
object module containing the data conveyance object With 
the neW technology. Thus neW advances can be inserted into 
the system and made available to the user Without recon 
structing other operating components or system protocols. 

[0072] An interface and control manager is a group of 
management and controller functions that operate at the 
encoded level to offer a graphical user interface menu of 
enabled personal logos, data conveyance objects, and 
embedded security protocol items. It enables a single mouse 
click or drag-and-drop interface to the user. This interface 
alloWs the user to initiate, coordinate, and control all ele 
ments of the transaction With mouse clicks or drag-and-drop 
selections. In response to the user’s menu selections, the 
interface and control manager initialiZes processing in the 
user processing objects and eXecutes integration processing. 
The interface and control manager accomplishes integration 
processing by selecting the functions integration object 
Which constructs the appropriate data conveyance object in 
response to the user selection. At the electronic or operating 
level, the interface and control manager activates the func 
tions integration object Which constructs a DCO by inte 
grating the encoded forms of the UGPI, data selected for the 
transaction, and embedding security protocol along With 
other protocols and instructions needed to enable use of 
these objects, data, and functions. 

[0073] Another aspect of the functions integration object 
134 is the creation of an immutable log of all transactions. 
In doing this, the functions integration object 134 may store 
transaction characteristic data relating to some or all of page 
server address, transaction server address, the logo level 
sent, data use instructions, time, date, perturbed logo char 
acteristics, payment method, payment amount, and/or terms 
and conditions of the transaction. This information may be 
stored in an external ?le or, alternatively and preferably, 
encrypted and stored Within the functions integration object 
data. The immutable log is accessible but may not be 
changed by a user and may thereby be relied upon to provide 
proof of transaction. A user may add comments to the log. 
A user may erase the log only by destroying the entire 
account. 

[0074] This method offers signi?cant ef?ciency and sim 
plicity in that all elements of the transaction can be con 
trolled from the user side, thus offering the user the control 
necessary to establish both the sense and fact of privacy. 

[0075] FIG. 7 depicts the process by Where a user operates 
the present invention. The user ?rst requests a Web page 
according to step 139, typically by selecting a uniform 
resource locator on his Web broWser. The Web server then 
presents the Web page to the client 140. To enable a 
transaction, the user drops his personal logo on a pocket 
provided on the Web page 141. In step 142, the pocket 
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transfers a transaction server address to a logo manager. The 
transaction server address may be different than the page 
server address. In step 143, logo transmission is negotiated 
betWeen the client and the transaction server. As a ?nal step, 
the user is prompted to acknowledge the transmission of 
personal data in the form of his personal logo. The logo is 
then transmitted to the transaction server 144. The transmis 
sion is decrypted to retrieve the personal logo 145. In step 
146, client data is extracted from the personal and any 
authentication protocol is conducted. Client data is con 
veyed to third party softWare to ?nish the transaction. Step 
146 also extracts any data-use restrictions selected by the 
client. Finally, the personal logo is discarded or retained for 
authentication purposes and data-use restrictions may be 
logged. 
[0076] Optionally, additional steps may be inserted into 
the process illustrated by FIG. 7 Wherein the transmitted 
image is decoded and displayed by the computer that 
receives the transmission. This may be used to verify 
authentication of the received transmission. The embodi 
ment of this technique preferred by the inventors is different 
than prior art in that the starting image used for decoding is 
a randomly generated image rather than a predetermined 
image. In another variation, decoding iterations are per 
formed at a series of small, constant siZes With intervening 
step function increases in image siZe. Both these techniques 
result in faster processing than techniques disclosed in the 
prior art. 

[0077] FIG. 8 depicts a Web page With drop target 147. In 
this example, a region of the page contains the instructions 
“To Order: Drop Logo Here” and a graphical target. This 
drop target or active region 130 calls the interface and 
control manager on the client machine and transfers the 
transaction server address to the logo manager, as shoWn in 
steps 124 and 125 of FIG. 5. 

[0078] FIG. 9 shoWs a depiction of a personal logo 148 on 
a client machine. 

[0079] As an alternative to creating a base logo based 
upon user input, a base logo may be provided by a third party 
such as a Web vendor. Whereas a user-selected base logo is 
useful for many generic netWork transactions, a third party 
provided base logo is useful for encoding information par 
ticular to the type of transactions that a user may repeatedly 
have With that third party. For example, a Web-based cloth 
ing retailer may Wish to encode a user’s clothing siZes, color 
preference, height, Weight, hair color, eye color, shoe siZe, 
customer number and favorite activities. Such data Would be 
useful for automating ordering transactions and for recom 
mending merchandise to that customer. For the case of a 
third party-provided base logo, the logo may be a pictorial 
representation of a vendor’s business logo. Such a logo may, 
after creation, be co-resident on a user’s computer With other 
third party logos representing data useful to other vendors, 
clubs, special interest groups, employers, unions, banks, 
utility companies, or other parties With Which the user has 
occasional or regular transactions. 

[0080] In the case of a logo provided by a third party, said 
logo may not truly be a base logo devoid of individualiZa 
tion, but may be a transformed or perturbed logo that already 
contains information particular to the third party to aid in 
identifying the user. In any event, some or all of the 
particular data provided by the third party may be encrypted 
or hidden from the user to avoid tampering. 
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[0081] FIG. 10 depicts a method for creating a personal 
logo for a customer. In step 149 a base image is established. 
This may be a digital representation of a company logo, for 
instance. In step 150, a user account is established. This may 
involve creating a neW account or may involve reading 
account information from an existing database. Step 151 
represents an optional step for creating a unique version of 
the logo. This may involve a technique as in FIG. 3 or 4 or 
a variant thereof. For the case of vendor-issued personal 
logos, it may be desirable not to use a random number. 
Instead, it may be desirable to distribute data and/or vary a 
coef?cient selection according to a predetermined sequence 
such as a serial number. Step 152 represents adding user 
information to a logo. In particular, it may be advantageous 
to encode information appropriate for the type of transaction 
offered by the company. In step 153, the particular logo is 
linked to a company database. This may be used later to 
verify user identity during transactions. In step 154, the 
resultant personal logo is transmitted to the user. This may 
be accomplished, for instance, using active Web page tech 
nology. 

[0082] FIG. 11 depicts a server-side computer program 
for receiving a transaction, extracting data in the form of a 
logo level, recording other transaction data, and storing said 
data in a log. The transaction server receives transaction data 
155 from a netWork in the form of a DCO. Using the 
methods described elseWhere, the computer program then 
extracts data and data use instructions, if data use instruc 
tions are present, from the DCO in 156. In step 156, the 
computer program may also record UGPI uniqueness char 
acteristics. One Way for doing this is to record all the 
transformation coef?cients extracted from the personal logo. 
Another Way is to record one or more ?eld remainders, using 
the remainder or remainders as a checksum. The computer 
program optionally records external data in step 157 includ 
ing some or all of time of day, date, client computer URL or 
address, page server address, terms and conditions, goods 
ordered, payment method, and payment amount. In step 158, 
the computer program Writes any data use instructions to a 
log and in step 159 logs data pertaining to the transaction. In 
step 160, the computer program transmits transaction data to 
another portion of the computer program, to another com 
puter program, or to another computer for further processing 
and ful?lling the transaction. 

[0083] FIG. 12 illustrates a computer system for carrying 
out the present invention. A ?rst computer 161 may include 
some or all of a display 162, a keyboard 163, a pointing 
device 164, a drive for reading optical media 165, a drive for 
reading removable magnetic media 166, and internal storage 
such as a hard drive 167. Additional input devices such as for 
instance a bar code scanner, an image scanner, or a digital 
camera may also be connected to the ?rst computer 161. The 
?rst computer 161 is connected via interconnection 168 to at 
least a second computer 169. Interconnection 168 may be a 
point-to-point Wired, RF, or optical link or may be a netWork 
such as a Wired LAN, a radio LAN, a WAN, or the Internet. 
In some embodiments, the ?rst computer 161 is a client 
computer and the second computer 169 is a server. The ?rst 
computer is able to receive computer readable instructions 
for performing the steps described herein over any of the 
input devices or interconnections described. Some or all of 
the steps described herein may be performed by the ?rst 
computer 161. Additionally or alternatively, some or all of 






