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HIGH-AVAILABILITY ARCHITECTURE USING 
HIGH-SPEED PIPES 

I. CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of provisional 
application “Methods and Apparatus for High-Availability 
Architecture Using High-Speed Pipes,” ?led Jun. 2, 1999 
bearing Serial No. 60/137,203, the contents of Which are 
relied upon and incorporated by reference. 

II. BACKGROUND OF THE INVENTION 

[0002] A. Field of the Invention 

[0003] The present invention relates generally to high 
availability computer system architectures, and in particular 
to apparatus, systems, and methods for a high-availability 
computer system architecture using high-speed pipes. 

[0004] B. Description of the Related Art 

[0005] Conventional high-availability computer systems 
use special purpose, dedicated systems for implementing 
redundancy. For example, some conventional systems uti 
liZe tWo computer systems, one of Which is active and the 
other standby, and special purpose hardWare and softWare 
that interacts With each computer system to implement 
high-availability. The special purpose hardWare and soft 
Ware communicates With the active computer system to 
capture status information so that in the event the active 
system goes doWn the standby system can start in place of 
the active system using the information collected by the 
special purpose hardWare and softWare. 

[0006] Thus, conventional high-availability computer sys 
tem architectures require special purpose hardWare and 
softWare, Which raises system costs. The additional costs 
make these systems very expensive. There is, therefore, a 
need for a high-availability computer system architecture 
that solves the problems associated With special purpose 
hardWare and softWare high-availability systems. 

III. SUMMARY OF THE INVENTION 

[0007] Apparatus, systems, and methods consistent With 
the present invention utiliZe available high-speed pipes to 
transfer information necessary for high-availability betWeen 
tWo computer systems. In one embodiment, one or more 
logical pipes are implemented on a physical pipe betWeen 
tWo computer systems. The use of the term pipe refers to a 
communication channel. Aphysical pipe refers to a physical 
communication channel. A logical pipe refers to a logical 
communication channel, and high-availability information 
refers to data transferred betWeen systems for purposes of 
implementing a high-availability architecture. The logical 
pipes are used for data transfer betWeen an active system and 
a standby system so that the standby system has the infor 
mation necessary to take over from the active system if the 
active system fails in some Way. In one embodiment, the 
logical pipes that transfer information necessary for imple 
menting high-availability are part of a physical pipe that also 
carries other types of information used by the active system. 

[0008] The system may also use netWork interface cards to 
implement the high-speed pipes. The netWork interface 
cards (NIC) may be implemented using conventional inter 
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face cards Without departing from the principles of the 
invention. For example, a NIC using Virtual Interface (VI) 
Architecture may be used. 

[0009] By using logical pipes on existing physical pipes, 
there are signi?cant cost savings as compared to conven 
tional systems that require dedicated pipes to transfer the 
high-availability information. Moreover, by using netWork 
interface cards, additional cost savings may be realiZed. 
Logical pipes and netWork interface cards may also be used 
in combination. Because the architecture reduces or elimi 
nates special purpose hardWare and softWare, costs are 
signi?cantly reduced. 

[0010] An apparatus consistent With the present invention 
comprises a physical pipe for transferring data betWeen an 
active system and a standby system. The apparatus further 
comprises a ?rst logical pipe for transferring data over the 
physical pipe, and a second logical pipe for transferring 
high-availability data over the physical pipe. 

[0011] Another apparatus consistent With the present 
invention comprises a physical pipe for transferring data 
betWeen an active system and a standby system. The appa 
ratus further comprises netWork interface card for transfer 
ring data and high-availability information over the physical 
pipe. 

[0012] Yet another apparatus consistent With the present 
invention includes a physical pipe for transferring data 
betWeen an active system and a standby system. The appa 
ratus further comprises a ?rst logical pipe for transferring 
checkpointing data over the physical pipe, and a second 
logical pipe for transferring total system state data over the 
physical pipe. 

[0013] A system consistent With the present invention 
comprises a physical pipe. The system further comprises an 
active system for transferring data and high-availability 
information over the physical pipe, and a standby system for 
receiving the high-availability information from the physical 
pipe. 

[0014] A method in a high-availability system having an 
active system and a standby system is provided. According 
to this method, the active system sends a message to the 
standby system to enter a sWitch-over state. The standby 
system monitors a transfer complete marker. The method 
transfers total system state from the active system to the 
standby system. The method sWitches the high-availability 
system from the active system to the standby system upon 
detecting the transfer complete marker. 

[0015] Such apparatus, systems, and methods overcome 
the problems of conventional high-availability architectures 
described above. Additional advantages of the invention are 
apparent from the description Which folloWs, and may be 
learned by practice of the invention. It is to be understood 
that both the foregoing general description and the folloWing 
detailed description are exemplary and explanatory only and 
are not restrictive of the invention, as claimed. 

IV. BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The accompanying draWings, Which are incorpo 
rated in and constitute a part of this speci?cation, illustrate 
an embodiment of the invention and, together With the 
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description, serve to explain the advantages and principles 
of the invention. In the drawings, 

[0017] FIG. 1 is a block diagram shoWing a high-avail 
ability computer system consistent With the present inven 
tion; 
[0018] FIG. 2 is a block diagram shoWing a method using 
a transfer complete marker consistent With the present 
invention; 
[0019] FIG. 3 is a block diagram shoWing transitions for 
Graceful SWitch Over consistent With the present invention; 
and 

[0020] FIG. 4 is a block diagram illustrating the VI 
Architectural Model consistent With the present invention. 

V. DETAILED DESCRIPTION 

[0021] Apparatus, systems, and methods consistent With 
the improved high-availability architecture disclosed herein 
use high-speed pipes to exchange information betWeen an 
active computer system and a standby system. Appendix A, 
Which contains a glossary of the terms and conventions used 
in describing the invention, is incorporated herein in its 
entirety as part of this Detailed Description. 

[0022] HSP System OvervieW 

[0023] High Speed Pipes system uses high speed pipes to 
transfer information necessary for high-availability betWeen 
tWo computer systems. This information exchange permits a 
standby computer system to takeover in case the active 
system fails. The present system uses logical pipes on 
existing physical pipes, thereby realiZing signi?cant cost 
savings compared With conventional systems that require 
dedicated pipes for transferring high-availability informa 
tion betWeen computer systems. 

[0024] Due to legacy reasons, the call processing platform 
redundancy scheme is based on a 1+1 model and can be 
expanded to Work in an n+1 redundancy model. 

[0025] The use of the term database in this document 
means protected memory region, hard disk drive ?les and 
any data structures common on both the active and standby 
system. The use of the term pipe refers to a communication 
channel. Aphysical pipe refers to a physical communication 
channel. A logical pipe refers to a logical communication 
channel, and high-availability information refers to data 
transferred betWeen systems for purposes of implementing a 
high-availability architecture. 

[0026] 
[0027] FIG. 1 illustrates a high-availability computer sys 
tem 100. As shoWn in FIG. 1, active system 102 is inter 
connected With standby system 104. Active system 102 
comprises a disk drive 106, memory 108, and CPU 109. 
Standby system 104 comprises a disk drive 110, memory 
112, and CPU 113. Active system 102 and standby system 
104 are interconnected via tWo interfaces or logical pipes: 
Interface A 114 and Interface B 116. Interface A 114 trans 
fers tWo types of traf?c: 

[0028] Operational and Management (OA&M) and 
Health status 

Interface A 

[0029] Transactions that change the state of the pro 
tected memory interface. 
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[0030] Accordingly, as shoWn in FIG. 1, Interface A 114, 
one of the logical pipes, is used to transfer “Heart Beat,” or 
in other Words messages betWeen active node 102 and 
standby node 104 that make one system aWare of another’s 
existence or health. In addition, Interface A 114 is used to 
transfer “P.mem updates,” or in other Words any protected 
memory updates that occur on the active node are replicated 
on the standby node. Also, as shoWn in FIG. 1, Interface A 
114 is used to ensure disk redundancy. For example, any 
updates or Write operations performed on active node disk 
106 are replicated on standby node disk 110. One skilled in 
the art Will appreciate that other operational and manage 
ment and health status information may also be transferred 
using Interface A. For example, any con?guration changes 
made on active node 102 are replicated on standby node 104 
by transferring commands or inputs associated With any 
con?guration changes to the standby node using Interface A. 

[0031] The characteristics of this interface are: 

[0032] LoW latency 

[0033] LoW CPU utiliZation 

[0034] Moderate to high bandWidth 

[0035] LoW latency reduces the time WindoW Where a 
transaction has been placed into the logical pipe and the 
possibility of the active system failing during the transfer of 
the data, thus causing an inconsistency in the database on the 
standby side. 

[0036] LoW CPU utiliZation is required due to the large 
number of transactions expected betWeen the tWo systems 
during normal operation. The utiliZation of the main CPU by 
processes or tasks other than for maintaining high-availabil 
ity should not be greater than 10% during normal operation. 

[0037] In many systems, the average traffic rate across this 
pipe Will be relatively loW, although during some adminis 
trative operations the traf?c rate Will have some signi?cant 
bursts of traffic. In one embodiment, the pipe is con?gured 
to Work Within a client server type con?guration, alloWing 
softWare to access the pipe in a similar manner to a socket 
based TCP/IP connection. All data sent across this pipe Will 
be encapsulated and sent across as a message. Only com 
plete transactions should be sent across this interface at any 
one time to prevent the case Where a partial transaction has 
been sent to the standby side When active node failure 
occurs, thus causing an inconsistent database on the standby 
side. Alternatively, the transaction could be built on the 
inactive side from partial transactions, and then applied as a 
single transaction once it has been fully built. Due to the 
symmetrical nature of the system, it can be assumed that if 
a transaction is completed on the active side, the same 
transaction Will be complete on the standby side, therefore 
no rollback and retry functionality Will be required for the 
?rst phase of this system. 

[0038] Failure of this link Will cause inconsistency in the 
tWo databases. Therefore a procedure may be used to 
synchroniZe the databases Without impact to the operation of 
the system. This synchroniZation could happen at any time. 
For example, synchroniZation could happen at hardWare 
failure, softWare error, or human error (e.g., inadvertently 
removes cable). 

[0039] To ensure database consistency, some form of audit 
facility may be run periodically. It Will be assumed that the 
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active database is correct and any differences Will be applied 
to the standby database in the case of inconsistency. 

[0040] 
[0041] The second logical pipe, Interface B 116, betWeen 
the tWo systems is used only during a Graceful SWitch over 
(GSO). GSO in this context refers to the ability to transfer 
control from one processing element to a standby element 
Within a brief period, such as one second, Without any 
impact to the functionality of the system. To facilitate GSO, 
a data transfer mechanism transfers the total system state at 
a particular time by the active node to the standby node in 
the least amount of time possible, alloWing the standby node 
to continue Where the previously active node stopped. 

[0042] Within the CPP system this transfer of data period 
is knoWn as the stop and copy point. The requirements of the 
HSP during the stop and copy phase are considerably 
different to the requirements during normal operation. 

Interface B 

[0043] During the stop and copy phase the HSP must 
exhibit the folloWing characteristics: 

[0044] Very High bandWidth. 

[0045] OS-independent data transfer. 

[0046] Does not change the system state on the active 
or inactive side. 

[0047] The receiving side must pend and be noti?ed 
of completion Without OS involvement. 

[0048] These requirements pose a number of technical 
challenges. Although many technologies offer very high 
bandWidth (IEEE 1394, Giga-bit Ethernet, etc.), many of 
them require the use of OS services. The use of a Direct 
Memory Access (DMA) engine ful?lls most of the require 
ments except the ability to transfer the data betWeen tWo 
independent nodes. Remote Direct Memory Access 
(RDMA) has all the same characteristics of regular DMA 
engines except that a DMA transaction can be performed 
across a pair of nodes, thus alloWing a block of data to be 
directly transferred betWeen the memory subsystems of tWo 
independent nodes. TWo nodes of RDMA exist: Remote 
Direct Memory Access Write (RDMAW) and Remote Direct 
Memory Access Read (RDMAR). The tWo may be vieWed 
as push (the initiator Writes directly into the recipients 
memory) for RDMAW and pull (the initiator reads the hosts 
memory and copies the data into its oWn memory) for 
RDMAR. All current adaptors support RDMAW, a feW also 
support RDMAR. Even though FIG. 1 depicts RDMAW 
operation, one skilled in the art Will appreciate that RDMAR 
may also be used. 

[0049] The receiving side must knoW When the transfer is 
complete. In one embodiment, a small loop is entered on the 
receiving side Where a memory address is monitored. When 
this location changes, the last byte of the transfer has 
completed, alloWing the standby side to return out of the 
GSO and assume the role of the active node. For example, 
as shoWn in FIG. 2, address location 0x7 ffff 206 on standby 
node 204 is set to 0><0OO0 initially and is monitored. When 
this location changes to a previously agreed upon value, the 
transfer complete marker, it indicates that transfer has been 
completed and thus standby side may assume the role of the 
active node. In FIG. 2, for example, a value of Oxfabe 210 
is depicted as the transfer complete marker. One skilled in 
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the art Will appreciate that this value could be any non-Zero 
value that the active node and the standby node have agreed 
to treat as the transfer complete marker. 

[0050] FIG. 3 is a block diagram illustrating an overvieW 
of the transitions taking place on both nodes during a GSO. 
Initially, Side A, the active side is in normal active 302 state. 
Side B, the standby side, is in normal standby 304 state. In 
one embodiment a GSO event is alWays initiated by the 
active side ‘A’ by sending a message to the standby side ‘B’ 
to enter the GSO receive state. Thus, side Aenters Start GSO 
306 state and upon receiving the Start GSO message, side B 
enters Start GSO 308 state as Well. Side ‘A’ then enters a 

PRE-GSO state, the GSO Interrupt State (State 310), and 
Waits for an acknowledgment from side ‘B’ that it is ready 
to receive the system image. Side ‘B’ stops all activity and 
enters a small loop looking for a speci?c memory location 
to change, the GSO Interrupt State (state 312). Side ‘A’ then 
initiates the RDMAW, and enters a loop, similar to side ‘B,’ 
to prevent it from restarting until the system image has been 
transferred (state 314). Side ‘B’ sends a done message to side 
‘A’ When it detects that the transfer complete marker has 
changed (state 316), thus alloWing the side ‘A’ to restart 
(state 318) and become the standby node (state 322). Side 
‘B’ then executes a return from interrupt or return from 
exception instruction, for example, IRET (state 320), caus 
ing the processor to continue from the point Where side ‘A’ 
jumped into the GSO interrupt, thus assuming the role of the 
active node (state 324). One skilled in the art Will appreciate 
that even though FIG. 3 depicts the state transitions in a 
particular order, the order of these state transitions may be 
changed. 

[0051] Use of a NetWork Interface Card (NIC) as HSP 

[0052] A commercially available NIC from Compaq 
(Servernet), that ful?lls the requirements of the HSP may be 
used to implement the physical and the logical pipes. 
Recently the Servernet card has been externaliZed for the 
open systems server market, alloWing it to be used as the 
HSP hardWare. Some NIC’s include a virtual interface 
architecture, such as the Virtual Interface Architecture (VIA) 
standard. 

[0053] Conventional NIC’s, such as the Servernet card, 
employ a dual interconnect fabric denoted X and Y alloWing 
transparent link redundancy to be part of the standard 
interface. In one embodiment of the invention, the NIC has 
native VIA processing in the hardWare. In another embodi 
ment, a softWare VIA emulator may be used, alloWing 
softWare to be Written to utiliZe the VIA interface. 

[0054] An important feature of all VIA NIC’s is that they 
have to provide the ability to do RDMAW operations 
because the RDMAW is the basic transport mechanism of 
the VIA interface. One consideration for CPP high avail 
ability strategy is that the RDMAW can take place With no 
OS support, because of the requirement that both the active 
and standby sides are in a locked interrupt state to prevent 
the OS state from changing. 

[0055] SoftWare Interface 

[0056] The folloWing is an overvieW of the softWare 
interface for the tWo logical HSP’s. It should be noted that 
VIA is a channel architecture. Therefore, one or more logical 
pipes may exist through one physical pipe. 
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[0057] Send/Receive 
[0058] The Send/Receive model of the known VI Archi 
tecture follows a Well-knoWn model of transferring data 
betWeen tWo endpoints. As shoWn in FIG. 4, VI Architec 
tural Model 400 depicts the relationship betWeen VI Con 
sumer 402 and VI Provider 404. VI Consumer 402 com 
prises Application 406, OS Communication Interface 408, 
and VI User Agent 410. OS Communication Interface may 
consist of sockets, Message Passing Interface (MPI), Clus 
ter, or other communication mechanisms. VI Provider 404 
comprises VI Kernel Agent 412, VI Send/Receive and 
Completion Module 414, and VI Network Adapter 416. 

[0059] In one implementation VI Consumer 402 runs in 
the user mode and VI Provider 404 runs in the kernel mode 
as depicted in FIG. 4. 

[0060] In this model, the VI Consumer on the local node 
alWays speci?es the location of the data. On the sending 
side, the sending process speci?es the memory regions that 
contain the data to be sent. On the receiving side, the 
receiving process speci?es the memory regions Where the 
data Will be placed. Given a single connection, there is a 
one-to-one correspondence betWeen send Descriptors on the 
transmitting side and receive Descriptors on the receiving 
side. 

[0061] The VI Consumer at the receiving end pre-posts a 
Descriptor to the receive queue of a VI send/receive module. 
The VI Consumer at the sending end can then post the 
message to the corresponding VI’s send queue. The Send/ 
Receive model of data transfer requires that the VI Con 
sumers be noti?ed of Descriptor completion at both ends of 
the transfer, for synchronization purposes. VI Consumers are 
responsible for managing ?oW control on a connection. The 
VI Consumer on the receiving side must post a Receive 
Descriptor of suf?cient siZe before the sender’s data arrives. 
If the Receive Descriptor at the head of the queue is not large 
enough to handle the incoming message, or the Receive 
Queue is empty, an error Will occur. The connection may be 
broken if it is intended to be reliable. The VI Architecture 
differs from some existing models in that all Send/Receive 
operations are completed asynchronously. 

[0062] Remote Direct Memory Access (RDMA) 

[0063] In the RDMA Model, the initiator of the data 
transfer speci?es both the source buffer and the destination 
buffer of the data transfer. There are tWo types of RDMA 
operations, RDMA Write and RDMA Read. 

[0064] For the RDMA Write operation, the VI Consumer 
speci?es the source of the data transfer in one of its local 
registered memory regions, and the destination of the data 
transfer Within a remote memory region that has been 
registered on the remote system. The source of an RDMA 
Write can be speci?ed as a gather list of buffers, While the 
destination must be a single, virtually contiguous region. 
The RDMA Write operation implies that prior to the data 
transfer, the VI Consumer at the remote end has informed 
the initiator of the RDMA Write of the location of the 
destination buffer, and that the buffer itself is enabled for 
RDMA Write operations. The remote location of the data is 
speci?ed by its virtual address and its associated memory 
handle. For the RDMA Read operation, the VI Consumer 
speci?es the source of the data transfer at the remote end, 
and the destination of the data transfer Within a locally 
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registered memory region. The VI Consumer on the receiv 
ing side must post a Receive Descriptor to receive the 
Immediate Data, before the sender eXecutes the RDMA 
Write. If no Descriptor is posted, an error Will occur and the 
connection may be broken. 

[0065] The folloWing using Servernet as an eXample, is a 
list of actions and VI Architecture calls required to support 
both HSP links required for the CPP high availability pipes. 
HardWare init 

[0066] ServernetInit 

[0067] ServernerReset 

[0068] HardWare Connection 

[0069] VipOpenNic 

[0070] VipCloseNic 
[0071] Endpoint Creation and Destruction 

[0072] VipCreateVi 

[0073] VipDestroyVi 

[0074] Connection Management 

[0075] VipConnectWait 

[0076] VipConnectAccept 

[0077] VipConnectRequest 

[0078] VipDisconnect 

[0079] Data transfer 

[0080] VipPostSend 

[0081] VipSendDone 

[0082] VipSendWait 

[0083] VipPostRecv 

[0084] VipRecvDone 

[0085] VipRecvWait 

[0086] Querying Information 

[0087] VlpQueryNic 

[0088] VipSetViAttributes 

[0089] VipQueryVi 

[0090] VipQuerySystemManagementInfo 

[0091] Special requirements for stop and copy function 
ality. 
[0092] RDMAW does not change OS state during opera 
tion, on both initiator and receiver. 

[0093] During a RDMAW operation memory transfer may 
be implemented in a variety of Ways. For eXample, the 
system could start at loWer memory location and increment 
address as data is transferred, or start at high memory 
location and decrement address as data is transferred. 

[0094] Apparatus, systems, and methods consistent With 
the principles of the invention disclosed herein provide a 
high-availability architecture using high-speed pipes. The 
high-speed pipes may be implemented using logical pipes 
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over an existing physical pipe. The high-speed pipes may 
also be implemented using conventional network interface 
cards. 

VI. CONCLUSION 

[0095] It Will be apparent to those skilled in the art that 
various modi?cations and variations can be made in the 
high-availability apparatus, system, and methods consistent 
With the principles of the present invention Without depart 
ing from the scope or spirit of the invention. Although 
several embodiments have been described above, other 
variations are possible Within the spirit and scope consistent 
With the principles of the present invention. 

[0096] Although the invention has been described in terms 
of tWo systems, the principles may be applied to more than 
tWo systems. The principles of the invention, as disclosed 
herein, may be used in any environment requiring high 
availability. For example, the principles may be used in 
?nancial settings or call-processing systems. 

[0097] The apparatus disclosed herein should be under 
stood to support the processes performed thereby, and, 
similarly, the processes disclosed herein should be under 
stood to support the apparatus necessary to perform the steps 
of the processes. It should be further understood that the 
apparatus and methods disclosed herein may be imple 
mented entirely in hardWare, entirely in softWare, or a 
mixture of hardWare and softWare. 

[0098] The apparatus and method consistent With the 
present invention and disclosed herein are related to appa 
ratus and methods for a high-availability architecture using 
high-speed pipes. Parts of the architecture may be imple 
mented in Whole or in part by one or more sequences of 
instructions Which carry out the apparatus and method 
described herein. Such instructions may be read by the 
computer systems or by netWork interface cards from a 
computer-readable medium, such as a storage device. 
Execution of sequences of instructions by the computer 
system or netWork interface cards causes performance of 
process steps consistent With the present invention described 
herein. Execution of sequences of instructions may also be 
considered to implement apparatus elements that perform 
the process steps. Hard-Wired circuitry may be used in place 
of or in combination With softWare instructions to implement 
the invention. Thus, embodiments of the invention are not 
limited to any speci?c combination of hardWare circuitry 
and softWare. 

[0099] The term “computer-readable medium” as used 
herein refers to any medium that may store instructions for 
execution. Such a medium may take many forms, including 
but not limited to, non-volatile memory media, volatile 
memory media, and transmission media. Non-volatile 
memory media includes, for example, optical or magnetic 
disks. Volatile memory media includes RAM. Transmission 
media includes, for example, coaxial cables, copper Wire and 
?ber optics, including the Wires. Transmission media can 
also take the form of acoustic or light Waves, such-as those 
generated during radio-Wave and infra-red data communi 
cations. 

[0100] Common forms of computer-readable media 
include, for example, a ?oppy disk, a ?exible disk, hard disk, 
magnetic tape, or any other magnetic storage medium, a 
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CD-ROM, any other optical medium, punchcards, paper 
tape, any other physical medium With patterns of holes, a 
RAM, a PROM, an EPROM, a FLASH-EPROM, any other 
memory chip or cartridge, a carrier Wave as described 
hereinafter, or any other medium from Which a computer can 
read and use. 

[0101] Various forms of computer readable media may be 
involved in carrying one or more sequences of instructions 
for execution to implement the high-availability architecture 
described herein. For example, the instructions may initially 
be carried on a magnetic disk or a remote computer. The 
remote computer can load the instructions into its dynamic 
memory and send the instructions over a telephone line 
using a modem. A modem local to a computer system can 
receive the data on the telephone line and use an infra-red 
transmitter to convert the data to an infrared signal. An 
infra-red detector coupled to appropriate circuitry can 
receive the data carried in the infra-red signal and place the 
data on a bus. The bus may carry data to a memory, from 
Which a processor retrieves and executes the instructions. 
The instructions received by the memory may optionally be 
stored on a storage device either before or after execution by 
the processor. 

[0102] Other embodiments of the invention Will be appar 
ent to those skilled in the art from consideration of the 
speci?cation and practice of the disclosed embodiments. 
The speci?cation and examples are exemplary only, and the 
true scope and spirit of the invention is de?ned by the 
folloWing claims and their equivalents. 

We claim: 
1. An apparatus for implementing a high-availability 

computer system architecture, comprising: 

a physical pipe for transferring data betWeen an active 
computer system and a standby computer system; 

a ?rst logical pipe for transferring data over the physical 
pipe; and 

a second logical pipe for transferring high-availability 
data over the physical pipe. 

2. The apparatus of claim 1, Wherein the data transferred 
betWeen the active computer system and the standby com 
puter system on the ?rst logical pipe comprises checkpoint 
ing data. 

3. The apparatus of claim 1, Wherein the high-availability 
data transferred betWeen the active computer system and the 
standby computer system on the second logical pipe com 
prises total system state data of the active computer system. 

4. The apparatus of claim 1, Wherein the second logical 
pipe uses remote direct memory access Write operations for 
transferring high-availability data. 

5. The apparatus of claim 1, Wherein the second logical 
pipe uses remote direct memory access read operations for 
transferring high-availability data. 

6. An apparatus for implementing a high-availability 
computer system architecture, comprising: 

a physical pipe for transferring data betWeen an active 
computer system and a standby computer system; and 

a netWork interface card for transferring data and high 
availability information over the physical pipe. 
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7. The apparatus of claim 6, wherein the data transferred 
betWeen the active computer system and the standby com 
puter system on the network interface card comprises check 
pointing data. 

8. The apparatus of claim 6, Wherein the high-availability 
information transferred betWeen the active computer system 
and the standby computer system on the netWork interface 
card comprises total system state data of the active computer 
system. 

9. The apparatus of claim 6, Wherein the second logical 
pipe uses remote direct memory access Write operations for 
transferring high-availability data. 

10. The apparatus of claim 6, Wherein the second logical 
pipe uses remote direct memory access read operations for 
transferring high-availability data. 

11. A system for implementing a high-availability com 
puter system architecture, comprising: 

a physical pipe; 

an active computer system for transferring data and 
high-availability information over the physical pipe; 
and 

a standby computer system for receiving the high-avail 
ability information from the physical pipe. 

12. The system according to claim 11, Wherein the active 
computer system further comprises: 

an interface card for transferring the data and high 
availability information. 

13. The system according to claim 11, Wherein the 
standby computer system further comprises: 

an interface card for receiving the high-availability infor 
mation. 

14. A system for implementing a high-availability com 
puter system architecture, comprising: 

physical means for transferring data betWeen an active 
computer system and a standby computer system; 

a ?rst logical means for transferring data over the physical 
means; and 

a second logical means for transferring high-availability 
data over the physical means. 

15. The system of claim 14, Wherein the data transferred 
betWeen the active computer system and the standby com 
puter system on the ?rst logical means comprises check 
pointing data. 

16. The system of claim 14, Wherein the high-availability 
data transferred betWeen the active computer system and the 
standby computer system on the second logical means 
comprises total system state data of the active computer 
system. 

17. The system of claim 14, Wherein the second logical 
means uses remote direct memory access read and Write 

operations for transferring high-availability data. 
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18. An apparatus for implementing a high-availability 
computer system architecture, comprising: 

a physical pipe for transferring data betWeen an active 
computer system and a standby computer system; 

a ?rst logical pipe for transferring checkpointing data over 
the physical pipe; and 

a second logical pipe for transferring total system state 
data over the physical pipe. 

19. The apparatus of claim 18, Wherein the second logical 
pipe uses remote direct memory access Write operations for 
transferring total system state data over the physical pipe. 

20. The apparatus of claim 18, Wherein the second logical 
pipe uses remote direct memory access read operations for 
transferring total system state data over the physical pipe. 

21. A method in a high-availability computer system 
having an active computer system and a standby computer 
system, the method comprising the steps of: 

sending a message to the standby computer system to 
enter a sWitch-over state; 

monitoring a transfer complete marker; 

transferring total system state from the active computer 
system to the standby computer system; and 

sWitching from the active computer system to the standby 
computer system upon detecting the transfer complete 
marker. 

22. The method of claim 21, Wherein the step of trans 
ferring total system state from the active computer system to 
the standby computer system, further includes the step of: 

performing remote direct memory access read and Write 
operations. 

23. A computer-readable medium containing instructions 
for performing a method in a high-availability computer 
system having an active computer system and a standby 
computer system, the method comprising the steps of: 

sending a message to the standby computer system to 
enter a sWitch-over state; 

monitoring a transfer complete-marker; 

transferring total system state from the active computer 
system to the standby computer system; and 

sWitching from the active computer system to the standby 
computer system upon detecting the transfer complete 
marker. 

24. The computer-readable medium of claim 23, Wherein 
the step of transferring total system state from the active 
computer system to the standby computer system, further 
includes the step of: 

performing remote direct memory access read and Write 
operations. 


