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(57) ABSTRACT 

Data transmission system including a proxy connected to the 
Internet network and at least a content server to Which a user 

can gain access by the intermediary of the proxy, the proxy 
being associated With authentication means adapted to per 
form form-based authentication of the user When receiving 
a user request for Internet resources therefrom and Wherein 
the proxy transmits the user request to the content server 
Which sends back a response to the proxy. The authentica 
tion means comprise a Single Sign-On (SSO) server adapted 
to obtain a login form from the content server When receiv 
ing the user request from the proxy, to ?ll the login form by 
using the credentials associated With the user and to send 
back the ?lled login form thereby, playing the role of the 
user regarding the content server, so that the content server 
can provide the requested information after authentication of 
the user. 
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METHOD AND SYSTEM FOR ACCESSING 
INTERNET RESOURCES THROUGH A PROXY 
USING THE FORM-BASED AUTHENTICATION 

TECHNICAL FIELD 

[0001] The present invention relates to an Internet envi 
ronment Wherein a user addresses requests for Internet 
resources to a proxy Which transmits these requests to a 
content server able to provide the Internet resources, and 
relates in particular to a method and system for accessing 
Internet resources through a proxy using form-based authen 
tication. 

BACKGROUND 

[0002] The service provider market has moved up the 
value chain from pure connectivity services to deliver value 
added and revenue generating services. The business model 
of a service provider, Which Was initially driven by minutes 
of use, is being increasingly replaced by data traf?c, gener 
ated by users that access either internal services oWned and 
maintained by the service provider itself or external services 
not maintained by the service provider but accessed through 
the service provider platform. In addition to groWing their 
customer bases, service providers are noW looking to 
increase the average revenue per user to boost revenues. 

More compelling services such as content, commerce, and 
other applications promise higher pro?t margins, improved 
customer retention, and greater customer satisfaction. HoW 
ever, managing and distributing these third-party services or 
content services present signi?cant challenges to service 
providers. Therefore, the service provider plays a key role 
since it is the intermediary betWeen the end-user and the 
internal or external services. Its privileged position alloWs 
the service provider to not only provide just “simple” access 
but added value services such as security, single sign-on, 
billing, location, etc. at the condition that it cannot be 
“bypassed” by the user. 

[0003] In most cases, external services and partners that 
provide resources Will do it for authenticated users only, 
meaning that they maintain and enforce the authentication 
and authoriZation of these users using their oWn user regis 
try. Therefore, multiple authentication points may exist thus 
requiring the end-user to maintain multiple user IDs and 
passWords, and be prompted to authenticate multiple times 
in order to be able to access his personaliZed services. 
Obviously, this represents a fastidious step for the end-user 
to enter several times username(s)/passWord(s) in order to 
access the Web services. As such, the service provider might 
loose any credibility toWards its end-users if it does not 
provide a solution to this problem. A solution is to provide 
a “Single Sign On” feature to their end-users giving them the 
possibility to use the same User Id and passWord for all 
services, Whether internal or external, that require authenti 
cation. With this feature, user authentication only needs to 
be done once to access services requiring a user Id and 
passWord. 
[0004] At connection time, the service provider asks the 
end-user to identify himself as an authoriZed user by 
responding to a username/passWord prompt displayed on the 
user device in order to give end-users the bene?t of person 
aliZed services and resources according to the end-users 
choices and preferences. As already mentioned, these per 
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sonaliZed services and resources can be either internal 
services managed and maintained by the service provider or 
external services provided by content provider partners. 

[0005] The service providers and content providers part 
ners have to come to an agreement on hoW end-user cre 

dentials should be passed from the service provider to the 
partners. The HTTP protocol is the transport protocol used 
for each communication involved, in one hand in the 
exchanges betWeen the device being used to access the 
internal or external services provided by the service provider 
Which is typically a Web broWser and the service provider 
platform, and in other hand betWeen the service provider and 
its service and the partners. Different techniques exist today 
such as the Basic HTTP Authentication exchange de?ned in 
the HTTP standard, HTTP cookies, customiZed HTTP head 
ers, etc. These techniques can be used to perform such 
integration around a single sign-on. Unfortunately, these 
solutions require business development and cost on each 
side if partners are to directly trust the authentication done 
by the service provider platform. 

[0006] The service provider is the intermediary betWeen 
the end-user and the internal or external services. Thanks to 
its privileged position, the service provider uses in most 
cases an HTTP proxy component deployed in its infrastruc 
ture, Which all end-users must go through, and Which acts as 
a central authentication point for all end-users Who Wish to 
access personaliZed internal and external services and 
resources. 

[0007] TWo Well knoWn and spread authentication meth 
ods on the Internet are the HTTP Basic Authentication and 
forms-based authentication (e.g., an HTML form sent to the 
end-user prompting the user to enter a username/passWord), 
both over a normal or secure encrypted connection. 

Although performing single sign-on With Basic Authentica 
tion is relatively easy (and most of the HTTP proxies in the 
market already support single sign-on to back-end applica 
tion servers representing external services or content pro 
vider partners using the HTTP Basic Authentication as 
described in the HTTP speci?cation) most servers choose 
not to use it as a means of authentication, primarily because 
the user interface is unsophisticated and set by the Web 
broWser and also because it is limited to a single hostname. 
Forms-based authentication is much more Widely used 
because it is more ?exible. Unfortunately, it is this very 
?exibility that makes single sign-on to form-based systems 
so dif?cult to handle insofar as the forms being used are 
various and different in function of the servers, thereby 
requiring a development cost. 

SUMMARY OF THE INVENTION 

[0008] Accordingly, the main object of the invention is to 
provide a method and a system alloWing service providers to 
reduce the cost of development to perform single sign-on in 
case of partners using a form-based authentication, thereby 
avoiding any additional development effort and cost on both 
sides (service providers and partners). 

[0009] The invention relates therefore to a method for 
accessing Internet resources provided by at least a content 
server in a data transmission system including a proxy 
connected to the Internet netWork, the proxy being adapted 
to perform form-based authentication of a user When receiv 
ing a user request for Internet resources therefrom, and 
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wherein the proxy transmits the user request to the content 
server Which sends back a response to the proxy. Such a 
method comprises the following steps: 

[0010] transmission from said proxy to a Single Sign 
On (SSO) Server of the user request together With 
credentials associated With the user, 

[0011] ?lling by the SSO server of a login form 
obtained from the content server, the form being 
?lled using the credentials, 

[0012] transmission by the content server to the SSO 
server of a response to the user request after receiv 
ing the ?lled login form from the SSO server, this 
response being then sent back to the proxy and, 

[0013] transmission by the proxy of the requested 
information to the user, the information being con 
tained in the response received by the proxy. 

[0014] According to another aspect, the invention relates 
to a data transmission system including a proxy connected to 
the Internet netWork and at least a content server to Which a 

user can gain access through the proxy, the proxy being 
associated With authentication means adapted to perform 
form-based authentication of the user When receiving a user 
request for Internet resources therefrom and Wherein the 
proxy transmits the user request to the content server Which 
sends back a response to the proxy. The authentication 
means comprise a Single Sign-On (SSO) server adapted to 
obtain a login form from the content server When receiving 
the user request from the proxy, to ?ll the login form using 
the credentials associated With the user, and to send back the 
?lled login form to the content server, so that the content 
server can provide the requested information after authen 
tication of the user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The above and other objects, features and advan 
tages of the invention Will be better understood by reading 
the folloWing more particular description of the invention in 
conjunction With the accompanying draWings Wherein: 

[0016] FIG. 1 is a schematic block-diagram shoWing a 
data transmission system according to the invention. 

[0017] FIG. 2 is a schematic block-diagram representing 
the different data ?oWs achieved betWeen the elements of the 
data transmission system illustrated in FIG. 1. 

[0018] FIG. 3 is a diagram illustrating the ?oWs being 
achieved for each kind of request transmitted by the user to 
the proxy in the data transmission system illustrated in FIG. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0019] Referring to FIG. 1, representing a data transmis 
sion system used in the context of the invention, a service 
provider provides Web services to a plurality of users such 
as user 10 through the Internet netWork 12. Such Web 
services can be any kind of information Which can be 
furnished by a content server 14. When the user Wants to 
access the content server, the user transmits a request to a 
proxy 16. Proxy 16 has at its disposal a user registry (not 
shoWn) containing information such as the credentials of the 
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users alloWed to access the services provided by the service 
provider (generally the identi?cation and passWord of the 
user). 
[0020] The proxy 16 is connected to a Single Sign-on 
(SSO) server 18 Which is deployed in the service provider 
platform in order to recogniZe When a login form is pre 
sented and to interpret it and respond accordingly. For this, 
the SSO server 18 has at its disposal a con?guration ?le 20 
Which provides details about signing on to the content server 
14. The role of the con?guration ?le 20 is to specify the URL 
of the login page into the server 14, the location of the login 
page, the name of the input ?eld used for “username” and the 
name of the input ?eld used for “passWord”. 

[0021] In a preferred embodiment of the invention, the 
SSO Server 18 is an additional component, external to the 
proxy 16, and does not assume any speci?c behavior dif 
ferent from the standard behavior that every proxy should 
implement. HoWever, it could also be closely integrated 
Within the proxy 16 itself, thus providing additional advan 
tages (feWer components, no need for speci?c service entry 
point URL) at the additional cost of developing the func 
tionality described in the invention inside it. 

[0022] The diagram in FIG. 2 illustrates the steps 
achieved in the method in accordance With the present 
invention. These steps include the folloWing: 

[0023] 1) The user 10 logs on to the HTTP proxy 16. 
The user 10 accesses the back-end application ser 
vice in content server 14 by clicking a speci?c URL 
provided by the service provider that identi?es the 
service entry point and references to SSO server 18. 

[0024] 2) Upon reception of this request, the HTTP 
proxy 16 passes the user’s authentication informa 
tion to the SSO server 18 (e.g., a standard HTTP 
authoriZation header credential such as the authori 
Zation HTTP header described in the HTTP speci? 

cation). 
[0025] 3) The SSO server 18 generates a GET request 

using the information from its con?guration ?le 20, 
sends it to the content server 14 and obtains the 
custom login page and any session information such 
as cookies. 

[0026] 4) The SSO server 18 ?lters the login form 
and, using information from its con?guration ?le 20, 
?lls in the username/passWord (together With any 
hidden ?elds, data, and session cookies). 

[0027] 5) The SSO server 18 generates a POST 
request and transmits it to the content server 14. The 
content server 14 authenticates the request and 
returns the result (plus session information if any) 
back to the SSO server 18. 

[0028] 6) The SSO server 18 sends the HTTP 
response and any session information to the HTTP 
proxy 16. 

[0029] 7) The HTTP proxy 16 forWards this infor 
mation back to the user 10. 

[0030] 8)-9) All subsequent requests to the content 
server 14 are routed across the standard junction to 
the content server 14 (a junction is a con?guration 
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rule that exists in the proxy 16 to handle the con 
nection between the proxy 16 and the content server 

14). 
[0031] The data ?oWs corresponding to the different kinds 
of requests transmitted from the user are represented in FIG. 
3. 

[0032] A. First Request Issued by the User 

[0033] The user 10 sends the ?rst request to the HTTP 
proxy 16, invoking the external URL con?gured in the proxy 
16 Since the invoked URL is protected, the proxy 16 
sends an authentication challenge to the user 10. Different 
methods can be used to send this challenge (HTTP response 
code 401, a form, etc.). This is independent from the 
authentication technique required by the back-end servers. 
The user 10 responds With his/her credentials (typically a 
user name and passWord). The proxy 16 veri?es these 
credentials against its user registry, and accepts them if they 
correspond to a valid user. It returns a HTTP response to the 
user 10. 

[0034] B. Processing of the HTTP Request to the Content 
Server 

[0035] The user 10 noW sends a request toWards a back 
end service in the content server 14. From the invoked URL, 
the proxy 16 reroutes this request to the SSO server 18, 
augmented by the user credentials (such as the HTTP 
Authorization Header) collected in step A. The SSO server 
18 Will then play the role of the user 10 With regard to the 
content server 14. 

[0036] C. Content Server Authentication Procedure 

[0037] The SSO server 18 invokes the login form con?g 
ured for the content server 14, and the content server 14 
responds With the login form. The SSO server 18“?lls in the 
form”, and posts the user credentials to the content server 14. 
Since these credentials are valid, the content server 14 sends 
back an HTTP response to the SSO server 18, potentially 
augmented by a session cookie, speci?c to the content server 
14. The content of this cookie is opaque to the SSO server 
18 and to the proxy 16, and Will alloW the content server 14 
to verify, on subsequent requests, that this user 10 has been 
properly identi?ed. Cookies are important in a forrn-based 
login environment because they are often used by the server 
to identify the user’s session. Obviously, precautions have to 
be taken around the Internet domain and the cookies, 
because a cookie Will be replayed by a Web broWser if it 
matches the Internet domain of the HTTP requests subrnit 
ted. Optionally this response can be combined With a redi 
rection toWards the content server 14, Which Will alloW 
subsequent requests to How directly either from the proxy 16 
to the content server 14, bypassing the SSO Server 18, or 
from the user 10 directly to the content server 14. The SSO 
server 18 forWards this response back to the proxy 16, and 
then to the user 10. 

[0038] D. Subsequent Requests 

[0039] The proxy 16 forWards subsequent requests 
directly to the content server 14, Without going through the 
SSO server 18. In each request the user repeats the content 
server 14 session cookie (if any), Which is used by the 
content server 14 to retrieve the user context. 

[0040] The foregoing description of the preferred ernbodi 
rnents of this invention has been presented for purposes of 
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illustration and description. It is not intended to be exhaus 
tive or to limit the invention to the precise forrn disclosed, 
and obviously, rnany rnodi?cations and variations are pos 
sible. Such rnodi?cations and variations that may be appar 
ent to a person skilled in the art are intended to be included 
Within the scope of this invention as de?ned by the accorn 
panying claims. 

1. Method for accessing Internet resources provided by at 
least a content server in a data transmission system including 
a proxy connected to the Internet netWork, said proxy being 
adapted to perform forrn-based authentication of a user 
When receiving a user request for Internet resources there 
from, and Wherein said proxy transmits the user request to 
said content server Which sends back a response to the 

PIOXY; 

said method comprising the folloWing steps: 

transmission from said proxy to a Single Sign On (SSO) 
Server of said user request together With credentials 
associated With said user, 

?lling by said SSO server of a login form obtained from 
said content server, said forrn being ?lled using said 
credentials, 

transmission by said content server to said SSO server of 
a response to said user request after receiving the ?lled 
login form from said SSO server, said response being 
then sent back to said proxy and, 

transmission by said proxy of the requested information to 
said user, said information being contained in said 
response. 

2. Method according to claim 1, Wherein said SSO server 
has at its disposal a con?guration ?le for obtaining and 
?lling said login form, said con?guration ?le providing 
information about said content server. 

3. Method according to claim 2, Wherein the con?guration 
?le includes information including at least one of an URL of 
a login page, a location of said login page, a name of an input 
?eld used for “usernarne” and a name of an input ?eld used 
for “password.” 

4. Method according to claim 2, Wherein said response 
from said content server sent back to said proxy includes at 
least one cookie speci?c to said content server. 

5. Method according to claim 1, further comprising an 
initial step of transmitting by said user a ?rst request to said 
proxy invoking an external URL con?gured in said proxy, 
said proxy sending back an authentication challenge to said 
user in order to verify the user credentials and checking 
Whether the user credentials correspond to a valid user. 

6. Method according to claim 5, Wherein subsequent 
requests after said user request transmitted by said user are 
forWarded directly from said proxy to said content server, 
the responses containing the requested information being 
transmitted directly to said proxy by said content server. 

7. Data transmission system including a proxy connected 
to the Internet netWork and at least a content server to Which 
a user can gain access through said proxy, said proxy being 
associated With authentication means adapted to perform 
forrn-based authentication of the user When receiving a user 
request for Internet resources therefrom and Wherein said 
proxy transmits the user request to said content server Which 
sends back a response to said proxy; 
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said authentication means comprising a Single Sign-On 
(SSO) server adapted to obtain a login form from said 
content server When receiving said user request from 
said proxy, to ?ll said login form using the credentials 
associated With said user and to send back the ?lled 
login form to said content server, so that said content 
server can provide the requested information after 
authentication of said user. 

8. Data transmission system according to claim 7, Wherein 
said 550 server has at its disposal a con?guration ?le for 
obtaining and ?lling said login form, said con?guration ?le 
providing information about said content server such as the 
URL of the login page. 
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9. Data transmission system according to claim 8, Wherein 
the con?guration ?le includes information including at least 
one of an URL of a login page, a location of said login page, 
a name of an input ?eld used for “usernarne” and a name of 
an input ?eld used for “password.” 

10. Data transmission system according to claim 7, 
Wherein said 550 server is external to said proxy. 

11. Data transmission system according to claim 7, 
Wherein said 550 server is integrated Within said proxy 


