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DATA PROCESSING APPARATUS AND METHOD 

[0001] This invention relates to the generation of a cryp 
tographic key using data from an analogue source. The 
invention has particular, but not exclusive, relevance to 
generating a cryptographic key using biometric data 
obtained by scanning a ?ngerprint, an iris, a retina or the 
like. The invention also provides a method of generating a 
number representative of data from an analogue source, and 
an apparatus therefor, Which has applications outside of the 
?eld of cryptography. 

[0002] Encryption/decryption systems generally rely upon 
one or more cryptographic keys. In a symmetric encryption 
system, for eXample the DES (Data Encryption Standard) 
system, the same cryptographic key is used to encrypt and 
decrypt data, While in an asymmetric encryption system, for 
eXample the RSA (Rivest-Shamir-Adelman) system, differ 
ent cryptographic keys are used for encryption and decryp 
tion. In an asymmetric encryption system, typically a pair of 
cryptographic keys are generated of Which one, knoWn as 
the private key, is kept secret While the other, knoWn as the 
public key, is publicly available. 

[0003] It is important that the cryptographic key used in a 
symmetric encryption system or the private key used in an 
asymmetric encryption system is knoWn only by authorised 
personnel or devices. HoWever, the cryptographic keys 
employed are typically large numbers Which are dif?cult for 
a person to memorise and therefore a permanent record of 
the cryptographic key is generally made. This raises the 
problem of security of the permanent record. 

[0004] The RSA algorithm generates the public and pri 
vate key using a random seed number. German patent 
application DE 4243908A1 describes using a biometric 
value calculated from a biometric attribute of a person, for 
eXample a ?ngerprint, as the random seed number. In this 
Way, there is no requirement to maintain a permanent record 
of the private key because it can be generated Whenever 
needed by scanning the ?ngerprint of the person. DE 
4243908A1 does not, hoWever, describe hoW to generate a 
repeatable biometric value from an analogue data source 
such as a ?ngerprint. 

[0005] Aproblem With the encryption system described in 
DE 4243908A1 is that the biometric value is uniquely 
associated With a private key and therefore if the private key 
is discovered, then the security of the encryption system is 
irrevocably lost. International patent publication WO 
98/48538 addresses this problem and describes an encryp 
tion system in Which biometric data is processed by a ?lter 
to generate directly a private key for the RSA algorithm, 
enabling the generated private key to be changed by using a 
different ?lter. In order to be able to generate a repeatable 
private key from the biometric data, for each bit of the 
private key the ?lter compares a number of binary digits, 
generated from the biometric data, Which should be identi 
cal, and selects the binary digit Which appears most often. 

[0006] The present inventors have recognised that a prob 
lem With the system described in WO 98/48538 is that by 
constraining the repeatable number generated from the bio 
metric data to be equal to a private key, part of the inherent 
randomness (sometimes called entropy) of the biometric 
data is sacri?ced. This results in a reduction in the entropy 
of the generated private key. 
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[0007] Those skilled in the art Will appreciate that it is 
desirable for the private key to have as much entropy as 
possible because this increases the dif?culty of cryptoanal 
ysing an encrypted message by trying all possible private 
keys. 

[0008] According to a ?rst aspect of the invention, there is 
provided an apparatus for generating a predetermined cryp 
tographic key, the apparatus comprising means for process 
ing received data Which is representative of an analogue 
source to generate an intermediate key, and means for 
combining the intermediate key and a stored mapping key 
using a monotonic mapping function to form the crypto 
graphic key. In this Way, it is not necessary to maintain a 
permanent record of the cryptographic key. Although the 
mapping key is stored, by itself the mapping key gives no 
information about the cryptographic key. Further, it is not 
necessary to constrain the intermediate key to a particular 
value and therefore a greater portion of the entropy of the 
data from the analogue source can be transferred to the 
cryptographic key. 

[0009] Preferably, the data from the analogue source is 
biometric data generated from a characteristic of an indi 
vidual, for eXample a ?ngerprint or an iris, because generally 
the cryptographic key can then only be generated in the 
presence of the individual. This is not, hoWever, essential 
and in the alternative the analogue source could be, for 
eXample, a picture or a sound recording. 

[0010] It is preferable that the level of repeatability of the 
intermediate key generated from the analogue source is as 
high as possible, so that the correct cryptographic key is 
generated as frequently as possible. 

[0011] According to a second aspect of the invention, 
there is provided an apparatus for generating a number from 
data representative of an analogue source, the apparatus 
comprising means for processing, in accordance With stored 
processing instructions predetermined by a training process, 
the data to identify at least one attribute of at least one 
feature Within the data and determine an attribute value for 
the or each identi?ed attribute, and means for generating the 
number from the at least one attribute value. The training 
process enables the processing instructions to be determined 
in accordance With desired criteria. In an embodiment, the 
training process determines processing instructions to 
achieve a desired level of repeatability. 

[0012] The processing instructions could affect either or 
both of the Way attributes are identi?ed and the Way values 
are assigned to identi?ed attributes. 

[0013] Various embodiments of the invention Will noW be 
described With reference to the accompanying ?gures, in 
Which: 

[0014] FIG. 1 shoWs a computer system including a 
?ngerprint sensor and a cryptography unit; 

[0015] FIG. 2 is a schematic block diagram shoWing hoW 
data from the ?ngerprint sensor is processed by the cryp 
tography unit illustrated in FIG. 1 to generate a mapping key 
or a cryptographic key; 

[0016] FIG. 3 is a schematic block diagram shoWing the 
main components of the cryptography unit illustrated in 
FIG. 1; 
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[0017] FIG. 4 is a schematic block diagram showing 
routines stored in a read only memory forming part of the 
cryptography unit illustrated in FIG. 3; 

[0018] FIG. 5 is a schematic block diagram shoWing the 
contents of a non-volatile random access memory Which 
forms part of the cryptography unit illustrated in FIG. 2; 

[0019] FIG. 6 is a ?oWchart shoWing operations per 
formed by the cryptography unit illustrated in FIG. 3 When 
enrolling a neW user; 

[0020] FIGS. 7A and 7B form a ?oWchart Which shoWs in 
more detail hoW biometric data from a neW user is processed 
to generate a biometric value and an ambiguity resolution 
vector during the enrolling routine illustrated in FIG. 6; 

[0021] FIG. 8 is a schematic diagram illustrating a feature 
template generated during enrolment of a neW user; 

[0022] FIG. 9 is a ?oWchart shoWing the main operations 
performed by the cryptography unit illustrated in FIG. 3 
When recovering a cryptographic key from biometric data 
associated With an enrolled user; 

[0023] FIG. 10 is a ?oWchart shoWing the main operations 
performed by the cryptographic unit illustrated in FIG. 3 
When verifying the identity of an enrolled user; 

[0024] FIG. 11 is a ?oWchart shoWing the main operations 
performed by the cryptographic unit illustrated in FIG. 3 
When encrypting data using the cryptographic key derived 
using biometric data from an enrolled user; 

[0025] FIG. 12 schematically shoWs a computer netWork 
including a computer terminal connected to a ?ngerprint 
sensor, a public server and a secure server; 

[0026] FIG. 13 is a schematic block diagram shoWing 
routines stored in a ROM forming part of the computer 
terminal illustrated in FIG. 12; 

[0027] FIG. 14 is a ?oWchart shoWing the main operations 
performed by the computer terminal illustrated in FIG. 12 in 
order to enrol a neW user; and 

[0028] FIG. 15 is a ?oWchart shoWing the main operations 
performed by the computer terminal illustrated in FIG. 12 to 
recover a cryptographic key from biometric data associated 
With an enrolled user. 

[0029] FIG. 1 shoWs a computer 1 having a display 3, a 
keyboard 5 and a computer toWer 7 Which includes a slot 9 
for receiving a ?oppy disk 11. The computer toWer 7 
includes a modem (not shoWn) Which is connected, via a 
cable 13, to a telephone socket 15 to alloW access to the 
Internet. A ?ngerprint sensor 17, Which in this embodiment 
includes an ATMEL thermal sensing chip, is connected to a 
cryptographic unit 19 Which is in turn connected to the 
computer toWer 7. 

[0030] FIG. 2 schematically shoWs hoW the cryptography 
unit 19 is con?gured to generate a biometric value Kbio from 
the image data representative of the ?ngerprint of the user 21 
and to use the generated biometric value Kbio to generate 
either a mapping key Kmap or a cryptographic key Kpri. As 
shoWn, data from the ?ngerprint sensor 17 is input to an 
image processor 1001 Which processes the data to form a 
feature template representative of features Within the ?n 
gerprint. The feature template is then input to a number 
generator 1003. 
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[0031] When enrolling a neW user, the number generator 
1003 processes one or more feature templates representative 
of the ?ngerprint of the neW user and determines processing 
instructions and process variables Which improve the repeat 
ability of a generated biometric value Kbio. These processing 
instructions and process variables are stored as an ambiguity 
resolution vector 1005. A sWitch 1007 then directs the 
biometric value Kbio to a mapping key generator 1009, and 
a cryptographic key generator 1011 generates a private key 
KPIi and public key Kpub pair, of Which the public key Kpub 
is sent to a certifying authority and the private Kpri is input 
to the mapping key generator 1009. The biometric value 
Kbio and the private key Kpri are used by the mapping key 
generator 1009 to generate a mapping key Kmap, using a 
monotonic mapping function, and the mapping key Kmap is 
stored in a mapping key store 1013. 

[0032] After enrolment, When a user Wishes to generate 
the private key Kpri, the ?ngerprint sensor 17 scans the 
?ngerprint of the user and sends image data to the image 
processor 1001, Which generates one or more feature tem 
plates. The number generator 1003 processes the one or 
more generated feature templates, using the processing 
instructions stored in the ambiguity resolution vector store 
1005, to generate the biometric value Kbio and the sWitch 
1007 directs the biometric value Kbio to a private key 
generator 1015. The biometric value Kbio and the mapping 
key Kmap are combined by the private key generator 1015, 
using the monotonic mapping function, to generate the 
private key KPH. 
[0033] The cryptographic unit 19 is then able, for 
eXample, to create a digital signature using the private key 
KPIi or to decrypt a message received from the computer 1 
using private key Kpri. 
[0034] FIG. 3 schematically shoWs the main components 
of the cryptography unit 19. As shoWn, the cryptography 
unit 19 has a sensor input/output port 31 for receiving data 
from and transmitting instructions to the ?ngerprint sensor 
17. The sensor input/output port 31 is connected, via a data 
bus 33, to a central processing unit (CPU) 35, a read only 
memory (ROM) 37, a random access memory (RAM) 39, a 
non-volatile random access memory (NVRAM) 41 and a 
computer input/output port 47 for receiving data from and 
transmitting data to the computer 1. The central processing 
unit 35 coordinates the operation of the cryptography unit 
19. The bus 33 is also connected to a number encoder 43, 
Which is con?gured to generate the biometric value Kbio 
from received data from the ?ngerprint sensor 17, and a 
cryptography processor 45, Which is con?gured to perform 
any required cryptographic operations. 

[0035] In this embodiment, the cryptography processor 45 
is capable of generating the private key KPIi and the public 
key Kpub pair using the RSA algorithm. 

[0036] The ROM 37 stores a number of routines Which are 
used during operation of the cryptography unit 19, four of 
Which are shoWn in FIG. 4. An ENROL_USER routine 51 
is used to process image data corresponding to the ?nger 
print of a neW user 21 to generate the biometric value Kbio, 
and subsequently to generate a mapping key Kmap Which 
When combined With the generated biometric value Kbio 
using a mapping function generates the private key KPIi for 
the user 21. A RECOVER_PRIVATE_KEY routine 53 
enables the private key KPIi associated With a user to be 



US 2004/01 1 1625 A1 

recovered by applying a mapping function to the biometric 
value Kbio generated from the image data for the ?ngerprint 
of the user 21 and the mapping key Kmap. A SIGN_MES 
SAGE routine 55 is used to generate a digital signature, 
using the private key KPIi generated for a user, in order to 
authenticate the source and integrity of a message. A 
DECRYPT_MESSAGE routine 57 is used to decrypt, using 
the private key KPIi for the user 21, messages encoded With 
the associated public key Kpub. 
[0037] FIG. 5 shoWs data stored in the NVRAM 41 after 
the ENROL_USER routine 51 has been run. As shoWn, the 
NVRAM 41 stores the mapping key 61 generated by the 
ENROL_USER routine 51, the mapping function 63 and an 
ambiguity resolution vector (ARV) 65 Which, as Will be 
described in detail hereafter, is used When processing the 
image data to generate a biometric value Kbio in order to 
improve the repeatability of the generated biometric value 
I(bid 
[0038] The four routines illustrated in FIG. 4 Will noW be 
described in greater detail. 

[0039] A How chart shoWing an overvieW of the ENRO 
L_USER routine is shoWn in FIG. 6. The cryptography unit 
19 receives, in step S1, biometric data from the ?ngerprint 
scanner 17 via the sensor I/O port 31 and processes the 
received biometric data to generate the biometric value Kbio 
and the ambiguity resolution vector. 

[0040] A ?ngerprint image consists of a pattern of ridges 
With the smooth How of the ridges being interrupted by 
discontinuities referred to as minutiae. These minutiae have 
been codi?ed into different types Which are generally knoWn 
as Galton features. The positions of the minutiae in a 
?ngerprint vary little over an individual’s life, apart from 
scarring or the like, and are suf?ciently random that they 
have been used for many years to identify an individual. 
Table 1 names and gives a brief description of the eight 
categories used in this embodiment. 

TABLE 1 

Categories of ?ngerprint minutiae. 

CATEGORY 
NUMBER NAME BRIEF DESCRIPTION 

1 Ridge Ending The point at Which a ridge 
stops 

2 Bifurcation The point at Which one ridge 
divides into tWo 

3 Dot Very small ridge 
4 Island Ridge slightly longer than a 

dot located between tWo 
temporarily divided ridges 

5 Pond Empty space between tWo 
temporarily divergent ridges 

6 Spur A notch protruding from a 
ridge 

7 Bridge Small ridge connecting tWo 
longer adjacent ridges 

8 Crossover TWo ridges Which cross each 
other 

[0041] The processing performed to generate the biomet 
ric value Kbio and the ambiguity resolution vector Will be 
described in more detail hereinafter. 

[0042] The generation of a public key Kpub and a private 
key KPIi pair using the RSA algorithm is then performed, in 
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step S3, using the cryptography processor 45. The generated 
public key Kpub is transmitted, in step S5, to the certi?cation 
authority by transmitting the public key Kpub, via the com 
puter I/O port 47, to the computer 1 Which in turn transmits 
the public key Kpub, via the Internet, to the certi?cation 
authority. In this Way, third parties have access to the public 
key Kpub' 
[0043] The CPU 35 then processes, in step S7, the private 
key KPIi and the biometric value Kbio to generate the map 
ping key Kmap. In this embodiment, the private key KPIi is 
a 128 bit binary number and the mapping key Kmap is 
generated by subtracting the biometric value Kbio from the 
private key Kpri as shoWn in equation 1. 

Kmap=KpIi_KbiO (1) 
[0044] The ambiguity resolution vector and the mapping 
key Kmap are then stored, in step S9, in the NVRAM 41 for 
subsequent use by the RECOVER_PRIVATE_KEY routine 
53. The ENROL_USER routine then concludes by deleting, 
in step S13, the private key Kpri, the biometric value Kbio and 
the biometric data. Therefore, after the ENROL_USER 
routine has been completed, the private key KPIi is not stored 
anyWhere in the cryptography unit 19 and can only be 
regenerated When neW biometric data corresponding to the 
?ngerprint of the user 21 is received and processed to 
regenerate the biometric value Kbio. The mapping key Kmap, 
Which is stored in the cryptography unit 19, by itself gives 
no information concerning the private key KPH. 

[0045] The process by Which the biometric value Kbio and 
the ambiguity resolution vector are generated from the 
biometric data Will noW be described. In this embodiment, 
each minutia has three attributes (i.e. category, normalised 
distance r and angle 0) for Which values are measured and 
the measured attribute values are concatenated in order to 
form a single value representative of the minutia, Which Will 
hereafter be called the feature value. The biometric value 
Kbio is then formed by concatenating the feature values for 
multiple minutiae. 

[0046] To enable repeatable generation of the biometric 
value Kbio from different images of the ?ngerprint, the 
minutiae need to be reliably indeXed in the same order so 
that they are concatenated in the same order. Further, the 
category and the (r,0) co-ordinates need to be reliably 
calculated so that the feature value for a minutia does not 
vary. The ambiguity resolution vector contains process 
instructions and variables Which are used to improve the 
repeatability of the biometric value Kbio. 

[0047] In this embodiment, the ambiguity resolution vec 
tor consists of: 

[0048] 1. an alignment vector storing reference align 
ment data Which enables alignment of different 
images of a ?ngerprint; 

[0049] 2. an exclusion vector Which indicates minu 
tiae Which should be eXcluded because they cannot 
be reliably detected; 

[0050] 3. a sequence resolution vector Which reduces 
the likelihood of the minutia being indeXed in the 
Wrong order; 

[0051] 4. a category resolution vector Which reduces 
the likelihood of a minutia being Wrongly categor 
ised; 
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[0052] 5. a unit size vector Which indicates for each 
minutia the spacing between the quantisation levels 
for the normalised distance r and the angle 0; 

[0053] 6. an offset vector Which stores offset values 
for adjusting the normalised distance r and angle 0 
for each minutia to be approximately midWay 
betWeen quantisation levels; and 

[0054] 7. encoding data Which provides more general 
information about hoW the feature template should 
be processed. 

[0055] The category resolution vector, unit value vector 
and offset vector each store values associated With indi 
vidual features. In this embodiment, for each minutia the 
values of the category resolution vector, unit value vector 
and offset vector are grouped together to form a feature 
vector. 

[0056] The process of generating the biometric value Kbio 
and the ambiguity reference vector Will noW be described 
With reference to FIGS. 7A, 7B and 8. 

[0057] Firstly, a count value is set, in step S21, to N Where 
N is the number of images Which are to be processed in order 
to generate the biometric value Kbio and the ambiguity 
resolution vector. The cryptography unit 19 then initiates, in 
step S23, capture of an image by the ?ngerprint sensor 17 
and receives the image data for the captured image. In this 
embodiment, the image data received from the ?ngerprint 
sensor 17 is ?rst thinned to provide more distinct ridges. 
Such a thinning operation is conventional in automatic 
?ngerprint processing systems. The image data is then 
processed using conventional pattern recognition softWare 
to locate minutiae in the eight categories identi?ed in Table 
1. 

[0058] The image data is also processed to locate, again 
using conventional pattern recognition softWare, the point of 
maximum ridge curvature Which acts as an origin from 
Which the positions of all the other identi?ed minutiae are 
measured. A feature template is then formed by data repre 
senting the origin and the identi?ed minutiae. 

[0059] The cryptography unit 19 then checks, in step S27, 
the count value. If the count value is equal to N, the number 
encoder 43 identi?es, in stop S29, four prominent minutiae, 
usually ridge endings or bifurcations, to act as alignment 
minutiae. In particular, a principal minutia 73a is identi?ed 
by looking in a predetermined region of the image and three 
secondary minutiae 73b, 73c, 73d, are identi?ed by looking 
in different regions of the image spaced aWay from each 
other and the principal minutia 73a. 

[0060] FIG. 8 schematically shoWs a feature template in 
Which the origin 71 has been represented by a X, each 
alignment minutia 73 has been represented by a square 
enclosing the category number for the minutia, and each of 
the remaining minutiae, Which Will be referred to as mea 
surement minutiae 75, have been represented by a circle 
enclosing the category number for the minutia. 

[0061] Aprincipal axis is then formed by a line connecting 
the origin 71 and the principal minutia 73a. The distance 
betWeen the origin 71 and the principal minutia 73a is used 
as a normalisation distance R, and the positions of the other 
alignment minutiae 73 and the measurement minutiae 75 are 
then determined using polar coordinates (r,0), Where for 

Jun. 10, 2004 

each minutia r is the distance of the minutia from the origin 
71 normalised by the normalisation distance R, and 0 is the 
angle betWeen the principal axis and a straight line extend 
ing from the origin 71 to the minutia. 

[0062] The cryptography unit 19 then stores in step S31, 
the absolute positions and categorisations of the alignment 
minutiae 73 for use as reference alignment data. The purpose 
of storing the absolute positions in categorisations of the 
alignment minutia 73 are to facilitate the identi?cation of the 
corresponding minutia in subsequent feature templates. If 
the count value is not equal to N, then this indicates that 
reference alignment data has already been stored, and align 
ment data for the neW feature template is generated, in step 
S33, using the reference alignment data. In particular, minu 
tia are identi?ed Which are in the vicinity of the absolute 
positions stored in the reference alignment data and Whose 
category matches the category of the corresponding minutia 
of the reference alignment data. This relies upon the fact that 
there is a natural orientation in Which a user places a ?nger 
on the ?ngerprint sensor and therefore the positions of the 
alignment minutiae Will not vary to a large extent from one 
image scan to the next. 

[0063] The cryptography unit 19 then compares, in step 
S35, the alignment data generated for the neW feature 
template With the reference alignment data. This comparison 
involves comparing the (r,0) co-ordinates of all but one of 
the secondary minutia for the neW alignment data With the 
corresponding secondary minutia of the reference alignment 
data to identify image distortion, Which may be caused by a 
change in orientation of the ?nger betWeen different scans of 
the ?ngerprint. A transform function is then determined 
based on these differences to transform the r and 0 values of 
the neW secondary minutiae so that they align With the 
corresponding secondary minutiae of the reference align 
ment data. Finally, the determined transform function is 
applied to the (r,0) co-ordinates for the last remaining 
secondary minutia and the transformed co-ordinates are 
compared With the (r,0) co-ordinates for the corresponding 
secondary minutiae of the reference alignment data to check 
Whether they coincide. In particular, if the normalised dis 
tance betWeen transformed (r,0) co-ordinates for the last 
remaining secondary minutia and the (r,0) co-ordinates for 
the corresponding reference secondary minutia exceeds a 
preset amount, this indicates that at least one of the stored 
feature templates is unreliable and therefore the routine 
proceeds to delete, in step S37, all the stored feature tem 
plates and returns to step S21 in Which the count value is 
reset to N, otherWise the determined transform is applied to 
the (r,0) co-ordinates of the measurement minutiae 75. 

[0064] After either the alignment data has been stored as 
the reference alignment data (step S31) or the alignment data 
has been found to match the reference alignment data (step 
S35), the cryptography unit 19 decrements, in step S39, the 
count value by 1 and then checks, in step S41, if the count 
value is equal to 0. If the count value is not equal to 0, then 
the routine returns to step S23 Where a neW image is 
captured. If the count value is equal to 0, then this indicates 
that N feature templates have successfully been stored and 
the analysis of the measurement minutiae 75 commences. 

[0065] The analysis begins by indexing, in step S43, the 
minutiae in each of the N feature templates. In particular, for 
each feature template the minutiae are primarily indexed in 


























