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MANAGING AND CONTROLLING USER 
APPLICATIONS WITH NETWORK SWITCHES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority based on US. 
Provisional Application No. 60/406,713 for “Managing and 
Controlling User Applications with Network Switches”, 
?led Aug. 28, 2002, the disclosure of which is incorporated 
here by reference in its entirety. 

BACKGROUND 

[0002] This invention relates to network switching, and 
more particularly to Layer 2 through Layer 7 switching. 

[0003] The OSI (Open System Interconnection) Model is 
an ISO standard for worldwide communications that de?nes 
a networking framework for implementing protocols in 
seven layers. Control is passed from one layer to the next, 
starting at the applications layer in one station, and proceed 
ing to the physical layer and back up the hierarchy. 

[0004] The layers are de?ned as: 

[0005] Applications Layer 7 provides interface to end-user 
processes and standardiZed services to applications. 

[0006] Presentation Layer 6 speci?es architecture-inde 
pendent data transfer format, encodes and decodes data, 
encrypts and decrypts data, compresses data. 

[0007] Session Layer 5 manages user sessions and reports 
upper-layer errors. 

[0008] Transport Layer 4 manages network layer connec 
tions and provides reliable packet delivery mechanism. 

[0009] Network Layer 3 addresses and routes packets. 

[0010] Data Link Layer 2 frames packets and controls 
physical layer data ?ow. 

[0011] Physical Layer 1 interfaces between network 
medium and network devices. Also de?nes electrical and 
mechanical characteristics. 

SUMMARY OF THE INVENTION 

[0012] In general, in one aspect, the invention provides 
method and apparatus, including computer program prod 
ucts, for processing data packets in a computer network, the 
data packets including information from one or more of 
Layers 2 through 7 of the OSI model. The method includes 
con?guring a multilayer switch to process data packets at 
wire speed based on one or more user de?ned packet 
policies, each user de?ned packet policies specifying infor 
mation for one or more of Layers 4 through 7, receiving a 
data packet at the multilayer switch, the data packet includ 
ing information from one or more of Layers 2 through 7 of 
the OSI model. The method determines if there is a match 
between the data packet and one or more of the packet 
policies, each packet policy authoriZing matching data pack 
ets to use the computer network. If there is a matching 
packet policy authoriZing the data packet, the data packet is 
routed using a Layer 2-3 switch. If there is no matching 
packet policy authoriZing the data packet, the data packet is 
blocked. 

Jun. 10, 2004 

[0013] Implementations of the invention include one or 
more of the following features. The user de?ned packet 
policies can include timed packet policies, where the timed 
packet policies are active during speci?ed date or time 
intervals. Determining if there is at least one matching 
packet policy can include determining if there is a currently 
active matching timed packet policy. The user de?ned 
packet policies can authoriZe data packets being transmitted 
or received by authoriZed users, applications, physical ports, 
application ports, IP addressess, or MAC addresses. Block 
ing the data packet can include discarding the data packet, 
logging the data packet, or forwarding the data packet to a 
multilayer switch application for processing. 

[0014] In another aspect, the invention is directed to a 
method for con?guring a multilayer switch to process data 
packets at wire-speed based on one or more user de?ned 
packet policies, each user de?ned packet policy specifying 
information for one or more of Layers 2 through 7. Data 
packets are received at the multilayer switch, the data 
packets including information from one or more of Layers 2 
through 7 of the OSI model. The method determines if there 
is a match between the data packet and one or more packet 
policies that specify a second packet policy to be applied to 
the matching data pockets. The second packet policy can 
have one or more policy action ?elds. If there is a matching 
packet policy specifying a second packet policy, the data 
packet is processed based on the policy action ?elds of the 
second packet policy. 

[0015] Implementations of the invention include one or 
more of the following features. The matching packet policy 
can specify the application of a preexisting second packet 
policy, and processing the data packet can include de?ning 
the preexisting second packet policy and processing the data 
packet based on the policy action ?elds of the preexisting 
second policy. The matching packet policy can specify the 
application of a dynamically created second packet policy. 
Processing the data packet can include creating the second 
packet policy and processing the data packet based on the 
policy action ?elds of the created second packet policy. 
Processing the data packet can include routing the data 
packet using the Layer 2-3 switch. 

[0016] In another aspect, the invention is directed to a 
method for con?guring a multilayer switch to process data 
packets at wire-speed based on one or more user de?ned 
packet policies. Each user de?ned packet policy speci?es 
information for one or more of Layers 4 through 7. A data 
packet is received at the multilayer switch and the data 
packet includes information from one or more of Layers 2 
through 7 of the OSI model. The method determines if there 
is a match between the data packet and one or more packet 
policies that assign a quality of service (QoS) metric to 
matching data packets. If there is a matching packet policy 
assigning a QoS metric to the data packet, a priority is 
determined for the data packet based on the assigned QoS 
metric. The data packet is routed using a Layer 2-3 switch 
based on the priority. 

[0017] Implementations of the invention include one or 
more of the following features. The QoS metric can specify 
prioritiZation, bandwidth allocation, minimum bandwidth 
allocation, maximum allocation, or network access permis 
sion for the data packet. Assigning a QoS metric can include 
assigning a QoS metric based on application, application 



US 2004/0111461 A1 

type, application port, physical port, elapsed time, time of 
day, day of Week, date, or time intervals. Assigning a QoS 
metric can include assigning a QoS metric for individual 
users, Work groups, VLAN, subnets, networks, IP addresses, 
IP address range, MAC addresses, and MAC address range. 

[0018] In another aspect, the invention is directed to a 
method for con?guring a multilayer sWitch to process data 
packets at Wire-speed based on one or more user de?ned 
packet policies. Each user de?ned packet policy speci?es 
information for one or more of Layers 4 through 7. A data 
packet is received at the multilayer sWitch, the data packet 
including information from one or more of Layers 2 through 
7 of the OSI model. The data packet is part of a netWork ?oW 
representing access to a speci?c Website. The method deter 
mines if there is a match betWeen the data packet and one or 
more of the packet policies, Where the matching packet 
policies authoriZe access to the speci?c Website. If there is 
a matching packet policy authoriZing access to the speci?c 
Website, the data packet is routed using the Layer 2-3 sWitch. 
If there is no matching packet policy authoriZing access to 
the speci?c Website, the data packet is blocked. 

[0019] Implementations of the invention can include one 
or more of the folloWing features. The user de?ned packet 
policies can include timed packet policies Where the timed 
packet policies are active during speci?ed date or time 
intervals. Determining if there is at least one matching 
packet policy can include determining if there is a currently 
active timed matching policy authoriZing access to the 
speci?c Website. The user de?ned packet policies can autho 
riZe access to speci?c Websites by authoriZed users, appli 
cations, physical ports, application ports, IP addresses, or 
MAC addresses. Blocking the data packet can include 
discarding the data packet, logging the data packet, or 
forWarding the data packet to a multilayer sWitch application 
for processing. 

[0020] In another aspect, the invention is directed to a 
method for con?guring a multilayer sWitch to process data 
packets at Wire-speed based on one or more user de?ned 
packet policies, each user de?ned packet policy specifying 
information for one or more of Layers 4 through 7. A data 
packet is received at a particular port of the multilayer 
sWitch. The data packet includes information from one or 
more of Layers 2 through 7 of the OSI model. The method 
determines if there is a match betWeen the data packet and 
one or more of the packet policies, Where each packet policy 
blocks matching data packets received at the particular port 
from utiliZing the computer netWork. If there is a matching 
packet policy blocking the data packet, the data packet is 
blocked. If there is no matching packet policy blocking the 
data packet, the data packet is processed. 

[0021] Implementations of the invention can include one 
or more of the folloWing features. The user de?ned packet 
policies can block data packets received at the particular port 
for data packets having a subnet address, a range of subnet 
addresses, a host address, or a range of host addresses. 

[0022] In another aspect, the invention is directed to a 
method for con?guring a multilayer sWitch to process data 
packets at Wire-speed based on one or more user de?ned 
packet policies, each user de?ned packet policy specifying 
information for one or more of Layers 4 through 7. A data 
packet is received at the multilayer sWitch. The data packet 
includes information from one or more of Layers 2 through 
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7 of the OSI model. The method determines if there is a 
match betWeen the data packet and one or more of the packet 
policies, Where each packet policy speci?es that surveillance 
is to be performed on the data packet. If there is a matching 
packet policy specifying surveillance, the data packet is 
mirrored to a speci?ed location and the data packet is 
processed using the multilayer sWitch. Implementations of 
the invention include routing the data packet using a Layer 
2-3 sWitch. 

[0023] The invention can be implemented to realiZe one or 
more of the folloWing potential advantages. User de?ned 
quality of service metrics can be used to provide bandWidth 
control and prioritiZation of packets for Wired and Wireless 
netWorks. By permitting only data packets authoriZed by a 
user de?ned packet policy to utiliZe the computer netWork, 
traffic from unauthoriZed applications is reduced or elimi 
nated so that more of or the entire netWork bandWidth is 
available for authoriZed applications. The user de?ned 
packet policies can be used to control Web usage for all users 
of the computer netWork or for speci?c users. The user 
de?ned packet policies can be used to grant access only to 
speci?c Websites or to deny access to speci?c Websites. 
UnauthoriZed access using IP spoo?ng can be prevented by 
blocking access to the computer netWork for all unautho 
riZed traf?c entering on a particular port of the multilayer 
sWitch. Creating neW packet policies based on historical 
netWork usage patterns alloWs a dynamic response to actual 
netWork usage. The netWork administrator can use Layer 2-7 
information to identify data packets to be cloned and use the 
cloned packets for surveillance. One implementation of the 
invention can provide all of the above advantages. 

[0024] The details of one or more implementations of the 
invention are set forth in the accompanying draWings and 
the description beloW. Further features, aspects, and advan 
tages of the invention Will become apparent from the 
description, the draWings, and the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] FIG. 1 shoWs a netWork topology including a 
multilayer sWitch. 

[0026] FIG. 2A is a block diagram of an eXemplary 
implementation of the sWitch. 

[0027] FIG. 2B is a block diagram illustrating an alterna 
tive sWitch implementation including a time triggered action 
unit (TTA). 

[0028] FIG. 2C is a block diagram of an implementation 
of the sWitch including a central management unit (CMU). 

[0029] FIG. 3 is a block diagram illustrating the compo 
nents of a packet policy. 

[0030] FIG. 4 is a block diagram illustrating the types of 
packet policies that may be requested by the user. 

[0031] FIG. 5 is a block diagram illustrating a method of 
operation of the packet ?lter engine. 

[0032] FIG. 6 is a block diagram illustrating the compo 
nents of a timed policy request to be processed by the TTA. 

[0033] FIG. 7 is a How diagram illustrating a method of 
processing a timed policy request. 



US 2004/0111461 A1 

[0034] FIG. 8 is a How diagram illustrating activation of 
a packet policy scheduled using a timed policy request. 

[0035] FIG. 9 is a How diagram illustrating a method for 
processing data packets where the processing is prioritized 
based on a user-de?ned quality of service (QoS) metric. 

[0036] FIG. 10 is a How diagram illustrating the process 
ing of data packets in a computer network where only 
packets authorized by an active packet policy are routed 
using the computer network. 

[0037] FIG. 11 is a How diagram illustrating a method for 
limiting access to websites. 

[0038] FIG. 12 is a How diagram illustrating a method for 
blocking access to the computer network for all unautho 
rized traffic entering on a particular port of the multilayer 
switch. 

[0039] FIG. 13 is a How diagram illustrating a method for 
dynamically applying additional packet policies based on 
initial criteria set within a ?rst packet policy. 

[0040] FIG. 14 is a How diagram illustrating a method for 
performing surveillance on network traf?c. 

[0041] Like reference numbers and designations in the 
various drawings indicate like elements. 

DETAILED DESCRIPTION 

[0042] FIG. 1 shows a network topology including a local 
area network (LAN) 100, including a server 102, several 
workstations (W/S) 104, a ?rewall 106, and multilayer 
switch 108. The LAN 100 is connected to an external 
network, e.g., the Internet 114, through the ?rewall 106. The 
LAN 100 is also connected to a second LAN 116 through the 
?rewall 106. The second LAN 116 includes a web server 
110, an email server 112, a server 102, several workstations 
104, a ?rewall 106 and one or more multilayer switches 108. 
The computers, servers and other devices in the LAN are 
interconnected using a number of data transmission media 
such as wire, ?ber optics, and radio waves. Each router 118 
processes packets based on Layer 3 information and routes 
the packets through the network. The multilayer switch 108 
processes and routes packets at Layer 2 and Layer 3, but 
modi?es the routing behavior based on the processing of 
information contained in Layers 2 through 7 of the packet. 
The multilayer switch 108 processes the information in 
Layer 2 through 7 of the packet in an amount of time 
available for routing a packet at Layer 2 (wire-speed). 

[0043] FIG. 2A shows a block diagram of an exemplary 
implementation of the switch 108. The switch 108 imple 
ments one or more packet policies that specify the action to 
be performed by the switch 108 when a packet is received 
that matches the conditions set in the policy. The switch 108 
includes a packet policy manager (PPM) 210 and a packet 
?lter engine (PFE) 230. The user or network administrator 
225 interacts with the PPM 210 through the user interface 
220 to specify the requested packet policies to be imple 
mented by the switch 108. In one implementation, the switch 
108 includes an HTTP server and the user interface displays 
a web page that can be used by the user 225 to specify the 
requested packet policies. The PPM stores the requested 
packet policies in the packet policy repository (PPR) 205. In 
one implementation, the PPM 210 assigns a packet policy 
identi?er for each requested packet policy and the packet 
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policies can be retrieved from the PPR 205 using the packet 
policy identi?er. The PPM 210 transmits the requested 
packet policies to the PFE 230 in order to activate the packet 
policies. The PFE 230 stores the active packet policies along 
with the packet policy identi?er for each active policy. The 
switch 108 receives data packets using the incoming packet 
interface 240. A data packet includes data being communi 
cated in a computer network that has been packetized. Adata 
packet also includes TCP/IP packets. The PFE 230 screens 
incoming data packets to determine if they match one of the 
requested packet policies. If the received data packet 
matches one of the requested packet policies, the PFE 230 
can block the received data packet or modify the data packet 
as requested by the matching packet policy before routing. 
If the received data packet is not blocked by the PFE 230, 
it is routed by the Layer 2-3 switch 235 using the out going 
packet interface 245. 

[0044] FIG. 3 is a block diagram illustrating the compo 
nents of a packet policy 300. Each packet policy 300 can 
have an associated packet policy identi?er 305 that can be 
used to access the packet policy. The packet policy 300 
contains a policy byte pattern 310 and one or more policy 
action ?elds 315. Each policy action ?eld 315 can also have 
an associated policy action value 320. The policy action ?eld 
315 speci?es the processing of the received packet including 
whether the received packet should be routed, blocked, 
redirected, or cloned. The policy action ?eld 315 can also 
specify modi?cations to be performed on the packet before 
it is routed. An incoming packet matches the packet policy 
300 if the incoming pattern contains a sequence of bytes 
identical to the policy byte pattern 310. The policy action 
?elds 315 specify one or more actions to be performed when 
a matching packet is received. The policy action value 320 
speci?es additional optional parameters for the policy action 
?eld 315. Table I is an exemplary list of values for the policy 
action ?eld 315 along with a description of the action to 
performed for each value. 

TABLE I 

Action Function Action Value 

None No sub service is selected in this policy. None 
Discard Drops packets that match this policy None 
Flow Meter Regulates the percentage of 1-100 10/100 ports: 

bandwidth for packets that match this 1 = 1 Mbps 
policy. The percentage is speci?ed in the Gigabit ports: 
policy action value. 1 = 8 Mbps 

Example: 5 
Mirror to Mirrors packets that match this policy to None 
Port the mirrored to port. Port mirroring must 

be enabled on the switch. The mirror 
port is speci?ed when the switch is 
con?gured. 

Redirect Changes port of Egress for packets that Ports 1-26, 
match this policy. The Egress port is Example: 24 
speci?ed in the policy action value. 

Prioritize Internally prioritizes packets that match 0-7 
this policy. The policy action value Example: 5 
speci?es the priority. 

Do Not If a policy is created to drop a certain None 
Drop type of tra?ic this option can be selected 

to not discard packets that match this 
policy. 
















