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ABSTRACT 

A container and contents monitoring system includes a 
device, a reader, a server, and a softWare backbone. The 
device communicates With the reader in order to determine 
the security and/or location of the container to Which the 
device is attached. The reader transmits the information 
from the device to the server. The device determines if a 
security condition has occurred based on at least one sensor 
located on or in the container. 
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METHOD AND SYSTEM FOR MONITORING 
CONTAINERS TO MAINTAIN THE SECURITY 

THEREOF 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application for patent claims priority from, 
and hereby incorporates by reference for any purpose the 
entire disclosure of, co-pending Provisional Patent Applica 
tion No. 60/470,435 ?led on May 15, 2003, and co-pending 
Provisional Patent Application No. 60/411,042 ?led on Sep. 
17, 2002. 

BACKGROUND 

[0002] 1. Technical Field 

[0003] The present invention relates to a method of and 
system for monitoring the security of a container and 
tracking its location and, more particularly, but not by Way 
of limitation, to a method of and system for monitoring the 
security of and tracking intermodal freight containers 
throughout a supply chain to discourage or prevent such 
urgent problems as terrorism, and also illegal immigration, 
theft or adulteration of goods, and other irregularities. 

[0004] 2. History of the Related Art 

[0005] The vast majority of goods shipped throughout the 
World are shipped via What are referred to as intermodal 
freight containers. As used herein, the term “containers” 
includes any container (Whether With Wheels attached or not) 
that is not transparent to radio frequency signals, including, 
but not limited to, intermodal freight containers. The most 
common intermodal freight containers are knoWn as Inter 
national Standards OrganiZation (ISO) dry intermodal con 
tainers, meaning they meet certain speci?c dimensional, 
mechanical and other standards issued by the ISO to facili 
tate global trade by encouraging development and use of 
compatible standardiZed containers, handling equipment, 
ocean-going vessels, railroad equipment and over-the-road 
equipment throughout the World for all modes of surface 
transportation of goods. There are currently more than 12 
million such containers in active circulation around the 
World as Well as many more specialiZed containers such as 
refrigerated containers that carry perishable commodities. 
The United States alone receives approximately six million 
loaded containers per year, or approximately 17,000 per day, 
representing nearly half of the total value of all goods 
received each year. 

[0006] Since approximately 90% of all goods shipped 
internationally are moved in containers, container transport 
has become the backbone of the World economy. 

[0007] The sheer volume of containers transported World 
Wide renders individual physical inspection impracticable, 
and only approximately 2% to 3% of containers entering the 
United States are actually physically inspected. Risk of 
introduction of a terrorist biological, radiological or explo 
sive device via a freight container is high, and the conse 
quences to the international economy of such an event could 
be catastrophic, given the importance of containers in World 
commerce. 

[0008] Even if suf?cient resources Were devoted in an 
effort to conduct physical inspections of all containers, such 

May 27, 2004 

an undertaking Would result in serious economic conse 
quences. The time delay alone could, for example, cause the 
shut doWn of factories and undesirable and expensive delays 
in shipments of goods to customers. 

[0009] Current container designs fail to provide adequate 
mechanisms for establishing and monitoring the security of 
the containers or their contents. Atypical container includes 
one or more door hasp mechanisms that alloW for the 
insertion of a plastic or metal indicative “seal” or bolt barrier 
conventional “seal” to secure the doors of the container. The 
door hasp mechanisms that are conventionally used are very 
easy to defeat, for example, by drilling an attachment bolt of 
the hasp out of a door to Which the hasp is attached. The 
conventional seals themselves currently in use are also quite 
simple to defeat by use of a common cutting tool and 
replacement With a rather easily duplicated seal. 

[0010] A more advanced solution proposed in recent time 
is an electronic seal (“e-seal”). These e-seals are equivalent 
to traditional door seals and are applied to the containers via 
the same, albeit Weak, door hasp mechanism as an accessory 
to the container, but include an electronic device such as a 
radio or radio re?ective device that can transmit the e-seal’s 
serial number and a signal if the e-seal is cut or broken after 
it is installed. HoWever, the e-seal is not able to communi 
cate With the interior or contents of the container and does 
not transmit information related to the interior or contents of 
the container to another device. 

[0011] The e-seals typically employ either loW poWer 
radio transceivers or use radio frequency backscatter tech 
niques to convey information from an e-seal tag to a reader 
installed at, for example, a terminal gate. Radio frequency 
backscatter involves use of a relatively expensive, narroW 
band high-poWer radio technology based on combined radar 
and radiobroadcast technology. Radio backscatter technolo 
gies require that a reader send a radio signal With relatively 
high transmitter poWer (i.e., 0.5-3 W) that is re?ected or 
scattered back to the reader With modulated or encoded data 
from the e-seal. 

[0012] In addition, e-seal applications currently use com 
pletely open, unencrypted and insecure air interfaces and 
protocols alloWing for relatively easy hacking and counter 
feiting of e-seals. Current e-seals also operate only on 
locally authoriZed frequency bands beloW 1 GHZ, rendering 
them impractical to implement in global commerce involv 
ing intermodal containers since national radio regulations 
around the World currently do not alloW their use in many 
countries. 

[0013] Furthermore, the e-seals are not effective at moni 
toring security of the containers from the standpoint of 
alternative forms of intrusion or concern about the contents 
of a container, since a container may be breached or pose a 
haZard in a variety of Ways since the only conventional 
means of accessing the inside of the container is through the 
doors of the container. For example, a biological agent could 
be implanted in the container through the container’s stan 
dard air vents, or the side Walls of the container could be cut 
through to provide access. Although conventional seals and 
the e-seals afford one form of security monitoring the door 
of the container, both are susceptible to damage. The con 
ventional seal and e-seals typically merely hang on the door 
hasp of the container, Where they are exposed to physical 
damage during container handling such as ship loading and 
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unloading. Moreover, conventional seals and e-seals cannot 
monitor the contents of the container and are not able to 
interface With or (since containers are manufactured from 
steel that is opaque to radio signals) transmit data to the 
outside World from other sensors Which may be placed in the 
interior of the container such as, for example, temperature, 
light, combustible gas, motion, or radioactivity sensors 
(Without modifying the container door or Wall). 

[0014] In addition to the above, the monitoring of the 
integrity of containers via door movement can be relatively 
complex. Although the containers are constructed to be 
structurally sound and carry heavy loads, both Within the 
individual containers as Well as by virtue of containers 
stacked upon one another, each container is also designed to 
accommodate transverse loading to accommodate dynamic 
stresses and movement inherent in (especially) ocean trans 
portation and Which are typically encountered during ship 
ment of the container. Current ISO standards for a typical 
container may alloW movement on a vertical axis due to 
transversal loads by as much as 40 millimeters relative to 
one another. Therefore, security approaches based upon 
maintaining a tight interrelationship betWeen the physical 
interface betWeen tWo container doors are generally not 
practicable. 

[0015] It Would therefore be advantageous to provide a 
method of and system for: monitoring the movement of 
the doors of a container relative to the container structure in 
a cost effective, alWays available, yet reliable fashion; (ii) 
providing for a data path for other security sensors placed in 
a container to detect alternative means of intrusion or 

presence of dangerous or illicit cargo to receivers in the 
outside World; and (iii) simultaneously provide a means for 
tracking transport movements of containers for reasons of 
security and logistics efficiency. 

SUMMARY OF THE INVENTION 

[0016] These and other draWbacks are overcome by 
embodiments of the present invention, Which provides a 
method of and system for ef?ciently and reliably monitoring 
a container and its contents as Well as tracking containers to 
maintain the security thereof. More particularly, one aspect 
of the invention includes a device for monitoring the con 
dition of a container. The device includes a means for 
sensing at least one condition of the container, a means for 
transmitting information relative to the at least one sensed 
condition to a location outside the container, and a means for 
interpreting the at least one sensed condition. The means for 
interpreting is adapted to be disposed inside the container. 
The sensed condition may be a sensed pressure and the the 
means for sensing may be a pressure sensor. Alternatively, 
the sensed condition may be a sensed light or a sensed 
motion and the means for sensing may be a light sensor or 
a motion sensor respectively. 

[0017] In another aspect, the present invention relates to a 
method of electronically securing a container. The method 
includes the steps of selecting a container to seal, disposing 
an electronic securing device Within the container, transmit 
ting a request to a server, and generating by the server of a 
mathematically-unique security key in response to receipt of 
the request. The method also includes the steps of encrypt 
ing, by the server, of the security key, transmitting the 
unique and encrypted security key to the device disposed 
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Within the container, use by the device of the encrypted 
security key to calculate a unique result, and storing, by the 
device, of the unique result. 

[0018] In another aspect, the present invention relates to a 
device for determining Whether a security breach of a 
container has occurred. The device includes means for 
detecting pressure exerted by a door of the container and 
means for establishing a baseline pressure value. The base 
line pressure value is related to a calculated mean value from 
at least tWo pressure detections. The device also includes a 
means for de?ning a pressure threshold and a means for 
determining from the pressure threshold and the detected 
pressure Whether a security breach has occurred. 

[0019] In another aspect, the present invention relates to a 
method of detecting a security breach of a container. The 
method includes the steps of placing a pressure sensor 
adjacent a structural member and a door of the container, 
monitoring the pressure sensor via a data unit located Within 
the container, determining, by the data unit, Whether a 
security breach of the door has occurred based on a change 
in pressure sensed by the pressure sensor, communicating, 
by the data unit, of a result of the determining step to an 
antenna interoperably connected to the data unit and located 
adjacent to and outside of the container, and transmitting, by 
the antenna, of information relative to the communicating 
step. 
[0020] In another aspect, the present invention relates to a 
method of checking a security status of a previously elec 
tronically secured container of the type Wherein a security 
device is disposed therein. The method includes the steps of 
transmitting, by a reader, of a device challenge to a device 
associated With the container, generating, by the device, of 
a device response to the device challenge, and transmitting, 
by the device, of the device response to the reader. The 
method also includes the steps of transmitting, by the reader, 
of a server challenge to a server, generating, by the server, 
of a server response to the server challenge, and transmit 
ting, by the server, of the server response to the reader. The 
method also includes the steps of comparing the server 
response and the device response. If the server response and 
the device response are equal, a security breach is deemed 
to not have occurred since the container Was electronically 
sealed. 

[0021] In another aspect, the present invention relates to a 
device for determining Whether a security breach of a 
container has occurred. The device includes a means for 
sensing at least one condition of the container, means for 
establishing a baseline value for the sensed condition, means 
for de?ning a sensed condition value threshold, and means 
for determining from the sensed condition value threshold 
and the sensed condition Whether a security breach has 
occurred. 

[0022] In another aspect, the present invention relates to a 
device for determining a security condition of a container 
and its contents. The device includes a means for detecting 
a condition of the container and its contents and a means for 
establishing a baseline condition value. The baseline con 
dition value is related to normal ?uctuations in the condition 
of the container and its contents experienced during trans 
port. The device also includes a means for de?ning a 
condition threshold and a means for determining from the 
condition threshold and the detected condition, the security 
condition of the container. 



US 2004/0100379 A1 

[0023] In another aspect, the present invention relates to a 
method of detecting a security condition in a container and 
its contents. The method includes the steps of placing a 
sensor Within the container, monitoring the sensor via a data 
unit located Within the container, and determining by the 
data unit Whether a security condition has occurred based on 
sensed changes in value sensed by the sensor. The method 
also includes the steps of communicating by the data unit, of 
a result of the determining step to an antenna interoperably 
connected to the data unit and located relative to the con 
tainer in a position for transmitting data to a location outside 
the container, and transmitting by the antenna of information 
relative to the communication step. 

BRIEF DESCRIPTION OF DRAWINGS 

[0024] A more complete understanding of exemplary 
embodiments of the present invention can be achieved by 
reference to the folloWing Detailed Description of Exem 
plary Embodiments of the Invention When taken in conjunc 
tion With the accompanying DraWings, Wherein: 

[0025] FIG. 1A is a diagram illustrating communication 
among components of a system according to an embodiment 
of the present invention; 

[0026] FIG. 1B is a diagram illustrating an exemplary 
supply chain; 

[0027] FIG. 2A is a schematic diagram of a device accord 
ing to an embodiment of the present invention; 

[0028] FIG. 2B is a top vieW of a device according to an 
embodiment of the present invention; 

[0029] FIG. 2C is a side vieW of a device according to an 
embodiment of the present invention; 

[0030] FIG. 2D is a ?rst perspective cut-aWay vieW of a 
device according to an embodiment of the present invention; 

[0031] FIG. 2E is a second perspective cut-aWay vieW of 
a device according to an embodiment of the present inven 

tion; 
[0032] FIG. 2F is a front vieW of a device according to an 
embodiment of the present invention; 

[0033] FIG. 2G is a back vieW of a device according to an 
embodiment of the present invention; 

[0034] FIG. 2H is a bottom vieW of a device according to 
an embodiment of the present invention; 

[0035] FIG. 2I is a top vieW of a device according to an 
embodiment of the present invention; 

[0036] FIG. 2J is a front vieW of the device of FIG. 2F as 
installed on a container; 

[0037] FIG. 2K is a perspective vieW of the device of 
FIG. 2F as installed on a container; 

[0038] FIG. 3A is a schematic diagram of a reader accord 
ing to an embodiment of the present invention; 

[0039] FIG. 3B is a diagram of a reader in accordance 
With the principles of the present invention; 

[0040] FIG. 4 is a ?rst application scenario of the system 
of FIG. 1A according to an embodiment of the present 
invention; 
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[0041] FIG. 5 is a second application scenario of the 
system of FIG. 1A according to an embodiment of the 
present invention; 

[0042] FIG. 6 is a third application scenario of the system 
of FIG. 1A according to an embodiment of the present 
invention; 
[0043] FIG. 7 is a fourth application scenario of the 
system of FIG. 1A according to an embodiment of the 
present invention; 

[0044] FIG. 8 is a diagram illustrating a container-secur 
ing process in accordance With an embodiment of the 
present invention; 

[0045] FIG. 9 is a diagram illustrating a container-secu 
rity-check process in accordance With an embodiment of the 
present invention; and 

[0046] FIG. 10 is a How diagram illustrating a door-sensor 
calibration process in accordance With an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS OF THE PRESENT 

INVENTION 

[0047] It has been found that a container security device of 
the type set forth, shoWn, and described beloW, may be 
positioned in and secured to a container for effective moni 
toring of the integrity and condition thereof and its contents. 
As Will be de?ned in more detail beloW, a device in 
accordance With principles of the present invention is con 
structed for positioning Within a pre-de?ned structural por 
tion of the container Which generally manifests minimal 
structural movement due to routine loading and handling 
and extending through a conventional interface betWeen the 
container frame and door region therealong. An elastomeric 
gasket is conventionally placed around the door and extends 
through the interface region to ensure the container is 
Watertight and the goods thus protected from Weather. The 
device is adapted for: (a) easy tool-free installation; (b) self 
poWered intermittent signal transmission; and (c) sensing of 
the pressure of the elastomeric door seal relative thereto for 
transmitting deviations thereof indicative of door move 
ments of the container, including an intrusion therein. 

[0048] FIG. 1A is a diagram illustrating communication 
among components of a system in accordance With prin 
ciples of the present invention. The system includes a device 
12, at least one variety of reader 16, a server 15, and a 
softWare backbone 17. The device 12 ensures that the 
container has not been breached after the container 10 has 
been secured. The container 10 is secured and tracked by a 
reader 16. Each reader 16 may include hardWare or softWare 
for communicating With the server 15 such as a modem for 
transmitting data over GSM, CDMA, etc. or a cable for 
doWnloading data to a PC that transmits the data over the 
Internet to the server 15. Various conventional means for 
transmitting the data from the reader 16 to the server 15 may 
be implemented Within the reader 16 or as a separate device. 
The reader 16 may be con?gured as a handheld reader 
16(A), a mobile reader 16(B), or a ?xed reader 16(C). The 
handheld reader 16(A) may be, for example, operated in 
conjunction With, for example, a mobile phone, a personal 
digital assistant, or a laptop computer. The mobile reader 
16(B) is basically a ?xed reader With a GPS interface, 
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typically utilized in mobile installations (e.g., on trucks, 
trains, or ships using existing GPS, AIS or similar position 
ing systems) to secure, track, and determine the integrity of 
the container in a manner similar to that of the hand-held 
reader 16(A). In ?xed installations, such as, for example, 
those of a port or shipping yard, the ?xed reader 16(C) is 
typically installed on a crane or gate. The reader 16 serves 
primarily as a relay station betWeen the device 12 and the 
server 15. 

[0049] The server 15 stores a record of security transaction 
details such as, for example, door events (e.g., security 
breaches, container security checks, securing the container, 
and disarming the container), location, as Well as any 
additional desired peripheral sensor information (e.g., tem 
perature, motion, radioactivity). The server 15, in conjunc 
tion With the softWare backbone 17, may be accessible to 
authoriZed parties in order to determine a last knoWn loca 
tion of the container 10, make integrity inquiries for any 
number of containers, or perform other administrative 
activities. 

[0050] The device 12 communicates With the readers 16 
via a short-range radio interface such as, for example, a radio 
interface utiliZing direct-sequence spread-spectrum prin 
ciples. The radio interface may use, for example, BLUE 
TOOTH or any other short-range, loW-poWer radio system 
that operates in the license-free Industrial, Scienti?c, and 
Medical (ISM) band, Which operates around e.g. 2.4 GHZ. 
Depending on the needs of a speci?c solution, related radio 
ranges are provided, such as, for example, a radio range of 
up to 100 m. 

[0051] The readers 16 may communicate via a netWork 
13, eg using TCP/IP, With the server 15 via any suitable 
technology such as, for example, Universal Mobile Tele 
communications System (UMTS), Global System for 
Mobile Communications (GSM), Code Division Multiple 
Access (CDMA), Time Division Multiple Access (TDMA), 
Paci?c Digital Cellular System (PDC), Wideband Local 
Area Network (WLAN), Local Area NetWork (LAN), Sat 
ellite Communications systems, Automatic Identi?cation 
Systems (AIS), or Mobitex. The server 15 may communi 
cate With the softWare backbone 17 via any suitable Wired or 
Wireless technology. The softWare backbone 17 is adapted to 
support real-time surveillance services such as, for example, 
tracking and securing of the container 10 via the server 15, 
the readers 16, and the device 12. The server 15 and/or the 
softWare backbone 17 are adapted to store information such 
as, for example, identi?cation information, tracking infor 
mation, door events, and other data transmitted by the device 
12 and by any additional peripheral sensors interoperably 
connected to the device 12. The softWare backbone 17 also 
alloWs access for authoriZed parties to the stored information 
via a user interface that may be accessed via, for example, 
the Internet. 

[0052] Referring noW to FIG. 1B, there is shoWn a dia 
gram illustrating a How 2 of an exemplary supply chain from 
points (A) to Referring ?rst to point (A), a container 10 
is ?lled With cargo by a shipper or the like. At point (B), the 
loaded container is shipped to a port of embarkation via 
highWay or rail transportation. At point (C), the container is 
gated in at the port of loading such as a marine shipping 
yard. 
[0053] At point (D), the container is loaded on a ship 
operated by a carrier. At point (E), the container is shipped 
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by the carrier to a port of discharge. At point (F), the 
container is discharged from the ship. FolloWing discharge 
at point (F), the container is loaded onto a truck and gated 
out of the port of discharge at point At point (H), the 
container is shipped via land to a desired location in a similar 
fashion to point At point (I), upon arrival at the desired 
location, the container is unloaded by a consignee. 

[0054] As Will be apparent to those having ordinary skill 
in the art, there are many times Within the points of the How 
2 at Which security of the container could be compromised 
Without visual or other conventional detection. In addition, 
the condition of the contents of the container could be 
completely unknoWn to any of the parties involved in the 
How 2 until point When the contents of the container are 
unloaded. 

[0055] FIG. 2A is a block diagram of the device 12. The 
device 12 includes an antenna 20, an RF/baseband unit 21, 
a microprocessor (MCU) 22, a memory 24, and a door 
sensor 29. The device 12 may also include an interface 28 
for attachment of additional sensors to monitor various 
internal conditions of the container such as, for example, 
temperature, vibration, radioactivity, gas detection, and 
motion. The device 12 may also include an optional poWer 
source 26 (e.g., battery); hoWever, other poWer arrange 
ments that are detachable or remotely located may also be 
utiliZed by the device 12. When the poWer source 26 
includes a battery (as shoWn herein), inclusion of the poWer 
source 26 in the device 12 may help to prolong battery life 
by subjecting the poWer source 26 to smaller temperature 
?uctuations by virtue of the poWer source 26 being inside the 
container 10. The presence of the poWer source 26 Within the 
container 10 is advantageous in that the ability to tamper 
With or damage the poWer source 26 is decreased. The 
device 12 may also optionally include a connector for 
interfacing directly With the reader 16. For example, a 
connector may be located on an outer Wall of the container 
10 for access by the reader 16. The reader 16 may then 
connect via a cable or other direct interface to doWnload 
information from the device 12. 

[0056] The microprocessor 22 (equipped With an internal 
memory) discerns door events from the door sensor 29, 
including, for example, container-security requests, con 
tainer-disarming requests, and container-security checks. 
The discerned door events also include security breaches 
that may compromise the contents of the container 10, such 
as opening of a door after the container 10 has been secured. 
The door events may be time-stamped and stored in the 
memory 24 for transmission to the reader 16. The door 
events may be transmitted immediately, periodically, or in 
response to an interrogation from the reader 16. The door 
sensor 29 shoWn herein is of the pressure sensitive variety, 
although it may be, for example, an alternative contact 
sensor, a proximity sensor, or any other suitable type of 
sensor detecting relative movement betWeen tWo surfaces. 
The term pressure sensor as used herein thus includes, but is 
not limited to, these other sensor varieties. 

[0057] The antenna 20 is provided for data exchange With 
the reader 16. In particular, various information, such as, for 
example, status and control data, may be exchanged. The 
microprocessor 22 may be programmed With a code that 
uniquely identi?es the container 10. The code may be, for 
example, an International Standards OrganiZation (ISO) 
















