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(57) ABSTRACT 
Under the present invention, a user-issued request for ser 
vices is received and validated based on the service policy. 
Once validated, an initial set of service providers from a grid 
are identi?ed. Once identi?ed, the set can be dynamically 
varied based on monitored performances of the service 
providers, and/or based on the discovery of other service 
providers from other grids. Once the set is ?nalized, one or 
more particular service providers are selected to process the 
request. This system alloWs the grid to automatically 
respond to events monitored to optimiZe and provide reliable 
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SYSTEM, METHOD AND PROGRAM PRODUCT 
FOR OPERATING A GRID OF SERVICE 

PROVIDERS BASED ON A SERVICE POLICY 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention generally relates to a system, 
method and program product for operating a grid of services 
such as service providers based on a service policy. Spe 
ci?cally, based on rules Within the service policy, the present 
invention alloWs: (1) one or more services/providers from 
the grid to be selected to process a request for services; and 
(2) the grid to automatically adjust its operations. 

[0003] 2. Background Art 

[0004] As the use of the Internet groWs, computer users 
are increasingly conducting everyday transactions on-line. 
For example, today a user can order a product or a service, 
obtain information, or conduct a business transaction using 
World Wide Web sites. In general, When a user is seeking 
services on-line, he/she must ?rst identify an appropriate 
service provider. Given that multiple service providers could 
offer the same services, the user might be presented With a 
litany of options. Moreover, due to the nature of the World 
Wide Web, the user’s search might not reveal the best (e.g., 
most ef?cient, cost effective, etc.) service provider. 

[0005] In an attempt to address some of these concerns, 
registries such as the Universal Description, Discovery and 
Integration (UDDI) Directory have been developed. The 
UDDI is an XML registry for businesses and invocable Web 
Services listed on a netWork such as the Internet. It is often 
thought of as a “telephone” directory for businesses and 
service-providers to be listed by name, product, location or 
the Web services they offer. Unfortunately, provider direc 
tories such as the UDDI do little for the user beyond helping 
to identify a set of providers. That is, the provider directories 
fail to provide any “screening” or “selection” of a particular 
provider based on certain criteria or policies. Moreover, the 
provider directories do not act as an interface betWeen the 
user and the providers listed therein. That is, once providers 
have been identi?ed, it is up to the user to select a particular 
provider and then communicate thereWith to conduct the 
desired transaction. Thus, no eXisting system provides a Way 
for a particular provider to be automatically selected based 
on established criteria and/or policies. 

[0006] In vieW of the foregoing, there eXists a need for a 
system in Which service providers can be selected based on 
an established service policy and/or criteria. Speci?cally, 
there exists a need for the service providers to be grouped 
into a grid or similar structure. A need also eXists for users 
and the service providers to be assigned a service level based 
on an indicated quality of service (QoS). Still yet, there 
eXists a need for a set of the service providers in the grid, 
Which are capable of processing a request sent from the user, 
to be identi?ed based on the service policy and the assigned 
service levels. An additional need eXists for the set to be 
varied based on measured performances of the service 
providers and/or the discovery of other service providers in 
other grids. A further need eXists for a particular service 
provider to be selected from the set based on the service 
policy and any user established criteria. Another need eXists 
for such a system to respond to operational events automati 
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cally such that it is self-con?gured, self-optimiZed, and 
self-healing to accommodate the services (service providers) 
that join and leave the grid dynamically. 

SUMMARY OF THE INVENTION 

[0007] In general, the present invention provides a system, 
method and program product for operating a grid of service 
providers based on a service policy. Speci?cally, under the 
present invention, service providers are contracted and then 
grouped into a grid. Under the contracts, each service 
provider is assigned a service level that is based on a 
proposed quality of service (QoS) and other any factors 
deemed important such as designated features and feebase. 
Then, a user desiring to obtain services Will transmit a 
request. Based on: (1) the user’s contacted service level; (2) 
the providers’ contracted service levels and (3) mapping 
rules set forth in the service policy, a set of providers that are 
most capable of processing the request Will be identi?ed. 
Once identi?ed, the set can be varied based on monitoring 
and discovery rules to accommodate for monitored perfor 
mances of the providers and/or discovery of other providers 
in other grids. One or more particular providers from the set 
Will then be selected to process the request based on selec 
tion rules in the policy and any criteria set forth by the user. 

[0008] According to a ?rst aspect of the present invention, 
a system for operating a grid of service providers based on 
a service policy is provided. The system comprises: (1) a 
security system for validating an identity of a user trans 
mitting a request based on the service policy, and for 
accessing a pro?le corresponding to the user; (2) a mapping 
system for identifying a set of the service providers in the 
grid capable of processing the request, Wherein the set of 
service providers is identi?ed based on the service policy, a 
user service level identi?ed in the pro?le, and provider 
service levels corresponding to the service providers; and (3) 
a selection system for selecting a particular service provider 
from the set based on the service policy. 

[0009] According to a second aspect of the present inven 
tion, a system for operating a grid of service providers based 
on a service policy is provided. The system comprises: (1) 
a security system for validating an identity of a user trans 
mitting a request based on a set of security rules in the 
service policy, and for accessing a pro?le corresponding to 
the user; (2) a mapping system for identifying a set of the 
service providers in the grid capable of processing the 
request, Wherein the set of service providers is identi?ed 
based on a set of mapping rules in the service policy, a user 
service level identi?ed in the pro?le, and provider service 
levels corresponding to the service providers; (3) a discov 
ery system for identifying additional service providers for 
the set from another grid based on a set of discovery rules 
in the service policy; and (4) a selection system for selecting 
a particular service provider from the set based on a set of 
selection rules in the service policy. 

[0010] According to a third aspect of the present inven 
tion, a method for operating a grid of service providers based 
on a service policy is provided. The method comprises: (1) 
receiving a request from a user, and validating an identity of 
the user based on a set of security rules in the service policy; 
(2) accessing a pro?le corresponding to the user; (3) iden 
tifying a set of the service providers in the grid capable of 
processing the request, Wherein the set is identi?ed based on 
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a set of mapping rules in the service policy, a user service 
level identi?ed in the pro?le, and provider service levels 
corresponding to the service providers; and (4) selecting a 
particular service provider from the set based on a set of 
selection rules in the service policy. 

[0011] According to a fourth aspect of the present inven 
tion, a program product stored on a recordable medium for 
operating a grid of service providers based on a service 
policy is provided. When executed, the program product 
comprises: (1) program code for validating an identity of a 
user transmitting a request based on a set of security rules in 
the service policy, and for accessing a pro?le corresponding 
to the user; (2) program code for identifying a set of the 
service providers in the grid capable of processing the 
request, Wherein the set of service providers is identi?ed 
based on a set of mapping rules in the service policy, a user 
service level identi?ed in the pro?le, and provider service 
levels corresponding to the service providers; and (3) pro 
gram code for selecting a particular service provider from 
the set based on a set of selection rules in the service policy. 

[0012] Therefore, the present invention provides a system, 
method and program product for operating a grid of service 
providers based on a service policy. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] These and other features of this invention Will be 
more readily understood from the folloWing detailed 
description of the various aspects of the invention taken in 
conjunction With the accompanying draWings in Which: 

[0014] FIG. 1 depicts a system for operating a grid of 
service providers based on a service policy according to the 
present invention. 

[0015] FIG. 2 depicts more detailed diagram of the system 
of FIG. 1. 

[0016] FIG. 3 depicts a method ?oW diagram according to 
the present invention. 

[0017] The draWings are merely schematic representa 
tions, not intended to portray speci?c parameters of the 
invention. The draWings are intended to depict only typical 
embodiments of the invention, and therefore should not be 
considered as limiting the scope of the invention. In the 
draWings, like numbering represents like elements. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0018] As indicated above, the present invention provides 
a system, method and program product for operating a grid 
of service providers based on a service policy. The service 
policy includes, among other things, service level de?ni 
tions, mapping rules, security rules, monitoring rules, dis 
covery rules, selection rules and recovery rules. The service 
policy is used to manage transactions betWeen users and 
service providers. In addition, the service policy alloWs the 
grid to automatically adjust its operations. That is, the 
service policy alloWs the grid to respond to operational 
events automatically such that it is self-con?gured, self 
optimiZed and self-healing to accommodate the services/ 
service providers that join and leave the grid dynamically. 

[0019] Under the present invention, service providers are 
contracted and grouped into a grid. Under the contracts, each 
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service provider is assigned a service level (as de?ned in the 
policy) that is based on a proposed quality of service (QoS) 
and any other factors deemed important such as designated 
features and feebase. Then, a contracted/registered user 
desiring to obtain services Will transmit a request. Based on: 
(1) the user’s contacted service level; (2) the providers’ 
contracted service levels and (3) mapping rules set forth in 
the service policy, a set of providers that are capable of 
processing the request Will be identi?ed from the grid. Once 
identi?ed, the set can be dynamically varied based on 
monitoring and discovery rules to accommodate for moni 
tored performances of the providers and/or discovery of 
other providers in another grid. Then, one or more particular 
providers from the set Will be selected to process the request 
based on selection rules in the policy and any criteria set 
forth by the user. 

[0020] Referring noW to FIG. 1, service system 10 in 
communication With user 12 and grid 14 of service providers 
38 is shoWn. User 12 is intended to represent any computer 
user Who orders goods or services from service providers 38 
over a netWork (e.g., the Internet). It should be understood 
that although not shoWn, user 12 typically communicates 
With service system 10 via a computeriZed system such as a 
personal computer, Workstation, personal digital assistant, 
etc. Grid 14 is intended to represent a group or collection of 
service providers 38. Under the present invention, service 
providers 38 are grouped into a grid to provide automatic 
request processing, monitoring, event noti?cations, etc. To 
this extent, all service providers 38 in grid could commu 
nicate in a common format/protocol. This prevents user 12 
or service system 10 from having to accommodate a litany 
of disparate formats/protocols. In the event that service 
providers 38 do not adopt a common format/protocol, ser 
vice system 10 could be provided With the resources to make 
any necessary translations. It should also be understood that 
although referred to herein as “service” providers, providers 
38 Within grid 14 are intended to represent any individuals, 
group of individuals, company, system, component, or pro 
gram that provides goods or services over a netWork. To this 
extent, “service providers” mean, in the context of a Service 
Oriented Architecture, (e.g., Web and Grid Services), any 
service instances that provide Well de?ned service interface 
descriptions (e.g., through WSDL). In this case, the service 
instances could be provided over a computer complex such 
as an enterprise or a broad netWork such as the Internet. 

[0021] In order for user 12 and service providers 38 to 
utiliZe service system 10 to conduct business, they must ?rst 
contract/register via registration system 18 of request system 
16. Registration generally includes, among other things, the 
establishment Service Level Agreements (SLAs), and any 
necessary security precautions. The SLAs set forth a par 
ticular “service level” for each contracting user 12 and 
service provider 38. The various service levels available to 
user 12 and service providers 38 are typically de?ned in the 
service policy (e.g., as stored in database 30). The service 
levels are generally based on a Quality of Service (QoS) as 
Well as any de?ned features and/or feebase. Speci?cally, 
When user 12 is registering, he/she Will likely provide a user 
name and passWord, and select a desired user service level 
(e.g., gold, silver or bronZe). Each user service level is based 
on quality of service (QoS) level desired by user 12. For 
example, the user services levels of gold, silver and bronZe, 
can correspond to the QoS levels of best, better and good, 
respectively. In determining the users desired QoS levels, 
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several factors can be considered. Such factors can include, 
for example, desired availability (e.g., 95% of the time) and 
responsiveness (e.g., immediately) of service providers 38. 
The particular service level selected by or assigned to user 
12 could be dependent on the fee paid. For example, gold 
level users might be required to pay a highly monthly fee 
than silver level users. Once user 12 has been assigned/ 
selected a service level, it can be stored in database 30 Within 
user 12’s pro?le. To this extent, user 12’s pro?le could also 
set forth at least one criterion he/she may have for transact 
ing With service providers 38 (e.g., maximum price user 12 
is Willing to pay, needed turn around time, etc.). 

[0022] In a similar fashion, upon registration each service 
provider 38 Will select or be assigned a provider service 
level (e.g., premier, preferred and trial). These levels also 
correspond to QoS levels (e.g., category 5, category 4 and 
category 3, respectively) as Well as any de?ned features 
and/or feebase. In this case, hoWever, the service levels are 
based on the QoS levels that service providers 38 are Willing 
to provide (as opposed to user 12 Who indicates the QoS 
level he/she desires to obtain). Service providers 38’s QoS 
levels can be determined based on numerous factors. Such 

factors can include, for example, availability, responsive 
ness, maximum quantity of requests the provider can handle, 
turnaround, time-outs, quantity of requests that must be 
retried, Whether event noti?cations are carried out synchro 
nously or asynchronously, Whether the service provider’s 
system is cloneable, Whether the Workload is managed, 
Whether the provider’s connection is secure, etc. Once a 
particular service provider has registered, the service pro 
vider Will become a member of grid 14. 

[0023] After user 12 and service providers 38 have regis 
tered, user 12 can utiliZe service system 10 to transact With 
one or more appropriate service providers 38. For example, 
if user 12 Wishes to obtain ?nancial information, user 12 Will 
generate and transmit a request, Which Will be received by 
security system 20. The request Will typically include the 
desired service/product, user 12’s identi?cation and pass 
Word, as Well as any criteria (not previously speci?ed) user 
10 has for ful?lling the request. Moreover, the request can be 
generated using any knoWn means such as a Web broWser 
loaded on a computeriZed system (not shoWn) operated by 
user 12. Upon receipt of the request, security system 20 Will 
?rst automatically validate the identify of user 12 to ensure 
that he/she is a registered/authorized user. To this extent, 
validation can be based on a set (e.g., 1 or more) of security 
rules Within the service policy. For example, the security 
rules could dictate that the user identi?cation and passWord 
in the request be compared against a list of registered users 
in database 30. Moreover, the security rules could set forth 
the user identi?cations of all users deemed to be “trusted.” 
If a “trusted” user identi?cation is received, validation may 
be unnecessary. Still yet, the security rules could dictate that 
users sending requests for “general” services need not be 
validated. Regardless of the particular scenario, the set of 
security rules help prevent unauthoriZed users from access 
ing service system 10. 

[0024] Once user 12’s identi?cation has been validated, 
security system 20 Will access user 12’s pro?le (e.g., Within 
database 30). As indicated above, user 12’s pro?le Will 
indicate the user service level and possibly any additional 
information (e. g., criteria) user 12 established for purchasing 
services When initially registering. In another embodiment, 

May 20, 2004 

security services are provided by external security system 32 
(in lieu of security system 20). In this case, valid identi? 
cations, passWords and/or user pro?les could be stored on 
external security system 32. Validation of the identi?cation 
of user 12 by external security system 32 Would occur in the 
same manner. Speci?cally, a set of security rules Would be 
folloWed to determine if the request Was transmitted from a 
registered or authoriZed user. In any event, it should be 
appreciated that security system 20 and external security 
system 32 should be able to Work in conjunction With any 
user front end system such as International Business 
Machines Corp’s Service Provisioning Manager, Various 
Business Integrator GateWay, WebSphere Application 
server, etc. 

[0025] Once user 12’s identity has been validated, map 
ping system 22 Will automatically identify an initial set of 
service providers 38 from grid 14 that are capable of 
processing the request. In a typical embodiment, the set is 
initially determined based on the service being requested. 
For example, if user 12 is requesting ?nancial information, 
only those service providers that can provide ?nancial 
information should be considered (e.g., service providers 
A-F). Then, a set of mapping rules in the service policy Will 
narroW the set by correlating user service levels With pro 
vider service levels. For example, the set of mapping rules 
could dictate that: (1) gold level users can only be serviced 
by premier and preferred level services providers; (2) silver 
level users by preferred and trial level service providers; and 
(3) bronZe level users by trial level service providers. Thus, 
assuming for example that user 12 is a gold level user, 
mapping system 22 Would identify premier service level 
providers A-B and preferred level service providers C-D as 
the initial set. Trial level service providers E-F Would not be 
considered for the time being. 

[0026] Once a set of service providers 38 has been initially 
identi?ed, it can be dynamically varied by monitoring sys 
tem 23 based on monitored performances of the service 
providers 38 and a set of monitoring rules in the service 
policy. Speci?cally, event handlers Within monitoring sys 
tem 23 Will monitor the performance of each service pro 
vider 38. Based on Whether performance meets, exceeds or 
falls beloW expectations, the set can be altered. For example, 
if service provider A has an availability that falls beloW the 
premier or preferred standards (e.g., 50%), the monitoring 
rules could dictate that provider A must be dropped from the 
set. Conversely, if trial service level provider E (not initially 
identi?ed) has a performance that brings him/her up to 
preferred or premier levels, provider E could be added to the 
set. Typically, the monitoring rules Will alloW for a service 
provider dropped from the set to be reevaluated for possible 
promotion back to its contracted service level. 

[0027] Discovery system 24 alloWs the set to be further 
dynamically varied by adding service providers 40 from 
another, external grid 36. Discovery of other service pro 
viders 40 alloWs user 12 to be provided With more complete 
service. For example, if user 12 is requesting the services of 
A-F, and the identi?ed set of service providers 38 can only 
provide the services of A-C, discovery system 24 Will search 
for other service providers that can provide the missing 
services of D-F. Typically, discovery is accomplished 
according to a set of discovery rules in the service policy that 
can be carried out beforehand or on-demand. For example, 
the set of discovery rules could dictate that if requested 
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services cannot be delivered by service providers 38 Within 
grid 14, a query is generated and sent to external service 
system. Upon receiving the query, external service system 
34 Would search its grid 36 to identify a set of service 
providers 40 that can provide the needed services. To this 
extent, a set of translation rules in the service policy, or a 
translation table in database 30 could provide the resources 
for discovery system 24 to translate the communication 
format/protocol of service providers 40 to the format/pro 
tocol used by service system 10. Speci?cally, service pro 
viders 40 in grid 36 could communicate using different 
verbiage, message formats or communication protocols than 
used by service providers 38 in grid 14. In such an event, 
discovery system 24 Will use resources in the service policy 
or database 30 to make any necessary translations. 

[0028] Once the set of service providers has been made 
“?nal,” selection system 26 Will automatically select one or 
more particular service providers from the set to deliver the 
requested services. In general, the particular service provid 
er(s) is selected based on a set of selection rules in the 
service policy. For example, the selection rules could dictate 
that a particular service provider is selected based on a 
time/day of the request, existing business relationships, user 
criteria speci?c in the request or user pro?le, or any mis 
cellaneous considerations. 

[0029] With respect to selecting a particular service pro 
vider based on a business relationship, it could be the case 
that certain service providers Were promised a minimum 
number of transactions in a period of time under their SLAs. 
For example, premier level service providers could have 
been promised 1000 transactions a month. In this case, a 
counter Will keep track of the quantity of transactions the 
service providers are receiving. The request can be routed to 
the service providers according to the current count level. 
Once a service provider has reached his/her promised count, 
the contracted count level Will not be a factor in selection. 

[0030] Also shoWn in FIG. 1 is recovery system 28, Which 
utiliZes a set of recovery rules in the service policy to 
address any problems or errors that may arise. Examples of 
errors that could occur include communication failures, 
security breaches, etc. Recover system 28 and the recovery 
rules thus help maintain a continuous and automated opera 
tion of service system 10. 

[0031] Referring noW to FIG. 2, a more detailed diagram 
of service system 10 is shoWn. As depicted, service system 
10 generally includes central processing unit (CPU) 50, 
memory 52, bus 54, input/output (I/O) interfaces 56 and 
external devices/resources 58. CPU 50 may comprise a 
single processing unit, or be distributed across one or more 
processing units in one or more locations, e.g., on a client 
and server. Memory 52 may comprise any knoWn type of 
data storage and/or transmission media, including magnetic 
media, optical media, random access memory (RAM), read 
only memory (ROM), a data cache, a data object, etc. 
Moreover, similar to CPU 50, memory 52 may reside at a 
single physical location, comprising one or more types of 
data storage, or be distributed across a plurality of physical 
systems in various forms. 

[0032] U0 interfaces 56 may comprise any system for 
exchanging information to/from an external source. External 
devices/resources 58 may comprise any knoWn type of 
external device, including speakers, a CRT, LED screen, 
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hand-held device, keyboard, mouse, voice recognition sys 
tem, speech output system, printer, monitor, facsimile, 
pager, etc. Bus 54 provides a communication link betWeen 
each of the components in service system 10 and likeWise 
may comprise any knoWn type of transmission link, includ 
ing electrical, optical, Wireless, etc. In addition, although not 
shoWn, additional components, such as cache memory, com 
munication systems, system softWare, etc., may be incorpo 
rated into service system 10. 

[0033] Database 30 is optional and could provide storage 
for information under the present invention. Such informa 
tion could include, for example, a service policy, user 
criteria, user pro?les, user identi?cations and passWords, 
general information, etc. As such, database 30 may include 
one or more storage devices, such as a magnetic disk drive 
or an optical disk drive. In another embodiment, database 30 
includes data distributed across, for example, a local area 
netWork (LAN), Wide area netWork or a storage area 
netWork (SAN) (not shoWn). Database 30 may also be 
con?gured in such a Way that one of ordinary skill in the art 
may interpret it to include one or more storage devices. 

[0034] It should be understood that communication among 
service system 10, user 12, grid 14, external security system 
32 and external service system 34 can occur via a direct 
hardWired connection (e.g., serial port), or via an address 
able connection in a client-server (or server-server) envi 
ronment Which may utiliZe any combination of Wireline 
and/or Wireless transmission methods. In the case of the 
latter, the server and client may be connected via the 
Internet, a Wide area netWork (WAN), a local area netWork 
(LAN), a virtual private netWork (VPN) or other private 
netWork. The server and client may utiliZe conventional 
netWork connectivity, such as Token Ring, Ethernet, WiFi or 
other conventional communications standards. Where the 
client communicates With the server via the Internet, con 
nectivity could be provided by conventional TCP/IP sock 
ets-based protocol. In this instance, the client Would utiliZe 
an Internet service provider to establish connectivity to the 
server. 

[0035] Stored in memory 52 of service system 10 is 
request system 16, Which processes requests from user 12. 
As shoWn, request system 16 includes registration system 
18, security system 20, mapping system 22, monitoring 
system 23, discovery system 24, selection system 26 and 
recovery system 28 (the functions of Which Were described 
in detail above). In general, the systems Within request 
system 16 comprise program code and/or interfaces for 
carrying out their particular functions. 

[0036] Speci?cally, registration system 18 could include a 
user interface for user 12 and service providers 38 to provide 
biographical information, select a QoS-based service level, 
provide any user names and passWords, designate any cri 
teria, etc. ShoWn beloW is exemplary program code that 
illustrates hoW service levels correspond to QoS levels for 
both user 12 and service providers 38: 

<serviceflevels-section type=“USER”> 
<servicelevel name=“GOLD” feebase=“feebase1” qos=“BEST”> 

<operation name=“getQuoteMultiple” /> 
<operation name=“getQuoteDescriptive” qos=“BETTER” /> 
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-continued 

<operation name=“getAddress” /> 
<operation name=“purchaseOrder” /> 

</servicelevel> 
<servicelevel name=“SILVER” feebase=“feebase2” 
qos=“BETTER”> 

<operation name=“getQuoteDescriptive” /> 
<operation name=“getAddress” /> 
<operation name=“purchaseOrder” /> 

</servicelevel> 
<servicelevel name=“BRONZE” feebase=“feebase3” 
qos=“GOOD”> 

<operation name=“getQuoteSingle” /> 
<operation name=“purchaseOrder” /> 

</servicelevel> 
<serviceflevels-section type=“SUPPLIER”> 

<servicelevel name=“PREMIER” feebase=“feebaseA” 
qos=“Catagory5”> 

<operation name=“getQuoteMultiple” /> 
<operation name=“getQuoteDescriptive” qos=“BETI'ER” /> 
<operation name=“getAddress” /> 
<operation name=“purchaseOrder” /> 

</servicelevel> 
<servicelevel name=“PREFERRED” feebase=“feebaseB” 
qos=“Catagory4”> 

<operation name=“getQuoteDescriptive” /> 
<operation name=“getAddress” /> 
<operation name=“purchaseOrder” /> 

</servicelevel> 
<servicelevel name=“TRIAL” feebase=“feebaseC” 
qos=“Catagory3”> 

<operation name=“getQuoteSingle” /> 
<operation name=“purchaseOrder” /> 

</servicelevel> 

[0037] Once any registration information has been deter 
mined, it can be stored in database 30 (e.g., for user 12 in a 
user pro?le). When user 12 later submits a request, security 
system 20 or external security system 32 Will validate user 
12’s identi?cation. As indicated above, validation is per 
formed according to a set of security rules in the service 
policy. Listed beloW is exemplary program code that can be 
used for validating user 12’s identi?cation: 

<security-procedure-section default=“Login”> 
<security-procedure name=“Login” 
intrustioniWarning=“ * IYES INO” /> 

<security-procedure name=“Trusted” audit=“*|YES|NO” /> 
<security-procedure name=“General” /> 
<security-procedure name=“AcceptValidIdentity” 
audit=”*|YES|NO”> 

<Identity Name=“Freestone” ref=“url handle to the source 
authenticator” /> 
<Identity Name=“WebSphere” ref=“url handle to the source 
authenticator” /> 
<Identity Name=“Allegro” ref=“url handle to the source 
authenticator” /> 
<Identity Name=“BIG” ref=“url handle to the source 
authenticator” /> 

</security—procedure> 
</security—procedure-section> 

[0038] Once user 12’s identi?cation has been validated, 
mapping system 22 Will identify an initial set of service 
providers 38 from grid 14. As described, this not only 
includes identifying appropriate service providers 38 based 
on the services requested, but also involves applying a set of 
mapping rules to correlate user service levels With service 
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provider levels. Listed beloW is program code that can be 
used for such a correlation: 

<servicemap name=“default”> 
<pool name=“GOLDSuppliers” useriservicelevel=“GOLD”> 

<condition-set type=“or”> 
<condition name=“supplieriservicelevel” 
value=“PREMIER” /> 
<condition name=“Supplieriservicelevel” 
value=“PREFERRED” /> 

</condition—set> 
</pool> 
<pool name=“SILVERSuppliers” useriservicelevel=“SILVER”> 

<condition-set type=“or”> 
<condition name=“supplieriservicelevel” 
value=“PREFERRED” /> 
<condition name=“Supplieriservicelevel” 
value=“TRIAL” /> 

</condition—set> 
</pool> 
<pool name=“BRONZESuppliers” useriservicelevel=“BRONZE"> 

<condition-set type=“or”> 
<condition name=“supplieriservicelevel” value=“TRIAL” /> 

</condition—set> 
</pool> 

[0039] As indicated above, monitoring system 23 can 
dynamically vary the set of service providers 38 by adding 
or removing service providers based on their monitored 
performances (e.g, as monitored With event handlers). This 
alloWs under-performing service providers 38 to be removed 
from the set, While allowing highly-performing service 
providers 38 to be added to the set. List beloW is eXemplary 
program code that can provide such dynamic variation: 

<servicemap name=“ObservedfServicefLevels’B 
<pool name=“GOLDSuppliers” useriservicelevel=“GOLD”> 

<condition-set type=“and”> 
<condition name=“pool” value=“GOLDSuppliers” /> 
<condition name=“Availability” value=“95” /> 
<condition name=“Responsiveness” value=“5” /> 

</condition—set> 
</pool> 
<pool name=“SILVERSuppliers” useriservicelevel=“SILVER”> 

<condition-set type=“and”> 
<condition name=“pool” value=“SILVERSuppliers” /> 

<condition name=“Availability” value=“90” /> 
<condition name=“Responsiveness” value=“5” /> 
</condition—set> 

</pool> 
<pool name=“BRONZESuppliers” useriservicelevel=“BRONZE"> 
<condition-set type=“and”> 

<condition name=“pool” value=“BRONZESuppliers” /> 
<condition name=“Availability” value=“80” /> 
<condition name=“Responsiveness” value=“10” /> 

</condition—set> 
</pool> 

</servicemap> 
servicemap name=“Reenlist”> 

<pool name=“GOLDSuppliers” useriservicelevel=“GOLD”> 
<condition-set type=“or”> 

<condition name=“pool” value=“GOLDSuppliers” /> 
<condition-set type=“and”> 

<condition name=“Availability” value=“95” /> 
<condition name=“Responsiveness” value=“5” /> 

</condition—set> 
</condition—set> 

</pool> 
<pool name=“SILVERSuppliers” useriservicelevel=“SILVER”> 

<condition-set type=“or”> 
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-continued 

<condition name=“pool” value=“SILVERSuppliers” /> 
<condition-set type=“and”> 
<condition-set type=“or”> 
<condition name=“supplieriservicelevel” 
value=“PREFERRED” /> 
<condition name=“Supplieriservicelevel” 
value=“TRIAL” /> 

</condition—set> 
<condition name=“Availability” value=“90” /> 

<condition name=“Responsiveness” value=“5” /> 
</condition—set> 

</condition—set> 
</pool> 
<pool name=“BRONZESuppliers” useriservicelevel=“BRONZE”> 
<condition-set type=“or”> 

<condition name=“pool” value=“BRONZESuppliers” /> 
<condition-set type=“and”> 

<condition name=“Supplieriservicelevel” value=“TRIAL” /> 
<condition name=“Availability” value=“80” /> 

<condition name=“Responsiveness” value=“10” /> 
</condition—set> 

</condition—set> 
</pool> 

[0040] The set of service providers 38 can then be further 
dynamically varied to include service providers 40 from 
another grid 36. As explained above, discovery system 24 
Will utiliZe a set of discovery rules in the service policy to 
identify such service providers 40 and to perform any 
necessary communication translation. ShoWn beloW is 
eXemplary program code that can provide such discovery: 

<service-discovery-section> 
<discover from=“url handle to the source service desk” 
type=“transient”> 

<querystring value=“XPath query string for utility 
service instances” /> 

</discover> 
<discover name=“url handle to the source service desk” 
type=“persist”> 

<querystring value=“XPath query string for system 
service instances” /> 
<lifecycle value=“gooditillireset” /> 
<servicelevel value=“SYSTEM” /> 

<condition-set type=“and”> 
<condition name=“eventiFeature Error” value=“” /> 

</condition—set> 
</discover> 
<discover name=“url handle to the source service desk” 
type=“persist”> 

<queryname value=“StockQuotePortType” /> 
<lifecycle value=“specify a termination date” /> 
<servicelevel value=“trial” /> 

</discover> 
</service-discovery—section> 

[0041] Once the set of service providers has been ?nally 
determined, selection system 26 Will utiliZe selection rules 
to select one or more particular service providers to process 

the request. To this extent, selection can be based on any 
number of factors such as day/time of request, business 
relationships, user criteria, etc. Accordingly, the folloWing 
eXemplary program code can be used Within selection sys 
tem 26 to enable provider selection: 
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<selection-rule trigger=“O?iceHours”> 
<condition-set type=“and”> 

<condition name=“servicelevel” value=“GOLD” /> 
</condition—set> 
<action directive=“Availability” /> 

</selection-rule> 
<selection-rule trigger=“EveningHours”> 

<condition-set type=“and”> 
<condition name=“servicelevel” value=“GOLD” /> 

</condition—set> 
<action directive=“TurnAround” /> 

</selection-rule> 
<selection—rule> 

<condition-set type=“and”> 
<condition name=“Priority” value=“1” /> 

</condition—set> 
<action a?inity=“SupplieriPREMIER” /> 

</selection-rule> 
<selection—rule> 

<condition-set type=“and”> 
<condition name=“operation” value=“getAddress” /> 

</condition—set> 
<action directive=“DesignatediaddressBookimaster” /> 

</selection-rule> 
<selection—rule> 

<condition-set type=“and“> 
<condition name=“BusinessCriteria” 
value=“guaranteed volume — preferred 

suppliers” /> 
</condition—set> 
<action a?inity=“SupplieriPREFERRED” 
directive=“RoundRobin” /> 

</selection-rule> 
<selection—rule> 

<condition-set type=“and”> 
<condition name=“operation” value=“purchaseOrder” /> 
<condition name=“Messagecontent” 
value=“Catagory=Electronics” /> 

</condition—set> 
<action a?inity=“BusinessCriteriaiElectronicsPurchasing" 

directive=“FiXedOrderiPrimary—then-Secondary” /> 
</selection-rule> 
<BusinessCriteria name=“guaranteed volume — preferred suppliers”> 

<volume value=“1000” interval=“monthly” startdate=“11012002” 
enddate=“05312003” /> 

</BusinessCriteria> 
<BusinessCriteria name=“ElectronicsPurchasing"> 

<service name=“primeEcectronics” role=“PRIMARY” /> 
<service name=“HQElectronics” role=“PRIMARY” /> 
<service name=“]oe’s” role=“SECONDARY” /> 
<service name=“Peter’s” role=“SECONDARY” /> 
<service name=“Sam’s” Role=“SECONDARY” /> 

</BusinessCriteria> 
<FiXedOrder name=“Primary-then-Secondary”> 

<service name=“*” role=“PRIMARY” /> 
<service name=“*” role“SECONDARY” /> 

</FiXedOrder> 
<FiXedOrder name=“ControlMaster”> 

<service name=“?rst—in—command” /> 
<service name=“second-in-command” /> 
<service name=“third—in—command” /> 
<service name=“fourth—in-command” /> 

</FiXedOrder> 
</miscellaneous—section> 

[0042] As the request is being processed herein, recovery 
system 28 Will utiliZe a set of recovery rules in the service 
policy to address any errors or issues that arise. As described 
above, such errors could include, among other things, com 
munication failures, security breaches, etc. 

[0043] Referring noW to FIG. 3 a method flow diagram 
100 according to the present invention is shoWn. As 
depicted, a request is received in step 102. Upon receipt, it 
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Will be determined Whether the identi?cation of the sending 
user is valid based on a set of security rules in step 104. If 
the identi?cation is not valid, the process is ended in step 
106. If, however, the identi?cation is valid, an initial set of 
service providers Will be identi?ed based on the request 
service and the set of mapping rules in the service policy in 
step 108. To provide dynamic variation of the set, the 
performances of the service providers Will be monitored 
according to the set of monitoring rules in the service policy 
in step 110. It Will then be determined Whether any adjust 
ments to the set are necessary based on the monitored 
performances in step 112. If adjustments are necessary, they 
Will be made in step 114. Then, it Will be determined 
Whether any additional service providers from other grids 
have been discovered based on the set of discovery rules in 
the service policy in step 116. If other service providers have 
been discovered, they Will be added to the set in step 118. In 
any event, one or more particular service providers Will be 
selected from the set in step 120. 

[0044] It is understood that under the present invention, 
the service policy is modular in that the rules therein are 
speci?ed based on the type of grid being implemented. For 
eXample, a “service reference” type of grid may not need 
selection rules if it requires the query strings to be submitted 
With the service requests. It is further understood that the 
present invention can be realiZed in hardWare, softWare, or 
a combination of hardWare and softWare. Any kind of 
computer/server systern(s)—or other apparatus adapted for 
carrying out the methods described herein—is suited. A 
typical combination of hardWare and softWare could be a 
general purpose computer system With a computer program 
that, When loaded and executed, controls service system 10 
such that it carries out the respective methods described 
herein. Alternatively, a speci?c use computer, containing 
specialiZed hardWare for carrying out one or more of the 
functional tasks of the invention, could be utiliZed. The 
present invention can also be embedded in a computer 
program product, Which comprises all the respective fea 
tures enabling the implementation of the methods described 
herein, and Which—When loaded in a computer system—is 
able to carry out these methods. Computer program, soft 
Ware program, program, or softWare, in the present conteXt 
mean any expression, in any language, code or notation, of 
a set of instructions intended to cause a system having an 
information processing capability to perform a particular 
function either directly or after either or both of the folloW 
ing: (a) conversion to another language, code or notation; 
and/or (b) reproduction in a different material form. 

[0045] The foregoing description of the preferred embodi 
ments of this invention has been presented for purposes of 
illustration and description. It is not intended to be eXhaus 
tive or to limit the invention to the precise form disclosed, 
and obviously, many modi?cations and variations are pos 
sible. Such modi?cations and variations that may be appar 
ent to a person skilled in the art are intended to be included 
Within the scope of this invention as de?ned by the accom 
panying claims. 
We claim: 

1. Asystem for operating a grid of service providers based 
on a service policy, comprising: 

a security system for validating an identity of a user 
transmitting a request based on the service policy, and 
for accessing a pro?le corresponding to the user; 

May 20, 2004 

a mapping system for identifying a set of the service 
providers in the grid capable of processing the request, 
Wherein the set of service providers is identi?ed based 
on the service policy, a user service level identi?ed in 
the pro?le, and provider service levels corresponding to 
the service providers; and 

a selection system for selecting a particular service pro 
vider from the set based on the service policy. 

2. The system of claim 1, further comprising: 

a discovery system for identifying additional service 
providers for the set from another grid based on a set of 
discovery rules in the service policy; 

a registration system for the user and the service providers 
to register, Wherein the user is assigned a user service 
level and the service providers are assigned provider 
service levels upon registration; and 

a recovery system for addressing errors according to a set 
of recovery rules in the policy. 

3. The system of claim 1, Wherein the security system 
validates the identi?cation based a set of security rules in the 
service policy. 

4. The system of claim 1, Wherein the mapping system 
identi?es the set based on a set of mapping rules in the 
service policy, the user service level identi?ed in the pro?le, 
and the provider service levels corresponding to the service 
providers. 

5. The system of claim 1, Wherein the selection system 
selects the particular service provider based on a set of 
selection rules in the service policy. 

6. The system of claim 1, Wherein the mapping system 
further monitors performances of the service providers, and 
revises the set based on the monitored performances. 

7. The system of claim 6, Wherein the performances are 
monitored With an event handler. 

8. The system of claim 1, Wherein the user service level 
and the provider service levels are based on a quality of 
service. 

9. The system of claim 8, Wherein the quality of service 
is based on factors that include availability and reliability. 

10. A system for operating a grid of service providers 
based on a service policy, comprising: 

a security system for validating an identity of a user 
transmitting a request based on a set of security rules in 
the service policy, and for accessing a pro?le corre 
sponding to the user; 

a mapping system for identifying a set of the service 
providers in the grid capable of processing the request, 
Wherein the set of service providers is identi?ed based 
on a set of mapping rules in the service policy, a user 
service level identi?ed in the pro?le, and provider 
service levels corresponding to the service providers; 

a discovery system for identifying additional service 
providers for the set from another grid based on a set of 
discovery rules in the service policy; and 

a selection system for selecting a particular service pro 
vider from the set based on a set of selection rules in the 
service policy. 

11. The system of claim 10, further comprising: 

a registration system for the user and the service providers 
to register, Wherein the user is assigned a user service 
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level and the service providers are assigned provider 
service levels upon registration; and 

a recovery system for addressing errors according to a set 
of recovery rules in the policy. 

12. The system of claim 1, Wherein the mapping system 
further monitors performances of the service providers, and 
revises the set based on the monitored performances. 

13. The system of claim 12, Wherein the performances are 
monitored With an event handler. 

14. The system of claim 10, Wherein the mapping system 
identi?es the set by associating the user service level in the 
pro?le With the provider service levels according to the set 
of mapping rules. 

15. The system of claim 10, Wherein the user service level 
and the provider service levels are based on a quality of 
service, and Wherein the quality of service is based on 
factors that include availability and reliability. 

16. The system of claim 10, Wherein the particular service 
provider is selected based on at least one of a business 
relationship factor and a user de?ned criterion. 

17. A method for operating a grid of service providers 
based on a service policy, comprising: 

receiving a request from a user, and validating an identity 
of the user based on a set of security rules in the service 
policy; 

accessing a pro?le corresponding to the user; 

identifying a set of the service providers in the grid 
capable of processing the request, Wherein the set is 
identi?ed based on a set of mapping rules in the service 
policy, a user service level identi?ed in the pro?le, and 
provider service levels corresponding to the service 
providers; and 

selecting a particular service provider from the set based 
on a set of selection rules in the service policy. 

18. The method of claim 17, further comprising: 

monitoring performances of the service providers With an 
event handler; and 

revising the identi?ed set based on the monitored perfor 
mances. 

19. The method of claim 17, further comprising discov 
ering additional service providers for the set from another 
grid based on a set of discovery rules in the service policy. 

20. The method of claim 17, further comprising: 

providing a registration system for registering the user 
and the service providers; and 

assigning a user service level to the user and provider 
service levels to the service providers upon registration. 

21. The method of claim 17, further comprising providing 
a recovery system for addressing any errors according to a 
set of recovery rules in the policy. 

22. The method of claim 17, Wherein the identifying step 
comprises associating the user service level in the pro?le 
With the provider service levels, according to the set of 
mapping rules. 
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23. The method of claim 17, Wherein the user service level 
and the provider service levels are based on a quality of 
service, and Wherein the quality of service is based on 
factors that include availability and reliability. 

24. The method of claim 17, Wherein the selection step 
comprises selecting the particular service provider based on 
at least one of a business relationship factor and a user 
de?ned criterion. 

25. Aprogram product stored on a recordable medium for 
operating a grid of service providers based on a service 
policy, Which When executed, comprises: 

program code for validating an identity of a user trans 
mitting a request based on a set of security rules in the 
service policy, and for accessing a pro?le correspond 
ing to the user; 

program code for identifying a set of the service providers 
in the grid capable of processing the request, Wherein 
the set of service providers is identi?ed based on a set 
of mapping rules in the service policy, a user service 
level identi?ed in the pro?le, and provider service 
levels corresponding to the service providers; and 

program code for selecting a particular service provider 
from the set based on a set of selection rules in the 
service policy. 

26. The program product of claim 25 , further comprising: 

program code for discovering additional service providers 
for the set from another grid based on a set of discovery 
rules in the service policy; 

program code for the user and the service providers to 
register, Wherein the user is assigned a user service 
level and the service providers are assigned provider 
levels upon registration; and 

program code for addressing errors according to a set of 
recovery rules in the policy. 

27. The program product of claim 25, Wherein the pro 
gram code for identifying further monitors performances of 
the service providers and revises the set based on the 
monitored performances, and Wherein the performances are 
monitored With an event handler. 

28. The program product of claim 25, Wherein the pro 
gram code for identifying identi?es the set by associating the 
user service level in the pro?le With the provider service 
levels, according to the set of mapping rules. 

29. The program product of claim 25, Wherein the user 
service level and the provider service levels are based on a 
quality of service, and Wherein the quality of service is based 
on factors that include availability and reliability. 

30. The program product of claim 25, Wherein the par 
ticular service provider is selected based on at least one of 
a business relationship factor and a user de?ned criterion. 


