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(57) ABSTRACT 

A customer con?guration server may provide access to 
con?guration data for multiple computer systems and orga 
niZe the con?guration data for the computer systems Within 
a hierarchy of logical groups. Logical groups may corre 
spond to geographic locations, customers, and individual 
computer systems. For example, con?guration data for sev 
eral computer systems may be logically grouped by cus 
tomer, and con?guration data for several customers may be 
logically grouped by geographic location. The con?guration 
data may be available from a variety of different data sources 
and accessible via a single softWare application. Such a 
softWare application may also provide an interface to vari 
ous common functions, alloWing those functions to be 
applied to any of the computer systems’ con?guration data. 

512 

Receive configuration data for computer 
system A 

V 

612 

Organize received configuration data for 
computer system A within hierarchy of 

system configuration data 

V 

614 

Repeat 610 and 612 for configuration 
data for other computer systems 

Receive 
request to perform function 
on system configuration data 
organized within a selected 

ortion of hierarchy’? 

No 

Perform function on system 
configuration data organized within the 

selected portion ofthe hierarchy 

q 



Patent Application Publication May 6, 2004 Sheet 1 0f 8 US 2004/0088142 A1 

Computer System 

140N 

System Configuration Data 
L49 

Memory 
19 11 

Interconnect 15 

Processor / Central Customer 
l5 Con?guration 

Application 
1E 

Computer System 
Data associated wth M 

Computer System 101A 
140A . 

2 
Computer System 

Data associated with 101 N 
Computer System 101 N 

FtGURE 1 



Patent Application Publication May 6, 2004 Sheet 2 0f 8 US 2004/0088142 A1 

System Configuration Data 140 

Country CNA Country CNB Country CNC 

Region RA Region RB Region RC 

State SA State SB 

Customer CA Customer CB Customer CC 

A 
Computer Computer 
System CSA System CSB 

Hierarchy 200 

Object OA Object 08 Object 00 
FIGURE 2 



Patent Application Publication May 6, 2004 Sheet 3 0f 8 US 2004/0088142 A1 

Customer System 
101N 

Customer System 
1018 

Software Hardware Discovery 
Components Components Mechanism 
m E E 

Customer System " 
101A 

1 15N 

o o o 

v Hi3 

‘Discovery 
Data 
1 15A 

System 
Configuration 

Data 

HQ 

V 

Central Customer Configuration Application 
E 

FsGURE 3 



Patent Application Publication 

FiGURE 4 

May 6, 2004 Sheet 4 0f 8 US 2004/0088142 A1 

System Configuration Data 140 

Reports 
144 

Computer System Data 140A 

Discovery FRU Data Reports Misc. Data 
Data 115A 142A 144A 146A 

Computer System Data 1408 

Discovery FRU Data 
Data 1158 1428 



Patent Application Publication May 6, 2004 Sheet 5 0f 8 US 2004/0088142 A1 

Central Customer 
Configuration Application 

1_0Q 

System . . 

Con?guration Appllcatlon Input 
D ta Server m Interface 

120 22g E 

Tools 
Interface 
?g 

FEGURE 5 



Patent Application Publication May 6, 2004 Sheet 6 0f 8 US 2004/0088142 A1 

115 
. // 

Discovery Data for 
System 10 8023ef7 8 

v 

System Index 5L 
Configuration Customer 
Application Comauter 
M System ID Location 

80123456 100A 
8023ef78 100B 
838d6a3b 100C 

Computer System 10A 

/ 115 

Discovery Data for 
System ID 8023ef78 

System 
Configuration 
Application index 132 

1005 Customer 
Computer 
System ID Storage Location 

80123456 100A 
8023et78 100B 
838d6a3b 1000 

Computer System 108 

FiGURE 6 



Patent Application Publication May 6, 2004 Sheet 7 0f 8 US 2004/0088142 A1 

Receive configuration data for computer 
system A 
519 

V 

Organize received configuration data for 
computer system A within hierarchy of 

system configuration data 
_6_j_2_ 

V 

Repeat 610 and 612 for configuration 
data for other computer systems 

M4. 

N0 

Receive 
request to perform function 
on system configuration data 
organized within a selected 

ortion of hierarchy’? 

Perform function on system 
configuration data organized within the 

selected portion of the hierarchy 
w 

v FiGURE 7 



Patent Application Publication May 6, 2004 Sheet 8 0f 8 US 2004/0088142 A1 

l 
Detect service is needed for 

component included in computer 
system A 

11}; 

l 
Request configuration data for 

computer system A from customer 
configuration server in order to resolve 

service problem 
m 

l 
Customer configuration server 

provides user with options identifying 
data objects included in logical group 

of system configuration data 
associated with computer system A 

' 714 

Select option identifying a data object 
H5. ‘ 

i 
Customer configuration server 
accesses selected data object 

718 

Service problem resolved? 

Repeat 710-720 for 
other computer systems 

722 

v FlGURE 8 



US 2004/0088142 A1 

SYSTEM AND METHOD FOR MANAGING 
CONFIGURATION INFORMATION FOR 
DISPERSED COMPUTING SYSTEMS 

1. CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This invention is a continuation-in-part of US. 
patent application Ser. No. 10/288,682, titled “Automati 
cally Identifying Replacement Times for Limited Lifetime 
Components” ?led Nov. 5, 2002. 

BACKGROUND OF THE INVENTION 

[0002] 2. Field of the Invention 

[0003] This invention relates to computer systems and, 
more particularly, to maintaining data identifying compo 
nents included in computer systems. 

[0004] 3. Description of the Related Art 

[0005] With the groWing deployment of computer systems 
and softWare, users often eXpect systems to operate Without 
system doWntime. Suppliers of computer systems are pres 
sured by customers to provide quick resolution of problems. 
For eXample, a particular device of a computer system 
provided by a supplier may fail, causing system doWntime. 
The customer may pressure the supplier to quickly replace 
the device in order to minimiZe doWntime. Service person 
nel, on-site ?eld staff, ?eld engineers, or other resources 
dedicated to servicing computer systems for customers must 
quickly identify and solve problems to ensure customer 
satisfaction. 

[0006] Service personnel may confront several challenges 
When attempting to quickly resolve customer problems. 
Service personnel may need access to accurate data in order 
to actually solve the problem. For eXample, a storage device 
in a computer system may fail and although service staff 
knoWs the storage device must be replaced, the service staff 
may not knoW the type of storage device required for the 
speci?c con?guration of the system. Resolution of the 
problem may be delayed as the service staff obtains replace 
ment information for the storage device. Furthermore, eXact 
con?guration information for a particular system may not be 
up-to-date or may be dif?cult to access. Thus, resolution of 
the problem may be further delayed. 

[0007] In an effort to ensure doWntime is minimiZed, 
service personnel may attempt to contain a problem before 
the problem becomes apparent Within several computer 
systems. A supplier may become aWare of a problem With a 
particular device that has been distributed to thousands of 
customers as part of computer systems. The service person 
nel may Want to recall the particular device and replace the 
device With an upgraded device. The service personnel may 
recommend upgrading the particular device or performing 
preventative repair to ensure the device operates as 
eXpected. In such scenarios, the service personnel may need 
to quickly obtain customer con?guration information for 
customers located in different geographical locations in 
order to determine Which customers currently have the 
device. Containment of the problem may be delayed or even 
impossible if the service personnel do not have access to 
customer con?guration information. 

[0008] As the above eXamples shoW, obtaining access to 
appropriate con?guration information for customer systems 
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is one of the challenges faced by service personnel When 
attempting to quickly resolve customer problems. 

SUMMARY 

[0009] Various embodiments of systems and methods may 
provide access to con?guration data for multiple computer 
systems and organiZe the con?guration data for the com 
puter systems Within a hierarchy of logical groups. Logical 
groups may correspond to geographic locations, customers, 
and individual computer systems. For eXample, con?gura 
tion data for several computer systems may be logically 
grouped by customer, and con?guration data for several 
customers may be logically grouped by geographic location. 
The con?guration data may be available from a variety of 
different data sources and accessible via a single softWare 
application. Such a softWare application may also provide an 
interface to various common functions, alloWing those func 
tions to be applied to any of the computer systems’ con 
?guration data. 

[0010] In one embodiment, a system may include a pro 
cessor and a memory con?gured to store program instruc 
tions eXecutable by the processor to: receive system con 
?guration data for each of a plurality of computer systems; 
organiZe the system con?guration data Within a hierarchy; 
access the system con?guration data included in a speci?ed 
portion of the hierarchy in response to a request specifying 
the speci?ed portion of the hierarchy; and perform a func 
tion identi?ed in the request on the system con?guration 
data included in the speci?ed portion of the hierarchy. For 
eXample, the program instructions may be executable to 
process a portion of the system con?guration data associated 
With the one of the computer systems in order to generate a 
report. Such a report may be generated by processing data 
identifying hardWare and softWare components currently 
included in that computer system, detecting one or more 
components included in that computer system that are beloW 
a minimum acceptable revision, and identifying those com 
ponents in the report. The program instructions may be 
executable to generate reports from or otherWise process 
con?guration data for any of the plurality of computer 
systems. 

[0011] One embodiment of a method may involve: 
requesting con?guration data for a computer system from a 
customer con?guration server that organiZes con?guration 
data for several computer systems according to a hierarchy 
of logical groups; the customer con?guration server display 
ing options identifying data objects included in the logical 
group of system con?guration data associated With the 
computer system; selecting one of the options; and the 
customer con?guration server accessing a corresponding 
data object. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] Abetter understanding of the present invention can 
be obtained When the folloWing detailed description is 
considered in conjunction With the folloWing draWings, in 
Which: 

[0013] FIG. 1 illustrates a computer system suitable for 
implementing various embodiments of a customer con?gu 
ration server. 

[0014] FIG. 2 illustrates an organiZational hierarchy that a 
customer con?guration server may use to organiZe system 
con?guration data in one embodiment. 
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[0015] FIG. 3 illustrates hoW one embodiment of a cus 
tomer con?guration server may receive explorer data output 
from an explorer mechanism on each of several computer 
systems. 

[0016] FIG. 4 illustrates system con?guration data that 
may be maintained by a customer con?guration server in 
one embodiment. 

[0017] FIG. 5 illustrates one embodiment of a customer 
con?guration server that includes an application server, a 
tools interface, and an input interface. 

[0018] FIG. 6 illustrates hoW a customer con?guration 
server operating in a distributed system may transfer 
eXplorer data to another customer con?guration server, 
according to one embodiment. 

[0019] FIG. 7 is a ?oWchart representing one embodiment 
of a method for organiZing and accessing system con?gu 
ration data for multiple computer systems. 

[0020] FIG. 8 is a ?oWchart of one embodiment of a 
method of resolving a service problem. 

[0021] While the invention is susceptible to various modi 
?cations and alternative forms, speci?c embodiments 
thereof are shoWn by Way of eXample in the draWings and 
Will herein be described in detail. It should be understood, 
hoWever, that the draWings and detailed description thereto 
are not intended to limit the invention to the particular form 
disclosed, but on the contrary, the intention is to cover all 
modi?cations, equivalents and alternatives falling Within the 
spirit and scope of the invention as de?ned by the appended 
claims. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0022] FIG. 1 shoWs a computer system 10 that is suitable 
for implementing various embodiments of a customer con 
?guration server 100 that may provide up-to-date system 
con?guration data 140 for multiple computer systems 101 to 
service personnel. System con?guration data 140 may 
include data 140A-140N for multiple customers’ computer 
systems 101A-101N, and thus customer con?guration server 
100 may provide service personnel With a single interface to 
data 140 representing many of the service personnel’s 
customers’ computer systems 101. Customer con?guration 
server 100 may organiZe system con?guration data 140 
according to a hierarchy of logical groups Within system 
con?guration data 140. Some of those logical groups may 
group the portions 140N of system con?guration data 140 
that correspond to a particular computer system 101N 
together. Customer con?guration server 100 may provide 
access to and/or process system con?guration data based on 
the organiZational hierarchy. Note that throughout this dis 
closure, draWing features identi?ed by the same numbers 
folloWed by unique letters (e.g., computer systems 101A and 
101N) may collectively be referred to by the number alone 
(e.g., computer systems 101). 

[0023] Computer systems 101 may include various types 
of computing devices. For eXample, computer systems 101 
may include servers, storage systems, netWork sWitches 
and/or routers, or any other type of computing device that 
includes a processor and a memory. Additionally, any com 
ponent or environment related to and/or supporting a com 
puter system 101 may be described as being included Within 
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that computer system. Thus, the system con?guration data 
140 for a computer system 101 may include data corre 
sponding to the poWer feeds that supply other computer 
system components With poWer, the personnel that operate 
and/or manage that computer system 101, site maps related 
to that computer system, air conditioning units that maintain 
the temperature for the computer system, etc. 

[0024] Computer system 10 may include components such 
as memory 17, a central processing unit (CPU) or processor 
16, an input/output (I/O) interface, and device interconnect 
15. Interconnect 15 is relied upon to communicate data from 
one component to another. For example, interconnect 15 
may be a point-to-point interconnect, a shared bus, a com 
bination of point-to-point interconnects and one or more 
buses, and/or a bus hierarchy including a system bus, 
processor bus, memory bus and I/O buses such as a periph 
eral component interconnect (PCI) bus. Memory 17 may 
store program instructions accessed by the processor 16. 
Instructions and data implementing a customer con?gura 
tion server 100 may be stored in memory 17. An operating 
system may also be stored in memory 17 

[0025] Computer system 10 may further include other 
softWare and hardWare components such as an input/output 
(I/O) interface that may be coupled to various other com 
ponents and memory 17. For eXample, the computer system 
may be coupled to a netWork through a netWork interface 
that provides access to a plurality of netWork-attached 
devices. Computer system 10 may also include video moni 
tors or other displays, track balls, mice, keyboards, local 
storage devices (hard drives, optical storage devices, etc.), 
local printers, plotters, scanners, or other computer periph 
eral devices for use With a computer system 10. 

[0026] In different embodiments, the computer system 10 
may take various forms, including a personal computer 
system, desktop computer, notebook computer, Workstation, 
server, mainframe computer system, netWork appliance, 
netWork computer, Internet appliance, personal digital assis 
tant (PDA), embedded device, smart phone, television sys 
tem, or combinations thereof. In general, the term computer 
system may be broadly de?ned to encompass any device 
having a processor that eXecutes instructions from a com 
puter accessible medium such as memory 17. 

[0027] A customer con?guration server 100 may provide 
a front-end to system con?guration data 140, alloWing 
service personnel to search, vieW, and/or process selected 
portions of the system con?guration data 140. Service 
personnel may use the system con?guration data 140 to 
service both softWare and hardWare components of the 
computer systems 101. Service may include repair, addition, 
removal and/or replacement of components. 

[0028] Some service personnel may be employed by the 
supplier that provided the computer systems 101 to various 
customers. These service personnel (e.g., ?eld service tech 
nicians and on-site service providers) may provide ongoing 
maintenance and support for customers’ computer systems 
101. Other service personnel may be employees of a cus 
tomer (e.g., a customer’s employee may access the system 
con?guration data 140 to obtain a report on current con 
?guration data for a particular one of that customer’s com 
puter systems). Both supplier service personnel and cus 
tomer service personnel may access system con?guration 
data 140 via customer con?guration server 100 in some 
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situations. In other implementations, access to system con 
?guration data 140 may be restricted to a supplier’s service 
personnel. 

[0029] System con?guration data 140 includes con?gura 
tion information for several different computer systems 
101A through 101N. Each computer system’s con?guration 
information 140 may include one or more objects (e.g., ?les, 
documents and/or database records). Various types of data 
may be included Within each computer system’s con?gura 
tion information. For example, the con?guration informa 
tion for one computer system may include digital photos of 
the physical layout of components Within that computer 
system, data ?les listing the hardWare and/or softWare com 
ponents included in that computer system, database records 
indicating the service history for one or more components 
included in that computer system, documents that include 
customer contact information for that computer system (e.g., 
text documents or pointers or links to a centraliZed client 
contact list), ?les identifying service personnel assigned to 
that computer system, etc. 

[0030] Note that system con?guration data 140 is a logical 
representation of the system con?guration data that is acces 
sible to customer con?guration server 100. System con?gu 
ration data 140 may be stored in various physical storage 
locations. In some embodiments, system con?guration data 
140 may be stored on a storage device (e.g., a disk drive) 
included in computer system 10. In another embodiment, 
system con?guration data 140 may be stored on a dedicated 
?le server coupled to computer system 10. System con?gu 
ration data 140 may also be stored in a storage system (e.g., 
a RAID system) that is coupled to computer system 10 by a 
netWork. In other embodiments, system con?guration data 
may be distributed among several storage devices and/or 
computer systems. 

[0031] In some embodiments, portions of system con?gu 
ration data 140 may be stored in one or more databases, 
Which may each be maintained by a different database 
management system. For example, some system con?gura 
tion data 140 may be included in a service history database 
that stores information about ?eld replaceable units (FRUs) 
that the service personnel have serviced. This database may 
include information such as the FRU ID, FRU age and/or 
installation data, customer ID, computer system ID, service 
date, the name or ID of the service person(s) Who serviced 
the ?eld replaceable unit, and/or a description of the prob 
lems found during servicing. Another database may store 
inventory data (e.g., replacement part name, part number 
and version for a particular system con?guration) identify 
ing replacement parts that may be needed for various 
computer system con?gurations. Some system con?guration 
data 140 may also be included Within a manufacturing 
and/or sales database indicating What parts have been pro 
vided to each customer and/or Which computer systems in 
Which those parts Were intended to be included. 

[0032] In some embodiments, customer con?guration 
server 100 may access portions of system con?guration data 
140 by querying the appropriate databases. For example, in 
many embodiments, customer con?guration server 100 may 
be con?gured to query one or more databases for system 
con?guration data 140 corresponding to a particular com 
puter system 101 in response to receiving a service person 
nel request for access to system con?guration data 140 that 
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corresponds to that computer system 101. Customer con 
?guration server 100 may provide data access services for 
accessing various types of databases, eg through directly 
supporting programs that include and/or interface to propri 
etary databases, such as SAP, Lotus Notes, CICS, etc., or 
through standardiZed interfaces, such as ODBC, JDBC, etc. 
In some embodiments, customer con?guration server 100 
may also provide updates to one or more remote databases 
(e.g., in response to service personnel updating the compo 
nents included Within a computer system). 

[0033] Customer con?guration server 100 may also pro 
vide services for accessing netWork directories, such as 
directories that support the standard LightWeight Directory 
Access Protocol (LDAP) in some embodiments. Thus, cus 
tomer con?guration server 100 may provide real-time access 
to multiple disparate data sources of system con?guration 
data 140. Furthermore, as neW data sources (e.g., neW 
databases) for con?guration information become available, 
customer con?guration server 100 may be updated to pro 
vide services for accessing the neW data sources. 

[0034] Customer con?guration server 100 may track the 
physical location of various objects included in system 
con?guration data 140. For example, customer con?guration 
server 100 may build an index that tracks the physical 
location of various objects (or groups of objects). As used 
herein, an “object” may include one or more ?les, object 
oriented programming objects, database records, or other 
data structures. In some embodiments, an index may track 
Which softWare application manages access to various por 
tions of system con?guration data 140. In some embodi 
ments, the organiZation of entries Within the index may 
re?ect hoW the objects included in system con?guration data 
140 are organiZed Within an organiZational hierarchy. In 
other embodiments, each index entry may explicitly indicate 
Where an object is organiZed Within the hierarchy of data. An 
index may include multiple attributes of each object in the 
hierarchy so that more ?exible searches for items of interest 
may be performed. 

[0035] Customer con?guration server 100 may organiZe 
system con?guration data 140 according to a hierarchy that 
logically groups related portions of system con?guration 
data 140. FIG. 2 illustrates a hierarchy 200 that customer 
con?guration server 100 may use to organiZe ?les Within 
system con?guration data 140. At a loW level of the hier 
archy, customer con?guration server 100 may group objects 
OA-OC for an individual computer system CSA together 
Within the hierarchy. Files for several computer systems 
CSA-CSC may then be grouped together, for example, by 
customer CB. Note that in some embodiments, computer 
systems may be grouped together by divisions Within a 
company before being grouped together by customers. 

[0036] Objects representing several different customers 
CA-CC’s computer systems may be grouped together 
according to the geographical state SB in Which those 
customers’ computer systems are located. Similarly, objects 
representing several states SA-SB’s computer systems may 
be organiZed by the geographical region RC in Which those 
states are located. Regions RA-RC may be grouped accord 
ing to the country CNA in Which those regions are located. 
Note that other objects may be included Within several of the 
other groupings (e.g., CNB, CNC, RA, RB, SA, CA, CC, 
and CSB) but are not illustrated for clarity. 
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[0037] The hierarchy illustrated in FIG. 2 is merely exem 
plary. Some embodiments may use additional object group 
ings so that the system con?guration data 140 is subdivided 
into a desired number of groups at each level of the 
hierarchy 200. For example, customers may be further (or 
alternatively) grouped by the city in Which their headquar 
ters are located (e.g., if the number of customers per state 
becomes undesirably large). Computer systems belonging to 
different customers may also or alternatively be grouped 
together by business type (e.g., ?nance, education, govern 
ment, manufacturing, etc.). Other groupings Within the hier 
archy may be used instead of and/or in addition to the 
grouping illustrated in FIG. 2. 

[0038] System con?guration data 140 may be stored in 
various data sources. For example, some of system con?gu 
ration data 140 may be stored as ?at ?les included Within a 
directory tree. Directories of these ?les may be organiZed 
according to the hierarchy 200 maintained by customer 
con?guration server 100. For example, country directories 
may be created for each country, customer directories may 
be created Within a country directory for each customer 
based in that country, and computer system directories may 
be created Within a customer directory for each individual 
computer system oWned by that customer. Other directories 
may be created Within each computer system directory (e.g., 
in order to group different types of data that is available for 
each individual computer system). 

[0039] System con?guration data 140 may be provided in 
various Ways to customer con?guration server 100 for 
organiZation Within hierarchy 200. For example, system 
con?guration data 140 may be uploaded (e.g., via HTTP), 
emailed, doWnloaded from one or more databases, or trans 
ferred or copied betWeen instances of customer con?gura 
tion server 100. For example, customer con?guration server 
100 may be con?gured to receive uploaded data entered by 
service personnel performing a ?eld service call (e.g., the 
service person(s) may enter system con?guration data 140 
into a Wireless appliance and upload the data to customer 
con?guration server 100). 

[0040] Customer con?guration server 100 may also 
receive system con?guration data generated by an explorer 
mechanism operating on a customers’ computer system. 
FIG. 3 illustrates one embodiment of a customer con?gu 
ration server 100 that receives explorer data sets 115A 
115N. Note that each data set 115 may be received at a 
different time and via a different delivery method. Each set 
of explorer data 115A-115N describes a particular computer 
system 101A-101N. Explorer mechanisms 130 executing on 
multiple computer systems 101A through 101N may each 
output explorer data 115A through 115N. 

[0041] Computer systems 101A through 101N may each 
include at least one processor that executes instructions from 
a computer accessible medium. Each computer system 101 
may include various types of softWare components 110 and 
hardWare components 120. For example, softWare compo 
nents 110 may include an operating system (OS), OS 
patches, OS shared system libraries, device drivers, appli 
cations, etc. HardWare components 120 may include pro 
cessors, memory, disk drives, system controllers, system 
cables, storage connection sWitches, etc. 

[0042] Computer systems 101 may be physically distrib 
uted throughout numerous geographical locations (e.g., each 

May 6, 2004 

computer system 101 may be located in a different building, 
city, state, country, etc.). Each computer system 101 may 
include softWare components 110 and hardWare components 
120. Some computer systems 101 may belong to different 
customers. Other computer systems 101 may be oWned by 
the same customer (e.g., different computer systems may be 
used Within different divisions of the same company). 

[0043] An explorer 130 may execute on each computer 
system 101. An explorer 130 may be con?gured to collect 
explorer data 115 for the computer system 101A executing 
that explorer in some embodiments. In other embodiments, 
an explorer 130 may execute on one system 101A and 
collect explorer data 115N for another system 101N. The 
explorer 130 may be con?gured to output a set of explorer 
data that includes information about the hardWare compo 
nents 120 and/or softWare components 110 included in a 
particular computer system 101. Note that explorer data 115 
from any number of computer systems 101 may be provided 
to the customer con?guration server 100. Each set of 
explorer data may include one or more objects. 

[0044] An explorer 130 may generate multiple sets of 
explorer data for the same computer system 101. For 
example, an explorer may be con?gured to periodically 
(e.g., Weekly or monthly) perform system discovery to 
identify Which hardWare components 120 and/or softWare 
components 130 are included in a particular computer 
system. An explorer may also be con?gured to be initiated 
at any time by a customer or service person. In embodiments 
Where multiple explorer data sets 115 may exist for a single 
computer system 101, each explorer data set may include 
information identifying the time at Which that explorer data 
set 115 Was created or provided to customer con?guration 
server 100 (e.g., each explorer data object’s name may 
indicate the date on Which that explorer data object Was 
created). Alternatively, customer con?guration server 100 
may timestamp each explorer data set 115 upon receipt. 

[0045] Each explorer data set 115 may include information 
identifying softWare and/or hardWare components that are 
currently (e.g., as of the time the explorer 130 executed) 
installed in a particular computer system 100. For example, 
explorer data 115A may, among other things, identify an OS 
patch version and/or type of disk drive currently in use or 
installed Within a computer system 101A. The information 
may identify each component by name, type, version num 
ber, and/or other identifying indicia. The components iden 
ti?ed Within each explorer data set 115 for a particular 
computer system 101 may vary as components Within that 
computer system are added, upgraded, and/or replaced. 

[0046] When customer con?guration server 100 receives 
explorer data 115, the customer con?guration server may 
organiZe the explorer data Within the hierarchy and store the 
explorer data to an appropriate storage location. Customer 
con?guration server 100 may store the explorer data Within 
a database or directory and/or update an index to re?ect the 
physical location in Which the explorer data is stored. In 
some embodiments, customer con?guration server 100 may 
be con?gured to initiate one or more automated tasks upon 
receiving a set of explorer data. For example, the customer 
con?guration server 100 may automatically compare the set 
of explorer data to a previously received set of explorer data 
for the same computer system 101 to determine Whether any 
components have been added and/or removed from that 
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computer system. Customer con?guration server 100 may 
also automatically call an application to analyZe the explorer 
data set (e.g., to locate potential con?guration problems 
Within the sending computer system 101). Automatic checks 
may be performed based on speci?c attributes of the cus 
tomer computer system 101 or based on rudimentary tests of 
the contents of an explorer data set 115. 

[0047] In some embodiments, customer con?guration 
server 100 may be con?gured to provide explorer 130 to 
customer computer systems 101. For example, a customer 
may send an email to an email address associated With 
customer con?guration server 100 and, in response, cus 
tomer con?guration server 100 may automatically email 
explorer 130 to the requesting customer. Customer con?gu 
ration server 100 may, in some embodiments, be con?gured 
to analyZe each received explorer data set 115 to determine 
Which version of an explorer application Was used to create 
that data set. If the version is not the most recent version of 
the explorer application, customer con?guration server 100 
may automatically send an updated version of the explorer 
application to the computer system 101 that provided that 
explorer data set. 

[0048] FIG. 4 illustrates different types of information 
that may be included Within system con?guration data 140 
for each customer computer system 101. In FIG. 4, system 
con?guration data 140 is illustrated as including data for tWo 
computer systems, data 140A and 140B, as Well as one or 
more general reports 144. The customer con?guration server 
may generate general reports 144 by processing (or by 
calling another application to process) data included in both 
computer system data 140A and computer system data 
140B. Different types of system con?guration data may be 
available for different computer systems 101. Note that this 
illustration is merely exemplary and that other embodiments 
may include data for substantially larger numbers of com 
puter systems 101. 

[0049] System con?guration data 140A and 140B for a 
particular computer system may include explorer data 115 
generated by an explorer mechanism, FRU (?eld replaceable 
unit) information 142 identifying the FRUs included in that 
computer system, reports 144, and/or miscellaneous data 
146. Within each subset of the explorer data 140A for a 
particular computer system 101A, there may be several 
versions of a particular type of data. For example, if explorer 
data 115A is sent to customer con?guration server 100 on a 
Weekly basis, there may be multiple versions of explorer 
data 115A included in system con?guration data 140A. 
Similarly, there may be a several sets of FRU information 
142A (e.g., customer con?guration server 100 may auto 
matically generate a set of FRU information from each set 
of explorer data 115A). In some embodiments, customer 
con?guration server 100 may compare and edit FRU infor 
mation and/or explorer data 115 in order to reduce redundant 
data. Additionally, customer con?guration server 100 may 
limit the number of and/or age of explorer data 115 to 
maintain (e.g., data older than 6 months may be deleted). 

[0050] As described above, explorer data 115 may include 
information about the hardWare and softWare components 
included in a particular computer system. FRU information 
142 may include information identifying each FRU Within 
the system (e.g., by part number, revision, slot in Which that 
FRU is installed, installation data, etc.). FRU information 
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142 may be generated from explorer data 115 (e.g., by using 
a tool provided via the customer con?guration server 100, as 
Will be described in more detail beloW). FRU information 
142 may also be gathered from a manufacturing database or 
a ?eld service database (e.g., a database identifying the 
service history of particular FRUs). Service personnel may 
also manually enter FRU information for a particular type of 
FRU and/or customer computer system. Customer con?gu 
ration server 100 may organiZe the entered information 
Within the organiZational hierarchy (e.g., by updating the 
PRU information already stored for one or more customer 
computer systems, by creating a ?le Within an appropriate 
directory, or by adding a reference to the entered FRU 
information at one or more places in an index). 

[0051] Reports 144 may include report objects generated 
by executing one or more tools provided via the customer 
con?guration server 100 on explorer data 115A and/or FRU 
information, as Will be described in more detail beloW. 
Miscellaneous data 146A may include various other types of 
objects that relate to that particular computer system. For 
example, a service person may upload images shoWing the 
physical layout of FRUs Within the system. Similarly, a sales 
or service person may enter customer contact information 
for each system. Another example of miscellaneous data 146 
is information identifying Which service person(s) are 
assigned to a particular computer system, customer, region, 
etc. The miscellaneous data may be identi?ed (e.g., by 
selecting a particular computer system When uploading the 
data or by giving the data a particular object name) as 
corresponding to a particular computer system, and the 
customer con?guration server 100 may use this identifying 
information to appropriately organiZe this data Within sys 
tem con?guration data 140. Note that miscellaneous data 
may also be associated With a particular customer, region, 
state, country, etc. and may include links to other data stores. 

[0052] FIG. 5 illustrates one embodiment of a customer 
con?guration server 100. In this embodiment, customer 
con?guration server 100 includes an application server 235, 
a tools interface 240, and input interface 245. Input interface 
245 alloWs various applications and service personnel to 
request access to system con?guration data 140. In many 
embodiments, service personnel may interact With customer 
con?guration server 100 via a Web broWser on a local 
computer system. Thus, input interface 245 may be con?g 
ured to interact With various Web applications in order to 
provide information to and receive information from service 
personnel. In one embodiment, input interface 245 may be 
multilingual, alloWing service personnel to select a language 
in Which to interact With the customer con?guration server 
100. Tools interface 240 may alloW customer con?guration 
server 100 to request that external applications, or tools, 
perform selected operations on system con?guration data 
140 (e.g., to create one or more reports 144). 

[0053] Note that in many embodiments, application server 
235 may include and/or communicate With a Web server (not 
shoWn). Alternatively, customer con?guration server 100 
may include a Web server instead of an application server. 
The application server 235 may be responsible for deploying 
and running various business logic layer applications (via 
tools interface 240) and for interacting With and integrating 
various enterprise-Wide resources, such as Web servers and 
databases. Application server 235 may provide a database 
service for applications (e.g., tools called by the application 
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server) to utilize as an interface between the application and 
the database, providing a level of abstraction betWeen the 
application and the particular type(s) of databases accessed 
by the application. Application server 235 may maintain the 
organizational hierarchy 200 by providing application ser 
vices for indexing and/or searching various groups of 
objects (e.g., located Within various directories and/or data 
bases). An application server 235 may be con?gured to 
provide services to softWare executing on different computer 
systems than the application server 235. 

[0054] Application server 235 may also provide applica 
tion security services or components. For example, different 
service personnel may have different access privileges to 
system con?guration data 140 (e.g., regional personnel may 
only have access to system con?guration data 140 associated 
With their region). Similarly, customers may be alloWed to 
vieW system con?guration data for their computer systems 
but may not be alloWed to vieW system con?guration data 
for other customers’ computer systems. Such security fea 
tures may be associated With organiZational levels Within the 
hierarchy 200 maintained by customer con?guration server 
100. Web application security may be considered at different 
levels, such as: client-to-server communication, application 
level privileges, database access, directory service access, 
etc. Application server 235 may include security-related 
services/components that provide support for performing 
user authentication, performing data encryption, communi 
cating via secure protocols such as Secure Sockets Layer 
(SSL), utiliZing security certi?cates, programming user 
access rights, integrating With operating system security, etc. 

[0055] Application server 235 may also provide services 
enabling a Web application to easily maintain user state 
information during a user session or across user sessions. 

Application server 235 may also support caching the results 
of application logic execution or caching the results of Web 
page/component output, so that for appropriate subsequent 
requests, the results may be reused. Application server 235 
may support result streaming, such as dynamically stream 
ing HTTP output, Which may be especially useful for large 
result sets involving lengthy queries. A related service may 
enable an application to easily display a large result set by 
breaking the result set doWn into smaller groups and dis 
playing these groups to the user one at a time. 

[0056] Application server 235 may also provide support 
for managing various types of complex, multi-step transac 
tions performed by many Web applications. For example, 
this support may be provided via a softWare component 
model supported by the application server, such as the 
Enterprise JavaBeansTM component model, or via integra 
tion With third-party transaction process monitors, etc. It is 
often desirable to enable Web applications to perform certain 
operations independently, as opposed to in response to a user 
request. For example, it may be desirable to automatically 
send a neWsletter to customers and/or service personnel via 
email at regularly scheduled intervals. Such a neWsletter 
may indicate the availability of an upgraded version of an 
explorer application, neW tools and/or data sources acces 
sible via the customer con?guration application 100, etc. 
Application server 235 may support the creation and sched 
uling of events to perform various types of operations. For 
example, application server 235 may be con?gured to peri 
odically email reminders to service personnel. Similarly, 
application server 235 may be con?gured to periodically 
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perform certain functions on and/or call certain tools to 
operate on system con?guration data 140 included in par 
ticular portions of the hierarchy 200. Application server 235 
may also support triggered events such as automatically 
generating a report 144 in response to receiving explorer 
data 114 and/or automatically emailing service personnel if 
certain conditions arise (e. g., if performance of a function on 
system con?guration data 140 identi?es that a threshold 
number of failures have occurred for a particular component, 
service personnel responsible for computer systems 101 that 
include that component may be emailed the report). Web 
applications may utiliZe various types of standard netWork 
application services, such as an email service, FTP service, 
etc. Application server 235 may provide these types of 
services and may enable applications to easily integrate With 
the services. 

[0057] Requests for access to system con?guration data 
140 may be received via input interface 245. Requests may 
be received directly (e.g., via a command-line interface) or 
indirectly (e.g., from a Web server client). The input inter 
face 245 may include a graphical and/or command line user 
interface for providing a display and/or interactive access to 
service personnel. 

[0058] Input interface 245 may facilitate display of one or 
more menus (e. g., via a Web broWser). The menus may alloW 
a service person to “drill doWn” to desired data Within the 
organiZational hierarchy 200 by navigating through the 
organiZational levels included in the hierarchy (e.g., by 
selecting a county CN, then a region R, then a state S, then 
a customer C, then a computer system CS, etc.). Thus, the 
menu may include selections that correspond to data avail 
able at a particular level of the organiZational hierarchy 200 
of system con?guration data 140. For example, a default 
menu may identify various countries for Which system 
con?guration data 140 is available (e.g., by displaying a 
clickable image map or by displaying a list of country 
names). The menu options may correspond to groups of data 
or to individual objects available at a selected level of the 
hierarchy 200 (e.g., one computer system level menu option 
may identify a report object for a selected computer system, 
While another may identify a group of explorer data sets for 
that computer system). 

[0059] If a particular section of the hierarchy 200 is 
selected (e.g., by typing in a particular country name or 
clicking a particular country Within an image map), the input 
interface may facilitate display of additional menus. These 
menus may also correspond to the organiZational hierarchy 
200. For example, if a particular customer is selected, a list 
of that customer’s computer systems may be displayed. If a 
particular computer system is selected, a list of the data (e. g., 
FRU information, explorer data, miscellaneous data, and/or 
reports) available for that computer system may be dis 
played. If miscellaneous data is selected, the display may list 
the objects included in that computer system’s miscella 
neous data. Selection of a particular object may cause that 
object to be doWnloaded to the service person’s local 
computer and/or displayed via a Web broWser. 

[0060] In some embodiments, input interface 245 may 
support a graphical user interface. For example, if a service 
person “drills doWn” or searches for a particular computer 
system, a graphical representation of the hardWare and/or 
softWare included in that computer system (e. g., as identi?ed 
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Within the most recently received explorer data set for that 
computer system) may be displayed to a user. For example, 
this user interface may shoW a part name and number for 
each component and/or speci?c icons or other indicia asso 
ciated With each unique component. Some component 
names and/or icons may be highlighted in a particular color 
to indicate that the named components are hardWare com 
ponents. Similar color-coding and/or indicators may be 
displayed for component names and/or icons to identify 
failing and/or out of data components that need service 
personnel attention. In many embodiments, options corre 
sponding to data objects associated With individual compo 
nents may be displayed in response to selection of the 
component name or icon in a FRU list. For example, 
selection of a particular storage device may result in the 
display of additional options corresponding to that storage 
device’s service history. 

[0061] Options to select various functions and/or tools 
may be provided via input interface 245. For example, a Web 
page may include a search box that alloWs service personnel 
to search con?guration data 140 for various information 
(e.g., to search for computer systems included in a particular 
country, to search for Which computer systems currently 
include a particular type of FRU, etc.). Results of the search 
may then be displayed. In embodiments Where service 
personnel access customer con?guration server 100 via a 
Web broWser, different options may be presented depending 
on the type of information currently being vieWed. For 
example, if data associated With a particular portion of the 
hierarchy 200 is being vieWed (e.g., a list of customers 
Within a country), the options displayed may correspond to 
functions and tools that can operate on all of the data 
included in that portion of the hierarchy. For example, if a 
service person is vieWing a list of computer systems oWned 
by a particular customer, functions and tools capable of 
operation on data for multiple computer systems may be 
displayed. Similarly, if a service person is vieWing a list of 
explorer data sets 115 available for a particular computer 
system, the display may include options to select functions 
and tools that operate on one or more sets of explorer data. 
The display may also include an option to select Which 
portions of system con?guration data 140 the function or 
tool should operate on. Some tools and/or functions may be 
selected to generate reports 144 from all or part of system 
con?guration data 140. 

[0062] Input interface 245 may also facilitate display of a 
current operation being performed (e.g., via a graphical 
status bar indicating hoW much of the operation has been 
performed) in response to selection of a particular tool or 
function for execution. For example, if a tool Was selected 
to build a particular report 144, the display may include a 
graphical representation of the percentage of the report build 
that has completed. Alternatively, the output may shoW the 
time elapsed and other feedback mechanisms to inform the 
user that the processing is ongoing. 

[0063] Application server 235 may be con?gured to 
respond to speci?c requests received via user interfaces 245 
by performing various operations and/or calling one or more 
tools via tools interface 240. For example, application server 
235 may receive a request for the identities of computer 
systems 101 included in a speci?c geographic location. In 
response, application server 235 may search system con 
?guration data 140 (e.g., by navigating a directory tree 
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organiZed according to the organiZational hierarchy) for the 
requested information and provide the information to the 
requesting application. In many embodiments, application 
server 235 may ful?ll a request initiated by a service person 
by displaying the requested data via a Web broWser. 

[0064] Functions performed by the application server 235 
may include searching, reading, and outputting (e.g., for 
display via a Web broWser) system con?guration data 140. 
Application server 235 may also be con?gured to update, 
create, delete, and reorganiZe system con?guration data 140 
(e.g., system con?guration data 140 may be reorganiZed in 
response to one customer acquiring computer systems that 
formerly belonged to another customer). For example, the 
application server 235 may create a directory for a neW 
customer in response to a request from service personnel or 
in response to receiving explorer data corresponding to a 
customer for Which no system con?guration data 140 is 
currently maintained. Another function may involve transfer 
data betWeen instances of customer con?guration server 
100. Such a function may involve transferring various types 
of objects using various transfer protocols. The portions of 
system con?guration data 140 on Which data access func 
tions should be performed may be selected by a user and 
may correspond to the organiZational hierarchy. For 
example, a function may be performed on all computer 
system data maintained for a particular customer, or for all 
customer data maintained for a particular country. Applica 
tion server 235 may also include scripts that perform utility 
functions such as managing the operations of other scripts 
that access system con?guration data 140. 

[0065] Application server 235 may be con?gured to per 
form one or more database accesses in response to certain 

requests received via input interface 245. For example, if a 
service person drills doWn to a particular computer system, 
menu options corresponding to each component included in 
that computer system may be displayed. If the service person 
selects a particular component, application server 235 may 
query one or more databases for system con?guration data 
corresponding to that component and display the returned 
data (if any) to the service person. For example, the appli 
cation server 235 may query a service database for that 
component’s service history. 

[0066] Another function that may be performed by cus 
tomer con?guration server 100 (or, in some embodiments, 
by a tool accessible to customer con?guration server 100) 
may involve analyZing the system con?guration data 140, 
extracting potentially useful information based on the analy 
sis, and storing the extracted information in a report. Service 
personnel vieWing the report may decide to proactively 
upgrade, service, and/or replace various components if the 
information identi?es certain components as being likely to 
fail (e.g., because those components are outdated, have poor 
service history, etc.). For example, customer con?guration 
server 100 may analyZe data included in a service history 
database in order to generate reports indicating the percent 
age failure for each type of component. Customer con?gu 
ration server 100 may also be con?gured to identify Which 
computer systems 101 currently include each type of com 
ponent in such reports. Customer con?guration server 100 
may further analyZe system con?guration data 140 to gen 
erate reports indicating, for example, Whether certain com 
ponents fail more often When used in conjunction With other 
components. In some embodiments, the customer con?gu 
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ration server 100 may be con?gured to perform data mining 
in order to discover previously unknown relationships 
among the data (e.g., facts) that may be helpful to users. 
These facts may be stored as a report 144 for one or more 
computer systems Within system con?guration data 140. For 
example, an exemplary discovered fact may be recorded in 
a report as: “If PART=disk then FAULTY=high, Con?dence 
90% supported by 900,000 roWs.” In this example, the 
discovered fact indicates that a particular disk drive used by 
different customers in different geographical locations is 
faulty. A con?dence of ninety percent may be supported by 
900,000 roWs (e.g., database records) analyZed Within the 
system con?guration data 140. After revieWing such a 
report, service personnel may, for example, decide to pro 
actively replace the disk drives before the same disk drive 
used by various customers fail. 

[0067] Other functions performed by application server 
235 may include automated tasks that are performed in 
response to service personnel-speci?ed triggers. For 
example, service personnel may request that certain func 
tions or tools be performed on a set of explorer data as soon 
as that set of explorer data is received from a customer. 
These automated tasks may be performed one or more times 
in response to various triggers. Triggers may be recurring 
triggers in many situations. For example, one automated task 
may be performed on a Weekly basis (e.g., each Tuesday at 
midnight). A service person may select an automated task, 
the data on Which the automated task is to be performed, 
and/or the triggers associated With that automated task via 
input interface 245. Automated tasks may include perfor 
mance of various functions and/or calling various tools to 
operate on system con?guration data included in selected 
portions of the hierarchy 200. For example, automated tasks 
may include comparing different versions of explorer data 
sets 115 for a particular computer system 101 in response to 
receiving a neW explorer data set, analyZing a neWly receiv 
ing explorer data set for potential con?guration problems, or 
emailing service personnel in response to identifying poten 
tial con?guration problems in one or more computer systems 
101. Other automated tasks may include periodically delet 
ing old data (e.g., removing explorer data sets more than six 
months old) from system con?guration data 140 and peri 
odically generating reports from system con?guration data 
140. 

[0068] In some embodiments, application server 235 may 
perform automated tasks asynchronously from job queues. 
As system resources are made available to perform an 
automated task, a task may be selected from a job queue and 
executed. Non-automated tasks initiated by service person 
nel may take priority over automated tasks pending in job 
queues. 

[0069] In embodiments Where the system con?guration 
data 140 is stored in a directory tree that re?ects the 
organiZational hierarchy 200 maintained by the customer 
con?guration server 100, data may already be aggregated 
into the logical groupings on Which functions are typically 
performed. In such embodiments, each directory may 
include a special object (e.g., a ?le) that identi?es (e.g., by 
identifying that level of the hierarchy at Which that directory 
resides) Which type of directory that directory is. For 
example, a special ?le type may identify a multi-country 
directory, a country directory, a region directory, etc. These 
?les may be created either manually by service personnel or 
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automatically by the customer con?guration server 100 
(e.g., When creating the directory itself). Scripts included in 
the customer con?guration server 100 may use these ?les 
When performing functions such as navigating the directory 
tree and displaying information. An object’s attributes may 
also be attached to an object’s description and tools may 
query the object’s attributes before those tools access the 
data contained Within that object. Note that in some embodi 
ments such as those employing a relational database man 
agement system for data storage, storage of data may be 
virtual. For example, “stored” data may be linked via 
pointers or linked lists. The tools interface may access 
information identifying the associations and dependencies 
of such virtually stored data. 

[0070] Application server 235 may be con?gured to sup 
port a speci?c protocol for server communication. The 
speci?c protocol may enable communication via server 
commands (e.g., customer con?guration server 100 may be 
con?gured to respond to server commands generated by 
performing various functions and/or calling one or more 
tools). Server commands may be received from service 
personnel (e.g., via an operating system (OS) command line 
interface) or from another application con?gured to execute 
server commands. For example, one server command may 
be used to request inode characteristics about the system 
con?guration data objects stored in the physical computer 
system 10. Application server 235 may be con?gured to 
determine Whether a server command should be handled by 
that instance of the customer con?guration server and, if not, 
to forWard the server command to the appropriate instance 
of the customer con?guration server. For example, if a 
server command requests access to system con?guration 
data in a particular section of the hierarchy, and the receiving 
application server does not manage data included in that 
section, the application server may forWard the server com 
mand. Similarly, some server commands may be forWarded 
betWeen instances of customer con?guration server 100 so 
that an instance executing on a physical computer system 
located closer to the requester handles the request (e.g., so 
that a computer system 10 in the same building as the 
requester responds to the server command instead of a 
computer system in another country). 

[0071] In some embodiments, an application server 235 
may include a remote patch server. For example, a remote 
patch server may be dedicated to provide patches to a 
customer (e.g., a patch tar bundle of a neW version of an 
explorer) or to another application (e.g., a patch tar bundle 
of a neW version of customer con?guration server 100). In 
one embodiment, the remote patch application server 235 
may be sent a ?le output name, email address(es) of user(s) 
Which should receive the patch bundle, and a list of Which 
patches to include in the patch bundle. The remote patch 
server may respond by sending a siZe of the patch bundle to 
the requesting user and emailing the patch to the speci?ed 
addresses. If another patch server is located closer to the 
requesting user, the patch server that receives the request for 
a patch may transfer the request to the other patch server, 
Which may in turn provide the requested patch bundle to the 
requesting user. 

[0072] The tools interface 240 may provide an interface to 
one or more softWare tools that are external to the customer 
con?guration server 100. For example, the softWare tools 
may include third-party tools or tools that are accessed by 
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other applications in addition to customer con?guration 
server 100. In response to receiving a request (e.g., a server 
command received via input interface 245) specifying a 
particular tool and/or a particular portion of system con?gu 
ration data 140 on Which that tool should operation, appli 
cation server 235 may call that tool and provide information 
identifying Which data to operate on (e.g., by accessing an 
index used in maintaining the organiZational hierarchy 200) 
to the tool via tools interface 240. Customer con?guration 
server 100 may be con?gured to automatically save each 
tool’s output as a report 144 Within system con?guration 
data 140. 

[0073] Various types of tools may be accessible to cus 
tomer con?guration server 100. One tool may be con?gured 
to perform a diagnostic revieW and evaluation of all or part 
of a system con?guration data 140 for a particular computer 
system con?guration in order to provide reliability and 
availability information about that computer system. For 
example, a MAL (Minimum Accepted Level) tool may 
operate on a explorer data set (or a FRU information set) for 
a particular computer system 101 to generate a report listing 
all components included in that computer systems Whose 
revisions are beneath a minimum accepted revision for that 
type of component. Another tool may operate on tWo dif 
ferent explorer data sets to determine What components have 
been upgraded, removed, and/or added during a particular 
time period. For example, if explorer data sets are received 
monthly, such a tool may alloW service personnel to deter 
mine What changes, if any, Were made to that computer 
system’s con?guration Within a particular month by com 
paring the explorer data set sent for the previous month With 
the explorer data set for the current month. 

[0074] As mentioned above, each tool may have various 
controls and options. Some of these controls and/or options 
may be unique to a particular tool. Some tools may have 
controls and options such as emailing output, shoWing 
speci?c report headers, enabling/disabling various features, 
etc. Input interface 245 may facilitate display of these 
options to service personnel (e.g., as HTML radio buttons, 
checkboxes, or text entry ?elds) and receive information 
indicating Which options are selected. 

[0075] In some embodiments, customer con?guration 
server 100 may operate in a distributed system. In such an 
embodiment, several instances of customer con?guration 
server 100 may be executing. Some customer con?guration 
servers 100 may be executing on the same computer system. 
Other customer con?guration servers 100 may execute on 
different computer systems. Each customer con?guration 
server 100 may control access to system con?guration data 
140 included in a particular grouping Within the hierarchy in 
one embodiment. For example, each customer con?guration 
server 100 may manage system con?guration data 140 
logically grouped Within a particular country Within the 
hierarchy (i.e., one customer con?guration server 100 may 
manage system con?guration data grouped Within the 
United States logical grouping, and another customer con 
?guration server may manage system con?guration data 
grouped Within the Australia logical grouping). In some 
embodiments, each customer con?guration server 100 may 
maintain an index identifying Which customer con?guration 
server controls access to each logical grouping of the system 
con?guration data at a particular level of the hierarchy, 
alloWing each customer con?guration server to forWard 

May 6, 2004 

requests targeting portions of the system con?guration data 
140 not managed by that customer con?guration server to 
the appropriate customer con?guration server. 

[0076] In some embodiments, each customer con?gura 
tion server may be con?gured to transfer a request for access 
to system con?guration data 140 to another instance of the 
customer con?guration server 100. For example, one cus 
tomer con?guration server 100 may transfer a request to 
another customer con?guration server 100 executing on a 
physical computing device in a location better suited (e.g., 
due to geography and/or connectivity) to handle the request. 
The customer con?guration server 100 to Which the request 
is handled may subsequently handle the request and return 
information to the requester. The requester may not perceive 
the handoff betWeen instances of the customer con?guration 
server, other than perhaps experiencing differences in net 
Work response and/or processing speed. 

[0077] FIG. 6 illustrates hoW system con?guration data 
may be transferred betWeen customer con?guration servers 
100 operating in a distributed system. Here, tWo customer 
con?guration servers 100A and 100B are executing. 
Explorer data 115 may be provided to the customer con 
?guration server 100A by a customer computer system 101. 
In response to receiving the explorer data, customer con 
?guration server 100A may access an index 500. The index 
may identify Which customer con?guration server 100 con 
trols access to each logical grouping of system con?guration 
data at a particular level of the hierarchy. For example, in the 
illustrated embodiment, the index 500 may identify Which 
customer con?guration server 100 controls access to each 
computer system 101’s logical grouping Within the hierar 
chy. If customer con?guration server 100A does not control 
access to the portion of the hierarchy in Which customer 
computer system 101 is grouped, customer con?guration 
server 100A may transfer the explorer data 115 to another 
customer con?guration server 100B that does control access 
to that portion of the hierarchy. 

[0078] Any time a customer con?guration server 100 
updates its index 500, it may also forWard a server command 
to any other customer con?guration server, causing the other 
customer con?guration server to update its index. This Way, 
each customer con?guration server 100 has the same index. 

[0079] In the illustrated embodiment, the customer com 
puter system 101 to Which explorer data 115 corresponds 
may be uniquely identi?ed by a system identi?er (8023ef78 
in FIG. 6) included in explorer data 115. For example, 
explorer data 115 may be a ?le identi?ed by a unique ?le 
name. The unique ?le name may include the system iden 
ti?er. In the illustrated embodiment, index 500 may include 
the system identi?ers of each computer system 101 for 
Which system con?guration data 140 exists as Well as an 
indication as to Which that computer system’s con?guration 
data is stored (e.g., by indicating Which customer con?gu 
ration server 100 manages that portion of the system con 
?guration data 140). 

[0080] The customer con?guration server 100A may be 
con?gured to determine Whether the system ID for each 
explorer data set 115 is currently included in the index 500. 
If the system ID is included in the index 500, the customer 
con?guration server 100A may determine Which customer 
con?guration server 100 is storing the system con?guration 
data 140 for that computer system 101. In this example, the 
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index 500 indicates that customer con?guration server 100B 
is storing the system con?guration data 140 for that cus 
tomer computer system, so customer con?guration server 
100A may transfer the explorer data to customer con?gu 
ration server 100B. When customer con?guration server 
100B receives the explorer data 115, it may access index 500 
and, upon determining that it is the appropriate customer 
con?guration server to handle the data, store explorer data 
115. 

[0081] If the customer con?guration server 100A does not 
locate the system identi?er in the system index 500, then 
explorer data 115 may be cached in a separate portion of the 
hierarchy instead of being organiZed as part of a particular 
computer system Within the hierarchy. Explorer identi?ers 
may identify different explorer data 115 stored in such a 
cache. Alternatively, customer con?guration server 100A 
may organiZe the information Within the hierarchy if enough 
information is available about the system (e.g., the geo 
graphical location and customer information for that sys 
tem), add the system ID included in explorer data 115 to 
index 500, and store explorer data 115. If explorer data 115 
is not stored as part of a particular computer system Within 
the hierarchy, a service person may manually add the system 
ID for that explorer data to the index 500, move explorer 
data 115 from the explorer data cache to an associated 
storage location (e.g., by updating index 500 to include a 
reference to explorer data 115), and manually organiZe that 
computer system Within the hierarchy (e.g., by creating a 
neW directory Within a directory tree). Once the system 
identi?er is organiZed Within the hierarchy, index 500 may 
be updated appropriately to include the system identi?er and 
to indicate Which portion of the hierarchy includes (and thus 
Which customer con?guration server controls access to) that 
computer system. Subsequently-received data correspond 
ing to that system may be automatically forWarded to the 
appropriate customer con?guration server and organiZed 
Within the hierarchy. Additionally, the customer con?gura 
tion server 100A may check each cache that may store 
explorer data for data that corresponds to indexed computer 
systems and automatically move that explorer data to the 
appropriate computer system’s portion of the hierarchy. 

[0082] FIG. 7 illustrates one embodiment of a method of 
updating and accessing system con?guration data for mul 
tiple computer systems. At 610, con?guration data corre 
sponding to a particular computer system, computer system 
A, is received. Such con?guration data may include explorer 
data identifying Which components are currently included in 
that computer system, contact data identifying a customer 
contact associated With that computer system, FRU data 
identifying FRUs included in that computer system and/or 
the service history of FRUs included in that computer 
system, digital images of the computer system, etc. The 
con?guration data may be received via email or various 
transfer protocols (e.g., HTTP) or received in response to a 
database query. In one embodiment, the con?guration data 
may be an explorer data set generated by an explorer 
executing on a computer system. 

[0083] In response to receiving the data associated With 
computer system A, the data is organiZed Within a hierarchy 
of system con?guration data, as shoWn at 612. The hierarchy 
organiZes data associated With multiple computer systems. 
The hierarchy may logically group data associated With 
individual computer systems so that all of the information 
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currently available for a particular computer system can be 
readily identi?ed. The hierarchy may also logically group 
computer systems (e.g., by customer, industry, location, 
etc.), facilitating manageable access to and/or management 
of the system con?guration data. OrganiZing the received 
data Within the hierarchy may include adding a reference to 
the data in an index and/or a directory tree and physically 
storing the data Within a physical storage location identi?ed 
by the reference. 

[0084] At 614, actions 610 and 612 may be repeated for 
con?guration data associated With one or more other com 
puter systems. These functions may be similarly repeated for 
other computer systems. Additionally, if additional con?gu 
ration data is later received for computer system A, actions 
610 and 612 may be similarly repeated. 

[0085] In response to a request received at 616, a function 
may be performed on system con?guration data organiZed 
Within a selected portion of the hierarchy, as shoWn at 618. 
The request may specify a tool or process to perform on a 
particular set of the system con?guration data via reference 
to the hierarchy. For example, the request may indicate that 
a particular type of data include Within each a particular 
customer’s computer systems be processed. By organiZing 
the data for multiple computer systems Within the hierarchy, 
the same tools or processes used to perform particular 
functions may be easily applied to each computer system’s 
con?guration data. 
[0086] Note that actions 610-612 and 616-618 may be 
performed at substantially the same time (e.g., data maybe 
organiZed Within the hierarchy during the same time as other 
data in another portion of the hierarchy is being processed). 
Also note that additional data for a particular system may be 
received after similar data corresponding to that system has 
been processed (e.g., updated versions of explorer data may 
be received periodically for a particular system, and each 
set) 
[0087] FIG. 8 shoWs one embodiment of accessing system 
con?guration data for multiple computer systems in order to 
service a component included in a particular one of those 
computer systems. At 710, the need for service in computer 
system A is detected. Action 710 may be performed in 
various Ways, including receiving a client email or phone 
call requesting service; analyZing a report included in the 
system con?guration data for computer system A that indi 
cates an irregularity; analyZing a report generated for mul 
tiple computer systems indicating that a component; Which 
is included in computer system A, should be recalled or 
upgraded, etc. 

[0088] In order to resolve the service problem, the con 
?guration data for computer system A may be requested 
from a customer con?guration server that organiZes system 
con?guration data for multiple computer systems according 
to a hierarchy of logical groups. The system con?guration 
data for computer system A may be requested in various 
Ways. For example, in one embodiment, a service person 
may vieW several options identifying various computer 
systems oWned by a particular customer via a Web broWser. 
System con?guration data corresponding to computer sys 
tem A may be requested by selecting the option identifying 
computer system A. In another embodiment, a service 
person may request computer system A’s con?guration data 
by entering the system ID of computer system A as a search 
term. 
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[0089] In response to the request for con?guration data for 
computer system A, the customer con?guration server may 
provide the service person With options identifying data 
objects included in computer system A’s logical group of 
system con?guration data, as shoWn at 714. The data objects 
identi?ed by each option may be available from various data 
sources accessible to the customer con?guration server. The 
customer con?guration server may provide the options to the 
service person by displaying the options in a Web broWser. 
For example, the customer con?guration server may provide 
options identifying explorer data sets available for computer 
system A for display on the service person’s Web broWser. 
Some options may identify a group of data objects. For 
example, a report option may identify to a group of report 
objects. Selection of the report option may cause options 
corresponding to each individual report object to be dis 
played. The customer con?guration server may also provide 
additional options corresponding to various functions and/or 
tools that may be applied to certain data objects and/or 
groups of data objects. 

[0090] One of the options identifying a particular data 
object may be selected, and the customer con?guration 
server may access the selected data object from its data 
source (e. g., by retrieving the data object from a directory or 
by querying a database), as shoWn at 718. If the option Was 
selected in conjunction With a non-data object option iden 
tifying a function, the customer con?guration server may 
perform the selected function on the selected data object. 
The customer con?guration server may provide the data 
object to the service person (e.g., by displaying the data 
object on a Web broWser or by emailing the data object to the 
service person) in many embodiments. If a function Was 
selected to be performed on the selected data object, the 
customer con?guration server may provide the result of the 
function (e.g., a report data object) to the service person. 

[0091] The service person may revieW the data object in 
order to evaluate the service problem identi?ed at 710. For 
example, the service person may have selected the most 
recently created explorer data set (at 716) in order to vieW 
the current con?guration of computer system A. Alterna 
tively, the service person may have selected a service history 
object corresponding to a particular component (e.g., in 
order to determine Whether a malfunctioning component has 
experienced similar problems before). RevieWing the data 
object may alloW the service person to resolve the service 
problem. For example, a data object that identi?es the 
speci?c part numbers of malfunctioning components may 
provide the service person With information needed to order 
replacement parts. A report object identifying Which com 
ponents are beloW a minimum acceptable level may alloW 
the service person to identify an out-of-date component as a 
possible cause of the service problem and/or alloW the 
service person to perform preventative maintenance. If the 
selected data object and/or function does not help resolve the 
problem, additional data objects may be selected, as shoWn 
at 720. The service person may also update one or more data 
objects in response to resolving the service problem (not 
shoWn). For example, the service person may update a 
component’s service history if a component Was serviced or 
update a FRU list if a FRU Was replaced. 

[0092] Since system con?guration data for multiple com 
puter systems may be managed by the customer con?gura 
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tion server, functions 710-720 may be repeated for one or 
more other computer systems, as indicated at 722. 

[0093] Note that a customer con?guration server 100 may 
be implemented as a single application, multiple applica 
tions, a softWare package, a softWare suite, one or more 
softWare modules, one or more softWare mechanisms, one or 
more softWare routines, other sets of programming instruc 
tions executable by a computer system, or a combination 
thereof. Customer con?guration server 100 may be imple 
mented in a variety of Ways, using a variety of programming 
languages, including procedure-based techniques, compo 
nent-based techniques, and/or object-oriented techniques, 
among others. For example, the customer con?guration 
server 100 may be implemented With open source code and 
languages (e.g., openssh and openssl) that run on multiple 
operating systems. Customer con?guration server 100 may 
operate in a Web server environment. For example, the Web 
environment may include an Apache Web server, Perl CGI 
scripts and a suitable Web broWser. 

[0094] Note that customer con?guration server 100 may 
be con?gured to provide various users With access to system 
con?guration data 140. Such users may include service 
personnel, customers, etc. Customer con?guration server 
100 may support various login and/or authentication proce 
dures in order to restrict unidenti?ed users’ access to system 
con?guration data 140. 

[0095] The How charts described herein represent exem 
plary embodiments of methods. The methods may be imple 
mented in softWare, hardWare, or a combination thereof. The 
order of method may be changed, and various elements may 
be added, reordered, combined, omitted, modi?ed, etc. 

[0096] Various modi?cations and changes may be made to 
the invention as Would be obvious to a person skilled in the 
art having the bene?t of this disclosure. It is intended that the 
folloWing claims be interpreted to embrace all such modi 
?cations and changes and, accordingly, the speci?cations 
and draWings are to be regarded in an illustrative rather than 
a restrictive sense. 

[0097] Various embodiments may further include receiv 
ing, sending or storing instructions and/or data implemented 
in accordance With the foregoing description upon a com 
puter readable medium. Generally speaking, a computer 
readable medium may include storage media or memory 
media such as magnetic or optical media, e.g., disk or 
CD-ROM, volatile or non-volatile media such as RAM (e.g. 
SDRAM, DDR SDRAM, RDRAM, SRAM, etc.), ROM, 
etc. as Well as transmission media or signals such as elec 
trical, electromagnetic, or digital signals, conveyed via a 
communication medium such as netWork and/or a Wireless 
link. 

What is claimed is: 
1. A system, comprising: 

a processor; and 

a memory coupled to the processor and con?gured to 
store program instructions executable by the processor 
to: 

receive system con?guration data for each of a plurality 
of computer systems; 








