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COMPRESSED EVENT COUNTING TECHNIQUE 
AND APPLICATION TO A FLASH MEMORY 

SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] This invention relates generally to event counting 
techniques, and, more speci?cally, to the application of such 
techniques to semiconductor memory systems, particularly 
to non-volatile ?ash electrically-erasable and programmable 
read-only memories (EEPROMs). 

[0002] Flash EEPROM systems are being used in a Wide 
variety of applications, particularly When packaged in an 
enclosed card that is removably connected With a host 
system. Current commercial memory card formats include 
that of the Personal Computer Memory Card International 
Association (PCMCIA), CompactFlash (CF), MultiMedi 
aCard (MMC) and Secure Digital (SD). One supplier of 
these cards is SanDisk Corporation, assignee of this appli 
cation. Host systems With Which such cards are used include 
personal computers, notebook computers, hand held com 
puting devices, cameras, audio reproducing devices, and the 
like. Flash EEPROM systems are also utiliZed as bulk, mass 
storage embedded in host systems. 

[0003] Such non-volatile memory systems include an 
array of memory cells, peripheral operating circuits and a 
system controller. The controller manages communication 
With the host system and operation of the memory cell array 
to store and retrieve user data. The memory cells are grouped 
together into blocks of cells, a block of cells being the 
smallest grouping of cells that are simultaneously erasable. 
Prior to Writing data into one or more blocks of cells, those 
blocks of cells are erased. User data are typically transferred 
betWeen the host and memory array in sectors. A sector of 
user data can be any amount that is convenient to handle, 
preferably less than or equal to the capacity of the memory 
block, often being equal to the standard disk drive sector 
siZe, Which is 512 bytes. 

[0004] In one commercial architecture, the memory sys 
tem block is siZed to store one sector of user data plus 
overhead data, the overhead data including information such 
as an error correction code (ECC) for the user data stored in 
the block, a count of the number of times that the block has 
been erased and reprogrammed, defects and other physical 
information of the memory cell block, and programming 
and/or erase voltages to be applied to the block. Various 
implementations of this type of non-volatile memory system 
are described in the folloWing United States patents and 
pending applications, each of Which is incorporated herein 
in its entirety by this reference: US. Pat. Nos. 5,172,338, 
5,602,987, 5,315,541, 5,200,959, 5,270,979, 5,428,621, 
5,663,901, 5,532,962, 5,430,859 and 5,712,180, and patent 
applications Ser. Nos. 08/910,947, ?led Aug. 7, 1997, and 
Ser. No. 09/343,328, ?led Jun. 30, 1999. In another com 
mercial architecture, the overhead data for a large number of 
blocks storing user data are stored together Within tables in 
other blocks. This overhead data includes a count of the 
number of times that individual user data blocks have been 
erased and reprogrammed. An example of such a system is 
described in US. patent application Ser. No. 09/505,555, 
?led Feb. 17, 2000. Yet another type of non-volatile memory 
system utiliZes a larger memory cell block siZe that stores 
multiple sectors of user data. 
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[0005] The number of erase/reprogramming cycles expe 
rienced by individual memory blocks (their “experience 
count”) is often maintained Within a ?ash memory system 
for one or more reasons. One reason is to determine When a 

block is reaching its end of lifetime, in order to replace it 
With another block by mapping it out of the system before 
it fails from overuse. This is described in US. Pat. No. 
5,043,940, for example, Which patent is incorporated herein 
by this reference. Current commercial ?oating gate memory 
cells have a lifetime of from several hundred thousand to one 
million erase/reprogramming cycles, Which is often larger 
than any of the blocks are cycled in most applications during 
the useful life of the memory. HoWever, other more repro 
gramming intensive applications can reach such numbers. 
Another reason for keeping track of the block experience 
counts is to be able to alter the mapping of data into the 
various blocks in order to even out their Wear before they 
reach their ends of lifetime as a Way of extending the life of 
the memory system. Examples of such Wear leveling tech 
niques are given in US. Pat. No. 6,081,447, Which patent is 
incorporated herein in its entirety by this reference. Yet 
another reason for maintaining block experience counts is to 
be able to adjust programming and other operating voltages 
to take into account changes in characteristics of the 
memory cells that occur as the number of erase/reprogram 
ming cycles increases. 

SUMMARY OF THE INVENTION 

[0006] Rather than keeping track of each occurrence of an 
event, it is noted only each time a large number of events has 
occurred. One advantage is that a compressed count R, 
representative of the number of events A that has occurred, 
needs to be updated less frequently than if each of the events 
is counted. Another advantage is that, in a binary counting 
system, a feWer number of bits are required to maintain a 
count R that is representative of a larger number of events 
A. A preferred technique for maintaining the compressed 
count R includes establishing some probability P that the 
compressed count R Will be updated each time that the event 
being monitored occurs. This results in updating the com 
pressed count R, on average, once every 1/P number of 
actual events. This probability is preferably chosen to be as 
independent of the operation of a system in Which the events 
are occurring as is practical, so that the in?uence of the 
system operation upon the frequency of updating the com 
pressed count R is minimiZed. 

[0007] In the speci?c examples described herein, this 
technique is utiliZed to monitor the number of some repeti 
tive event that occurs as part of operating an electronic 
system. A random number generator is preferred for use to 
determine When the compressed count R of the number of 
events is updated, a pseudo-random number generator usu 
ally being used in practice. A random number is generated 
When the event occurs, preferably each time the event 
occurs. One of the random numbers is preferably designated 
as a trigger to cause the compressed count R to be updated, 
such as by being incremented to the next number in order. 
This Will occur, on the average, once every N events, Where 
N is the total possible number of distinct random numbers 
that is generated over time by the random number generator. 
Rather than each occurrence of the event being counted, 
therefore, the compressed count R is updated on average 
once every N events, and that count represents 1/N th the 
number of events that have occurred, on average. Or, to say 
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it in a different Way, the probability P that any one occur 
rence of an event Will result in the compressed count R being 
updated is 1/N. A product of R and N gives the number of 
actual events A that has occurred, if that is needed, Within a 
margin of probable error that is proportional to 1/P, Which is 
to say that the likely error goes up as N goes up since P=1/N. 

[0008] These techniques have particular application to 
digital memory systems. In the example of non-volatile ?ash 
memory systems described in the Background above, updat 
ing the compressed count R of an event, such as the 
erase/reprogramming event, need occur less frequently, so 
less time is taken aWay from other operations of the memory. 
This results in such other operations, such as user data 
programming, occurring faster. The number of bits required 
to store the count for each of the blocks is also signi?cantly 
reduced. Further, the complexity of the operation of the 
memory system is reduced When each occurrence of the 
event need not be counted. 

[0009] In an application of this technique to maintain an 
experience count (sometimes called a “hot” count) of the 
number of erasures and reprogramming cycles occurring in 
a ?ash memory, the number N is selected to be a small 
fraction of M, Where M is the expected life of the memory 
in terms of a maximum number of erase/reprogramming 
cycles that a memory cell can safely experience before there 
is danger of very inef?cient operation or outright failure. 
Although the resulting compressed count R does not alloW 
knoWing exactly the number of events A that have occurred, 
it’s relative accuracy increases as the number of events A 
groWs and particularly When approaching the end M of the 
memory block’s lifetime. The number of bytes of storage 
space required for the experience count can be signi?cantly 
reduced since the maximum compressed count R over the 
life of the memory is M divided by N, rather that being M 
in the case Where every erasure event is counted. Since 
updating of the compressed count occurs only once for many 
erasure events, the overall performance of the memory is 
improved. In addition, the ?ash memory system is easier to 
maintain and debug. 

[0010] The probability P that any particular one of such 
events Will cause the compressed count to be updated need 
not necessarily be kept the same for the entire time that the 
events of the memory or other electronic system are being 
counted but rather can, for example, be varied as a function 
of the number of events A being monitored. Speci?cally, if 
it is desired to maintain a more accurate compressed count 
R of the erasure/reprogramming events of a ?ash memory at 
loW values of the actual count A, the probability P is 
maintained high at the beginning of operation and decreased 
during the lifetime of the memory as the actual count A 
becomes large. This is particularly useful, as a speci?c 
example, When the compressed count R is being used by the 
system to control the voltages applied to the memory cells 
of a particular block during its programming and/or erase, 
since those voltages are often changed at loW levels of the 
actual experience count A. This ability is provided Without 
having to devote more bits to the storage of the compressed 
count R for the individual blocks. 

[0011] Additional aspects, features and advantages of the 
present invention are included in the folloWing description 
of speci?c representative embodiments, Which description 
should be taken in conjunction With the accompanying 
draWings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a schematic block diagram of a memory 
system that incorporates event monitoring of the present 
invention; 
[0013] FIG. 2 is a block diagram that conceptually illus 
trates operation of the memory system of FIG. 1 to keep a 
compressed count of events occurring Within it; 

[0014] FIG. 3 illustrates one form of non-volatile storage 
Within the memory system of FIG. 1 of a compressed count 
of the events according to the techniques shoWn in FIG. 2; 

[0015] FIG. 4 illustrates another form of non-volatile 
storage Within the memory system of FIG. 1 of a com 
pressed count of the events according to the techniques 
shoWn in FIG. 2; 

[0016] FIG. 5 is a ?oW chart of a speci?c example of the 
operation of the memory system of FIG. 1 according to 
FIG. 2; 

[0017] FIG. 6 is a table used With the example operation 
of FIG. 5; 

[0018] FIG. 7 shoWs a comparison of tWo binary numbers 
that is used in the example of FIG. 5; and 

[0019] 
5. 

FIG. 8 is another table used in the example of FIG. 

DESCRIPTION OF REPRESENTATIVE 
EMBODIMENTS 

[0020] FIG. 1 is a diagram of some of the major compo 
nents of a typical non-volatile memory system. A controller 
11 communicates With a host system over lines 13. The 
controller 11, Which may occupy its oWn integrated circuit 
chip, communicates over lines 15 to one or more non 

volatile memories in parallel, one memory 17 being illus 
trated. The memory 17 includes a memory cell array and 
associated peripheral circuits 37, Which may, along With a 
controller interface 39, be formed on a separate integrated 
circuit chip. 

[0021] User data is transferred betWeen the controller 11 
and the memory 17, in this example, over the lines 15. The 
memory 17 is addressed by the controller. Speci?cally, the 
data bus Within the lines 15 can be one byte Wide. The 
memory system shoWn in FIG. 1 can be embedded as part 
of a host system or packaged into a card, such as a card 
folloWing one of the card standards previously mentioned. 
In the case of a card, the lines 13 terminate in external 
terminals on the card for mating With a complementary 
socket Within a host system. Although use of one controller 
chip and multiple memory chips is typical, the trend is, of 
course, to use feWer separate chips for such a system by 
combining their circuits. An example capacity of the illus 
trated memory 17 is 256 Mbits, thus requiring only tWo such 
memory chips, plus the controller chip, to form a non 
volatile memory system having a data capacity of 64 mega 
bytes. Use of a single smaller capacity memory chip results 
in a memory system of lesser capacity, an 8 megabyte 
system being a marketable example. Conversely, use of 
memory chips With a higher bit storage density and/or use of 
more memory array chips in a system Will result in a higher 
capacity memory. Such memory systems up to 1.3 gigabyte 
and more are practical. 
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[0022] The controller 11 includes a micro-processor or 
micro-controller 23 connected through controller interface 
logic 25 to internal memories and interfaces With external 
components. Aprogram memory 27 stores the ?rmWare and 
softWare accessed by the micro-controller 23 to control the 
memory system operation to read data from the connected 
memory array(s) and transmit that data to the host, to Write 
data from the host to the memory array(s), and to carry out 
numerous other monitoring and controlling functions. The 
memory 27 can be a volatile re-programmable random 

access-memor) (RAM), Which is then initialiZed by data 
from some form of non-volatile memory, a non-volatile 
memory that is not re-programmable (ROM), a one-time 
programmable memory (OTP) or a re-programmable ?ash 
EEPROM system. If the memory 27 is re-programmable, the 
controller can be con?gured to alloW the host system to 
program it. A random-access-memory (RAM) 29 is used to 
store, among other data, data from tables read from the 
non-volatile memory that are accessed during reading and 
Writing operations. 

[0023] A logic circuit 31 interfaces With the host commu 
nication lines 13, While another logic circuit 33 interfaces 
With the memory array(s) through the lines 15. Another 
memory 35 is used as a buffer to temporarily store user data 
being transferred betWeen the host system and the memory 
17. The memories in the controller are usually volatile, 
except for that storing operating ?rmWare, since memories 
With fast access and other characteristics desired for ef?cient 
controller operation have that characteristic. The several 
volatile memories may conveniently be combined physi 
cally into a single memory. 

[0024] The logic circuit 39 of the memory 17 interfaces 
With the controller through the lines 15. The purpose of the 
logic circuit 39 is to generate signals for the memory cell 
array 37 that are delivered over separate buses and control 
lines. Various control signals are provided in lines 41. Adata 
bus 45 carries user data being programmed into or read from 
the non-volatile memory, and an address bus 47 carries the 
addresses of the portion of the memory being accessed for 
reading user data, Writing user data or erasing blocks of 
memory cells. A poWer control circuit 43 provides, in 
response to control signals in the circuits 41, various volt 
ages and currents as required to operate the memory cell 
array 37 through lines 49. Included are voltages to bit lines 
and gates of the memory cell array 37 that are appropriate 
for programming, reading or erasing certain of those cells 
that are designated by an address in lines 47. 

[0025] In one typical ?ash memory implementation, the 
memory cells of the array are divided into blocks Wherein 
each block is the smallest erasable unit of memory cells, all 
cells Within an individual block being simultaneously eras 
able. Typically, a number of blocks are erased at the same 
time, and programming data into the memory array occurs 
in blocks that have ?rst been erased. In a common example, 
each block holds 512 bytes of user data plus a number of 
bytes of overhead data associated With the user data and/or 
associated With the block of memory cells in Which the 
overhead data are stored. Such a block is formed of tWo roWs 
of memory cells, in one speci?c current implementation. In 
another example, each block holds 32768 (=64><512) bytes 
of user data plus overhead data. As an alternative to storing 
the overhead data in the same block as the user data, some 
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or all of the overhead data may be stored in other blocks that 
are dedicated for that purpose. 

[0026] One of the items of overhead information associ 
ated With each block of current ?ash memories in a number 
of ?ash EEPROM systems is the number of erase/repro 
gramming cycles the block has experienced. This block 
experience count is useful for many purposes, the primary 
ones having been described earlier. When a block experience 
count is updated to note an event of either the block’s 
erasure or reprogramming, the current experience count 
stored for the block in the non-volatile memory is ?rst read 
and stored in a temporary memory, usually volatile memory 
Within the controller. This read count is then updated to 
represent the occurrence of a subsequent event, such as by 
incrementing the count by one, and the updated count is then 
reWritten back into the non-volatile memory block. This 
involves a signi?cant number of operations that take time 
and Which thus negatively impact upon the performance of 
the memory system. 

[0027] According to a principal implementation of the 
present invention, the experience counts are not updated 
each time that their associated blocks are erased and repro 
grammed. Rather, a compressed count is updated less fre 
quently at an average rate that is related by a proportional 
constant to the rate of the erase/reprogramming events being 
counted. For example, if a ?ash memory has a life of 
approximately 1,000,000 erase/reprogramming cycles, and 
the compressed count is updated only once in approximately 
4000 cycles, then the updating process occurs only 1/4000 
as often over the occurrence of a large number of cycles. The 
amount of time devoted to updating the compressed expe 
rience count during operation of the memory is signi?cantly 
less than When an experience count is updated by each event. 
In addition, the number of bits necessary to store the count 
being maintained is signi?cantly reduced from that required 
to maintain the actual count, so the space taken in the 
non-volatile memory to maintain the count is signi?cantly 
reduced. If an actual count of 1,000,000 cycles is kept, for 
example, about 3 bytes is required for every block to count 
each number from 1 to 1,000,000. If an average of only 
every 4000th event is counted, on the other hand, the 
maximum count is about 250, and this may be maintained in 
one byte. The savings in overhead memory space is thus tWo 
bytes per block, in this example. 

[0028] An indication of the actual number of events expe 
rienced by a block is alWays available by multiplying the 
maintained count by 4000, in this example, but the memory 
system operating ?rmWare stored in the controller memory 
27 preferably Works With the compressed count directly as 
an indication of the usage of the individual blocks. The same 
advantages of improved performance and reduced memory 
space requirements result by reducing the frequency of 
updating the monitoring the count of the occurrences of any 
other event, Whether Within a non-volatile memory or in 
some other electronic system 

[0029] A preferred technique for maintaining the com 
pressed count includes generating a series of random num 
bers Wherein a neW number is generated in response to each 
neW event and the compressed count is updated each time 
the generated random number is equal to a predetermined 
selected one of those numbers. For example, if a generator 
of random numbers from 1-4000 is employed, Where a neW 
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number is generated each time the event occurs, and a 
particular number, say 2750, is selected to update the 
maintained count When it occurs, the compressed count Will 
be updated each time the random number generator output 
is equal to 2750. On average, this Will occur once each 4000 
events. Although there is not a precise relationship betWeen 
the number of events that have occurred and the compressed 
count, there is a close correlation, particularly after a large 
number of events has occurred. It has been found that the 
accuracy of the compressed count is suf?cient for the 
purposes of the example being described, particularly after 
several hundred thousand events have occurred. This is 
When the experience count information becomes quite use 
ful, in the example application being described, for deter 
mining When individual blocks of memory need to be 
replaced. 

[0030] FIG. 2 conceptually illustrates this process imple 
mented in the non-volatile memory system of FIG. 1, as an 
example. Arandom number generator 51 outputs in lines 52 
a neW random number each time an increment pulse is 
applied in a line 53. The increment pulse occurs at the 
beginning of a voltage pulse in the line 49 at a time When a 
command in lines 41 designates an erase operation. This 
combination of signals is illustrated to be identi?ed by an 
AND-gate 54. It is during such an erase voltage pulse that 
one or more memory cell blocks 38 of the memory 37, as 
designated by an address in lines 47, are simultaneously 
erased. In one speci?c implementation, 16 blocks are erased 
at the same time. Typically, a single erase voltage pulse is 
applied. 

[0031] One number contained Within the set of numbers 
associated With the random number generator is stored in a 
predetermined location Within the system in a non-volatile 
manner, as indicated by 55. Each neW number in lines 52 
that is generated by the random number generator 51 is 
compared With that stored in the memory 55 by a comparator 
57. When the tWo numbers match, a signal in a line 59 
causes the compressed count R to be updated for each of the 
blocks that is currently being erased. When the comparison 
is negative (i.e., the tWo numbers do not match), Which Will 
be the case most of the time, no such update takes place. This 
comparison can be implemented in hardWare using logic 
gates, in softWare or in ?rmWare depending on speed 
requirements, the need for ?exibility and cost consider 
ations. 

[0032] In one embodiment, the counts are maintained for 
a number of user data blocks in a single one of many 
reserved blocks, such as a reserved block 61. An outline of 
the data structure for such a reserved block is given in FIG. 
3. Several bytes of overhead data are maintained in such a 
block for each of a large number of other blocks that store 
user data, that number depending upon the capacity of the 
various blocks. The overhead (“OH”) data for memory cell 
block 2, for example, includes a byte 63 of the compressed 
count that is updated When a match occurs betWeen the 
random number generator output 52 and the stored number 
55. 

[0033] In another embodiment, instead of the counts being 
maintained in a separate reserved block 61, they are stored 
as part of the blocks for Which the counts are being main 
tained. For example, With reference to FIG. 4, a compressed 
count byte 65 is stored as part of overhead data 67 for a 
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memory cell block 1, the majority of the cells in the block 
storing user data. Thus, When a number of blocks are erased 
together, the compressed count of each block is updated 
When the random number 52 matches that stored at 55 at the 
time of the erase operation. Nothing is done at that time With 
the compressed count of other blocks not being erased. 

[0034] Yet, in another embodiment, the counts are stored 
in a block that is exclusively devoted to storing the counts 
and no other kind of overhead data. 

[0035] The random number generator 51 may be imple 
mented according to any one of many knoWn hardWare 
and/or softWare techniques. In a speci?c implementation, 
hoWever, the function of the random number generator 51 is 
carried out by the micro-controller 23 of the memory 
controller 11 (FIG. 1). The micro-controller 23 is generally 
idle for the duration of an erase pulse, so it can be used 
during such pulses to perform the functions of generating a 
neW random number 52 and comparing that number With the 
pre-determined number 55 to determine Whether a match 
exists or not. Astandard shift and exclusive-OR algorithm is 
used, Wherein a 32 bit value is stored in the controller RAM 
29 and a 12 bit random (actually pseudo-random by this 
technique) number is generated in lines 52 from it in 
response to each erase command. A 12 bit number provides 
4096 different possible combinations. If the lifetime of the 
memory is about one million cycles, then one byte Will store 
the compressed count that is representative of the actual 
number of events. On the occurrence of each erase event, the 
probability P of the generated random number 52 matching 
the number stored in 55 is one in 4096. 

[0036] The random number generator, to provide more 
detail, uses a 32 bit shift register formed in the controller 
RAM 29 (FIG. 1). Every neW random number is generated 
by repeatedly performing an exclusive-OR operation on the 
second and third least signi?cant bits of the shift register, 
and feeding the resultant bit to the most signi?cant bit of the 
shift register during a shift operation of all the 32 bits of the 
shift register. To generate a neW 16 bit random number, this 
operation is repeated 16 times. Then the 4 most signi?cant 
bits of the 16 least signi?cant bits of the shift register are 
masked by performing an AND operation betWeen the 16 
least signi?cant bits of the shift register, and the hexadecimal 
number 0FFFh (0000 1111 1111 1111 in binary form). So 
every time the 12 least signi?cant bits of the shift register 
become 000h (0000 0000 0000 in binary form) the output of 
the logical AND operation becomes one, and there is a hit 
(match) in the sense that, on such occasions, the compressed 
count R is incremented. If all 32 bits of the shift register ever 
become identically Zeros, then from that point on all sub 
sequent random numbers generated Will also be Zero. So, if 
this does happen, the random number generator is re-seeded. 

[0037] It Will be noted that the probability P may be 
generated by some means other than the random number 
generator 51 speci?cally described above. Examples include 
using system noise, tunneling events in single electron 
devices, radio active decay in a certain time interval, and 
other events that randomly occur in some hardWare, ?rm 
Ware or softWare device. Other suitable random number 
generating techniques are additionally described beloW for 
use in developing a seed to initialiZe the random number 
generator 51. 

[0038] Upon the memory system being initiated, as the 
result of being poWered up from an un-poWered condition, 
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the random number generator 51 needs to be set to an initial 
value in order to begin the process. This is done by a seed 
source 71 that is triggered by an initialization signal in line 
75 to provide an initial value seed 73 to the random number 
generator 51. 

[0039] There are many alternative seed sources that can be 
employed. One is to store, in a non-volatile manner, the last 
value 52 of the random number generator 51 during opera 
tion of the memory system prior to the initialiZation. The 
random number generator 51 is then forced to begin With 
that stored number. But using a random number or non 
correlated number source as the seed also performs satis 
factorily. In systems that include a time clock, the generated 
time is a pseudo-random series of numbers, the number 
eXisting at the time of initialiZation being used as the seed 
for the random number generator 51. Alternatively, a second 
random number generator, of the same or different design 
than the random number generator 51, may be used to select 
a seed. For the random number generator speci?cally 
described above, re-seeding includes initialiZing all 32 bits 
of the shift register. 

[0040] Yet another alternative technique for generating a 
seed involves reading user data in a block of the memory 
Which can be read in a normal manner. But to assure a higher 
degree of randomness, in case the data does not change 
betWeen initialiZations, that reading is performed, in one 
speci?c implementation, With margin threshold levels that 
are separated by amounts far in eXcess of those normally 
used for reading data. This is intended to assure, due to the 
marginality of the readings, that many errors Will occur in 
reading that data, preferably in a manner that at least some 
of the same data are read differently at different times. To 
further increase the randomness of the seed, an address of a 
second block may be generated from this intentionally 
erroneously read data, and the data in the second block is 
read in the same manner that is likely to erroneously read the 
data. This can be continued for a further number of cycles if 
additional assurances of randomness are desired. 

[0041] In the description given above, it has been assumed 
that the probability P of a match occurring remains the same 
throughout the life of the memory system. There can be 
applications, hoWever, Where it is desired to vary the prob 
ability P in some manner, such as in response to some 
relevant condition that changes or to a related event that 
occurs. That probability can be altered, if desired, by chang 
ing the number of predetermined numbers in the storage 55 
With Which each of the random numbers 52 from the 
generator 51 is compared. The compressed count is updated 
each time there is a match of the generated random number 
With any of the one, tWo or even more predetermined 
numbers in the storage 55. As the number of predetermined 
numbers Within the storage 55 that are made available for 
comparison With the random number outputs of the genera 
tor 51 is altered, the probability P of a match occurring for 
any given random number is changed. 

[0042] As an alternative to changing the number of stored 
predetermined numbers that are compared in order to alter 
the probability, the number of bits of a single number in the 
storage 55 and the individual random numbers that are 
compared may be altered, in a digital system. For eXample, 
if the random number output 52 of the random number 
generator 51 is 12 bits and the predetermined number stored 
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at 55 is also 12 bits, the loWest probability of a match (one 
in 4096) occurs When a positive comparison of all 12 bits is 
required. But if only tWo bits in the same location of each 
number are compared, as another eXample, there is a much 
higher probability of a match (one in four) occurring as the 
result of each comparison. This, in effect, alters the total 
number of possible different random numbers that may be 
generated by the random number generator, and, in that Way, 
changes the probability that any one random number Will 
match the pre-determined number. The number of bits of the 
tWo numbers that are compared, and thus the total number 
of possible random numbers, is easily altered under ?rm 
Ware or softWare control in response to a user’s selection, or 
automatically changed in response to a change being 
detected in some other condition or event of the memory 
system. 

[0043] One speci?c application in a ?ash memory system 
of varying the probability of a match occurring is described 
With respect to the ?oWchart of FIG. 5. This operating 
method increments the compressed count R more often at 
loWer numbers of R Which usually correspond to loWer 
numbers of the actual counts A than at higher numbers, thus 
resulting in the compressed count R more accurately repre 
senting the actual count A at the loWer numbers. The 
resolution of the compressed count R at loWer numbers is 
thus improved. This can be accomplished Without having to 
increase the number of bits required to store the compressed 
count R by initially using a high value of P at loW values of 
R, and proceeding to loWer values of P (Which can become 
loWer than 1/4096 and in fact can become as loW as 1/32768) 
at higher values of R. By using this approach, an integer R 
ranging from 0 to 255 can represent counts as high as 1 
million for the high count range, and as loW as single digit 
numbers for the loWest count range. In the speci?c ?ash 
EEPROM system eXample described herein, the total num 
ber of binary random number bits that are compared to the 
same number of bits of the pre-designated number can be 
designed to be a function of the value of the compressed 
count R of each block being erased. 

[0044] In the speci?c eXample being described With 
respect to FIGS. 5-8 to illustrate this feature, both of the 
random number 52 generated by the generator 51 (FIG. 2) 
and the stored predetermined number 55 are each 16 bits in 
length. A different number of the bits of each are compared 
by the comparator 57, depending upon the value of the 
compressed count R. FeWer bits are compared (thus a higher 
probability of a match occurring) at loWer values of the 
compressed count R than at higher values (Where the prob 
ability of a match occurring is loWer). The compressed count 
R is stored in one byte, having a range of 0-255. 

[0045] Referring to FIG. 5, a ?rst step 71 in a summary of 
the process is to determine When an erase operation is being 
performed. When this occurs, in a step 73, the random 
number generator 51 is caused to generate a random number 
52 (see also FIG. 7). In a neXt step 75, the compressed count 
R for the blocks that are currently addressed for erase is read 
from its non-volatile record 61. This is not shoWn in FIG. 2 
but Will be understood to be implemented by the micro 
controller 23 (FIG. 1) Which preferably also performs the 
processing illustrated in FIG. 2, as previously) mentioned. 
A table such as that illustrated in FIG. 6 is stored in 
non-volatile memory of the controller for use during a neXt 
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step 77. The logic represented by this table can be imple 
mented in hardware, ?rmware, or software. 

[0046] The number of bits of the numbers 52 and 55 (FIG. 
7) that are to be compared is determined by looking up the 
read compressed counts Rs in the table of FIG. 6 for each 
of the blocks being erased in its left-hand column and 
reading the number of bits to be compared in its middle 
column. A right hand column of FIG. 6 provides, as infor 
mation for this explanation, the probability P that a match 
will occur between the bits of the numbers 52 and 55 that are 
compared. It will be noted that no bits are compared for the 
lowest values 0-15 of R since they equal respective ones of 
the actual count values 0-15 of A. On each occurrence of the 
erase event for blocks whose R is 15 or less, therefore, that 
R is incremented by one. But within a next range where R 
is within 16-31, one bit of each number, such as the bits 79 
and 81 in the same bit positions of each of the numbers 52 
and 55, are compared. There is thus a probability of 0.5 that 
a match will occur in each instance. In a next range of R 
between 32-47, two bits, such as bits 79 and 83 of the 
number 52 and bits 81 and 85 of the number 55, are 
compared, resulting in a probability of 0.25 that a match will 
occur in any one instance. As the compressed count R 
increases to its highest range of 240-255, 15 of the 16 bits 
are compared, resulting in a very low probability (1 in 
32768) that a match of 15 of the 16 bits will result from any 
one comparison. 

[0047] The number of bits of the numbers 52 and 55 are 
looked up in the table of FIG. 6, the comparison then 
occurring in a step 87 (FIG. 5). A next step 89 determines 
whether on an individual block basis there is a match or not. 
If so, the compressed count R of only those individual 
blocks that have satis?ed the match within the addressed 
blocks that were read in the step 75 is incremented by one, 
in a step 91. If no block in the group of blocks being erased 
produces a match, then the process ends with respect to the 
blocks being erased, and receipt of another erase command 
is awaited by the step 71. 

[0048] Although the examples being described include 
incrementing various numbers, one or more could be dec 
remented instead, from a high value to a low value. It is not 
usually important how the compressed count R is updated to 
record the fact of a positive comparison between the num 
bers 52 and 55, for example, whether by incrementing by 
one or more each time, by decrementing by one or more each 
time, or by some other technique, so long as R is updated in 
a manner that a meaningful value can be read when neces 

sary. 

[0049] A table such as that illustrated in FIG. 8 is also 
optionally included as part of a software package used by 
failure analysis engineers in order to relate the compressed 
count R to the actual count A in those cases where an 
estimate of A needs to be known. (In most cases, the memory 
system ?rmware can operate from the count R itself since its 
relationship to the countAis a known one.) For a ?rst group 
93 of values of the compressed count R, in the left hand 
column, the actual count A, shown in the middle column, is 
the same. A statistical standard deviation of errors between 
R and A, given in the right-hand column, is Zero for this 
group. In a next group 95 of the table of FIG. 8, corre 
sponding to the second line of the table of FIG. 6, the values 
of R are not equal to the values of A. Rather, since each R 
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count in this group is incremented approximately once for 
each two occurrences of A, the value of A is roughly 15, the 
top value of the ?rst group 93, plus two times the number of 
counts R in the left column in excess of 15. Similarly, the 
value of A for any given value of R in a next group 97, 
corresponding to the third line of the table of FIG. 6, is the 
value of A for the top value 31 of R in the last group 95 plus 
roughly four times the counts of R in excess of that top count 
31 of the prior group 95. This relationship continues through 
all possible values of the count R. 

[0050] The relationship between the counts R and A are 
usually not those roughly determined as above, particularly 
as the value of R becomes high, because of the incremental 
contribution of a combination of the effects of different 
probability values in the different ranges of R represented by 
prior groups 93, 95, 97, etc. As a result, the middle column 
of the table of FIG. 8 includes an extra unknown term x. 
Although the relationship between R and A can be approxi 
mated by a mathematical model that includes the x terms, it 
is usually preferred to empirically generate the expectation 
values (i.e. the mean values) of A for each given R in the 
middle column of the table of FIG. 8. The memory system 
in which this process is being implemented is best operated 
by subjecting at least one group of blocks to a number of 
erase events, either actual or simulated, that extends from 
Zero to the maximum number expected to be experienced by 
that type of memory. Both the compressed count R that is 
maintained by the system and an actual count A of the 
number of erase cycles are monitored during the test. The 
latter gives the values for the middle column of FIG. 8. By 
using the actual memory system to generate the actual 
counts A that correspond to the compressed counts R, 
various imperfections of the random number generator 51 
and other portions of the system and process are taken into 
account. Mathematically modeling all such factors with 
accuracy is dif?cult. 

[0051] The error numbers in the right-hand column of 
FIG. 8 are also best determined by such an empirical 
technique, when it is desired to include them. The counts R 
and A are maintained during a large number of cycles of a 
number of memory blocks, and the differences among the 
different blocks are statistically expressed in some manner, 
such as by a standard deviation of a population of such 
differences. This column can be useful for the purposes of 
evaluating various tradeoffs between desired precision and 
necessary memory space required to store the counts, and 
diagnoses by the user of the memory system, but will usually 
not be used by the controller 11 during operation of the 
system. 

[0052] Although the examples described herein are for 
maintaining a count of the number of erase/rewrite cycles 
experienced by blocks of a ?ash EEPROM system, these 
techniques can also be applied with similar advantages to 
counting other events in such a system, particularly when a 
separate count of an event is maintained for each block or 
group of blocks of memory cells. One example is to count 
the number of times that individual blocks are subjected to 
margin scanning data recovery techniques, as an indication 
of some problem with those blocks. Another example is to 
count the number of times that an error correction code 
(ECC) was actually engaged in order to recover the user data 
of an otherwise unreadable sector. Another is to keep track 
of the number of times that blocks need to have the data 
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therein refreshed to their proper margin levels by scrubbing 
in order to compensate for disturbances that have occurred 
over time. In these and other situations, a large number of 
such events experienced by a block, a sub-block (sector), or 
a group of blocks gives an indication that there is some 
problem With them. This information can be used by the 
memory controller to replace the block, sub-block, or the 
group of troubled blocks, or take some other remedial 
action. 

[0053] Further, the counting techniques described above 
are not limited to use With ?ash EEPROM or other non 

volatile memory systems. These techniques have application 
in any electronic system Where it is necessary or desirable to 
keep a count of one or more events occurring in the course 
of the operation or by the use of the system. 

[0054] Although the various aspects of the present inven 
tion have been described With respect to speci?c exemplary 
embodiments, it Will be understood that the invention is 
entitled to protection Within the full scope of the appended 
claims. 

Appendix 

[0055] A NeW Compressed Stochastic Integer Event 
Counter Scheme 

[0056] This idea is applicable to any situation When a 
record of the number of times a certain event has occurred 
must be kept. The usual Way of keeping track of the number 
of times an event has occurred is to devise a counter that is 
incremented every time an event takes place. If the maxi 
mum number of times the event can possibly occur is M 
times, then to store this information the counter requires 
N=log2M bits. So, as an example, if one Wants to keep track 
of up to 1 million events, then one is forced to devote 20 
bitse3 Bytes to the storing of this count. Note that 20 
bits=2.5 Bytes=20 bits, and 22O=1048576. NoW, if many 
such event counters are required, then the total memory 
required to store all the counts can be substantial. This is 
exactly the case When it comes to implementing hot counts 
in ?ash memories on the basis of one counter per sector. 
Also, the updating of the hot count of each sector on every 
occasion that the sector is either programmed or erased can 
be a burden in terms of both performance speed of the 
memory and the Wear produced by the frequent updating of 
the each sector’s hot count. Each 512 Byte sector Which has 
included hot count has traditionally required 3 extra Bytes to 
store the number of times the sector has been cycled 
(programmed and erased). 

[0057] The Simple Approach Using a Fixed Probability of 
Incrementation 

[0058] The neW idea alloWs the compression of the 3 hot 
count Bytes per sector to 1 hot count Byte per sector. If one 
is Willing to give up precision, then in its simplest form the 
neW hot count scheme is as folloWs: using a 12 bit pseudo 
random number generator, one can generate a probability p 
(in this case p=1/4096=0.0002441). One Way of generating 
this probability is by generating a random 12 bit binary 
integer on every occasion that a sector is being programmed, 
or erased. If this 12 bit integer matches a particular 12 bit 
integer (say 101111010001), then, and only then, Will the 
counter corresponding to the sector that is about to be 
Written be incremented. Note that 212=4096. Every time a 
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sector is programmed, there is a probability p that the 
counter of this sector is increment by the integer value 1. On 
the average, every 4096 programming events Will increment 
the counter once. 

[0059] NoW, We have to distinguish betWeen the actual 
count, A, Which is the actual number of times a given sector 
has been programmed, and the representation of this count, 
R, Which is roughly 4096 times smaller than A. What We 
record and keep track of is R=r. The value of R at any given 
time Will not exactly determine the value of A=a, but Will 
give a ball park estimate of the value of A. When R is small, 
then R is a very poor indicator of A, but as R becomes larger, 
then R becomes a more accurate indicator of A in a relative 

sense. Here “R”, and “A” represent random variables, 
Whereas “r”, and “a” represent certain integer values that 
these random variables can take. 

[0060] We can de?ne E as the event of R being incre 
mented. Then: 

[0061] Rrobability (E)=Pr(E)=p, and Probability (not 
E)=Pr(E)=1-p 

[0062] “r”=number of times that E occurs in “a” 
trials=random variable With probability density func 
tion f(r|a) given by the binomial distribution: 

[0064] {The standard deviation of R}=SD(R)=\/ 
[a'P'(1-P)] 

[0065] The above formulas are Well knoWn for the bino 
mial distribution. 

[0066] For the purposes of this hot count scheme We need 
to knoW the expectation value of A given some knoWn value 
of R, and the standard deviation of A given some knoWn 
value of R. This is because at any given time only the value 
of R is stored and can be retrieved, and no knoWledge of the 
exact value of A has been retained. 

[0067] One is tempted to Write Exp(A|R=r)=r/p. While this 
may be correct, to be sure, Bayes Theorem has to be invoked 
to derive an expression for Pr(R=r|A=a)=f(a|r), and then this 
probability density function can be used to calculate 
Exp(A|R=r), and SD(A|R). Bayes Theorem states the fol 
loWing: 

[0068] The denominator of the right hand side of the 
above equation can be reWritten by using the folloWing 
identity: 

[0069] Where We knoW the actual count A can never be 
smaller than the representation R (hence the summation 
starts from r), and We assume that the actual count A can 
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never exceed some large number M (say: M=1000000 or 

M=10000000). Therefore {A=r, A=r+1, A=r+2, . . . ,A=M} 
forms a partition. Also, by the de?nition of conditional 
probability: 

[0070] There is a theorem in statistics called “The Admis 
sibility of Uniform Distribution for Bayesian Estimates” that 
states in cases such as We have here, it is safe to assume that 

the random variable A is uniformly distributed. In other 
Words, if We assume that the actual count can never exceed 

M, and We do not knoW the value of the representation R, 
then the value of A at some random instance in time can be 

any integer from 0 to M, With each integer value having the 
same likelihood as any other. Therefore, Pr(A=s)=constant= 
(1/(M+1)), and We can pull this constant out of the summa 
tion: 

Fr 

[0071] and because A is uniformly distributed We knoW 
that Pr(A=s)=Pr(A=a) for any value of s, and any value of a: 

[0072] Where: 
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[0073] Therefore: 

r) , p'u - pl“) 

(1 — PW”) 

1: 

: f(a| r) : probability that (A : a) 

given that (R : r) 

[0074] The average value of A given R=r is given by: 

[2:0 

[0075] The variance of (A|R=r) is: 

M M 2 

[Expo | R = of = [Z LIZ-mm] - [2 Mom] 0:0 [2:0 
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[0076] The Standard Deviation of A given R=r is: 

[0077] As is apparent from the above formulas, even in 
this simple case Where p=constant, the calculations require 
computer programs. HoWever, Wald’s Equation (See the 
book STOCHASTIC PROCESSES by Sheldon M. Ross, 
from John Wiley & Sons (1983) pp 59) can be used to 
readily arrive at the following expression for: Exp(A|R=r)= 
Exp(R|A=a)/p=r/p. Therefore, in the case that p=1/4096, 
then: Exp(A|R=r)=4095~r 

[0078] Another method of calculating both the expectation 
values, and the standard deviations of A, given some value 
of R=r is by performing Monte Carlo Simulations. These 
simulations are particularly useful When a more complicated 
algorithm is adopted such as the “r dependent p value 
algorithm” discussed in the next section. Also since any 
random number generating scheme really generates a 
pseudo-random number With a distribution that may not be 
perfectly uniform, the best platform on Which to perform the 
Monte Carlo simulation consists of the same processor and 
?rmWare that Will go into production. In this Way, the 
imperfections of the random number generating scheme are 
also incorporated into the simulation. 

[0079] The Monte Carlo simulation for this simple case 
Will consist of 2 phases. The ?rst phase consists of tWo 
loops, With one loop nested inside the other loop. The inner 
loop Will increment the actual count “a” by one upon every 
pass. Also every time the integer “a” is incremented, a 12 bit 
random binary integer, b, is generated, if and only if this 
integer becomes equal to “101111010001”, then the repre 
sentation “r” is incremented. As discussed previously the 
probability for such a match is 1 in 4096. Note that both “a” 
and “r” are set to Zero Within the outer loop, and outside the 
inner loop. This alloWs every trial to start With a=0 and r=0. 
The inner loop is repeated as long as r<256. On the average 
the inner loop Will be run 1 million times. The inner loop 
simulates What happens to the hot count of a single sector as 
the sector is cycled for roughly one million times (until r 
saturates at 2551O=111111112). This can be referred to as a 
single trial. On the other hand, the outer loop simulates many 
trails. The outer loop can be run 10000 times to produce a 
statistically signi?cant sample of many trials. In order to 
minimiZe the data that has to be stored during the ?rst phase, 
We need only to record those values of “a” Which correspond 
to incrementing “r”. One ?le can be devoted to each ?xed 
value of “r”. So, for example, the ?le named r123.out Will 
contain 10000 integers Which are the values of “a” each time 
“r” just became 123 across the 10000 trails. We Will produce 
255 output ?les. In phase 2, each of the 255 output ?les is 
processed to obtain the mean and the standard deviation for 
each of the 255 nonZero values of “r”. 

[0080] A More Complex Approach Using a Variable Prob 
ability Value of Incrementation 

[0081] Amore complex algorithm can be adopted in order 
to keep the ratio of (the standard deviation of A given R=r) 
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to (the expectation value of A given R=r) more or less 
constant for different values of “r”. This is useful because it 
limits the relative uncertainty in the value of “a” based on 
the knoWledge of the value of “r”. In this neW scheme, the 
probability “p” that “r” gets incremented is related to the 
current value of “r”. 

[0082] If 0§r<16, then p=1/2O=1.0 

[0083] If 16§r<32, then p=1/21=1/2=0.5 

[0084] If 32§r<48, then p=1/22=1/4=0.25 

[0085] If 48§r<64, then p=b 1/23=1/8=0.125 

[0086] 
[0087] 

[0088] 
[0089] If 240§r<256, then p=1/215=1/32768= 

0.0000305 

[0090] “r” can be represented as a simple count from 
00000000 to 11111111 in binary form, With a decimal 
equivalence being from 0 to 255. In Hex, the value of “r” can 
range from 00h to FFh. Each user of the hot count “r” Will 
be provided With a table that provides a mean value of A, and 
a standard deviation of A for each of the 256 different values 
of “r”. Alternatively, “r” can be represented in the form of a 
4 bit mantissa and a 4 bit exponent, as discussed later. But 
this later representation is cumbersome at best. 

[0091] The Monte Carlo simulation for this scheme is very 
similar to the previously discussed simple scheme, With the 
difference that noW the value of “p” Will depend on the 
current value of“r”, as explained above. 

[0092] A NeW Hot Count and Counters Scheme for a 
Speci?c Memory 

[0093] Each page (64 sectors) Will have a single, Byte 
long, hot count that Will be stored out of the page itself, and 
in a table in another page. The hot count Will be updated in 
the controller RAM every time it is decided that the count 
requires incrementing. Every time a page is erased a deci 
sion Will be made to either increment the corresponding hot 
count or not to increment it. In this scheme the chances of 
incrementing the hot count Will roughly be inversely pro 
portional to the present value of the count. 

[0094] The table containing the hot counts Will have to be 
about 5000 Bytes in order to contain the hot counts of about 
5000 pages. Assuming 230=1 Gbit, then 4096 pages are 
required to have a user capacity of 1 Gbit. Atable consisting 
of only 10 sectors Will be able to contain the hot counts of 
the entire chip. Each subsequent Byte of this table corre 
sponds to the hot count of the next physical page. As several 
pages are being Written, the hot counts can be updated in the 
RAM, until a partition boundary is encountered, at Which 
point the sector containing the hot count table corresponding 
to the partition is updated in one shot. We can de?ne a hot 
count table as consisting of 64 Bytes each of Which is the hot 
count of a single page Which belongs to the same partition. 
One hot count table is not split across tWo sectors (i.e. each 
“hot count table sector” contains 8 entire “hot count tables”). 

[0095] Every time a read or Write operation crosses over a 
partition boundary, then one hot count table sector is 
updated, and all hot count table sectors are read and pro 
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cessed so that Wear leveling, scrubbing, and retirement 
activity may noW be performed. The logical order of the hot 
count Bytes represents the physical order of the correspond 
ing pages. Also, The logical order of the hot count tables 
represents the physical order of the corresponding partitions. 

[0096] Updating of a hot count sector Will normally not 
even require an erase, because as With any other sector, the 
updating of a sector only requires Writing the sector data in 
a neW pre-erased sector, and updating the map to re?ect 
Where the most recent version of the data resides. Since a 
partition consists of 64 pages, the hot counts corresponding 
to the partition Will be 64 bites only. In this scheme the 
single Byte hot count of each page is incremented only 256 
times during a million cycles. So, even if We Would update 
the hot count of each page as soon as it Was incremented, and 
the sector containing the hot counts of 512 pages Were never 
moved around, then the hot count table sector should be 
updated 512*256=131072 times. This assumes that each and 
ever) one of these 512 pages have been cycled 1 million 
times. If user sectors can tolerate 1 million cycles, then hot 
count sectors too can tolerate 131 thousand cycles. 

[0097] The Hot Count Scheme: 

[0098] The 8 bit count corresponding to each page Will 
consist of 4 bits of mantissa, M, and 4 bits of exponent, E. 
So if the hot count reads: 01010010, then M=01012=51O and 
E=00102=21O. Because in this eXample the eXponent is 210, 
We have to add a corrective term, A=11002 to the mantissa 
to generate an effective Mantissa, N, Where N=N(E), and 
A=A(E) are functions of E. 

[0099] NoW the actual hot count in base 10 is: 

N(E)10*210**E10=[M+A(E)]*(2**E) 
[0100] Alternatively, the hot count in base 2 is: 
N(E)*(10)**E 
[0101] For counts from 0 to 15 every erase of the page Will 
increment the hot count With 100% certainty. For counts 
from 16 to 46 every erase has a 50% chance of incrementing 
the hot count. 

[0102] In general the probability, p, of incrementing is a 
function of E given by: p=1/(2**E) 

[0103] The folloWing are values of A(E): 

[0104] A(0000)=0000, 
[0105] A(0001)=1000, 
[0106] A(0010)=1100, 
[0107] A(0011)=1110, 
[010s] A(0100)=1111, 
[0109] A(0101)=1111, 
[0110] A(0110)=1111, 
[0111] A(0111)=1111, 
[0112] 
[0113] A(1111)=1111 

[0114] The largest possible number, L, is given by, 
M=1111, and E=1111: 

[0115] L=(1111+1111)*((10)**(1111)=101579210 
[0116] The smallest p is 1/32768. 
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[0117] This same methodology can be applied to counts of 
counter activity also. Please see the attached EXcel Work 
sheet for the details of this scheme. Because cycled cells age 
more sloWly When they have been cycled many times, as 
compared to the beginning of life, this proportionate hot 
count Will have enough resolution for both Wear leveling and 
retirement purposes. 

It is claimed: 
1. A method of maintaining a compressed count of a 

number of occurrences of an event that recurs during opera 
tion of an electronic system, comprising: 

determining Whether another event having a random or 
pseudo-random probability P of occurring in response 
to individual occurrences of said system event has 

occurred, and 

updating a compressed count of the number of occur 
rences of said system event on those occasions When 
the randomly or pseudo-randomly occurring event has 
occurred. 

2. A method of maintaining a compressed count of a 
number of occurrences of an event that recurs during opera 
tion of an electronic system, comprising: 

generating a random number upon individual occurrences 
of the event, 

determining When a generated random number matches at 
least one predetermined value, and 

in response to the generated random number matching 
said at least one predetermined value, updating a com 
pressed count of the number of occurrences of the event 
Within the electronic system. 

3. The method of claim 2, Wherein said at least one 
predetermined value is one of N distinct values of random 
numbers that are possible to be generated, a maXimum 
expected number M of events are permitted to occur in the 
electronic system, and the compressed count is maintainable 
up to at least a number equal to M divided by N. 

4. The method of claim 2, additionally comprising seed 
ing the random number generator upon initialiZation of the 
electronic system With a number generated by a second 
random number generator. 

5. The method of claim 2, Wherein determining When the 
generated random number matches said at least one prede 
termined value takes into account the number of said events 
that have cumulatively occurred in order to decrease a 
probability that the match Will occur for an individual 
generated random number as the cumulative number of said 
events increases. 

6. The method of any one of claims 2-5, Wherein the 
method is carried out in an electronic system including 
non-volatile ?ash memory and the recurring event includes 
erasure of an addressed portion of the ?ash memory. 

7. The method of claim 6, Wherein both generating the 
random number and determining When the generated ran 
dom number equals said at least one predetermined value 
occur during an individual erase voltage pulse applied to 
said addressed portion of the ?ash memory system. 

8. A ?ash EEPROM system, comprising: 

a plurality of blocks of non-volatile memory cells Wherein 
the cells Within individual ones of the blocks are 
simultaneously erasable, 
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a controller including a micro-processor that controls a comparator that causes at least one of the counts 
programming of data into addressed blocks of memory associated With one or more addressed blocks being 
cells, reading data from addressed blocks of memory erased to be updated When the generated random num 
cells and erasing data from one or more of addressed ber matches a predetermined at least one of Possible 
blocks of memory cells at a time, numbers generated by the random number generator. 

9. The system of claim 8, Wherein the number generator 
storage provided Within the plurality of blocks of memory is characteriZed by generating one of a controlled total 

cells that maintains counts associated With individual number of possible different random numbers, and Wherein 
Ones of the memory C611 blocks, said total number of possible different random numbers is 

controlled by said at least one of the counts associated With 
a number generator that randomly generates a number in one or more addressed blocks being erased. 

response to one or more of the addressed blocks being 
erased, and * * * * * 


