
US 20040078602A1 

(19) United States 
(12) Patent Application Publication (10) Pub. N0.: US 2004/0078602 A1 

Rothbarth et al. (43) Pub. Date: Apr. 22, 2004 

(54) METHOD AND SYSTEM FOR SHARING (52) US. Cl. ............................................................ .. 713/201 
STORAGE SPACE ON A COMPUTER 

(75) Inventors: James N. Rothbarth, St. Louis, MO (57) ABSTRACT 
(US); Paul Becker, Eureka, MO (US) 

Correspondence Address? An application and method for transmitting copies of data to 
POWERS LEAVITT AND a remote back-up site for storage, and for retrieving copies 

of the previously stored data from the remote back-up site. 
?6NTlI:_I1\gE(T)g(l:P0LITAN SQUARE A user designates ?les from an originating computer for 
ST LOUIS MO 63102 (Us) Which to transfer copies to a destination computer. A 

’ uniquely assigned application ID is used to identify the 
(73) AssigneeZ PB&J Software, LLC location of the second computer. The originating computer 

submits a transfer request to the destination computer. The 
(21) Appl. No.: 10/682,355 destination computer authenticates the transfer request. If 

_ the request is authenticated, the originating computer trans 
(22) Flled? 061- 9, 2003 fers copies of the designated ?les to the destination com 

_ _ puter at the identi?ed location via a communication net 
Related U‘S‘ Apphcatlon Data Work. Alternatively, a user designates previously stored ?les 

(60) Provisional application NO 60/417 448 ?led on Oct to retrieve from the destination computer. The originating 
10 2002 ' ’ ’ ' computer submits a retrieval request to the destination 

’ ' computer for the designated back-up copy ?les. The desti 

Publication Classi?cation nation computer authenticates the retrieval request. If the 
request is authenticated, the destination computer transfers 

(51) Int. Cl.7 ..................................................... .. H04L 9/00 the requested ?les to the originating computer. 

F108 5 1 0 
1 D FRONT END SERVER J6 _ 

IDENTIFICATION ROUTINE 131 

DATABASE 

ASSIGNING ROUTINE J3 

102x 
ORIGINATING COMPUTER 

112 

ORIGINATING CRM 

FILES 

116 

ORIGINATING 
APPLICATION 

106 

f1 04 
DESTINATION COMPUTER 
122 

DESTINATION CRM 

ENCRYPTED FILES 

115 [ 
DESTINATION 
APPLICATION 

128 

124 

126 

\\ 

ORIGINATING USER 
INTERFACE 

—I INPUT DEVICE \ 
II 

118 

USER I/ 

120 

DESTINATION USER 
134 INTERFACE 

135 

\I INPUT DEVICE 
132 



Patent Application Publication Apr. 22, 2004 Sheet 1 0f 14 US 2004/0078602 A1 

FIGURE 1 
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FIGURE 1A 

Welcome to BackupSlream§ 

we|comeg 3 Type the BadapSiream ID you were provided intn the box 
I ‘ beiow. wfm a valid Badup5treerr® 1D is entered, you will 

' _ be aimed to click Nextln cm?rue. Click Cancel 110 quit 

Ciick here if do not have a Ba Stream ID. 
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FIGURE 15 

Partner Management 
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1' Type the BKkLQ‘JSiTBBM‘ 1 ID ufym; new partner into the box 
j beiaw. Winn a valid EacicqJEimeeam1w ,: ID is entered, you will 
‘i be albwed in d'ck Nextin cm’iiue. Ciick Cancel ifyou've' 
dlangedyar m'ni. 

BadapSh'eam" 1D: 

‘ ID entered is not were véd Bad<up$nfeani "ID. 

Next 
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FIGURE 2 
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FIGURE 2A 

Choosing files for backup ' 

Choose types to inciude 
The most common data ?le types are shown here. Place diecksmarks on he types you'd like 
to Include by clicking on them, 
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FIGURE 28 

Choosing files for backup , ‘ 

Choose a schedule 
‘Chouse how u?aen you'd iike Badawtream in badqp your ?les. 

Select the hour in begin ihe badmp. 

12 PM 

Click Next when you're happy with yeur choices. 

a * 
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FIGURE 2C 
m 

Choose a scheduie 
Choose how often you'd like aadmpstream in badup your ?les. 

.1} 
Every two hours 
Ever four hours I 
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FIGURE 2D 

Welcome to Backupsiream' 

we|comeg ‘ Be?m'e any ?ies are starred on parmers‘ computers, they are 
?rst encrypted ?zr ycu' seurity. BackupStreami w: needs a 

1 passd'rase in use for this anyptbnldecryption. 
t BadagaSimam ‘ will raver prompt you far this passphrase 
I dw'ng darn-day uperatims, but shouts} you ever reinstali 
; BadmpSu'Bam" ?'om scratd‘z, You wit? need t0 know this 
f pamrase to acaess ?les shared on partners‘ compuhers. It is 
§ vital matyw douse a passphase thatyou can easily 

1: Type ya! aicryp?onfdecqptim passpht'ase: 

; i 
: Type you tion passphrase again: 
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FIGURE 2E 

it?“ Restore 

Restoration Options 

latest versions available. 
Restore ALL ?les to their original locations. BackupStream will use the 

Let me choose which ?les to restore and where to restore them. 
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FIGURE 3 
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FIGURE 3A 

315 

Par’; ner Management 

- ' ' Here you can type a name for your partner. Any name will do; 
Addmg a partner it doesn't have tube formal‘ Next, decide the maximum ' 

storage space you'd like to give this parinerr Click Cancel in 
ex it without making changes. ‘Click Next'tn proceed in the 
Pa‘ssphi'ase screen. ' ' 

Name: 1 i 
Maximum sinrage spacejin megabytes)‘: 0 MB 

'‘ Cancel 
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FIGURE 38 

Partner Management 

Adding a partner A passphrase de?nes thekey that is mutually shared by you» 
and this partner. It must be EXACTLY the same on both 
computers (yours and your pariner's) ?nr a connection between 
you and the partner to be authorized, so be careful with spaces 
and punctuation. 
After you type the new passphrase, you may‘ want in compare 
the "Fngerprint‘vI with your partner to ensureyou have both 
.Vtyped the‘ same passphrase. ’ 7 

When you aredonej click Done, *Ciickv Undo if you ‘make a 
mistake. Clicking Cancel will quit and cause allsoftyour changes 
in this partneriw be lost, and clicking ‘Previous will/take you 
back in edit partner details. 
New passphrase [unchanged ?'om shared] 

1 
Fingerprint: da39a 
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FIGURE 5 
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METHOD AND SYSTEM FOR SHARING 
STORAGE SPACE ON A COMPUTER 

FIELD OF THE INVENTION 

[0001] The invention relates to a system and method in 
Which tWo or more users back-up computer ?les by agreeing 
to share storage space on the their computers. In particular, 
the invention relates to a system and method for selectively 
transferring encrypted copies of ?les from an originating 
computer to storage space on a destination computer. 

BACKGROUND OF THE INVENTION 

[0002] It is common practice for computer users to store 
computer ?le data on computer readable media (CRM) such 
as CD-ROMs, digital versatile disks (DVD), magnetic cas 
settes, magnetic tape, magnetic disk storage, or magnetic 
hard disk drives. HoWever, data stored on such storage 
devices can be lost due to ?re, ?ood, theft, or any other event 
that adversely affects the storage medium. Therefore, it is 
often Wise to generate a back-up copy of computer ?le data 
for storage at an off-site location in order to prevent destruc 
tion of both the original data and the back-up copy by the 
same catastrophic event. 

[0003] HoWever, current methods of generating and main 
taining back-up copies of ?le data are often inef?cient. For 
example, some existing back-up operations involve creating 
a copy of all the data stored on the CRM. Although this 
method provides complete protection, it can be time con 
suming and can cause unnecessary Wear on the mechanical 

components of the disk drive. Moreover, storage space could 
be saved at the back-up site by alloWing the user at the 
origination site to designate one or more ?les for storage at 
a destination site. 

[0004] Some systems require physically transporting the 
storage medium containing the back-up copy to the back-up 
site. Such transportation may lead to further expense and 
opportunities for media damage. In addition, these prior 
methods do not provide an efficient system and method for 
retrieving the stored data from the off-site location. 

[0005] Moreover, prior online data storage systems are 
located at knoWn sites on the Internet, and are therefore 
vulnerable to attack from malicious persons (i.e., hackers) 
attempting to access and/or modify data stored on such 
systems. In particular, these existing storage systems do not 
alloW computer users to communicate With other computer 
users via a communication netWork, such as the Internet, for 
the purpose of storing back-up data on the other’s computer. 

[0006] Thus, the need exists for a method and system for 
securely transmitting copies of data to a remote back-up site 
for storage, for retrieving copies of the previously stored 
data from the remote back-up site, and for verifying the 
transported data. A need also exists for a back-up system in 
Which additional equipment is not required and one or more 
users share storage space on their computers. A need also 
exists to make it more dif?cult, if not impossible, for 
malicious users to identify a remote back-up site for par 
ticular users. 

SUMMARY OF THE INVENTION 

[0007] The invention meets the above needs and over 
comes one or more de?ciencies in the prior art by providing 
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an improved application, method and server for securely 
transmitting copies of data to a remote back-up site for 
storage. In one embodiment, the invention utiliZes an appli 
cation that alloWs a user to prede?ne a schedule for auto 
matically transmitting encrypted copies of ?les from an 
originating computer to a selected destination computer for 
storage. By prede?ning a schedule for transmitting 
encrypted copies of ?les to the destination computer, the 
invention alloWs encrypted copies of ?les to be transmitted 
Without affecting user experience on either computer. In 
other Words, the transfer of encrypted copies of ?les from 
the originating computer to the destination computer can 
occur automatically, and Without the users of either com 
puter being aWare that the transfer is occurring. The features 
of the present invention described herein are less laborious 
and easier to implement than currently available techniques 
as Well as being economically feasible and commercially 
practical 

[0008] In accordance With one aspect of the invention, a 
softWare application includes computer executable instruc 
tions for transferring back-up copies of ?les from a ?rst 
computer to a second computer via a communication net 
Work. Designating instructions executed by the ?rst com 
puter designate ?les from the ?rst computer for Which to 
copy to the second computer. Identifying instructions 
executed by the ?rst computer identify the second computer. 
Transferring instructions executed by the ?rst computer 
transfer back-up copies of the designated ?les from the ?rst 
computer to the second computer at the identi?ed location 
via the communication netWork. 

[0009] In accordance With another aspect of the invention, 
a method is provided for transferring back-up copies of one 
or more ?les from a ?rst computer to a second computer. The 
method includes designating ?les from the ?rst computer for 
Which to transfer back-up copies to the second computer. 
The method also includes identifying a location of the 
second computer. The method further includes transferring 
the ?les from the veri?ed ?rst computer to the second 
computer via a communication netWork. 

[0010] In accordance With yet another aspect of the inven 
tion, a server is provided for facilitating the connection 
betWeen a ?rst computer and a second computer. The server, 
the ?rst computer, and the second computer are linked via a 
communication netWork. The ?rst computer transfers back 
up copies of ?les from the ?rst computer to the second 
computer. The server includes an assigning routine for 
assigning a unique identi?cation code to each of the ?rst and 
second computers. The server also includes a database for 
storing the unique identi?cation codes assigned to each of 
the ?rst and second computers, and for storing a correspond 
ing an Internet Protocol (IP) address of each of the ?rst and 
second computers. The IP addresses are identi?ed at the time 
the unique identi?cation codes are assigned. The server 
further includes an identi?cation routine responsive to input 
data received from the ?rst computer for identifying the IP 
address of each of the ?rst and second computers as a 
function of the input data. The input data is the unique 
identi?cation code of the second computer. The identi?ca 
tion routine queries the database to identify the IP address of 
the second computer. The ?rst and second computers use the 
identi?ed IP addresses for initiating a communication ses 
sion and for transferring back-up copies of ?les therebe 
tWeen. 
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[0011] Alternatively, the invention may comprise various 
other methods and apparatuses. 

[0012] Other features Will be in part apparent and in part 
pointed out hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a block diagram illustrating a back-up 
system Wherein copies of ?les stored on an originating 
computer are encrypted and transferred to a destination 
computer. 

[0014] FIG. 1A is a screen shot illustrating an exemplary 
validation form of the invention. 

[0015] FIG. 1B is a screen shot illustrating an exemplary 
destination identi?cation form of the invention. 

[0016] FIG. 2 is a block diagram illustrating the compo 
nents of an application that alloWs ?les stored on the 
originating computer to be retrieved, encrypted and trans 
ferred to the destination computer. 

[0017] FIG. 2A is a screen shot illustrating an exemplary 
?le designation form of the invention. 

[0018] FIGS. 2B and 2C are screen shots illustrating an 
exemplary storage schedule forms of the invention. 

[0019] FIG. 2D is a screen shot illustrating an exemplary 
form for de?ning an encryption pass phrase. 

[0020] FIG. 2E is a screen shot illustrating an exemplary 
form for electing to retrieve a group of ?les or to retrieve 
individual ?les from storage. 

[0021] FIG. 3 is a block diagram illustrating the compo 
nents of an application that alloWs encrypted copies of ?les 
stored on the destination computer to be transferred to an 
originating computer and decrypted. 

[0022] FIG. 3A is a screen shot illustrating an exemplary 
destination storage amount form of the invention. 

[0023] FIG. 3B is a screen shot illustrating an exemplary 
authentication form of the invention. 

[0024] FIG. 4 is an exemplary ?oW diagram illustrating a 
method for transferring copies of ?les from an originating 
computer to a destination computer according to one pre 
ferred embodiment of the invention. 

[0025] FIG. 5 is an exemplary ?oW diagram illustrating a 
method for retrieving back-up copies from a destination 
computer according to one preferred embodiment of the 
invention. 

Corresponding reference characters indicate 
corresponding parts throughout the draWings. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0026] Referring ?rst to FIG. 1, an exemplary block 
diagram illustrates a back-up system 100 for transferring 
copies of ?les from an originating computer 102 to a 
destination computer 104. The originating computer 102 and 
destination computer 104 are coupled to a data communi 
cation netWork 106 such as the Internet (or the World Wide 
Web) to alloW the originating computer 102 and destination 
computer 104 to communicate. In the example of FIG. 1, the 
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invention employs an application that alloWs a user to 
designate ?les from the originating computer for Which 
back-up copies Will be transferred to the destination com 
puter 104, and alloWs the originating computer 102 to 
retrieve back-up ?les from the destination computer 104. 
The application of the invention also alloWs the originating 
computer to receive back-up copies of ?les from the desti 
nation computer 104. 

[0027] The originating computer 102 is linked to an origi 
nating computer-readable medium (CRM) 112. The origi 
nating CRM 112 contains an originating application 114, 
and stores one or more ?les 116. An originating user 118, 
using an originating user-interface (UI) 120 linked to the 
originating computer 102 designates one or more ?les 116 
stored on the originating CRM 112 for Which to transfer 
copies to a destination CRM 122 for storage. For example, 
the UI 120 may include a display 124 such as a computer 
monitor for vieWing forms requesting input from the user, 
and an input device 126 such as a keyboard or a pointing 

device (e.g., a mouse, trackball, pen, or touch pad) for 
entering data into such an input form. 

[0028] The destination computer 104 is linked to a desti 
nation CRM 122. The destination CRM 122 contains a 
destination application 115, and may store one or more 
encrypted ?les 128 previously transferred from the originat 
ing CRM 112. A destination user 130 using a destination UI 
132 linked to the destination computer 104 allocates the 
originating user 118 an amount of storage space on the 
destination CRM 122. For example, after the destination 
user 130 has agreed to become a storage partner With the 
originating user 118, the destination user 130 use an input 
device 135 to enter data into an input form being displayed 
on the destination display 134 to allocate the originating user 
118 10 megabytes of storage space on the destination CRM. 
Alternatively, the destination user 130 may allocate the 
originating user 118 all of the storage space on the destina 
tion CRM 122 (e.g., an entire hard drive). Notably, the 
originating application 114 and the destination application 
115 are the same application. In other Words, the application 
of the invention possesses dual functionality to alloW the 
same application to be used on both the originating com 
puter 102 and the destination computer 104. 

[0029] In one embodiment, a front end server (server) 108, 
also referred to as “Web server” or “netWork server,” is also 
coupled to the communication netWork 106, and alloWs 
communication betWeen the server 108 and the originating 
computer 102, and betWeen the server 108 and the destina 
tion computer 104. In this example, the originating computer 
102 and the destination computer 104 doWnload the origi 
nating application 114 and destination application 115, 
respectively, from the server 108 using the File Transfer 
Protocol (FTP). HoWever, the application of the invention 
can also be obtained through any other commercial trans 
action. The originating computer 102 and the destination 
computer 104 can also retrieve identi?cation data from the 
server 108 using the Hypertext Transfer Protocol (HTTP). 
As knoWn to those skilled in the art, FTP is a protocol 
commonly used on the Internet to exchange copying and/or 
transferring ?les to and from remote computer systems, and 
HTTP is a protocol commonly used on the Internet to 
exchange information. As described in more detail beloW, 
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identi?cation data includes an application identi?cation 
code and an Internet protocol address associated With a 
particular computer. 

[0030] The server 108 is coupled to a back-up database 
131 that store identi?cation data. For example, the back-up 
database 131 contains an Internet Protocol (IP) address and 
unique application identi?cation code (ID) for each of the 
originating and destination computers. As knoWn to those 
skilled in the art, the IP address uniquely identi?es a 
computer When it is connected to the Internet via an Internet 
Service Provider (ISP). In one embodiment, after a user 
loads the application of the invention for use on a particular 
computer by downloading or other copying, the server 108 
emails the user an application ID. The user then submits the 
application ID back to the server 108 via a validation form 
140 such as illustrated in FIG. 1A to validate the applica 
tion, and to associate the submitted application ID With the 
particular computer to Which the application Was doWn 
loaded. During this initial communication session, or any 
subsequent communication session, betWeen computer and 
the server 108, the server 108 records and stores the IP 
address of the computer submitting the application ID in the 
back-up database 131. The server 108 also executes an 
assigning routine 133 to assign the submitted application ID 
to the computer from Which the application ID Was submit 
ted. Thereafter, the application ID and corresponding IP 
address associated With that particular computer are main 
tained in the server database 131. As a result, the server 108 
can be used to obtain an IP address associated With the 
destination computer 104. For example, the originating user 
118 submits the destination ID to the server 108 via an 
identi?cation form 142 such as shoWn in FIG. 1B to identify 
the IP address of the destination computer 104. The server 
108 executes an identi?cation program 136 to verify that the 
submitted application ID is valid, and then queries the server 
database 131 to identify the last knoWn IP address associated 
With destination computer 104. As described beloW in FIG. 
2, the destination ID and corresponding IP address are also 
maintained in the originating computer 102. 

[0031] Moreover, the server 108 obtains the IP address of 
the originating computer 102 When the originating user is 
requesting the IP address of an existing partner. As knoWn to 
those skilled in the art, ISP providers frequently change the 
IP address assigned to a particular computer. As a result, the 
originating computer 102 may not be able to establish a 
connection With the destination computer 104. To verify that 
the originating computer 102 has the correct IP address 
stored for the destination computer104, the originating user 
118 contacts the server 108 in order to obtain the last knoWn 
IP address of the existing partner’s computer. During this 
subsequent communications session betWeen the originating 
computer 102 and the server 108, the server 108 again 
obtains and stores the IP address of the originating computer 
102. LikeWise, if the destination user 130 has sent a similar 
IP request to the server 108 for any computer sharing space 
With destination computer 104, the server 108 Will also have 
the IP address of the destination computer at the time the IP 
request Was made. Thus, the originating computer 102 can 
obtain the latest knoWn IP address of the destination com 
puter 104 from the server 108, and can attempt to establish 
a communication session With the destination computer 104 
via the latest knoWn IP address. 
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[0032] Notably, the server 108 is optional, as indicated by 
reference character 150, and is not necessary component of 
the back-up system 100 for transferring ?les betWeen the 
origination and destination computers. In other Words, if the 
originating computer 102 has the IP address of the destina 
tion computer stored in memory (e.g., originating database 
204), the originating computer 102 can communicate 
directly With the destination computer, and there is no need 
to communicate With the server 108. 

[0033] Referring noW to FIG. 2, a block diagram illus 
trates the components of a originating application 114 that 
alloWs ?les 202 (e.g., ?les 116) stored on the originating 
computer 102 to be designated, encrypted, and transferred to 
the destination computer 104 according to one preferred 
embodiment of the invention. 

[0034] In this embodiment, the origination application 114 
uses an originating database 204 and an originating program 
206 to transfer copies of ?les 202 from the originating 
computer 102 to the destination computer 104. The origi 
nating database 204 stores ?le designation data 208, desti 
nation identi?cation (ID) data 210, and storage schedule 
data 212, and authentication data 213. The originating 
program 206 includes originating designating instructions 
214 for designating ?les to back-up (i.e., copy to destination 
computer), identifying instructions 218 for identifying the 
destination computer, and transferring instructions 220 for 
transferring the encrypted ?les 202 to the destination com 
puter. 

[0035] Originating designating instructions 214 include 
instructions for displaying a ?le transfer designation form 
215 such as shoWn in FIG. 2A on the display 124. In this 
case, the ?le designation transfer form 215 alloWs the 
originating user 118 to select one or more ?le extensions 

(e.g., .txt, .doc, etc.). This alloWs the user to designate all 
?les from the originating CRM 216 (eg CRM 112) having 
the one or more selected ?le extensions for copying to the 
destination computer 104. In alternate embodiment (not 
shoWn), the user selects ?les from a list ?les (e.g., ?le list 
box shoWing ?les on computer), or the user uses a keyboard 
to type a speci?c ?le name. The ?les 202 designated by the 
user are stored as ?le designation data 208 in the originating 
database 204. 

[0036] Originating designation instructions 214 also 
include instructions for displaying a storage schedule form 
217, 219 such as shoWn in FIGS. 2B and 2C, respectively, 
to the user on the display 124. The storage schedule form 
217 alloWs the user to designate storage schedule data 212. 
The storage schedule data 212 identi?es one or more back 
up times for transferring copies of designated ?les from the 
originating CRM 216 to the destination computer. For 
example, the originating user 118 uses the originating UI 
120 to enter a speci?c time(s) of day, or time interval into the 
storage schedule form 217 to de?ne a personal back-up 
schedule for one or more ?les designated for back-up on a 
particular destination computer 104. Importantly, it is not 
necessary to communicate to the partner the content, the 
subject matter, or any information about the ?les. 

[0037] Identifying instructions 218 include instructions 
for displaying the destination identi?cation form 142 (see 
FIG. 1B). The destination identi?cation form 142 alloWs the 
user to identify the particular destination computer 104 to 
Which to transfer copies the designated ?les. In this case, a 



US 2004/0078602 A1 

“partner” (i.e., user of a particular destination computer) is 
identi?ed and added to the originating database 204 by 
entering the unique application ID (i.e., destination ID) that 
corresponds to the particular originating application 114 
stored on the destination computer 104. The originating user 
118 obtains the application ID corresponding to the particu 
lar destination computer 104 (i.e., destination ID) by com 
municating (e.g., verbal communication, email, etc.) With 
the partner (i.e., destination user). As described above, the 
destination ID is a unique identi?cation code assigned to the 
destination computer 104 When the originating application 
114 is purchased or doWnloaded from the server 108. The 
destination ID provides access to the corresponding IP 
address of the destination computer 104 through a lookup 
function eXecuted against the back-up database 131 main 
tained by the server (i.e., server database) or a third party. 

[0038] Originating transferring instructions 220 include 
instructions for initiating a communication session With the 
destination computer 104 in response to input received from 
a user 118 to transfer copies of the designated ?les to the 
destination computer 104. Originating transferring instruc 
tions 220 also include instructions for encrypting the copies 
of the designating ?les prior to transferring copies to the 
destination computer 104. In one embodiment, the originat 
ing application 114 utiliZes a Triple Data Encryption Stan 
dard (3DES) to secure (i.e., encrypt) the contents of the ?les 
prior to transfer. Before encryption instructions can be 
eXecuted, the user must ?rst supply a pass phrase via an 
encryption validation form 221 (see FIG. 2D) that is then 
cryptographically hashed and stored in the user’s registry. 
Thereafter, the hashed pass phrase is used to encrypt and 
decrypt ?les stored on partners’ computers. If the pass 
phrase is lost and cannot be remembered, the ?les stored 
remotely cannot be decrypted. 

[0039] After the ?les have been encrypted, the transfer 
instructions 220 execute and read destination ID data 210 in 
the originating database 204 to identify the destination 
computer 104, and then transfers the encrypted copies of the 
designated ?les to the identi?ed destination computer 104. 
Once stored on the destination computer 104, the encrypted 
?les 128 are meaningless to the partner. Even the ?le names 
are “hash codes” that are only meaningful to originating 
computer. In other Words, the partner cannot discern the 
content or names of the ?les that have been stored on the 
destination computer by the originating user. Although 
encrypting the ?les is not necessary, if encryption is not 
used, ?les stored on a given partner’s computer may possi 
bly be vieWed With a heX editor or other utility. 

[0040] Originating transferring instructions 220 also 
include instructions for automatically initiating a commu 
nication session With the destination computer 104 in 
response to storage schedule data. For eXample, after the 
originating user 118 assigns a schedule to a particular 
destination computer’s (i.e., partner’s) con?guration, the 
originating computer 102 initiates a communication session 
With the destination computer 104 to transfer encrypted 
copies of the designated ?les. Thereafter, back up can occur 
automatically at the back-up time(s) speci?ed in the storage 
schedule data. In one embodiment, automatic back-up only 
occurs on ?les that have been changed. Importantly, auto 
matic back-up alloWs the transfer of encrypted copies of ?les 
202 from the originating computer 102 to the destination 
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computer 104 to take place Without the users of computers 
102, 104 being aWare that the transfer is occurring. 

[0041] The originating program 206 also includes desti 
nation-designating instructions 222 for designating ?les to 
retrieve from the destination computer 102, and retrieving 
instructions 224 for retrieving the designated ?les from the 
destination computer 104. Destination designating instruc 
tions 222 include instructions for displaying a ?le retrieval 
form 225 (see FIG. 2E) to alloW the user to retrieve a group 
of ?les or individual ?les. File retrieval designation forms 
(not shoWn) are similar to ?le transfer designation forms. 
More speci?cally, the user can designate a group of ?les 
(e.g., ?les having the same ?le type extension) for retrieval 
(e.g., FIG. 2A), or the user can particular ?les by ?le name. 
The ?les entered or selected by the user 118 are then stored 
as destination ?le designation data 226 in the originating 
database 204. 

[0042] Retrieving instructions 224 use the previously 
identi?ed IP address associated With the particular applica 
tion ID of the destination computer 104 to initiate a com 
munication session betWeen the originating computer 102 
and the destination computer 104 to retrieve the designated 
?les from the destination computer. As described above in 
reference to FIG. 1, if the IP address of the destination 
computer has changed, the originating application 114 can 
contact the server 108 and submit the previously obtained 
destination ID of the destination computer 104 to query the 
server’s database 131 for the latest IP address of the desti 
nation computer 104. The server 108 not only delivers the 
last knoWn IP address of the desired application ID, but also 
stores the IP address of the computer submitting the appli 
cation ID. In this Way, the server 108 maintains the latest IP 
address for that particular computer in the server database 
131. In one preferred embodiment, the retrieving instruc 
tions 224 further include instructions for decrypting 
retrieved encrypted ?les. The originating application 114 
can also utiliZe the Triple Data Encryption Standard (3DES) 
to decrypt the contents of the encrypted ?les. 

[0043] Receiving instructions 226 include instructions for 
initiating a communication session With the destination 
computer 104 in response to a transfer request received from 
the destination computer 104 to transfer copies of the 
designated ?les on the destination computer 104 to the 
originating computer. 

[0044] Referring noW to FIG. 3, a block diagram illus 
trates components of a destination application 115 alloWing 
encrypted copies of ?les 302 received from an originating 
computer 102 to be stored on the destination computer 104. 

[0045] In this embodiment, the destination application 115 
uses a destination database 304, and a destination program 
306 to store of back-up copies of ?les from the originating 
computer 102 onto the destination computer 104. The des 
tination database 304 includes ?le storage data 308, storage 
amount data 310, and authentication data 312. File storage 
data 308 identi?es encrypted ?les and/or post-transfer data 
regarding ?les received from the originating computer 102 
and stored on the destination CRM 314 (e.g., CRM 122). For 
instance, post-transfer data includes the total amount of disk 
space currently being used to store back-up copies of ?les 
from the originating computer. The storage amount data 310 
identi?es an amount of storage space (i.e., disk space) on the 
destination CRM 314 that the destination user 130 has 
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authorized for use by the originating user 118. The destina 
tion user 130 can allocate the originating user 118 a feW 
megabytes or an entire hard drive of storage space on the 
destination computer 104. For example, the destination user 
130 uses a storage amount form 315 such as shoWn in FIG. 
3A to enter an amount of storage space that has been 
mutually agreed upon by both users 118, 130. The authen 
tication data 312 includes authentication information used to 
verify that the originating user 118 is authoriZed to store ?les 
on the destination computer 104, and/or retrieve ?les from 
the destination computer 104. 

[0046] The destination program 306 includes ?le storage 
instructions 316, authentication instructions 318, and trans 
ferring instructions. The destination program 306 can be 
executed by the destination user 130, or by the originating 
program 206. For instance, the destination user 130 executes 
the storage instructions 316 to de?ne and authoriZe a maxi 
mum amount of storage space on the destination CRM 314 
for storing ?les from the originating computer 102. In 
another embodiment, the storage instructions 316 include 
instructions for determining Whether suf?cient storage space 
is available on the destination CRM 314 to store copies of 
?les from the originating computer 102. For example, upon 
execution, the storage instructions retrieve ?le storage data 
308 identifying the amount of disk space currently being 
used to store copies of ?les from the originating computer 
102 (e.g., post transfer data). The storage instructions 316 
then compare the storage amount data 310 de?ned by the 
destination user 130 to the ?le storage data 308 to determine 
if storage space is available. If suf?cient storage space is 
available, the one or more ?les are stored on the destination 
CRM 314. If suf?cient storage space is not available, the 
storage instructions 316 display a message on the originating 
display that informs the originating user that there is insuf 
?cient storage space. 

[0047] The originating user 118 executes the destination 
program 306 by executing the retrieval instructions 224. As 
discussed above in reference to FIG. 2, When the retrieving 
instructions 224 are executed, a communication link is 
established betWeen the destination and originating comput 
ers to selectively retrieve one or more encrypted ?les. After 
the communication link is established, the retrieving instruc 
tions 224 read the destination ?le storage data 226 from the 
originating database 206, and retrieve one or more encrypted 
?les from the destination CRM 314. Thereafter, the desti 
nation transferring instructions 320 transfers the designated 
encrypted ?les to the originating computer 102. 

[0048] Authentication instructions 320 include instruc 
tions for determining Whether the originating user 118 is 
authoriZed to store ?les on the destination CRM 314, and/or 
is authoriZed to retrieve ?les from the destination CRM 314. 
For example, When the originating computer 102 contacts 
the destination computer 104 for a communication session, 
the destination computer 104 executes authentication 
instructions 320. The authentication instructions 320 include 
instructions for retrieving previously de?ned authentication 
data such as a passWord. For example, after the originating 
user 118 and destination user 130 have agreed to become 
storage partners, they each de?ne a mutually agreed pass 
phrase to store as authentication data in the originating 
database 204 and destination database 304, respectively. In 
one embodiment, an authentication form 321 such as shoWn 
in FIG. 3B is used by both users 118, 130 to enter the 
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mutually agreed upon passWord. The authentication instruc 
tions 320 also include instructions for comparing the authen 
tication data 213 stored in the originating database 204 to the 
authentication data 314 stored in the destination database 
304. If the authentication data 213stored in the originating 
database matches the authentication data 314 stored in the 
destination database 304, the originating application 114 is 
alloWed to access the destination CRM 314 for ?le storage 
and/or ?le retrieval. By comparing the prede?ned authenti 
cation data, the user 118 is not required to enter a passWord 
during future back-up session betWeen the originating com 
puter 102 and the destination computer 104. 

[0049] Referring noW to FIG. 4, a How chart illustrates a 
method for transferring back-up copies of one or more ?les 
from the originating computer 102 to the destination com 
puter 104. At 402, the user uses UI 118 to designate ?les 
from the originating computer 102 for Which to transfer 
copies to the destination computer 104. At an optional step 
404, the user uses the UI 118 to de?ne ?le parameter data for 
the designated ?les. For instance, the user may use the UI 
118 to de?ne back up schedule data. Back up schedule data 
includes speci?c times and/or intervals for transferring the 
designated ?les. As described above, authentication data 
may include a passWord, or pass phrase, that has been 
mutually agreed upon betWeen partners. At 405, the user 
uses UI 118 to de?ne identi?cation data to identify the 
destination computer. Identi?cation data includes a unique 
application ID (i.e., destination ID) that corresponds to the 
particular destination application 115 stored on the destina 
tion computer. At 406, the originating application 114 uses 
the identi?cation data to determine the location of the 
destination computer 104. As described above, the destina 
tion ID provides access to the corresponding IP address of 
the destination computer 104 through a lookup function 
executed against the database 131 maintained by the server. 
At 408, the user uses the UI to de?ne Whether the transfer 
of back-up copies to the destination computer initiates 
manually or automatically. The originating application 114 
determines Whether the user has de?ned the transfer of 
back-up copies to occur manually or automatically at 409. 

[0050] If the application determines the transfer of back 
up copies is de?ned to occur manually at 409, the originating 
application 114 Waits for the user to initiate a transfer request 
at 410. For example, the user uses a mouse to click a transfer 

button on a form (not shoWn) being displayed to the user via 
the display, and the originating computer request a commu 
nication session With destination computer having the iden 
ti?ed IP address. The destination application 115 receives 
the transfer request at 411. At 412, the destination applica 
tion 115 authenticates the transfer request to determine 
Whether the originating computer is authoriZed to transfer 
?les to the destination computer 104 for storage. As an 
example, authentication may involve comparing authentica 
tion data received from the originating computer along With 
the transfer request to authentication data stored on the 
destination computer 104. As described above in reference 
to FIG. 2, authentication data includes a passWord previ 
ously de?ned by users 118, 130 and stored in the originating 
database 204 and destination database 304, respectively. If 
authentication data from the originating computer 102 does 
not match the authentication data stored on the destination 
computer 104, the originating computer 102 is not authen 
ticated at 412, and the destination application 115 alerts the 
user that the passWord is invalid at 413. If the entered 








