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KEY MANAGEMENT AND CONTROL OF 
WIRELESS NETWORK ACCESS POINTS AT A 

CENTRAL SERVER 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application claims the bene?t of pri 
ority under 35 USC §119 from US. Provisional Patent 
Application No. 60/380,153 ?led on May 4, 2002, the 
disclosure of Which is hereby incorporated by reference in 
its entirety for all purposes. 

TECHNICAL FIELD 

[0002] The present invention is generally related to Wire 
less netWorks and more particularly to systems and methods 
for providing greater control over Wireless netWorks than 
previously available. 

BACKGROUND OF THE INVENTION 

[0003] Wireless local area netWorks (WLAN) can be used 
in a variety of commercial, industrial and consumer appli 
cations, thereby permitting mobile and portable user com 
puters and devices to ef?ciently transmit and receive data 
betWeen a user computer or device and a remote system 
Without requiring a Wired connection therebetWeen. Many 
mobile and portable users, particularly in businesses, facto 
ries, universities and other professions can bene?t tremen 
dously both in terms of ef?ciency and productivity With the 
enhanced capabilities of a WLAN. 

[0004] A number of systems for implementing WLANs 
have been proposed and implemented. One class of systems 
is those conforming to, and/or interoperable With, one or 
more IEEE 802.11 standard. The IEEE 802.11 is a popular 
and Well-knoWn standard and comprises several extensions 
to date, With additional extensions likely. The extensions 
include 802.11a, 802.11b, etc. and it should be understood 
herein that general references to the 802.11 standard encom 
pass the currently adopted extensions and extensions that 
folloW. 

[0005] Wireless signals conforming to the IEEE 802.11 
standard propagate in a 24-25 GHZ ISM (industrial, scien 
ti?c and medical) band, a 5 GHZ band, infrared bands and 
others. The ISM band in particular is currently available 
WorldWide and generally permits unlicensed operation for 
spread spectrum systems. For the US and Europe, the 
2,400-2,483.5 MHZ band has been allocated, While for some 
other countries, such as Japan, another part of the 2.4-2.5 
GHZ ISM band has been assigned. 

[0006] Networks, protocols and standards are typically 
designed and speci?ed according to a noW standard seven 
layer ISO/OSI netWork model. Within that model, the 
802.11 standard generally focuses on the MAC (medium 
access control) layer and the PHY (physical) layer. 

[0007] 802.11-compliant communication occurs betWeen 
stations. Some stations serve as access points betWeen a 
Wireless medium and a distribution system other than the 
Wireless medium, While other stations only use the Wireless 
medium to communicate 802.11 data. An example of a 
distribution system is a Wired local area netWork (LAN), 
such as an Ethernet-protocol LAN, the Internet, or other 
netWork. The distribution system might even be another 
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Wireless system (Which might be useful to support a number 
of nodes that can access the access point Wirelessly, but not 
the Wireless medium that is used as that access point’s 
distribution system). The same Wireless netWork might also 
serve as the distribution system (DS) using “Wireless DS” 
transport. 

[0008] While an access point is a station according to the 
802.11 standard if it interacts With the Wireless medium, the 
term “station” is often informally used to refer to a netWork 
node that is not connected to a distribution system and the 
term “access point” is used to refer to a station/node that is 
connected to a distribution system, thus alloWing a distinc 
tion betWeen nodes that can access a distribution system 
outside the Wireless medium and those that cannot. That 
convention is used hereinafter, unless otherWise indicated. 

[0009] Wireless netWorks With multiple stations but no 
access points are referred to as “adhoc” netWorks. Without 
more, an ad-hoc netWork alloWs for communication among 
stations accessible via a Wireless medium, but not for 
communications beyond that ad-hoc netWork. 

[0010] In an 802.11 Wireless netWork With at least one 
access point, a station located Within a group or cell sends 
packets of data to the access point, Which in turn forWards 
messages/packets/data to a destination such as a station 
Within the same cell or, via the access point’s distribution 
system, to a destination outside the Wireless medium. 

[0011] The 802.11 standard generally supports several 
data signalling schemes: DSSS (direct sequence spread 
spectrum) With differential encoded BPSK and QPSK; 
FHSS (frequency hopping spread spectrum) With GFSK 
(Gaussian FSK); OFDM (orthogonal frequency division 
multiplexing, infrared With PPM (pulse position modula 
tion) are several examples. DSSS, FHSS and infrared all 
provide bit rates of 1 Mbs (megabits per second) and 2 Mbs. 
The 802.11b extension provides for a high rate CCK 
(Complementary Code Keying) physical layer protocol, 
providing bit rates of 5.5 and 11 Mbs as Well as the basic 
DSSS bit rates of 1 and 2 Mbs Within the 2.4-2.5 GHZ ISM 
band. The 802.1a extension provides for a high bit rate 
OFDM (Orthogonal Frequency Division Multiplexing) 
physical layer protocol providing bit rates in the range of 6 
to 54 Mbs in the 5 GHZ band. The 802.11g extension 
provides for 802.11a-like signalling, but in the 2.4-2.5 GHZ 
band. 

[0012] The 802.11 basic medium access control (MAC) 
behavior alloWs interoperability betWeen compatible physi 
cal layer protocols through the use of the CSMA/ CA (carrier 
sense multiple access With a collision avoidance) protocol 
and a random back-off time folloWing a busy medium 
condition. In addition, directed traf?c can use an immediate 
positive acknowledgement (ACK frame) protocol, Wherein 
a retransmission is scheduled by the sender if no positive 
acknoWledgement is received. The 802.11 CSMA/CA pro 
tocol is designed to reduce the collision probability betWeen 
multiple stations accessing the medium at the point in time 
Where collisions are most likely occur. The highest prob 
ability of a collision occurs just after the medium becomes 
free, folloWing a busy medium. This is because multiple 
stations Would have been Waiting for the medium to become 
available again. Therefore, a random back-off arrangement 
is used to resolve medium contention con?icts. In addition, 
the 802.11 MAC de?nes special functional behavior for 
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fragmentation of packets, medium reservation via RTS/CTS 
(request-to-send/clear-to-send) polling interaction, and point 
coordination (for time-bounded services). 
[0013] The IEEE 802.11 MAC also de?nes beacon 
frames, sent at a regular interval by an AP to alloW STAs to 
monitor the presence of the AP. IEEE 802.11 also de?nes a 
set of management frames including probe request frames 
that are sent by a station and are folloWed by probe response 
frames sent by the AP. Probe request frames alloW a station 
to actively scan Whether there is anAP operating on a certain 
channel frequency, and for the AP to shoW to the station What 
parameter settings the AP is using. 

[0014] Aclient uses the Wireless netWork by ?nding an AP, 
authenticating to that AP and associating With that AP. 
Normally, a client associates With one AP at a time, but 
Where connection to one AP is lost, the client can associate 
With another AP (or reassociate With the same one after a 
connection is lost or closed). The AP’s of a netWork can 
communicate over a distribution system (DS). One reason 
for communicating betWeen AP’s is Where an AP has frames 
buffered for a client, but loses the client. That AP might 
discover that the client is noW associated With a different AP 
and Will forWard the buffered frames to that neW AP via the 
DS. The access points might also connect to a netWork 
outside of the 802.11 Wireless netWork. In some cases, the 
DS is not distinct from that outside netWork. That outside 
netWork could be another Wireless netWork, but a common 
con?guration has the outside netWork being a local area 
netWork 

[0015] When a Wireless LAN station is poWered on, it ?rst 
looks for an access point. After it ?nds an access point, the 
Wireless LAN station registers itself With the access point 
(authentication, association). The station can then synchro 
niZe With the access point and, thereafter, transmit and 
receive data frames to and from the access point. In a 
common example, the client station is a portable or mobile 
computer With a Wireless netWorking card installed therein. 
802.11 management frames are used to set up these con 
nections. 

[0016] Unlike Wired netWorks, Where a netWork is secured 
at boundaries by Which Wires connect to the netWork, 
Wireless netWorks do not have Well-de?ned boundaries. A 
company on one ?oor of a building might have a Wireless 
netWork that can be reached by a computer on a different 
?oor using a computer unrelated to the company that set up 
the Wireless netWork. Consequently, it is easier to join into 
a Wireless netWork, for authoriZed users as Well as unautho 
riZed users. 

[0017] In some cases, a Wireless netWork could be coupled 
to a Wired netWork Without oversight by the operators of the 
Wired netWork. For eXample, many access points have a 
standard interface and can be easily plugged into a standard 
Wired netWork connector, thus opening up a previously 
secured Wired netWork to Wireless traffic. Where an unin 
formed end-user replaces a Wired netWork connection With 
an access point and does not secure the access point, the 
Wired netWork Would then be open to users Within radio 
range of the access point, even if they Were not Within the 
physical space controlled by the organiZation for Which the 
Wired netWork is being maintained. 

[0018] Some netWork operators have attempted to address 
unexpected access points by physically surveying their 
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netWork. In one approach, a netWork administrator Would 
Walk With a netWork sniffer through all of the space con 
trolled by the organiZation, but for large spaces, this is often 
impractical. 

[0019] In large Wireless netWorks, considerable effort is 
needed to maintain numerous access points and When a large 
number of access points are needed, for bandWidth reasons, 
coverage reasons, etc., the cost can be considerable as the 
full functionality of an access point needs to be repeated in 
the space Where the netWork is set up. 

[0020] Another dif?culty of Wireless netWorks is that of 
not necessarily authoriZed users in the authoriZed space. For 
eXample, if a visitor With a Wireless computer or Wireless 
device is in a company building that is covered by the 
company’s Wireless netWork, that visitor might connect to 
the company netWork and have access equivalent to that of 
an employee, and that is generally undesirable. 

[0021] Yet another difficulty of Wireless netWorks is net 
Work overlap. Where a space is to have multiple Wired 
netWorks, parallel sets of netWork cabling can be laid doWn. 
This can be effected With Wireless netWorks by overlapping 
access points and programming the access points to be 
selective With associations, but this necessarily involves 
more hardWare than is necessary to support the space. 

[0022] In light of the above, the inventors have invented 
improvements to Wireless netWorks. 

BRIEF SUMMARY OF THE INVENTION 

[0023] In embodiments of a Wireless netWork according to 
the present invention, access points are used for monitoring 
radio spectrum traf?c and interference thereof in a Wireless 
netWork, managing control functions (access control, user 
management, radio management, tunnelling, etc.) A com 
mand and control center (CCC) is generally associated With 
the Wireless netWork, Wherein the CCC manages and con 
trols the access points associated With the Wireless netWork. 
Control frames (MMPDUs, in the case of 802.11 netWorks) 
received by the access point can be automatically transferred 
to the CCC, Which thereafter transfers a response back to the 
access point, thereby granting or denying access to the 
Wireless netWork to users thereof based on the response 
transferred from the CCC. The CCC might have a user 
interface, or could be largely automated. 

[0024] The CCC manages radio monitoring to generate a 
radio mapping of the Wireless netWork and the radio envi 
ronment thereof based on data received from the access 
points. A?reWall is generally located betWeen the CCC and 
a visitor gateWay. The visitor gateWay can communicate 
With a remote computer netWork (e.g., the Internet) and 
restrict access to the Wireless netWork by a visiting user 
through or from the remote computer netWork. The CCC 
also can automatically route the visiting user to the visitor 
gateWay When the visiting user attempts to access an access 
point associated With the Wireless netWork. 

[0025] A plurality of clients can be generally associated 
With the Wireless netWork such that the clients are separated 
into one or more client groups (de?ning a subnetWork of the 
netWork). Each client group possesses a shared key for 
accessing a predetermined telecommunications netWork 
through at least one interface partitioned from the access 
point and using broadcast frames and encryption, the CCC 
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can arrange the network such that clients ignore broadcast 
packets for other than its subnetWork. 

[0026] A further understanding of the nature and the 
advantages of the inventions disclosed herein may be real 
iZed by reference to the remaining portions of the speci? 
cation and the attached draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] The accompanying ?gures, in Which like reference 
numerals refer to identical or functionally-similar elements 
throughout the separate vieWs and Which are incorporated in 
and form part of the speci?cation, further illustrate the 
present invention and, together With the detailed description 
of the invention, serve to explain the principles of the 
present invention. 

[0028] FIG. 1 is a block diagram of a Wireless netWork 
and components to support the netWork according to the 
present invention. 

[0029] FIG. 2 is a block diagram shoWing elements of 
FIG. 1 in greater detail. 

[0030] FIG. 3 illustrates several variations of communi 
cation paths betWeen an access point and a command and 
control center (CCC). 

[0031] FIG. 4 illustrates several data tables maintained by 
an access point according to aspects of the present invention. 

[0032] FIG. 5 illustrates an access point monitoring radio 
traf?c under control of the CCC. 

[0033] FIG. 6 is a sWim diagram illustrating interactions 
betWeen tWo access points and the CCC for radio monitoring 
and mapping. 

[0034] FIG. 7 is a graphical representation of the results 
of a radio map, Wherein several access points determine 
statistics of signals from objects in the Wireless netWork 
space. 

[0035] FIG. 8 illustrates hoW radio map statistics could be 
used to at least approximately locate an access point at a 
physical location. 

[0036] FIG. 9 illustrates several data tables that might be 
maintained by a CCC to improve netWork connections and 
user experiences. 

[0037] FIG. 10 is a ?oWchart of a process for diagnosing 
user problems based on netWork history. 

[0038] FIG. 11 is a sWim diagram illustrating interactions 
betWeen a client, an access point and a CCC, Where access 
is controlled centrally by the CCC. 

[0039] FIG. 12 illustrates tunnelling used in a Wireless 
netWork. 

[0040] FIG. 13 illustrates broadcasting to subnetWorks of 
a Wireless netWork using encryption. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0041] The particular values and con?gurations discussed 
in these non-limiting examples can be varied and are cited 
merely to illustrate an embodiment of the present invention 
and are not intended to limit the scope of the invention. 
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[0042] De?nitions 
[0043] Networking technologies are often described With 
respect to the seven-layer netWork model referred to as the 
ISO open system interconnect (OSI) netWork model. 
Another similar model is the four-layer model used for 
Internet communications. The loWest layer of the ISO/OSI 
netWork model is the physical (PHY) layer and the next 
layer up is the data-link layer, Which is generally divided 
into a loWer layer and an upper layer, referred to as the 
Medium-Access Control (MAC) layer and Logical Link 
Control (LLC), respectively. While the present invention is 
not limited to any particular netWork model, the examples 
used herein generally fall Within the MAC layer. 

[0044] The MAC layer provides access control functions 
such as addressing, access coordination, frame check 
sequence generation and checking for shared-medium PHYs 
in support of higher layers. The IEEE 802.11 speci?cation is 
a Wireless local area netWork (WLAN) standard that de?nes 
a set of speci?cations for physical layers (PHYs) and a 
medium access control (MAC) layer. With some exceptions, 
the unit of communication at the MAC layer is the “frame”, 
comprising a plurality of bits transmitted through the physi 
cal layer. As used herein, the term “frame” may refer to a 
group of data bits in a speci?c format, such as those de?ned 
by the 802;11 standard, including data frames and manage 
ment frames. 

[0045] The 802.11 standards provide Well-knoWn 
approaches to Wireless netWorking and Will not be described 
in detail here. HoWever, the 802.11-1999 standard, the 
80211a-1999 supplement to 802.11, the 80211b-1999 
supplement to 802.11 and the 802.11g draft 3.0 supplement 
to 802.11 are incorporated by reference herein for all pur 
poses. The 80211 standards generally address requirements 
of the PHY and MAC layers. 

[0046] Typically, but not alWays, the same protocols and 
standards are used at the LLC layer and above for 802.11 
netWorks and other netWorks conforming to the 802 LAN 
standards, such as 802.2. One such standardiZation is that 
48-bit addresses are used. In 802 LAN standards, these are 
typically referred to as “MAC addresses”. In 802.11 stan 
dards, these might be referred to as service set identi?ers 
(“SSID”), BSSID, ESSID, etc. Typically, each device that 
operates on an 802.11 netWork or other 802 netWork that is 
a stored Within it a MAC address assigned by its manufac 
turer in a manner that ensures that the stored MAC address 
is unique over all manufactured devices. NetWork devices 
typically use MAC addresses to create and update routing 
tables and netWork data structures and to determine Whether 
a particular frame is directed at that device or Where to direct 
a particular frame. The term “MAC address” can be utiliZed 
interchangeably With the term “link layer address”. 

[0047] While it might be common to the point of being a 
convention that addresses on a Wireless netWork and com 
munication systems outside of the Wireless netWork that are 
connected to the Wireless netWork are addresses that are 
compatible and unique across the entire system, the present 
invention is not necessarily limited to such addressing 
schemes although many of the examples herein assume a 
uni?ed, coordinated address space. Such uni?cation has its 
advantages, alloWing for simple bridging from Wireless to 
IEEE 802 Wired netWorks. 

[0048] Generally, data being communicated herein is 
assumed to be in the form of digital transmissions. HoWever, 
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it should be understood that such data can take a number of 
forms, such as bits, values, elements, symbols, characters, 
terms, numbers or the like, and can be represented as 
electrical or magnetic signals, states of storage elements, or 
the like. It is also assumed that physical signals can either be 
represented as analog electrical or magnetic signals, stored 
state, digital samples represented by numbers of prede?ned 
precision, a time sequence of such digital samples, or the 
like. 

[0049] The present invention should not be construed as 
being limited to any particular data form or representation, 
although it is generally understood that the data physically 
eXists and is capable of being stored, transferred, combined, 
compared, and otherWise manipulated by physical pro 
cesses. Further, manipulations performed are often referred 
to in terms that are commonly associated With mental 
operations performed by a human operator, even though the 
manipulations can only be practically performed as machine 
operations. Useful machines for performing operations of 
the present invention include data-processing systems, such 
as general-purpose digital computers, server-based devices, 
handheld devices, embedded devices, Wireless and/or Wire 
line netWorks, or other similar devices and systems thereof. 
In all cases, the distinction betWeen the method of operations 
in operating a computer and the method of computation 
itself should be borne in mind. 

[0050] Throughout this speci?cation, aspects of the dis 
closure are described by block diagrams, sWim diagrams and 
?oWcharts. Where an element is shoWn in a block diagram 
by a simple boX, it should be understood that the element 
could be made and used With the reference to the entire 
speci?cation and knoWledge available to one of ordinary 
skill in the art. The sWim diagrams illustrate interactions 
betWeen tWo or more elements in a particular time order. 
Unless otherWise indicated, it should be understood that 
some of the interactions might occur in different orders and 
the diagrams are nearly illustrations of one particular order. 
The elements of the sWim diagrams and ?oWcharts are 
labeled With an apparent order (e.g., S1, S2, S3, etc.) for ease 
of explanation, but it should be understood that other orders 
are contemplated by this disclosure. 

[0051] Throughout the ?gures, elements shoWn are 
labeled With reference numbers. Like elements are refer 
enced With the same reference number, With distinct 
instances if like objects denoted With a common reference 
number folloWed by a parenthetical instance indicator (e.g., 
(1), (2), etc.). Where the number of like objects is not 
critical, the like objects are parenthetically numbered ending 
With a placeholder such as “n”. It should be understood that, 
unless otherWise indicated, the fact that different sets of 
objects are referenced With the same placeholder, that does 
not necessarily indicate that there are the same number of 
objects. 

[0052] A number of elements might be implemented 
entirely in softWare, entirely in hardWare of a combination 
thereof, Wherein softWare comprises a plurality of instruc 
tions eXecutable by a processor, computer, or other program 
mable object, to effect the function of the softWare. The 
present invention is not limited to any particular implemen 
tation, unless otherWise indicated. In methods described 
herein, processes described as computing steps might be 
carried out by processing electrical or other (e.g., mechani 
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cal, chemical) physical signals to generate other desired 
physical signals, and can be implemented via one or more 
computing device, With the softWare instructions stored With 
the computing device or provided to the computing device 
as needed. In some devices, computing and or data storage 
performed for the computing device outside of the comput 
ing device (such as server operations), but integrated such 
that the computing device uses the softWare as needed for its 
oWn purposes. 

[0053] It can be appreciated by those skilled in the art that 
embodiments of the present invention may be implemented 
as a program product (i.e., computer program product) 
composed of one or more modules. The term “module” as 
used herein generally refers to a softWare module, a hard 
Ware module, or a module using hardWare and softWare 
components. In the computer programming arts, it is knoWn 
that a module can be implemented as a collection of routines 
and data structures that performs particular tasks or imple 
ments a particular abstract data type. Modules may include 
lists of constants, data types, variables, routines, etc. Mod 
ules need not be organiZed With data being distinct from 
routines, and various object models might be used to create 
and operate the modules. 

[0054] It can be additionally appreciated by those skilled 
in the art the system and/or method described herein can be 
implemented as a single module or a series of modules. Such 
modules can be utiliZed separately or together to form a 
program product that can be implemented through signal 
bearing media, including transmission media and recordable 
media. A module can be stored, for eXample, Within a 
memory location of a server and processed via associated 
processors or microprocessors thereof. Such modules may 
also control and command functions associated With such a 
server or devices in communication With the server. 

[0055] The term “user management” generally refers to 
activities that involve the identi?cation of a netWork user, 
the type of netWork privileges associated With that netWork 
user, and the level of service that the user should be 
receiving. The term “radio management” generally refers to 
telecommunications activities taking place Within a Wireless 
netWork. For eXample, radio management can include a 
determination of the access point communicating With 
a device having a particular MAC address, along With the 
type and location of the service being provided. 

[0056] In the examples described herein, the Wireless 
netWork is an IEEE 802.11 netWork, but it should be clear 
that other netWorks and variations of IEEE 802.11 netWorks 
could be used instead. Each netWork device is referred as to 
a “station”. Stations that derive their connectivity solely 
through the Wireless netWork are referred to herein as 
“clients” and stations that connect to netWorks outside of the 
Wireless netWork and are usable to carry traf?c from clients 
to such netWorks are referred to herein as “access points”. Of 
course, a client might have other techniques for communi 
cation outside the Wireless netWork, but it is assumed that 
the client does not carry data for other device is in the 
Wireless netWork. For eXample, a cellular telephone that is 
enabled for communication over a Wireless netWork might 
be described as a client even the noW the cellular telephone 
is able to communicate through a telephone netWork inde 
pendent of the Wireless netWork. The term “outside net 
Work” is used herein to refer to communications channels 
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other than the Wireless network being described Where the 
outside netWork might be the destination of some of the 
traf?c of the Wireless netWork. Thus, clients that communi 
cate over a Wireless netWork Will communicate to an access 

point that carries the communication over the outside net 
Work. The outside netWork could itself be a Wireless net 
Work. 

[0057] The above concepts should be kept in mind in 
understanding the ?gures and their description beloW. 

[0058] FIG. 1 is a diagram illustrating one embodiment of 
a Wireless netWork 100 according to aspects of the present 
invention. FIG. 1 shoWs several variations, not by Way of 
limitation, clients 102, such as laptops 102(1) and 102(2), 
cellular telephone 102(3), desktop computer 102(4), embed 
ded device 102(5) and handheld computer 102(M). Typi 
cally, but not required, each client is a portable or mobile 
computer or computing device. Clients 102 can communi 
cate using various Wireless methods, such as the infrared or 
radio-frequency methods de?ned by the 802.11 standard. 
Not all clients need to have user interfaces, as illustrated by 
embedded device 102(5). 

[0059] Clients 102 communicate to outside netWorks via 
access points 104. One such access point, 104(3), includes 
an integrated netWork controller (NC) 106, described in 
more detail beloW. Access points 104, interact With the 
Wireless space and a distribution system (DS) 110. Distri 
bution system 110 is typically a Wired system, but that need 
not be the case. Distribution system 110 is in turn coupled 
to a local area netWork (LAN) 112, although other types of 
connections could be used. In some implementations, dis 
tribution system 110 is not necessarily distinct from LAN 
112. 

[0060] A netWork controller (NC) 114 is shoWn coupled to 
distributional system 110 and LAN 112. If one of the access 
points 104 includes an integrated netWork controller 106, it 
might assume the role of the netWork controller 114, but in 
many these examples, it is assumed that a netWork controller 
distinct from the access points, is used. 

[0061] As shoWn in FIG. 1, netWork controller 114 might 
include connections to eXternal netWorks, such as a Wide 
area netWork (WAN), the Internet, etc. and LAN 112 might 
be coupled to other netWorks, such as other LANs, WANs, 
the Internet, other Wireless netWorks, etc. 

[0062] As described herein, the use of the netWork con 
troller provides many bene?ts. One bene?t is the ability to 
centrally control Wireless netWork 100, alloWing for simpler 
access points. Such control might include monitoring the 
radio environment of Wireless netWork 100, controlling 
access by clients to access points and netWorks beyond the 
access points, integrating user management and radio man 
agement, and implementing a visitor gateWay. A netWork 
controller might also be used to coordinate With access 
points to provide for multiple independent netWorks from 
one access point BSSID. 

[0063] A client communicates beyond the Wireless net 
Work via an access point. The client associates With one 
access point (for a given netWork) and that access point 
conveys data from the client and also receives data on behalf 
of the client and transmits that data to the client. For an 
access point to alloW an association, the client needs to 
authenticate itself to the access point (in some netWorks, 
anyone can connect). 
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[0064] FIG. 2 illustrates one client 102, one access point 
(AP) 104, and one CCC 114 in greater detail. It should be 
understood that a typical Wireless netWork Would include a 
plurality of clients and a plurality of access points, and 
possibly also a plurality of CCCs. 

[0065] As shoWn in the ?gure, AP 104 comprises a pro 
cessor 202, program code 204, data store 206, a netWork 
interface to receive data from and said data to other netWork 
devices such as client 102, an interface to communicate With 
CCC 114, any interfaces as needed for other communica 
tions, such as communications With a distribution system 
(DS) and a local area netWork Other elements, 
components and modules might be present in AP 104, but 
are not shoWn. 

[0066] Program code 204 is shoWn including a netWork 
state module 210, a radio monitoring/mapping module 212 
and a standard service set module 214. Standard service set 
module 214 can perform the functions typically found in 
conventional access points, and as such, need not be 
described in detail here. Other modules might be present, but 
are not shoWn. Data store 206 is shoWn comprising several 
data objects, such as a clients table 220, a radio stats table 
222, a broadcast keys table 224, and other data objects not 
shoWn. 

[0067] CCC 114 is shoWn in comprising a control module 
240, a radio monitor/mapper module 242, a diagnostic 
subsystem 244, a link layer authenticator 246, a netWork 
management module 248, and a list of active/supported 
clients 250. Other modules and data structures are present in 
CCC 114 but are not shoWn. As indicated, CCC 114 can 
communicate With a distribution system, a LAN (such as a 
corporate netWork), a WAN, the Internet, or the like. 

[0068] CCC 114 can perform a number of functions, such 
as controlling access to the Wireless netWork, managing 
radio mapping and otherWise monitoring, controlling, evalu 
ating, recon?guring, etc. the Wireless netWork for optimal 
performance, security and user satisfaction. As illustrated in 
FIGS. 1-2, clients interact With access points and access 
points interact With the CCC. Access points generally func 
tion as the points on the edge of Wireless netWork 100 and 
CCC controls those access points. In a typical Wireless 
netWork, there Will be more access points than CCCs, so 
centraliZing some functions traditionally performed by 
access points into the CCC alloWs for less expensive access 
points, simpler maintenance and oversight of the netWork, 
and a number of other bene?ts. 

[0069] FIG. 3 illustrates a number of variations for com 
munication betWeen an access point and a CCC. FIG. 3(A) 
shoWs communication via a distribution system (DS). The 
medium to Which an access point connects just outside the 
Wireless netWork in an 802.11 netWork is referred to as a 
distribution system and can have a variety of forms. FIG. 
3(B) shoWs communication over a dedicated link, Which 
might be a direct Wire. FIG. 3(C) shoWs a variation Wherein 
the access point and the CCC are integrated into a single 
device. FIG. 3(D) shoWs communication over a LAN. FIG. 
3(E) shoWs communication over a secure tunnel over a 

Wireless LAN, LAN, WAN, DS, etc. 

[0070] FIG. 4 illustrates a number of tables that might be 
maintained at an access point in access point data store. FIG. 
4(A) illustrates an active clients table; FIG. 4(B) illustrates 














