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(57) ABSTRACT 

It is possible to use a content in various Ways While 
protecting rights assigned to the content including copyright. 
Output permission level judgment means (22) judges an 
output permission level (L1 to Ln) described in content ?les 
(F1 to Fn). According to the output permission level (L1 to 
Ln), output control means (233) permits the content ?les (F1 
to Fn) to be stored in internal storage means (24) and an 
external memory (27) or image-output to a main body 
monitor (25) and an external monitor (26) or transferred via 
a communication netWork (11). 
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INFORMATION DELIVERY APPARATUS, 
INFORMATION PROCESSING TERMINAL, 
EXTERNAL CONTENT STORAGE METHOD, 
EXTERNAL CONTENT OUTPUT METHOD, 

CONTENT DATA, OUTPUT CONTROL PROGRAM, 
AND INFORMATION DELIVERY SYSTEM 

TECHNICAL FIELD 

[0001] The present invention relates to an information 
distributing system and device and to a related method, 
computer program product, and to a device for storing and 
outputting content and content data, Wherein each of the 
elements of the invention are especially suited to the distri 
bution and storage of copyright protected content. 

PRIOR ART 

[0002] Conventionally, to protect copyrighted content for 
distribution a method has been used Whereby a content 
provider attaches a copy protection identi?er to content to be 
distributed. For example, Japanese Patent Application No. 
2001-167016 discloses a method Whereby a purchaser of 
content is prohibited from copying purchased content to 
Which an identi?er is attached into an external storage 
device of a user terminal. 

[0003] HoWever, by limiting storage of protected content 
to an internal, integral, storage device of a user terminal, a 
capacity of such a storage device for other uses is necessarily 
limited. Thus, a problem exists in that a user may be forced 
to delete existing protected content from an internal, inte 
gral, storage device of a terminal in order to store neW 
protected content. This is a particular problem in a case 
Where protected content has been made available on a pay 
basis, and a user is forced to delete such content in order to 
store neW content. 

[0004] While the problem of the conventional art has been 
discussed above from a vieWpoint of a content user, there 
also exists a problem from a vieWpoint of a content provider. 

[0005] With the recent rapid development of communica 
tion techniques, it has become necessary for a content 
provider to be able to distribute content to an ever-increasing 
number of users both securely and ef?ciently. While the 
conventional art referred to above provides a degree of 
security in that it prevents copyright protected content from 
being stored in a device external to a user terminal to Which 
the content is provided, such a restriction inhibits user 
demand for protected content due to the imposed storage 
restrictions. 

DISCLOSURE OF THE INVENTION 

[0006] It is thus an object of the present invention to 
provide a method that enables permitting copyright pro 
tected content to be utiliZed in a variety of Ways, While 
preventing infringement of content copyright. 

[0007] To achieve the stated object, the present invention 
provides an information distributing device comprising: a 
content permission setting means for setting a content usage 
permission level; and an information distributing means for 
distributing to an information processing terminal content 
for Which a permission level has been set. 

[0008] The information distributing device assigns a con 
tent usage permission level and distributes the content 
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accordingly. Thus, content can be used at a user terminal in 
a variety of Ways Without the copyright of the content being 
infringed. 

[0009] The content usage permission level may comprise: 
one that permits a user terminal to store content only in a 
storage unit Within the terminal; one that permits the content 
to be replayed only on the terminal into Which it has been 
doWnloaded; one Which permits the replaying of content 
only by a speci?ed user regardless of the user terminal; one 
Which permits the replaying of content only on devices 
conforming to a speci?ed criteria; and permitting one that 
permits content to be stored in any device. 

[0010] By employing content usage permission levels as 
described above, it is possible to Write content data onto an 
external memory of a user terminal, transfer the content by 
e-mail, upload by a Web broWser, and copy onto other 
devices Without any restriction. It is also possible that any 
form of content usage is prohibited. Further, it is possible 
that content is permitted to be stored on an external memory 
under the condition that only the terminal Which has doWn 
loaded the content can reproduce the content. In this case 
storage capacity of an internal memory of a terminal need 
not be reduced When storing content. 

[0011] In addition, it is possible that a user Who bought 
content is able to reproduce the content on another terminal. 
In other Words, the user can interchange terminals for 
reproduction of the content Without infringing on the copy 
right of the content. It is possible to Write into a softWare the 
copyright status Whether the reproduction of the content on 
any terminal is permitted or prohibited. Therefore, a 
memory slot adapted for storing content on a storage 
medium (memory) having a function of protecting a copy 
right need not necessarily be integrated into a device for 
reproduction. Furthermore, a user does not have to change 
hardWare When reproducing content With a copyright pro 
tection. This means that a user is able to reproduce content 
on Widely used devices. 

[0012] It is possible that the content usage level com 
prises: a level for permitting the output of an image to a 
monitor of said terminal; a level for permitting the output of 
an image in a general analog form; and a level for permitting 
the output of an image in a general digital form. With such 
a con?guration of content usage levels, it is possible to 
indicate in a softWare, if a content includes an image, that 
storing the content on an external memory and the output of 
the image is restricted. In other Words, the usage level of an 
image included in the content can be set so as to comply With 
a copyright protection of the content. 

[0013] It is preferred that information on the content usage 
level is stored in a comment area of the content ?le. By 
doing so, information on a content usage level can be 
embedded into content data Without changing a data format 
of the content, so that a distributor of the content can restrict 
the usage of content from a user terminal. In addition, 
information Written in the comment area does not affect the 
content data itself. Generally, the comment area is in con 
formity With a standard determined according to a ?le 
format. Thus a user can easily edit information at the output 
level using any suitable softWare, Which is Widely used. 

[0014] It is preferred that the information distributing 
device further comprises a determining means for determin 
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ing that a receiver of the content has a function of outputting 
the content according to the content usage level. The dis 
tributing means may distribute the content to the receiver on 
the basis of the determination result made by said determin 
ing means. By doing so, a distributor is able to prevent the 
transfer of content to a user terminal, Which does not have 
a function of outputting content corresponding to the content 
usage level. Therefore, incorrect output of content by a user 
is prevented. 

[0015] It is possible that the content usage level designates 
a receiver of the content and alloWs the information pro 
cessing terminal to output the content to the receiver. For 
eXample, the content usage level comprises at least one of: 
a level for permitting said processing terminal to output the 
content to said information distributing device; a level for 
permitting said information processing terminal to output 
the content to said designated receiver; and a level for 
permitting said information processing terminal to output 
the content to a communication device to Which an address 
for communication including at least a part of a designated 
address is assigned. Namely, content usage is controlled by 
outputting content only to a designated communication 
device. 

[0016] It is possible that the content usage level designates 
content outputting means of said information and permits 
said information processing terminal to output the content to 
a communication device. For example, the content usage 
level comprises at least one of: a level for permitting said 
information processing terminal to output content to the 
communication terminal using an e-mail transmitting/re 
ceiving means; a level for permitting said information 
processing terminal to output content to the communication 
device using a communication means for transmitting con 
tent to a communication device Without an e-mail. Namely, 
content outputting means integrated into a user terminal can 
be controlled. 

[0017] Further, the present invention provides an informa 
tion processing terminal comprising: means for specifying a 
content usage level representing Whether to permit output of 
content by referring to content ?le of the content; and means 
for controlling output of the content according to the content 
usage level. The information processing terminal outputs 
content according to a content usage level, thus a Wide 
variety of content usage is possible Without infringing on a 
copyright of a content. 

[0018] Still further, the present invention provides a 
method for storing content comprising the steps of: doWn 
loading content in Which a content usage level is set, Which 
indicates Whether to permit output of the content; and 
controlling output of the content according to the content 
usage level. By using this method, a user of a user terminal 
is able to store a doWnloaded content to an external device 

according to a content usage level, thereby not reducing the 
internal storage capacity of the eXternal device When storing 
the content. 

[0019] It is preferred that the content usage level com 
prises: a ?rst level for permitting to store the content in an 
internal storage unit; a second level for permitting to relay 
only on a terminal Which has doWnloaded the content; a third 
level for permitting only a single user to replay the content; 
a fourth level for permitting communication devices folloW 
ing a same criteria to replay the content; a ?fth level for 
permitting any device to replay the content. 
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[0020] The content may have at least one of several usage 
levels indicating that output of the content is permitted. A 
?rst identi?er, Which indicates that the output of the content 
is permitted on any of the ?rst through the ?fth levels; a 
second, on any of the ?rst through the fourth levels; a third, 
on any of the ?rst through the third levels; a fourth, on the 
?rst or the second level; a ?fth identi?er, Which indicates 
that the output of the content is permitted on the ?rst level. 

[0021] In this case, if the ?rst identi?er is assigned to the 
content, an output on any of the ?rst through the ?fth levels 
is permitted; if the second identi?er is assigned to the 
content, an output on any of the ?rst through the fourth 
levels is permitted; if the third identi?er is assigned to the 
content, an output on any of the ?rst through the third levels 
is permitted; if the fourth identi?er is assigned to the content, 
an output on both the ?rst and the second levels is permitted; 
and if the ?fth identi?er is assigned to the content, an output 
on only the ?rst level is permitted. 

[0022] Namely, attaching an identi?er to content as 
described above, enables storing of content in an eXternal 
memory and reproduction of content on: only a terminal that 
has doWnloaded the content; other terminals in addition to 
the terminal; or on any terminal, Which protects stored 
content from being copied. Therefore, reproducing, storing, 
and transferring Will not infringe on the copyright of the 
content. 

[0023] Still further, the present invention provides a 
method for outputting content comprising the steps of: 
doWnloading content in Which a content usage level is set, 
Which indicates Whether to permit output of an image of the 
content; and controlling output of the image according to the 
content usage level. Using this method, a user terminal that 
doWnloads content can be permitted to output an image 
included in the content according to acontent usage level. In 
other Words, an output of the image can be controlled so as 
to not infringe on the copyright of the content. 

[0024] It is preferred that the content usage level com 
prises: a ?rst level for permitting the output of the image to 
a built-in monitor; a second level for permitting the output 
of the image in a general analog form; a third level for 
permitting the output of the image in a digital analog form. 

[0025] The content may have at least one of several 
identi?ers indicating that usage of the content is permitted. 
A ?rst identi?er, Which indicates that the usage of the 
content is permitted on any of the ?rst through the ?fth 
levels; a second identi?er for both, the ?rst and the second 
levels; and a third identi?er for only the ?rst level. 

[0026] In this case if the ?rst identi?er is assigned to the 
content, an output on any of the ?rst through the ?fth levels 
is permitted; if the second identi?er is assigned to the 
content, an output on the ?rst and the second levels is 
permitted; if the third identi?er is assigned to the content, an 
output on only the ?rst level is permitted. 

[0027] As described above, con?guring content usage 
levels, and attaching an identi?er to content places restric 
tion on the outputting of the content, therefore, enabling the 
protection of a copyright Without any change in hardWare of 
a user terminal. 

[0028] Still further, the present invention provides content 
data having information on content usage level indicating 
Whether or not usage of the content is permitted. 



US 2004/0073580 A1 

[0029] It is important to note that content usage permis 
sion is set for all content distributed. Thus, a Wide variety of 
content usage is possible Without infringing on copyright. 

[0030] It is preferred that the content usage level com 
prises: a level for permitting only a terminal With Which the 
content Was doWnloaded to replay the content; a level for 
permitting only a single user to replay the content; a level for 
permitting only devices folloWing a same criteria to replay 
the content; and a level for permitting any device to store the 
content. 

[0031] Introduction of these levels enables: the Writing of 
content data to an external memory, the transfer by e-mail, 
the uploading by a Web broWser, and copying to other 
devices Without any restriction. It is possible that any form 
of content usage is prohibited. Further, it is possible that 
content is permitted to be stored in an external memory 
device under the condition that only the terminal Which has 
doWnloaded the content can reproduce the content. In this 
case the capacity of an internal memory of a terminal need 
not be utiliZed for storing the content. 

[0032] It is also possible that the content usage level 
comprises: a level for permitting the output of an image to 
a built-in monitor of said terminal; a level for permitting the 
output of the image in a general analog form; and a level for 
permitting the output of the image in a general digital form. 

[0033] With a con?guration of content usage levels such 
as the above described, an output of the image included in 
content can be controlled in addition to storing the content 
in an external memory device. In other Words, an output of 
an image included in content protected by a copyright can be 
controlled in various Ways. 

[0034] Still further, the present invention provides a com 
puter program product to enable a computer to execute the 
functions of: specifying acontent usage level representing 
Whether to alloW usage of content by referring to content ?le 
of the content; and controlling usage of the content accord 
ing to the content usage level. 

[0035] Therefore, if a user terminal does not have a 
function of outputting content to an external device, a user 
of the user terminal is able to receive content protected by 
a copyright by installing the above output controlling pro 
gram to the terminal Without any change in hardWare of the 
terminal. 

[0036] Still further, the present invention provides an 
information distributing system comprising an information 
distributing device and an information processing terminal. 
The device comprises means for assigning to content ausage 
level indicating Whether to permit usage of the content; and 
means for distributing to an information processing terminal 
the content in Which the content usage level is assigned. The 
terminal comprises means for specifying acontent usage 
level of the distributed content and means for controlling 
usage of the content according to the content usage level. 

[0037] In this system, the information distributing device 
grants usage permission to each content and distributes the 
content. And the information processing terminal is permit 
ted to use the content on the basis of the content usage level. 
Therefore, a Wide variety of content usage is possible 
Without infringing on copyright. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0038] FIG. 1 is a block diagram illustrating the overall 
con?guration of a system according to a ?rst embodiment of 
the present invention. 

[0039] FIG. 2 exempli?es content usage levels for storing 
each of Which is set in content in the ?rst embodiment. 

[0040] FIG. 3 exempli?es content usage levels for out 
putting images each of Which is set in content in the ?rst 
embodiment. 

[0041] FIG. 4A exempli?es a con?guration of content 
attaching acontent usage level. 

[0042] FIG. 4B exempli?es a con?guration of content 
attaching a content usage level. 

[0043] FIG. 5 is a block diagram illustrating an overall 
con?guration of an information distributing system accord 
ing to service example 1 of a second embodiment of the 
present invention. 

[0044] FIG. 6 is a sequence diagram illustrating example 
1 of operation of an information distributing system relating 
to a service example according to the second embodiment of 
the present invention. 

[0045] FIG. 7 is a block diagram illustrating an overall 
con?guration of an information distributing system relating 
to service example 2 according to the second embodiment of 
the present invention. 

[0046] FIG. 8 is a sequence diagram illustrating an 
example of operation of an information distributing system 
relating to service example 2 according to the second 
embodiment of the present invention. 

[0047] FIG. 9 is a sequence diagram illustrating an 
example of operation of an information distributing system 
relating to service example 2 according to the second 
embodiment of the present invention. 

[0048] FIG. 10 is a block diagram illustrating an overall 
con?guration of an information distributing system relating 
to service example 3 according to the second embodiment of 
the present invention. 

[0049] FIG. 11 is a sequence diagram illustrating example 
2 of operation of an information distributing system relating 
to service example 3 according to the second embodiment of 
the present invention. 

[0050] FIG. 12 is a block diagram illustrating an overall 
con?guration of an information distributing system relating 
to service example 4 according to the second embodiment of 
the present invention. 

[0051] FIG. 13 is a ?oWchart shoWing operation of a 
terminal according to a fourth embodiment of the present 
invention. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

[0052] Embodiments of the present invention Will noW be 
described referring to the draWings. 

First Embodiment 

[0053] FIG. 1 is a block diagram illustrating an overall 
con?guration of a system according to a ?rst embodiment of 
the present invention. 
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[0054] Server 1 has a hardware con?guration similar to a 
general server having a Central Processing Unit (CPU), 
memory, communication interface and other units. As shoWn 
in FIG. 1, Server 1 includes authenticating unit 2, distrib 
uting unit 3, level setting unit 4, and storage unit 5, each of 
Which is controlled by the above hardWare and a softWare 
stored in the memory. Storage unit 5 stores ?les of content 
such as an image, music, text, and a computer program 
(hereinafter referred to as content ?le F1 through Fn). 

[0055] Each of content usage levels L1 through Ln is set 
to each of the content ?les F1 through Fn. Each of the levels 
L1 through Ln represents a level of copyright protection of 
content for outputting content from terminal 21 to other 
devices. Speci?cally, each of the levels L1 through Ln 
includes content usage levels for storing content in an 
external device and for usage of an image included in 
content, for example. 

[0056] The level for storing in an external device repre 
sents a level of copyright protection of content for storing in 
a storage medium except for an internal storage unit of 
Terminal 21, on the precondition that the terminal is per 
mitted to store content in the internal storage medium. 

[0057] Level setting unit 4 sets a content usage level to 
content according to direction given by content provider. 
Authenticating unit 2 checks Whether a user terminal to 
Which content is provided has a function of outputting to an 
external device corresponding to the content usage levels L1 
through Ln. If Authenticating unit 2 has determined that 
output device has a function corresponding to one of the 
content usage levels L1 through Ln, Distributing unit 3 
distributes content to the device. 

[0058] Terminal 21 has a hardWare con?guration similar 
to a general server including a Central processing unit 
(CPU), memory, communication interface and other units. 
As shoWn in FIG. 1, Terminal 1 includes level determining 
unit 22, output controlling unit 23, and internal storage unit 
24, each of Which is controlled by the hardWare and softWare 
stored in the memory. Terminal 21 is, for example, a mobile 
phone, personal handy phone system (PHS), ?xed phone, 
personal computer, and personal digital assistants (PDA). 

[0059] Terminal 21 is connected to built-in monitor 25, 
external monitor 26, and external memory 27. External 
memory is, for example, a hard disk, ?oppyTM disk, optical 
disk, and memory card. Terminal 21 is also connected to 
Server 1 via communication netWork 11. For example, 
Communication netWork 11 is con?gured With a telephone 
line, ISDN, LAN, Internet, mobile netWork, PHS netWork, 
satellite netWork, and Wireless data communication netWork 
using BluetoothTM. 

[0060] Level determining unit 22 determines a content 
usage level of each of the content ?les F1 through Fn among 
levels L1 through Ln. Output controlling unit 23 controls 
output of content on the basis of the determined content 
usage level. 

[0061] Formats of content ?les F1 through Fn are, for 
example, Joint Photographic Experts Group (JPEG), Graph 
ics Interchange Format (GIF), Portable netWork graphics 
(PNG), Music instrument Digital Interface (MIDI), 
Advanced Streaming Format (ASF), Moving Picture 
Experts Group (MP4). 
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[0062] As described above, a content provider can set, in 
advance, a content usage level among level L1 though Ln for 
each of the content ?les F1 through Fn, Which is stored in 
Server 1. Level setting unit 4 Writes content usage levels L1 
through Ln into a comment area of each of the content ?les 
F1 through Fn. 

[0063] When Server 1 receives a request for distribution of 
content from Terminal 21, Authenticating unit 2 determines 
Whether Terminal 21 has a function of outputting content to 
an external device corresponding to the levels L1 through 
Ln. The determination is carried out according to a prede 
termined procedure. Speci?cally, at ?rst Server 1 makes an 
inquiry to Terminal 21 and Terminal 21 responds to the 
inquiry. 
[0064] If Terminal 21 has the function corresponding to 
content usage levels L1 through Ln, Distributing unit 3 reads 
out from Storage unit 5 one of the content ?les F1 through 
Fn to transmit to Terminal 21. In the folloWing description, 
content ?le F1 shall be read out. 

[0065] When Terminal 21 receives content ?le F1 sent 
form Server 1, Level setting unit 22 determines a content 
usage level of ?le F1 among levels L1 through Ln. Next, 
Output controlling unit 23 deals With the content ?les on the 
basis of the determined content usage level. Speci?cally, 
Output controlling unit 23 permits the storing of the ?les in 
Internal storage unit 24 or External memory 27, to output 
images included in the ?les to Built-in monitor 25 or 
External monitor 26, and to transfer the ?les to other devices 
via Communication netWork 11, for example. 

[0066] FIG. 2 shoWs an example of a con?guration of 
content usage level for storing content in an external device 
according to the ?rst embodiment. In the ?gure, a circle 
indicates that content usage is permitted and a cross indi 
cates that content usage is not permitted. 

[0067] As shoWn, con?guration of content usage levels is 
comprised of level L1 at Which storing the content in 
Internal storage unit 24 is permitted; level L2 at Which 
reproduction of the content only on Terminal 21 Which has 
doWnloaded the content; level L3 at Which reproduction of 
the content is permitted only on terminals of same oWner; 
level 4 at Which reproduction of the content is permitted only 
on devices operating under the same criteria; and level 5 at 
Which storing of the content is permitted on any device. 

[0068] Namely, storing content only on Internal storage 24 
is permitted at Level 1. HoWever, attachment of content to 
an e-mail transmitted from Terminal 21 is prohibited. 

[0069] Storing content in External memory 27 and repro 
duction of content only on Terminal 21 that has doWnloaded 
the content are permitted at Level L2. HoWever, attachment 
of content to an e-mail transmitted from Terminal 21 is 
prohibited. It is noted that identi?cation information of 
Terminal 21 is necessary in order to enable reproduction of 
the content only on Terminal 21, Which has doWnloaded the 
content. For example, if Terminal 21 is a mobile phone for 
being used With a Subscriber Identity Module (SIM) or a 
User Identity Module (UIM) inserted thereto, Terminal 21 
stores content in Internal memory 27 or External memory 27 
in association With a serial number of SIM or UIM. When 
reproducing the content, Terminal 21 reads out a serial 
number of SIM (UIM) currently inserted in Terminal 21 
from the SIM (UIM). Terminal 21 then compares the num 
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ber stored in association With the content and that read out 
from SIM (UIM). If both numbers coincide, Terminal 21 
gives a user permission to reproduce the content. It is 
possible that a serial number of Terminal 21 is utiliZed for 
the above processing in addition to the number of SIM 
(UIM). In this case, usage of content Will be more tightly 
controlled. 

[0070] At Level L3, storing of content on External 
memory 27 is permitted. It is noted that different terminals 
21 used by a same user can reproduce the content. HoWever, 
attachment of content to an e-mail transmitted from Termi 
nal 21 is prohibited. It is noted that identi?cation informa 
tion of Terminal 21 is necessary for reproduction of the 
content on different Terminals 21 used by a same user. As an 
example, if Terminal 21 is a mobile phone for being used 
With a Subscriber Identity Module (SIM) or a User Identity 
Module (UIM) inserted thereto, Terminal 21 stores content 
on Internal memory 24 or External memory 27 in associa 
tion With a phone number stored in SIM or UIM. When 
reproducing the content, Terminal 21 reads out a phone 
number from SIM (UIM) currently inserted in the Terminal 
21. Terminal 21 then compares the number stored in asso 
ciation With the content and that read out from SIM (UIM). 
If both numbers coincide, Terminal 21 give a user permis 
sion to reproduce the content. 

[0071] At Level L4, storing of content in External memory 
27 of Terminal 21 is permitted. It is noted that reproduction 
of content on Terminal 21 operating under a same criteria is 
permitted regardless of users of the terminal. Here, “a device 
operating under a same criteria” means a device that has a 
function of restricting output of content. Speci?cally, Ter 
minal 21 is a mobile phone. After doWnloading content, the 
mobile phone outputs the content to an audio device having 
the above function and the content is reproduced on the 
audio device, for example. HoWever, attachment of content 
to an e-mail transmitted from Terminal 21 is prohibited. 

[0072] At Level L5, storing content in External memory 
27 and reproduction of content on any device are both 
permitted. In addition, attaching content to an e-mail trans 
mitted from Terminal 21 and uploading content With a Web 
broWser executed on the terminal are permitted. Namely, 
content of Level L5 is to be treated as copyright free content. 
As an example, if a Terminal integrates a camera, any 
picture taken by the camera falls under Level L5. 

[0073] Patterns P1 through P5 are provided each of Which 
is de?ned as a combination of content usage levels L1 
through L5, for example. In Pattern P1, usage of content at 
Levels L1 through L5 are all permitted. In pattern P2, usage 
at Levels L1 through L4 are permitted. In Pattern P3, usage 
at Levels L1 through L3 are permitted. In Pattern 2, usage 
at Levels L1 and L2 are permitted. In Pattern P5, usage at 
only Level L1 is permitted. 

[0074] Furthermore, in Pattern P1, copying and transfer 
ring content are permitted. In Pattern P1 through P4 only 
transferring is permitted. In Pattern P5 both copying and 
transferring are prohibited. “Transferring” content means to 
move the content ?le to another place, in other Words, to 
move the content data, as Well as having the right to deal 
With the content. Needles to say, there is no content ?le left 
in the original place. Therefore, output of content including 
Writing in an external memory, transferring via e-mail, 
uploading by a Web broWser, and copying is permitted 
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Without any restriction. In effect, such content can be treated 
as, so called, copyright-free content. It is noted that all the 
images and music generated on Terminal 21 comes under 
Pattern P1. 

[0075] In Pattern 2 reproduction of content is permitted on 
any device, Which prohibits the copying of the content. In 
other Words, a user can deal With such content as in an 
ordinary audio CD. Thus, a user does not have to change 
hardWare of a device, for example, adding a slot for repro 
ducing the content to the device. This means that a user is 
able to reproduce content on Widely used devices. As an 
example, a user may output content to a car stereo to 
reproduce it. 

[0076] A user Who bought content of Pattern P3 can 
reproduce the content on any terminal. Namely, a user can 
reproduce content on different terminals. The user is iden 
ti?able, for example, by a phone number. For example, since 
a terminal compatible With International Mobile Telecom 
munication (IMT) can mount different SIMs interchange 
ably, content of Pattern P3 can be reproduced on different 
terminals mounted With a SIM storing the same phone 
number. In this case When the SIM is replaced With a SIM 
storing another telephone number, the terminal cannot repro 
duce the content. It is possible, hoWever, that When the SIM 
is dismounted the terminal continues to reproduce it. 

[0077] Content of Pattern P4 can be stored on External 
memory 27 When Internal storage unit 24 has enough 
capacity left to store the content, thereby saving storage 
capacity of Internal storage unit 24. It is noted that such 
content can only be reproduced on Terminal 21 that has 
doWnloaded the content, and can be reproduced on Terminal 
21 Without a SIM. HoWever, When other SIMs are mounted 
onto the terminal, the terminal cannot reproduce the content. 

[0078] In Pattern P5 all usage of content including Writing 
onto an external memory, transferring via e-mail, uploading 
by a Web broWser, and copying is prohibited. Only storing 
content in Internal storage unit 24 of Terminal 21 is permit 
ted. 

[0079] FIG. 3 exempli?es content usage levels for out 
putting images included in content, each of Which is set for 
the content according to the ?rst embodiment. In the ?gure, 
a circle indicates that usage of content is permitted and a 
cross indicates not permitted. 

[0080] As shoWn therein, the con?guration of content 
usage level described above is comprised of level L11 at 
Which output of the content to a built-in monitor is permit 
ted; level L12 at Which output in a general analog form is 
permitted; and level L13 at Which output in a general digital 
form is permitted. 

[0081] Namely, output of an image included in the content 
of Level L11 to Built-in monitor 25 (or an exclusive moni 
tor) is permitted. Output to External monitor 26 is prohib 
ited. 

[0082] Content of Level L12 is permitted to be output in 
a general analog form such as an NTSC format. 

[0083] Content of Level L13 is permitted to be output in 
a general digital form and thus is practically treated as 
copyright-free content. Speci?cally, any image transferred 
via a TV-phone and generated on Terminal 21 falls under 
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Level 13. Output of content in the digital form may be 
carried out via IEEE1394 or Bluetooth, for example. 

[0084] Patterns P11 through P13 are provided each of 
Which is de?ned as a combination of content usage levels, 
for example. In Pattern P11, usage of content at Levels L11 
through L13 are permitted. In pattern P2, usage at Levels 
L11 and L12 are permitted. In Pattern P3, usage only at 
Level L11 is permitted. 

[0085] It is possible that identi?ers of P1 through P5 
shoWn in FIG. 3 and P11 through P13 are Written in a 
comment area of Content ?les F1 through F5. For example, 
identi?ers may be Written on a comment ?eld for JPEG and 
MP3, on Description [0] ?eld in a Mobile pro?le for ASP 
and WMA, and on a copyright notice of MetaEvent (a ?rst 
event of a track chunk) for MIDI-SMF. 

[0086] FIGS. 4A and 4B shoW structures for a content ?le 
according to the ?rst embodiment of the present invention. 
A structure shoWn in FIGS. 4A and 4B are adopted When 
the content ?le is made in a GIF format and a JPEG format, 
respectively. 

[0087] As shoWn in FIG. 4A, When the content ?les F1 
through Fn are made in a GIF format, content usage levels 
L1 through Ln are Written in Comment extension ?eld 32 
Within a Block. 

[0088] As shoWn in FIG. 4B, When the content ?les F1 
through Fn are made in a JPEG format, content usage levels 
L1 through Ln are Written in Comment ?eld 33. 

Second Embodiment 

[0089] It is possible to provide other content usage levels 
different from that of the ?rst embodiment. Simply put, the 
details of content usage levels can be provided in various 
Ways as long as the copyright of the content is not infringed 
upon. 

[0090] For example, it is possible that a content usage 
level designates an output device and alloWs Terminal 21 to 
output the content only to the output device. Also, it is 
possible that a usage level designates a means for outputting 
content Within Terminal 21 and alloWs Terminal 21 to output 
content only With the designated means. Examples of con 
tent usage levels Will noW be described along With services 
provided. In the folloWing description, content output levels 
shall be set in a similar Way as shoWn in FIGS. 2 through 
4. 

Service Example 1 

[0091] In service example 1, after doWnloading content 
from Server 1, Terminal 21 uploads the content to Server 1. 
Next, Server 1 processes the content and Terminal doWn 
loads the processed content. Types of content suitable for 
service example 1 are, for example, an image data of a 
character capable of changing shape, music data capable of 
changing its tone quality, and a computer program of Which 
version can be updated. 

[0092] In service example 1, Server 1, Which is managed 
by a content provider, acts as the above output device of 
Terminal 21. In this case, outputting content to a content 
provider having a copyright of the content must not be a seen 
as a copyright infringement. Therefore, in service example 
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1, an content usage level for designating Server 1 is set in a 
content ?le and thus Terminal 21 is permitted to output the 
content to Server 1. 

[0093] FIG. 5 is a block diagram shoWing an overall 
con?guration of an information distributing system for pro 
viding service example 1. In the ?gure, like numerals are 
employed for like elements and a detailed description is 
omitted. 

[0094] Server 1 includes editing unit 6 for editing content 
uploaded by Terminal 21 and e-mail transmitting/receiving 
unit 7 for transmitting and receiving e-mails via NetWork 11, 
in addition to Authenticating unit 2, Distributing unit 3, 
Level setting unit 4, and Storage unit 5 as shoWn in FIG. 1. 
Terminal 21 includes e-mail transmitting/receiving unit 28 
for transmitting and receiving e-mails via NetWork 11 in 
addition to Level determining unit 22, Output controlling 
unit 23, and Internal storage unit 24 shoWn in FIG. 1. 

[0095] Operation of the information distributing system 
Will noW be described With reference to a sequence diagram 
of FIG. 6. 

[0096] In FIG. 6, Terminal 21 at ?rst transmits a request 
for doWnloading content to Server 1 according, for example, 
to Hypertext Transfer (HTTP) protocol (step S1). Upon 
receipt of the request, Server 1 checks functions of Terminal 
21 using Authenticating unit 2 and reads out a content ?le 
storing content from Storage unit 5. In the folloWing 
example, content ?le F1 shall be read out. Distributing unit 
3 transmits ?le F1 to Terminal 21 as an HTTP response (step 
S2). It is noted that an e-mail address of Server 1 and 
acontent usage level, indicating that content usage is per 
mitted, is to be attached to the e-mail transmitted to Server 
1. Upon receipt of ?le F1, Terminal 21 stores F1 in Internal 
storage unit 24 (step S3). 

[0097] When a user of Terminal 21 Wants to process ?le 
F1 stored in Internal storage unit 24, the user carries out an 
operation in Terminal 21 to create an e-mail addressed to 
Server 1. At ?rst, a user inputs an address of Server 1 in 
Terminal 21 and carries out necessary operation in Terminal 
21 for attaching ?le F1 to the e-mail. Terminal 21 accepts 
and interprets these operations (step S4). Next, Level deter 
mining unit 22 determines Whether attachment of ?le F1 to 
an e-mail is permitted (step S5). Speci?cally, Level deter 
mining unit 22 checks content usage level Written in a 
comment area of ?le F1 to compare an e-mail address input 
by the user With an address stored in the area. If both 
addresses are the same, Level determining unit 22 deter 
mines that attachment of the content is permitted. If not, the 
attachment of the content is determined as not permitted. 

[0098] If the attachment is determined as not permitted 
(“No” in step S5), Output controlling unit 23 displays an 
error message on Built-in monitor 25 (step S6). 

[0099] If the attachment is permitted (“Yes” in step S5), 
e-mail transmitting/receiving unit 28 attaches ?le F1 to an 
e-mail transmitted to Server 1 (step S7). 

[0100] Upon receipt of the e-mail by Server 1, Editing unit 
6 processes ?le F1 according to a predetermined procedure 
(step S8). Next, E-mail transmitting/receiving unit 7 trans 
mits an e-mail attaching ?le F1 to Terminal 21 (step S9). 
Upon receipt of the e-mail, Terminal 21 updates ?le F1 
stored in Internal storage unit 24 to the one received (step 










