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SYSTEM AND METHOD FOR TRACKING A 
TRANSACTION ACROSS A MULTI-HOP 

NETWORK 

TECHNICAL FIELD 

[0001] The present invention is generally related to the 
?eld of data communications and, more particularly, is 
related to a system and method for tracking a transaction 
across a multi-hop netWork. 

BACKGROUND OF THE INVENTION 

[0002] With the daWn of the information age, data trans 
mission is accomplished via many existing data communi 
cations networks. These netWorks are created using various 
netWork technologies that constantly evolve as technical 
innovation occurs. Currently, data superhighWays such as 
the Internet extend around the World. Individuals can access 
these netWorks by purchasing access from one of many 
existing service providers. 

[0003] Other service providers may provide specialiZed 
services in addition to access to netWorks. For example, 
special data transfers may be facilitated, Where such service 
providers bill clients based upon the nature of the data 
transfer and Whether it Was successful. In performing these 
data transfers, the service provider may employ a data 
communications protocol that does not facilitate tracking of 
a particular data transmission through the data communica 
tions netWork. Particularly, in the case Where data is trans 
mitted in packets, for example, it may also be desirable not 
to add any further overhead to the data packet for purposes 
of tracking data transmissions. Consequently, such commu 
nications protocols are not useful in situations Where track 
ing of a transmission of a data packet that hops among 
various nodes of a data communications netWork is neces 
sary. 

SUMMARY OF THE INVENTION 

[0004] In light of the foregoing, a system and method are 
provided for tracking a data transfer transaction across a 
multi-hop netWork. According to one embodiment of the 
present invention, the system includes a number of devices 
that conduct a data transfer transaction across the multi-hop 
netWork. The data transfer transaction may occur in one or 
more transfer segments. The number of devices generally 
include an origination device and a destination device. The 
system also includes a service device in communication With 
the number of devices. 

[0005] The service device generates a globally unique 
transaction identi?er that is associated With each data trans 
fer transaction undertaken via the multi-hop netWork. Since 
there is no ?eld included in the transferred data that facili 
tates tracking of the data transfer transaction, a tracking table 
is maintained in the service device to track the data transfer 
transaction from the origination device to the destination 
device. The tracking table is associated With the globally 
unique transaction identi?er and includes information from 
the various devices involved in the data transfer transaction 
across the multi-hop netWork. 

[0006] The present invention may also be vieWed as a 
method for tracking a data transfer transaction across a 
multi-hop netWork. In this regard, the method comprises the 
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steps of: conducting a data transfer transaction among a 
number of devices in the multi-hop netWork, the data 
transfer segment having at least one transfer segment across 
the multi-hop netWork, the devices including an origination 
device and a destination device; generating a globally 
unique transaction identi?er associated With the data transfer 
transaction in a service device, the service device being in 
communication With the devices; and, maintaining a track 
ing table in the service device to track the data transfer 
transaction from the origination device to the destination 
device, the tracking table being associated With the globally 
unique transaction identi?er. 

[0007] Other features and advantages of the present inven 
tion Will become apparent to one With skill in the art upon 
examination of the folloWing draWings and detailed descrip 
tion. It is intended that all such additional features and 
advantages be included herein Within the scope of the 
present invention. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

[0008] The invention can be better understood With refer 
ence to the folloWing draWings. The components in the 
draWings are not necessarily to scale, emphasis instead 
being placed upon clearly illustrating the principles of the 
present invention. Moreover, in the draWings, like reference 
numerals designate corresponding parts throughout the sev 
eral vieWs. 

[0009] FIG. 1 is a block diagram of a multi-hop netWork 
according to an embodiment of the present invention; 

[0010] FIG. 2A is a How chart of report logic executed in 
a non service device of the multi-hop netWork of FIG. 1; 

[0011] FIG. 2B is a How chart of a startup subroutine of 
the report logic of FIG. 2A; 

[0012] FIG. 2C is a How chart of a message origination 
subroutine of the report logic of FIG. 2A; 

[0013] FIGS. 2D1-2 are How charts of a receive subrou 
tine of the report logic of FIG. 2A; and 

[0014] FIG. 3 is a How chart of tracking logic executed in 
a service device of the multi-hop netWork of FIG. 1. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0015] Turning to FIG. 1, shoWn is a multi-hop netWork 
100 according to an embodiment of the present invention. 
The multi-hop netWork 100 includes a service device 103, an 
origination device 106, a ?rst intermediate device 109a, a 
second intermediate device 109b, and a destination device 
113. The devices 106, 109a, 109b, and 113 generally com 
prise nodes in the multi-hop netWork 100, although there 
may be many more such devices in the multi-hop netWork 
100. The devices 106, 109a, 109b, and 113 shoWn are to 
provide a context for an explanation of the various embodi 
ments of the present invention. 

[0016] The service device 103 includes a processor 116 
and a memory 123 electrically coupled to a local interface 
126. The local interface 126 may comprise, for example, a 
data bus and a control bus. The service device 103 may 
comprise, for example, a sWitch, computer system, server, or 
other similar system. 
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[0017] The origination, intermediate, and destination 
devices 106, 109a, 109b, and 113 include processors 133a-a' 
and memories 136a-a' that are electrically coupled to respec 
tive local interfaces 139a-a' as shoWn. Each of the devices 
106, 109a, 109b, and 113 are in electrical communication 
With each other as nodes in the multi-hop netWork 100. Each 
of the devices 106, 109a, 109b, and 113 is also in electrical 
communication With the service device 103 as shoWn. 

[0018] The service device 103 also includes tracking logic 
143 that is stored on the memory 123 and executed by the 
processor 116. Also stored on the memory 123 is a tracking 
table 146 that is maintained by the service device 103 as it 
executes the tracking logic 143 to track the progress of a data 
transfer transaction through the multi-hop netWork 100. The 
devices 106, 109a, 109b, and 113 all include report logic 149 
that is stored on the memories 136a-a' and executed by the 
processors 133a-d. The report logic 149 alloWs the devices 
106, 109a, 109b, and 113 to send and receive information to 
and from the service device 103 to facilitate the tracking 
functionality of the service device 103 as Will be discussed. 
The origination, intermediate, and destination devices 106, 
109a, 109b, and 113 may actually be physically interchange 
able as nodes in the multi-hop netWork 100. The particular 
designations of “origination”, “intermediate”, and “destina 
tion” are merely used to provide a context to facilitate the 
discussion of the operation of the multi-hop netWork 100 as 
described herein. 

[0019] The multi-hop netWork 100 is employed to facili 
tate data transfer transactions among the data among devices 
106, 109a, 109b, and 113 in the multi-hop netWork 100 in 
one or more segments transfers. Note that the segment 
transfers are accomplished according to a packet sWitching 
protocol that employs destination information in a header of 
the data payload to route the data payload through the 
multi-hop netWork 100. This is done While at the same time 
monitoring the progress of the data transfer transactions for 
purposes of billing for the data transfer and other objectives. 
The service device 103 is generally under the control of a 
service provider that manages the multi-hop netWork 100, 
etc. 

[0020] The billing functions and other functionality are 
accomplished Without introducing any neW overhead into 
the headers or data payload of the data packets or messages 
that are transferred through the devices in the multi-hop 
netWork 100. For example, the data communication protocol 
employed by the devices 106, 109a, 109b, and 113 may be 
a protocol such as J etSendTM originated by HeWlett Packard 
Company, a corporation of the state of DelaWare and having 
its principal place of business in Palo Alto, Calif. Other like 
protocols may be employed as Well. 

[0021] Next, the general operation of the multi-hop net 
Work 100 is described. To begin, the origination device 106 
generates data or data generated by a device coupled to the 
origination device 106 is provided thereto. At startup, the 
origination device 106, as Well as the intermediate and 
destination devices 109a, 109b, and 113 establish data 
communications With the service device 103 and receive a 
session identi?er S1-S4, respectively from the service 
device 103. The session identi?ers S1-S4 may be, for 
example, an internet protocol address or other like designa 
tion, etc. 

[0022] The origination device 106 begins a ?rst segment 
transfer of the data transfer transaction by generating a job 
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identi?er JX and then transmitting the job identi?er J1 to the 
service device 103 With a request for a globally unique 
transaction identi?er key TX With Which to track the data 
transfer transaction. The service device 103 responds by 
generating a globally unique transaction identi?er TX and 
transmitting it to the origination device 106. The origination 
device 106 also transmits its session identi?er S1 to the ?rst 
intermediate device 109a. The ?rst intermediate device 109a 
transmits the session identi?er S1 that Was received from the 
origination device 106 to the service device 103 along With 
a validation request VAL. The service device 103 validates 
the session identi?er S1 for the ?rst intermediate device 
109a. The origination device 106 then commences data 
transfer of the data payload to the intermediate device 109a 
along With the job identi?er J1 that Was generated by the 
origination device 106. The job identi?ers JX are generally 
associated With each segment transfer of the data transfer 
transaction as Will be illustrated. 

[0023] Upon generating the transaction identi?er T1, the 
service device 103 also generates a tracking table 146 that is 
associated With the transaction identi?er T1. The tracking 
table 146 Will then be employed to track the progress of the 
data transfer transaction throughout the multi-hop netWork 
100. The service device 103 places the job identi?er J1 and 
the session identi?er S1 in the tracking table 146 as the 
beginning point from Which the data payload Was trans 
ferred, i.e., the origination device 106. 

[0024] Upon receiving the session identi?er S1 and the job 
identi?er J1 from the origination device 106, the interme 
diate device 109a transmits the same to the service device 
103 along With a request (T?) for the associated transaction 
identi?er T1. When the session identi?er S1 and the job 
identi?er J1 are received With the request, the service device 
103 ?nds the tracking table in Which the same session 
identi?er S1 and the job identi?er J1 are stored. An asso 
ciation is draWn betWeen the transaction identi?er T1 for the 
particular table and the received session identi?er S1 and the 
job identi?er J1. The service device 103 then transmits the 
transaction identi?er T1 to the intermediate device 109a as 
shoWn. 

[0025] Thereafter, the intermediate device 109a examines 
the data payload received from the origination device and 
realiZes that it is not the ultimate destination. The interme 
diate device 109a then transmits its session identi?er S2 to 
the second intermediate device 109b. The second interme 
diate device 109b then transmits the session identi?er from 
the intermediate device 109a along With a validation request 
VAL to the service device 103. The service device 103 
validates the session identi?er S2 and thereafter informs the 
second intermediate device 109b of the same. 

[0026] The ?rst intermediate device 109a then generates a 
job identi?er J2 and transmits the same along With the data 
payload to the second intermediate device 109b. The ?rst 
intermediate device 109a then transmits its session identi?er 
S2 as Well as the job identi?er J2 and the transaction 
identi?er T1 to the service device 103 With instructions that 
the service device 103 update the tracking table With this 
information. The service device 103 places the session 
identi?er S2 and the job identi?er J2 into the tracking table 
as shoWn. In this manner, the service device 103 tracks the 
devices 106 and 109a that are employed in the data transfer 
transaction and the corresponding. 
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[0027] Upon receiving the session identi?er S2 and the job 
identi?er J2, the second intermediate device 109b transmits 
the same to the service device 103 along With a request (T?) 
for the associated transaction identi?er associated thereWith. 
The service device 103 then looks up the session identi?er 
S2 and the job identi?er J2 in the tracking table 146 and 
identi?es the associated transaction identi?er T1. The ser 
vice device 103 then transmits the transaction identi?er T1 
to the second intermediate device 109b in accordance With 
its request. Note that the session identi?er S2 and the job 
identi?er J2 generally appear in a single tracking table 146 
Where the service device 103 includes several such tables. 
Thus, the service device 103 searches all tables 146 for the 
pair. 

[0028] The second intermediate device 109b examines the 
data payload received from the ?rst intermediate device 
109a and, upon realiZation that it is not the destination 
device for that data, establishes data communications With 
the destination device 113. In particular, the session identi 
?er S3 of the second intermediate device 109b is transmitted 
to the destination device 113 for validation in similar fashion 
to the previous devices. The second intermediate device 
109b then generates a job identi?er J3 in order to transmit 
the data payload to the destination device 113. As Was the 
case With the ?rst intermediate device 109a, the second 
intermediate device 109b transmits the session identi?er S3 
and the job identi?er J3 to the service device 103 along With 
the transaction identi?er T1 so that the service device 103 
may include the same in the tracking table 146. 

[0029] Thereafter, the second intermediate device 109b 
transmits the job identi?er J3 along With the data payload to 
the destination device 113. Upon receiving the job identi?er 
J3 from the second intermediate device 109b, the destination 
device 113 transmits the session identi?er S3 and the job 
identi?er J3 to the service device 103 With a request (T?) for 
the associated transaction identi?er. Once again, the service 
device 103 transmits the transaction identi?er T1 to the 
destination device 113 in response to the request. 

[0030] The destination device 113 then examines the data 
payload it received from the second intermediate device 
109b and realiZes that it is the ultimate destination of the 
data. The destination device 113 then transmits its session 
identi?er S4, the transaction identi?er T1, and an end signal 
END to the service device 103. The end signal END from 
the destination device 113 informs the service device 103 
that the destination device 113 is, in fact, the ultimate 
destination of the data message sent from the origination 
device 106, and that no further data segment transfers are to 
be undertaken. 

[0031] Upon receiving the end signal END from the 
destination device 113, the service device 103 examines the 
tracking table 146 to identify the various segment transfers 
that have occurred from device to device in the course of the 
data transfer transaction and can generate billing informa 
tion and other information therefrom. 

[0032] With reference then to FIG. 2A, shoWn is a How 
chart of the report logic 149 executed by the processors 
133a-a' of the devices 106, 109a, 109b, and 113. Beginning 
With block 203, the report logic 149 determines Whether a 
device has logged on With the service device 103. If such is 
the case, then the logic 149 proceeds to block 206 in Which 
a start up subroutine is executed. If no logon occurs in block 
203, then the logic 149 proceeds to block 209. 
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[0033] In block 209, the logic 149 determines Whether a 
data payload has been originated that must be transmitted to 
a particular destination device 113. If such is the case, then 
the logic 149 moves to block 213 in Which a message 
origination subroutine is executed. If there is no message 
origination in block 209, then the logic 149 proceeds to 
block 216. In block 216, the logic 149 determines Whether 
a segment transfer is to be received from another device in 
the multi-hop netWork 100. If there is such a segment 
transfer to be received, the logic Will then move to block 219 
in Which a receive subroutine is executed. OtherWise, the 
logic 149 Will revert back to block 203. Therefore, according 
to the How chart of FIG. 2A, the logic 149 performs a task 
When necessary based upon the state of the particular device 
as Well as the interaction With other devices. 

[0034] With reference then to FIG. 2B, shoWn is the start 
up subroutine 206 that Was executed by the logic 149 as 
discussed With reference to FIG. 2A. Beginning With block 
243, the subroutine 206 causes the device to log on With the 
service device 103 using appropriate hand shaking and other 
communications based on a predetermined protocol. There 
after, in block 246, the device receives its session identi? 
cation SX from the service device 103. Thereafter the 
subroutine 206 ends and the logic 149 returns to the How 
chart of FIG. 2A. 

[0035] With reference to FIG. 2C, shoWn is the message 
origination subroutine 213. The subroutine 213 begins With 
block 263 in Which a communications link is established 
With the next device and thereafter, the session identi?er of 
the current device is transmitted to the next device for 
validation. Note that the next device could be either an 
intermediate device 109 or a destination device 113. The 
subroutine 213 then progresses to block 266 in Which a job 
identi?er is generated and transmitted With the transaction 
identi?er along With a request for the transaction identi?er to 
the service device 103. Also, the job identi?er is transmitted 
to the next device. The subroutine 213 then moves to block 
269 in Which the transmission of the data payload to the next 
device is commenced. Then, in block 273, the current device 
receives a transaction identi?er TX back from the service 
device 103 in response to the previous request. Next, in 
block 276, the current device detects Whether or not the 
transmission of the data to the next device is complete. If 
not, then the subroutine 213 remains at block 276. Once the 
transmission is complete in block 276, the subroutine 213 
proceeds to block 279 in Which metering information rela 
tive to the data transmitted is sent to the service device 103. 
Thereafter, the message origination subroutine 213 ends and 
the logic 149 reverts back to block 216 of the How chart of 
FIG. 2A. 

[0036] Turning noW to FIG. 2D1, shoWn is the receive 
subroutine 219 that is executed in block 219 (FIG. 2A). The 
receive subroutine 219 is executed When a particular device 
106, 109a, 109b, or 113 is to receive a data payload from a 
prior device. Beginning With block 303, the subroutine 219 
establishes a communications link With the transmitting 
device. Thereafter, in block 306 the session identi?er SX of 
the transmitting device is received. Next, the current device 
validates the session identi?er SX With the service device 
103 in block 309. Then, a job identi?er JX is received from 
the transmitting device in block 313. 

[0037] Thereafter, in block 316, the current device sends 
the job identi?er JX and the session identi?er SX received 
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from the transmitting device to the service device 103 With 
a request for the transaction identi?er associated With the job 
identi?er JX and the session identi?er SX. Then, in block 
319, the current device begins receiving the data payload 
from the transmitting device. Thereafter, in block 323 the 
transaction identi?er requested from the service device 103 
is received. 

[0038] Then, in block 326, the current device determines 
Whether the transmission of the data from the transmitting 
device is complete. If not, then the subroutine 219 remains 
at block 326. Once the transmission is complete in bbck 326, 
the subroutine 219 progresses to block 329 in Which meter 
ing information is sent to the service device 103 relating to 
the transmission of the data that has just been completed. 
Thereafter, the subroutine 219 goes on to connector A. 

[0039] With reference to FIG. 2D2, shoWn is the second 
portion of the subroutine 219. From connector A the sub 
routine 219 progresses to block 333 in Which the device 
determines Whether or not it is the ?nal destination of the 
data payload just received. If so, then the subroutine 219 
progresses to block 336 in Which the device transmits the 
current receive session identi?er SX+1 and the transaction 
identi?er TX to the service device 103 along With a desti 
nation indicator (end signal END). A destination indicator 
informs the service device 103 that the current device is the 
?nal destination of the data transmitted via the multi-hop 
netWork 100. Thereafter, the subroutine 219 ends and the 
report logic reverts back to block 203 as shoWn in FIG. 2A. 

[0040] On the other hand, if in block 333 the current 
device is not the ?nal destination of the data transmitted, 
then it must transmit the data in a segment transfer to the 
neXt device 109a, 109b, or 113 on route to its ?nal desti 
nation thereby completing the data transfer transaction. The 
device to Which the neXt segment transfer is directed is a 
function of addressing information stored the data payload 
as Well as the data protocol employed. In such case, the 
subroutine 219 progresses to block 339 Where a communi 
cations link is established With the neXt device. Thereafter, 
the session identi?er SX+1 of the current device is trans 
mitted to the neXt device for validation. The subroutine 219 
moves to block 343 in Which a job identi?er JX+1 is created 
and then transmitted to the neXt device. Thereafter, in block 
346 the current device begins transmission of the data 
payload to the neXt device 109a, 109b, or 113. 

[0041] Once the transmission of the data payload has 
begun, in block 349 the current device then transmits the 
current device’s session identi?er SX+1 and the job identi 
?er JX+1 along With the previously received transaction 
identi?er T1 to the service device 103. Also transmitted is an 
association request that asks the service device 103 to 
associate the session identi?e r SX+1 and the job identi?er 
JX+1 With the transaction identi?er T1 by storing the same 
in the tracking table 146 (FIG. 1) associated thereWith. The 
subroutine 219 moves on to block 353 in Which it is 
determined Whether the data transmission to the neXt device 
is complete. If not, then the subroutine 219 remains at block 
353. Once the transmission of the data is complete in block 
353, the subroutine 219 moves to block 356 in Which 
metering information relative to the data transmitted to the 
neXt device is sent to the service device 103. Thereafter, the 
receive subroutine 219 ends, and the report logic 149 (FIG. 
2A) moves to block 203 (FIG. 2A). 
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[0042] Turning noW to FIG. 3, shoWn is a How chart of the 
tracking logic 143 executed by the processor 116 of the 
service device 103. The tracking logic 143 essentially main 
tains the tracking table 146 (FIG. 1) by communicating With 
the devices 106, 109a, 109b, and 113 as discussed previ 
ously. Beginning then, With block 403, the service device 
103 determines Whether a particular device 106, 109a, 109b, 
or 113 is establishing data communications or logging on 
With the service device 103 for the ?rst time. If so, then the 
tracking logic 143 progresses to block 406 in Which the 
service device 103 assigns a session identi?er SX to the 
particular device 106, 109a, 109b, or 113. From blocks 403 
or 406, the tracking logic 143 progresses to block 409 in 
Which the tracking logic 143 detects an attempt at validation 
by one of the devices 106, 109a, 109b, or 113. If a validation 
attempt is detected, then the tracking logic 143 progresses to 
block 413 in Which the session identi?er received from the 
particular device 106, 109a, 109b, or 113 is validated 
accordingly. If no validation attempt is detected in block 
409, or once validation is successful in block 413, then the 
tracking logic 143 progresses to block 416. The validation 
involves con?rming that the particular session identi?er SX 
is assigned to a logged device 106, 109a, 109b, or 113. 

[0043] In block 416, the service device 103 determines 
Whether a neW data transfer transaction is to be commenced 
as indicated by receiving a job identi?er from a particular 
device 106, 109a, 109b, or 113 along With a request for a 
neW globally unique transfer identi?er TX. If so, then the 
tracking logic 143 progresses to block 419 in Which a neW 
globally unique transaction identi?er is generated and sent to 
the particular device. Then, the tracking logic 143 moves to 
block 423 Where a neW tracking table 146 is generated and 
associated With the neWly created transaction identi?er TX. 
If there is no transaction in block 416, or once the neW 
tracking table 145 is generated in block 423, the tracking 
logic 143 moves to block 426 in Which the tracking logic 
143 determines Whether an eXisting transaction identi?er has 
been requested by a particular device 106, 109a, 109b, or 
113. 

[0044] If in block 426, a transaction identi?er request has 
been received, the tracking logic 143 moves to block 149 in 
Which the tracking logic 143 ?nds the particular tracking 
table 143 that holds the current session and job identi?ers to 
identify the transaction identi?er that is associated there 
With. The tracking logic 143 then moves to block 433 in 
Which the transaction identi?er that is associated With the 
session and job identi?ers is transmitted to the particular 
device as per the request. If no transaction identi?er is 
requested in block 426, or once the transaction identi?er has 
been transmitted to the requested device in block 433, the 
tracking logic 143 progresses to block 436. 

[0045] In block 436, the service device 103 determines 
Whether a particular device 106, 109a, 109b, or 113 has 
transmitted an association request that includes a session 
identi?er, job identi?er, and associated transaction identi?er. 
If so, then the tracking logic 143 progresses to block 439 
Where the tracking logic 143 draWs an association betWeen 
the transaction identi?er received and the transaction iden 
ti?ers associated With the various tracking tables 146 stored 
in memory 123. Then, in block 443, the particular session 
and job identi?ers are added to the associated tracking table 
143. The tracking logic 143 then proceeds to block 446 in 
Which metering information is received from the particular 
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device 106, 109a, 109b, or 113. Or, on the other hand if in 
block 436, there is no association request, or the metering 
information has been received in block 446, then the track 
ing logic proceeds to block 449. 

[0046] In block 449, the tracking logic 143 determines 
Whether or not a destination indicator (END) has been 
received, as is the case in block 336 of subroutine 219 (FIG. 
2D2). If the destination indicator is received indicating that 
the data transfer transaction is complete, then the tracking 
logic 143 progresses to block 453 in Which metering infor 
mation is received from the destination device 113 and all 
pertinent information relative to the transaction is saved for 
the various purposes of the service provider. Thereafter, the 
tracking logic 143 reverts back to block 403 to repeat the 
process once again. If in block 449, the data transfer 
transaction is not complete as there is no destination indi 
cator received from the destination device 113, the tracking 
logic 143 also reverts back to block 403. 

[0047] In addition to the foregoing discussion, the logic 
143 and 149 of the present invention can be implemented in 
hardWare, softWare, ?rmWare, or a combination thereof. In 
the preferred embodiment(s), the logic 143 and 149 is 
implemented in softWare or ?rmWare that is stored in a 
memory and that is executed by a suitable instruction 
execution system. If implemented in hardWare, as in an 
alternative embodiment, the logic 143 and 149 can imple 
mented With any or a combination of the folloWing tech 
nologies, Which are all Well knoWn in the art a discrete logic 
circuit(s) having logic gates for implementing logic func 
tions upon data signals, an application speci?c integrated 
circuit having appropriate logic gates, a programmable gate 
array(s) (PGA), a ?eld programmable gate array (FPGA), 
etc. 

[0048] Also, the How charts of FIGS. 2A, 2B, 2C, 2B1, 
2B2, and 3 shoW the architecture, functionality, and opera 
tion of a possible implementation of the logic 143 and 149. 
In this regard, each block represents a module, segment, or 
portion of code, Which comprises one or more executable 
instructions for implementing the speci?ed logical func 
tion(s). It should also be noted that in some alternative 
implementations, the functions noted in the blocks may 
occur out of the order noted in FIGS. 2A, 2B, 2C, 2B1, 2B2, 
and 3. For example, tWo blocks shoWn in succession in 
FIGS. 2A, 2B, 2C, 2B1, 2B2, and 3 may in fact be executed 
substantially concurrently or the blocks may sometimes be 
executed in the reverse order, depending upon the function 
ality involved. 

[0049] Finally, the logic 143 and 149, Which comprises an 
ordered listing of executable instructions for implementing 
logical functions, can be embodied in any computer readable 
medium for use by or in connection With an instruction 
execution system, apparatus, or device, such as a computer 
based system, processor-containing system, or other system 
that can fetch the instructions from the instruction execution 
system, apparatus, or device and execute the instructions. In 
the context of this document, a “computer-readable 
medium” can be any means that can contain, store, com 
municate, propagate, or transport the program for use by or 
in connection With the instruction execution system, appa 
ratus, or device. The computer readable medium can be, for 
example but not limited to, an electronic, magnetic, optical, 
electromagnetic, infrared, or semiconductor system, appa 
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ratus, device, or propagation medium. More speci?c 
examples (a nonexhaustive list) of the computer-readable 
medium Would include the folloWing: an electrical connec 
tion (electronic) having one or more Wires, a portable 
computer diskette (magnetic), a random access memory 
(RAM) (magnetic), a read-only memory (ROM) (magnetic), 
an erasable programmable read-only memory (EPROM or 
Flash memory) (magnetic), an optical ?ber (optical), and a 
portable compact disc read-only memory (CDROM) (opti 
cal). Note that the computer-readable medium could even be 
paper or another suitable medium upon Which the program 
is printed, as the program can be electronically captured, via 
for instance optical scanning of the paper or other medium, 
then compiled, interpreted or otherWise processed in a 
suitable manner if necessary, and then stored in a computer 
memory. 

[0050] Many variations and modi?cations may be made to 
the above-described embodiment(s) of the invention Without 
departing substantially from the spirit and principles of the 
invention. All such modi?cations and variations are intended 
to be included herein Within the scope of the present 
invention. 

What is claimed is: 
1. A system for tracking a data transfer transaction across 

a multi-hop netWork, comprising: 

a plurality of devices that conduct a data transfer trans 
action having at least one transfer segment across the 
multi-hop netWork, the plurality of devices including 
an origination device and a destination device; 

a service device in communication With the plurality of 
devices, the service device generating a globally unique 
transaction identi?er associated With the data transfer 
transaction; and 

a tracking table maintained in the service device to track 
the data transfer transaction from the origination device 
to the destination device, the tracking table being 
associated With the globally unique transaction identi 
?er. 

2. The system of claim 1, further comprising: 

a session identi?er associated With each of the plurality of 
devices; 

a job identi?er associated With the segment transfer, the 
job identi?er being generated by the respective one of 
the plurality of devices that conducts the segment 
transfer. 

3. The system of claim 1, Wherein the service device 
transmits the globally unique transaction identi?er to a 
respective one of the plurality of devices upon receiving a 
job identi?er generated by the respective one of the plurality 
of devices. 

4. The system of claim 3, Wherein the plurality of devices 
each transmit an associated session identi?er, a neW job 
identi?er, and the globally unique transaction identi?er to 
the service device upon conducting the segment transfer to 
facilitate tracking of the segment transfer by the service 
device. 

5. The system of claim 4, Wherein the service device 
tracks the data transfer transaction by draWing an association 
betWeen a ?rst transaction identi?er received from the 
plurality of devices and a second transaction identi?er 
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associated With the tracking table, the service device storing 
the respective session identi?er and the neW job identi?er in 
the tracking table. 

6. A method for tracking a data transfer transaction across 
a rnulti-hop network, comprising the steps of: 

conducting a data transfer transaction among a plurality of 
devices in the rnulti-hop netWork, the data transfer 
segrnent having at least one transfer segrnent across the 
rnulti-hop netWork, the plurality of devices including 
an origination device and a destination device; 

generating a globally unique transaction identi?er asso 
ciated With the data transfer transaction in a service 
device, the service device being in communication With 
the plurality of devices; and 

maintaining a tracking table in the service device to track 
the data transfer transaction from the origination device 
to the destination device, the tracking table being 
associated With the globally unique transaction identi 
?er. 

7. The method of claim 6, further comprising the steps of: 

associating a session identi?er With each of the plurality 
of devices; 

associating a job identi?er With the segment transfer, the 
job identi?er being generated by the respective one of 
the plurality of devices that conducts the segment 
transfer. 

8. The method of claim 6, further comprising the step of 
transmitting the globally unique transaction identi?er from 
the service device to a respective one of the plurality of 
devices upon receiving a job identi?er generated by the 
respective one of the plurality of devices. 

9. The method of claim 8, further comprising the step of 
transmitting an associated session identi?er, a neW job 
identi?er, and the globally unique transaction identi?er from 
the plurality of devices to the service device upon conduct 
ing the segment transfer to facilitate tracking of the segment 
transfer by the service device. 

10. The method of claim 9, further comprising the step of 
tracking the data transfer transaction in the service device by 
draWing an association betWeen a ?rst transaction identi?er 
received from the plurality of devices and a second trans 
action identi?er associated With the tracking table, the 
service device storing the respective session identi?er and 
the neW job identi?er in the tracking table. 
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11. Asystern for tracking a data transfer transaction across 
a rnulti-hop network, comprising: 

means for conducting a data transfer transaction among a 
plurality of devices in the rnulti-hop netWork, the data 
transfer segrnent having at least one transfer segrnent 
across the rnulti-hop netWork, the plurality of devices 
including an origination device and a destination 
device; 

means for generating a globally unique transaction iden 
ti?er associated With the data transfer transaction in a 
service device, the service device being in communi 
cation With the plurality of devices; and 

means for maintaining a tracking table in the service 
device to track the data transfer transaction from the 
origination device to the destination device, the track 
ing table being associated With the globally unique 
transaction identi?er. 

12. The system of claim 11, further comprising: 

means for associating a session identi?er With each of the 
plurality of devices; 

means for associating a job identi?er With the segment 
transfer, the job identi?er being generated by a respec 
tive one of the plurality of devices that conducts the 
segment transfer. 

13. The system of claim 11, further comprising means for 
transmitting the globally unique transaction identi?er from 
the service device to a respective one of the plurality of 
devices upon receiving a job identi?er generated by the 
respective one of the plurality of devices. 

14. The system of claim 13, further comprising means for 
transmitting an associated session identi?er, a neW job 
identi?er, and the globally unique transaction identi?er from 
the plurality of devices to the service device upon conduct 
ing the segment transfer to facilitate tracking of the segment 
transfer by the service device. 

15. The system of claim 14, further comprising means for 
tracking the data transfer transaction in the service device by 
draWing an association betWeen a ?rst transaction identi?er 
received from the plurality of devices and a second trans 
action identi?er associated With the tracking table, the 
service device storing the respective session identi?er and 
the neW job identi?er in the tracking table. 

* * * * * 


