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REMOTE CONTROL OF IMAGE PICKUP 
APPARATUS 

FIELD OF THE INVENTION 

[0001] The present invention relates to a technology of 
remotely controlling an image pickup apparatus in a system 
for delivering images sensed by a camera over a netWork. 

BACKGROUND OF THE INVENTION 

[0002] There has been provided a system Which alloWs 
multiple people to see an image sensed by a camera provided 
at a remote location via a network, as Well as enables the 
people to remotely control the pan and tilt angles or Zoom 
magni?cation of the camera. For example, there has been 
developed a system Which, by connecting a computer 
controllable camera via a WWW server on the Internet to a 

personal computer also connected to the Internet, not only 
delivers real-time images taken by the camera to a user Who 
has accessed to the system but also alloWs control of the 
camera (see Japanese Patent Laid-Open No. 10-040185, for 
example). The image-delivering side and the image-vieWing 
side are in a server-client relationship. 

[0003] In such a system Which alloWs controlling of a 
camera and delivers images to multiple people at multiple 
locations, operation and observation are assumed to be 
performed by an unspeci?ed number of users (clients). 
When a camera (server) is controlled by many people, 
authoriZation to control the camera is important (see J apa 
nese Patent Laid-Open No. 10-042278, for example). A 
client Who has acquired the authoriZation can control the 
camera. The authoriZation is released When a predetermined 
time period has elapsed. 

[0004] In such a system, multiple levels of authoriZation 
are provided, and a higher level user (client) is given higher 
priority authoriZation When the user (client) controls the 
camera. It is disclosed that a different authoriZation time 
period is given to each of multiple priority levels (see 
Japanese Patent Laid-Open No. 10-164554, for example). 

[0005] Such a system is not only used as a Web camera 
system, e.g., for the purpose of delivering appearances of 
sightseeing spots and roads and the like to an unspeci?ed 
number of people over the Internet, but also often used as a 
security camera system, e.g., for the purpose of delivering 
images to particular people for crime prevention and the 
like. 

[0006] When such a system is used for monitoring for the 
purpose of crime prevention, the image is not alWays seen by 
someone. Accordingly, in a conventional general monitoring 
system using an image, the image is continuously recorded 
so that the recorded image may be later checked in case any 
abnormality happens. Alternatively, by detecting an abnor 
mality from motions of an image, the image is recorded or 
abnormality detection information is noti?ed only When 
such an abnormality is detected. 

[0007] In such a system alloWing multiple people at mul 
tiple locations to vieW an image and enabling only one user 
at a time to control the camera by giving authoriZation to 
him/her as described above, the system administrator and a 
person Who controls the camera are not alWays the same. For 
example, a camera may be used as a Web camera for 
delivering images to an unspeci?ed number of people via the 
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Internet during the day, and as a security camera directed to 
a particular direction for monitoring to detect an abnormal 
ity, such as trespass. 

[0008] In this case, there is a possibility that an abnormal 
ity cannot be detected because an unexpected client has 
accessed the system and freely controlled the camera. Espe 
cially, When the camera is set to record abnormity detection 
results in an unWatched and automated operation, if the 
camera is controlled to be changed and ?xed to face a 
direction different from the direction to be monitored or a 
different Zoom magni?cation, it cannot perform the prede 
termined abnormality detection, and this may cause a seri 
ous problem. 

SUMMARY OF THE INVENTION 

[0009] The present invention has been made in consider 
ation of the above situation, and its object is to prevent a 
camera from being controlled from a terminal other than a 
predetermined terminal during a particular operation 
thereof. 

[0010] According to the present invention, the foregoing 
object is attained by providing a control method for con 
trolling an image pickup apparatus in an image delivery 
system that delivers an image acquired from the image 
pickup apparatus to at least one of multiple external devices, 
the image pickup apparatus being remotely controllable by 
the multiple external devices, the method comprising: con 
trolling the image pickup apparatus at a preset time based on 
preset control data; and inhibiting remote control of the 
image pickup apparatus by a predetermined external device 
during the control performed based on the control data. 

[0011] According to the present invention, the foregoing 
object is also attained by providing an image delivery 
apparatus that delivers images acquired from an image 
pickup apparatus to at least one of multiple external devices, 
the image pickup apparatus being remotely controllable by 
the multiple external devices, the image delivery apparatus 
comprising: a data storage medium that stores control data 
to control the image pickup apparatus and a start time to start 
control using the control data; a schedule execution unit that 
starts control of the image pickup apparatus based on the 
control data at the start time; and a restriction unit that 
inhibits remote control of the image pickup apparatus by a 
predetermined external device during control by said sched 
ule execution unit. 

[0012] Other features and advantages of the present inven 
tion Will be apparent from the folloWing description taken in 
conjunction With the accompanying draWings, in Which like 
reference characters designate the same or similar parts 
throughout the ?gures thereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The accompanying draWings, Which are incorpo 
rated in and constitute a part of the speci?cation, illustrate 
embodiments of the invention and, together With the 
description, serve to explain the principles of the invention. 

[0014] FIG. 1 shoWs a system con?guration according to 
an embodiment of the present invention; 

[0015] FIG. 2 is a block diagram shoWing a con?guration 
of a camera server device according to the embodiment of 

the present invention; 



US 2004/0056964 A1 

[0016] FIG. 3 is a block diagram showing a con?guration 
of a terminal according to the embodiment of the present 
invention; 
[0017] FIG. 4 shoWs an example of an operation screen; 

[0018] FIGS. 5A to 5H shoW a command and a data 
packet format according to the embodiment of the present 
invention; 
[0019] FIG. 6 is a ?oWchart shoWing processing of a 
connection management unit according to the embodiment 
of the present invention; 

[0020] FIG. 7 is a ?oWchart shoWing processing of an 
authorization management unit according to the embodi 
ment of the present invention; 

[0021] FIG. 8 is a ?oWchart of image delivery processing 
according to the embodiment of the present invention; 

[0022] FIG. 9 is a ?oWchart shoWing abnormal detection 
processing of an abnormal detection processing unit accord 
ing to the embodiment of the present invention; 

[0023] FIG. 10 is a ?oWchart shoWing processing of a 
camera control unit according to the embodiment of the 
present invention; 

[0024] FIGS. 11A to 11C shoW an example of a set 
schedule according to the embodiment of the present inven 
tion; 

[0025] FIG. 12 is a ?oWchart shoWing processing of a 
schedule management unit according to the embodiment of 
the present invention; 

[0026] FIG. 13 is a ?oWchart shoWing processing of a 
terminal according to the embodiment of the present inven 
tion; 

[0027] FIG. 14 is a ?oWchart illustrating events and 
corresponding processes according to the embodiment of the 
present invention; and 

[0028] FIGS. 15A and 15B shoW an example of a set 
schedule according to a second embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0029] Preferred embodiments of the present invention 
Will be described in detail in accordance With the accom 
panying draWings. 

[0030] [First Embodiment] 
[0031] In the ?rst embodiment, in addition to a feature of 
alloWing multiple user to control a camera While delivering 
a real-time image to the multiple users, there is also provided 
a feature of controlling and ?xing a camera at camera control 

values (combination of pan, tilt and Zoom) Which have been 
preset at a particular camera control level, Which is later 
described, during a particular time period according to a 
preset schedule to perform an abnormality detection process 
described later and save the image When any abnormality 
happens. 

[0032] FIG. 1 shoWs a system con?guration according to 
the ?rst embodiment of the present invention. 
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[0033] In FIG. 1, the reference numeral 11 denotes a 
camera server device; 12, a general user terminal; and 13, an 
administrator terminal, all of Which are connected via a 
netWork 14. A camera, Whose pan, tilt and Zoom can be 
operated, is connected to the camera server device 11. The 
camera server device 11 delivers a real-time image via the 
netWork 14 in response to a request by the terminals 12, 13 
and enables the terminal 12, 13 to control the camera. 
Furthermore, the camera server 11 executes an abnormality 
detection function for a particular time period speci?ed in 
advance and saves the image in case any abnormality 
happens. 

[0034] Though multiple camera server devices 11, general 
user terminals 12, and administrator terminals 13 may be 
connected to the netWork 14, it is assumed that just one for 
each is connected in this ?rst embodiment, for simpli?cation 
of explanation. The netWork 14 may be any digital netWork, 
such as the Internet and an intranet, having a band enough 
to transmit camera control signals and compressed image 
signals, Which are described later. The netWork protocol 
used here is assumed to be the TCP/IP (UDP/IP) protocol, 
and the “address” used in the description beloW indicates an 
IP address. Each of the camera server device 11 and the 
terminals 12, 13 is assumed to be assigned an IP address. 

[0035] The con?guration of each of the above-mentioned 
devices is noW described beloW. 

[0036] FIG. 2 is a block diagram shoWing a con?guration 
of the camera server device 11. The camera server device 11 

is composed of: an image sensing unit 211 Which uses a 
CCD and the like to sense an image as a digital image signal; 
a pan head driving unit 215 capable of electronically con 
trolling the pan and tilt angles to set an image sensing 
direction of the image sensing unit 211; a pan head control 
unit 216 for controlling the pan head driving unit 215; a 
camera control unit 217 for controlling the Zoom magni? 
cation of the image sensing unit 211 and controlling the pan 
and tilt angles of the pan head driving unit 215 via the pan 
head control unit 216; an image compression unit 212 for 
compressing an image inputted from the image sensing unit 
211; an abnormality detection unit 213 for detecting an 
abnormality, such as trespass, from the inputted image; an 
image recording unit 214 for recording the image When any 
abnormality is detected; a schedule management unit 219 for 
managing a schedule of the abnormality detection function; 
an authoriZation management unit 218 for managing exter 
nal authoriZation to be given to the terminals 12, 13 and 
internal authoriZation to be given based on the schedule; a 
connection management unit 220 for managing connection 
to the terminals 12, 13 for image delivery and camera 
control; and a communication control unit 221 for control 
ling image delivery to or communication of camera control 
data With the terminals 12, 13 via the netWork 14. Apart of 
the foregoing con?guration (the image sensing unit 211 and 
the pan head driving unit 215, for example) may be sepa 
rately con?gured. 

[0037] The camera server device 11 captures a digital 
image sensed by the image sensing unit 211, compresses it 
in Motion JPEG format at the image compression unit 212, 
and delivers the compressed image to all the connected 
terminals 12, 13. The camera server device 11 also accepts 
a camera control command from the terminal 12 or 13 Which 
has acquired authoriZation, and controls the Zoom magni? 
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cation of the image sensing unit 211 and the pan head 
driving unit 215 based on the command. Furthermore, the 
camera server device 11 acquires authorization based on a 
schedule set in advance by the schedule management unit 
219 to perform camera control and operate the abnormality 
detection function. If detecting any abnormality, the camera 
server device 11 saves the image in the image recording unit 
214. Though Motion JPEG compression is used here as the 
compression format of an image, a compression format 
using inter-frame correlation With a higher compression rate, 
such as H263, may be used, and the present invention is not 
restricted by a compression format. 

[0038] The con?guration and operation of the terminals 
12, 13 are noW described With reference to FIG. 3. TWo 
kinds of logical channels, that is, an image delivery con 
nection for delivering an image from the camera server 
device 11 to the terminals 11, 12 and a camera control 
connection for controlling the camera server device 11 from 
the terminals 11, 12 are established betWeen the camera 
server device 11 and the terminals 12, 13 as necessary. As 
seen from the camera server device 11, multiple image 
delivery connections can be established With multiple ter 
minals, While only one camera control connection is estab 
lished With one terminal at a time. 

[0039] When an image delivery connection is established, 
compressed image data delivered from the camera server 
device 11 via the netWork 14 is received through a commu 
nication control unit 31, expanded at an image expansion 
unit 35, and then displayed on an image display unit 36. The 
operation screen shoWn in FIG. 4 is displayed on the image 
display unit 36 of the terminals 12, 13 by a display control 
unit 34 to alloW a camera control operation to be performed 
via a camera operation unit 33. On the terminals 12, 13, there 
is operated some WindoW system, such as WindoWs (TM), 
capable of con?guring a user interface screen as shoWn in 
FIG. 4 on the image display unit 36, so that a screen as 
shoWn in FIG. 4 can be displayed. 

[0040] In FIG. 4, the reference numeral 41 denotes an 
image display panel on Which an image is displayed; and 42, 
a camera control panel for operating the camera. The pan, tilt 
and Zoom of the camera can be controlled by operating scroll 
bars 423, 424, 425, respectively. The pan and tilt of the 
camera can also be controlled With buttons 426 to 429. Such 
camera control operations are valid only When the terminal 
12 or 13 retains authoriZation. In order to acquire authori 
Zation, a user ?rst presses doWn an authoriZation button 421. 
In response to this, a command generation unit 32 generates 
a camera control start request and sends it to the camera 
server device 11. If authoriZation is acquired, then the user 
can operate the camera. 

[0041] When the user acquires authoriZation and performs 
an operation via the camera operation unit 33, the command 
generation unit 32 generates a command as shoWn in FIGS. 
SC to SE and issues it to the camera server device 11 via the 
communication control unit 31 in response to the user 
operation. The operation is described in detail later. 

[0042] In this Way, data in a packet format as shoWn in 
FIGS. 5A to 5H is exchanged betWeen the camera server 
device 11 and the terminals 12, 13 via the netWork 14. 
Strictly speaking, a format used for a packet for TCP/IP, 
UDP/IP and the like is used. HoWever, only packet infor 
mation necessary for explanation of the ?rst embodiment is 
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shoWn in FIGS. 5A to 5H. The camera server device 11 
basically operates in response to a request from the terminals 
12, 13. Every request includes IP addresses of the source and 
the destination. 

[0043] Each of the packets shoWn in FIG. 5A to 5H is noW 
described beloW. 

[0044] The camera control start request command of FIG. 
5A requests not only authoriZation but also establishment of 
a camera control connection to start camera control. An 

authoriZation level and a passWord are speci?ed then. 

[0045] The camera control termination request command 
of FIG. 5B requests not only release of authoriZation but 
also disconnection of a camera control connection to termi 
nate camera control. 

[0046] A camera control command is issued While a 
camera control connection is established. The pan angle 
change request command of FIG. 5C, the tilt angle change 
request command of FIG. 5D and the Zoom magni?cation 
change request command of FIG. 5E are shoWn as camera 
control commands. The 0, q), and 0t shoWn in the ?gures are 
parameters indicating the pan angle, the tile angle and the 
Zoom magni?cation, respectively. In addition to these, there 
may be various camera control commands such as com 

mands for back light compensation, auto-focus, manual 
focus-value setting and the like, though description thereof 
is omitted here. 

[0047] The image display start request command of FIG. 
SP is issued When the terminals 12, 13 connects to the 
camera server device 11 to request start of delivering an 

image (image delivery connection). 

[0048] The image display termination request command 
of FIG. 5G is for requesting termination of delivering an 
image to disconnect an image deliver connection betWeen 
the terminals 12, 13 and the camera server device 11. 

[0049] The image data of FIG. 5H is compressed image 
data delivered from the camera server device 11, and an 
image is delivered one frame by one frame, that is, each of 
JPEG frames is delivered as separate packet data. 

[0050] Operations of the camera server device 11 accord 
ing to the ?rst embodiment is noW described using ?oW 
charts of FIGS. 6 to 10. 

[0051] FIG. 6 shoWs an operation How of the connection 
management unit 220 of accepting a request as shoWn in 
FIGS. 5A to 5H (step S500), performing connection man 
agement and interpretation of the request (step S510), and 
then controlling each unit Within the camera server device 11 
based on the request. 

[0052] When the image display start request (FIG. SP) is 
accepted, the source address included in the request is added 
to an image delivery destination list at step S511, and an 
image delivery connection is established at step S512. The 
image delivery destination list holds all the addresses of 
delivery destinations to deliver an image in a list format. An 
image is delivered to all the addresses speci?ed in this list. 

[0053] Furthermore, When the image display termination 
request (FIG. 5G) is accepted, the source address included 
in the request is deleted from the image delivery destination 
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list at step S521 to delete it from the image delivery 
destinations. Then, at step S522, the image delivery con 
nection is closed. 

[0054] When the camera control start request (FIG. 5A) is 
accepted, acquisition of authoriZation is requested to the 
authoriZation management unit 218 at step S531. The autho 
riZation management unit 218 determines Whether or not 
authoriZation is granted through an authoriZation permission 
process (FIG. 7). At step S532, the result is determined and 
replied to the terminal, and if authoriZation is granted (in the 
case of YES at step S533), a camera control connection is 
established at step S534. 

[0055] When the camera control termination request 
(FIG. 5B) is accepted, release of authoriZation is requested 
to the authoriZation management unit 218 at step S541, and 
the camera control connection is closed at step S542. 

[0056] When the camera control request (FIGS. SC to SE) 
is accepted, it is determined Whether or not the terminal 
Which issued the request is authoriZed by checking the 
address thereof at step S551. If the address does not match 
(in the case of NO at step S552), then it is replied that control 
is not to be performed because the request is from an 
unauthoriZed terminal (step S556). On the contrary, if the 
address matches (in the case of YES at step S552), then 
camera control such as pan, tilt and Zoom control is per 
formed via the camera control unit 217 based on the request 
at step S553, and then the result is sent to the terminal Which 
sent the request at step S554. 

[0057] FIG. 7 is a ?oWchart of an authoriZation manage 
ment process at the authoriZation management unit 218. In 
the ?rst embodiment, an authoriZation level indicating pri 
ority of authoriZation is used. In this case, the loWest is “0”, 
and the larger the number is, the higher the authoriZation 
level is. Four levels are herein assumed With 0 as a general 
level, 1 to 3 as a scheduler level, and 2 as an administrator 
level. 

[0058] The general level is a level of the ordinary terminal 
12, and the administrator level is a level of the terminal 13 
for an operator With a particular privilege. Generally, When 
the camera is used as a Web camera accessed by an unspeci 
?ed number of terminals, the level of the unspeci?ed number 
of terminals is set to 0, the general level; and When used not 
only as a Web camera but also as a security camera, 
operation is alloWed for a system operator/administrator 
With the administrator level 2 authoriZation. To achieve this, 
there is provided a mechanism to enable the authoriZation 
level to be set higher than the general level for each terminal 
(or every time the operation screen of FIG. 4 is activated). 
For eXample, by displaying a GUI panel enabling a combi 
nation of a privilege level and a passWord to be speci?ed to 
establish a connection only When connection is made at the 
administrator level 2, and then permitting the administrator 
level 2 connection only When the passWord matches and the 
connection is authoriZed, the authoriZation level can be set 
higher than the general level. The passWord may be set for 
each terminal in advance, or it may be inputted on a 
passWord request screen to be displayed When the operation 
screen of FIG. 4 is activated. The passWord may be auto 
matically generated based on the unique address of each 
operation terminal, instead of being speci?ed by a user. On 
the camera server device 11, it is possible to set an autho 
riZation level corresponding to the address for each terminal 
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by checking the address. Accordingly, the administrator 
level 2 can be given only to terminals With particular 
addresses. There may be other methods for setting the 
administrator level higher, in addition to the limitation based 
on a passWord or a terminal address, and any method may 
be used only if a general level user cannot easily establish 
the administrator level connection. In this embodiment, a 
general method utiliZing a passWord is assumed in the 
description beloW. 

[0059] As for a scheduler level, any one from 1 to 3 is 
selected When a schedule is set. Then, according to the 
scheduler process shoWn in FIG. 12, Which is described 
later, the schedule becomes valid at the selected authoriZa 
tion level, authoriZation is acquired, and then the camera is 
?Xed at particular camera control values (values of the pan, 
tilt and Zoom) Which have been set in the schedule. 

[0060] The authoriZation level is initially set to the loWest 
0 (step S601). At step S602, an authoriZation command is 
received. Concretely, a command of FIG. 5A or 5B is 
received. At step S603, it is determined Whether the com 
mand is a request or release of authoriZation. If the com 
mand is a request of authoriZation, the process proceeds to 
step S604 and acquires the authoriZation level (Q) of the 
terminal requesting authoriZation from the camera control 
request command of FIG. 5A. If the authoriZation level (Q) 
of the terminal requesting authoriZation is higher than the 
authoriZation level (P) of the currently authoriZed terminal 
(in the case of YES at step S605), and if the passWord in the 
camera control start request command of FIG. 5A can be 
authorized (in the case of YES at step S606), then the control 
connection With the currently authoriZed terminal is forcedly 
closed (step S607) and the camera control start request 
command of the terminal requesting authoriZation is 
accepted and the current authoriZation level P is updated to 
Q (step S608). If the condition of step S605 or S606 is not 
satis?ed, then the camera control start request command is 
not accepted (step S609). 
[0061] If the command accepted at step S602 is a request 
to release authoriZation, then the process returns to step 
S601 and returns the current authoriZation level P to the 
initialiZation state, that is, 0. It should be noted that When the 
scheduler is forcedly terminated, the forced disconnection 
process in step S607 is not performed. 

[0062] Though there are four authoriZation levels in the 
?rst embodiment, any number of authoriZation levels may 
be provided only if the number is suf?cient for operation. 

[0063] FIG. 8 is a ?oWchart shoWing processing from 
image acquisition to delivery, Which is to be performed at 
the camera server device 11. Necessary initialiZation is ?rst 
performed at step S701, and then, an image is acquired by 
frame from the image sensing unit 211 (step S702). The 
acquired image is passed to the abnormality detection unit 
213 one frame by one frame for abnormality detection (step 
S703). They are also passed to the image compression unit 
212 for JPEG compression (step S704) to generate image 
data packets as shoWn in FIG. 5H (step S705). The gener 
ated image data packets are delivered to all the delivery 
destination addresses registered in the image delivery des 
tination list (step S706). The process from step S702 to step 
S706 are repeatedly performed. 

[0064] FIG. 9 is a ?oWchart of an abnormality detection 
process to be performed in the abnormality detection unit 










