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(57) ABSTRACT 

Veri?able authentication credentials are provided to foreign 
systems Without passing an id and password to the protected 
resource. A user Wishing to access a secure remote site is 

prompted for credentials, the credentials are authenticated 
locally and a digitally signed token is created. The token is 
redirected to the secure remote site by the user’s broWser 
using HTTP redirection. The digitally signature is veri?ed 
by the secure remote site preferably by a digital signature 
Web service. The remote site establishes communications 
With the user if the digital signature is valid. 
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AUTHENTICATING AND COMMUNICATING 
VERIFIABLE AUTHORIZATION BETWEEN 

DISPARATE NETWORK DOMAINS 

FIELD OF THE INVENTION 

[0001] The present invention is related to systems, pro 
gram products and methods for secure computer data shar 
ing, more particularly to authorizing communication With a 
secure entity in an Internet netWork. 

BACKGROUND OF THE INVENTION 

[0002] FIG. 1 depicts the elements that make up a typical 
computer for use in presenting and maintaing an application. 
The computer 100 consists of a Base Computer 101 Which 
comprises a processor 106, storage media such as a magnetic 
disk 107 and a high speed volatile main memory 105. An 
operating system and application programs 111 reside on the 
storage media 107 and are paged into main memory 105 as 
needed for computations performed by the processor 106. 
The Base computer may include optional peripheral devices 
including a video display 102, a printer or scanner 110, a 
keyboard 104, a pointing device (mouse) 103 and a connec 
tion 108 to a netWork 109. In a client environment, a user 
Will interact With a (Graphical User Interface) GUI by use of 
a keyboard 104 and mouse 103 in conjunction With the 
display of information on the display 102 under control of an 
application program (application 1) 112. The client applica 
tion program 112 Will then interact With remote users by Way 
of the netWork 109. 

[0003] In FIG. 2 an example Internet system is shoWn. A 
user 210 at client 1201 uses applications on his system. This 
user (user 1210) at client 1201 can interact With clients 
2-4202-204 by Way of a client server computer 206. Appli 
cations 112 may be provided by each client 201-205 and or 
the client server 206 or some remote server 208 by Way of 
the netWork 207. The user at client 1201 can interact With a 
remote user (user 5211) at client 5205 by Way of the Internet 
207 . 

[0004] One Way that computers interact via netWorks such 
as the Internet is using the HyperText Transfer Protocol 
(HTTP) open standard designed by the World Wide Web 
Consortium (W3C) and standardiZed as Internet Engineer 
ing Task Force (IETF) RFC 2616. It is an intentionally 
simple and open protocol that is implemented across many 
heterogeneous computer systems. 

[0005] An “HTTP Redirect” is a mechanism in Which an 
HTTP Server can indicate to the user-agent that further 
action is needed to ful?ll the request. A simple example is a 
resource moving to a different location. The original server 
can provide a pointer to the neW location of the resource, and 
can further indicate that the pointer is intended to be 
permanent or temporary. 

[0006] “Encoding” is the formatting of data according to 
a standard format. Base64 encoding (described in IETF RFC 
1521) is a Way of representing an arbitrary binary stream as 
the loWer 65 characters in the ASCII alphabet. “URL Encod 
ing” is a Way in Which strings meant to represent the 
arbitrary characters to Which a given universal resource 
locator (URL) can be mapped Within the bounds of the 
alloWed url-safe subset of the ASCII alphabet. 

[0007] “Encryption” is the act of encoding a ?le to prevent 
any person but the intended recipient(s) from reading it. 
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“Hashing” is the act of applying a one Way function to 
generate a ?xed length value from an input of arbitrary siZe. 
The output of the hash function is useful for determining if 
content has been altered. “MDS” and “SHA” are some 
popular example hashing algorithms. “Signing” (also knoWn 
as “digital signing”) combines encryption With hashing to 
generate a representation of an object that can be proven to 
have been generated only by the sender. Digital Signature 
Standard (DSS) by Federal Information Processing Stan 
dards Publication 186 (May 19, 1994) and can be found at 
WWW.itl.nist.gov/?pspubs/?p186.htm. 

[0008] “Extensible Markup Language” (XML) is an open 
standard from the W3C. XML is a standard Way of present 
ing information such that the content describes itself. It is 
both human and machine readable. The format of a XML 
document can be speci?ed externally, and document can be 
validated against these external speci?cations. 

[0009] A “remote procedure call” is a Way in Which one 
computer can ask a second computer to perform an opera 
tion on some given input on its behalf and return the result. 
AWorld Wide Web (Web) service is a remote procedure call 
that is encoded in XML and can be transported over HTTP 
as Well as other mediums. Popular Web service protocols are 
SOAP and XML-RPC. 

[0010] In the context of computer security, “authentica 
tion” and “authorization” are tWo different processes. 
Authentication is the process of establishing the identity of 
a client. AuthoriZation is the process of taking the con?rmed 
identity of a client and determining if that client is allowed 
to perform the requested actions. 

[0011] User authentication and authoriZation are some of 
the fundamental security concerns of enterprise computing. 
Management of user access to resources Within an enterprise 
becomes increasingly dif?cult as the number of resources 
groWs particularly if the access of users must be managed at 
the individual resource. The user takes on an increasing 
burden if he/she must remember a long list of different user 
identity and passWord combinations in order to access a 
large number of resources. Signi?cantly, the longer the list 
gets, the more chance there is that the user Will begin to 
insecurely store such passWords and inadvertently cause a 
security breach. 

[0012] CentraliZing the administration of user id and pass 
Words provides an enormous bene?t to an enterprise of even 
a small siZe. For example When an employee separates from 
the enterprise, the access formerly granted to that user can 
be centrally and instantly revoked. A given user can use the 
same id and passWord to login at every site that chooses to 
alloW him or her access. In a system like this, When the user 
attempts to use a given resource, the user is prompted for a 
user id and passWord, Which is forWarded by the resource to 
a central user id and passWord repository Which Will con?rm 
the validity of the entered user identity and passWord 
combination. LDAP and Microsoft WindoWs netWorking are 
examples of such systems. 

[0013] Having a central ID and passWord store is a big 
leap, but there is still a vulnerability in the system. Com 
puters on the netWork are trusted With the handling of 
sensitive passWords. A rogue computer could be con?gured 
to log or otherWise improperly disseminate the passWords of 
each user that logs in to that system. Another solution is to 
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have a trusted central authority that Will be the only system 
to handle password related information. The trusted system 
then needs a Way to notify the individual resources of the 
con?rmed identity of a given resource. Microsoft Passport 
and DCE/kerberos-like systems are examples of this kind of 
central authentication systems. 

[0014] The prior descriptions of the various enterprise 
security schemes are simpli?ed to only encompass authen 
tication. Security systems typically retrieve authoriZation 
information along With the authentication information. 

SUMMARY OF THE INVENTION 

[0015] The present invention (IIPX) teaches a system for 
authenticating a user Without passing an id and passWord to 
the protected server. A client broWser presents an authenti 
cation prompt to the user. The user provides their creden 
tials. The server processes the authentication request result 
ing in a digitally signed token. The token is then sent to the 
target server. The target server receives the token and 
requests signature veri?cation from the originating client. 

[0016] It is therefore an object of the present invention to 
provide user access to a remote secure server Wherein a 

user’s credentials are checked at a ?rst server and a digitally 
signed token is sent to the remote secure server, the remote 
secure server decodes the digitally signed token to con?rm 
authenticity. 

[0017] It is a further object of the present invention to 
provide a method for transmitting an authenticated veri?able 
identity token, transparently to the user, via HTTP 301 URL 
redirection. 

[0018] It is another objective of this present invention to 
provide a means to communicate across disparate netWorks 
using HTTP 301 URL redirection. 

[0019] It is a further objective of the present invention to 
provide a method for using digital signatures to maintain 
URL integrity in a networked environment. 

[0020] It is still a further objective of the present invention 
to provide a method for generating and mapping authenti 
cation challenges via unique “resource identifying” codes. 

[0021] It is still a further objective of the present invention 
to provide a means of expiring digitally signed tokens 
(XML/Document/Messages). 

[0022] The above as Well as additional objectives, fea 
tures, and advantages of the present invention Will become 
apparent in the folloWing Written description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] FIG. 1 is a diagram depicting example components 
of a computer system; 

[0024] FIG. 2 is a diagram depicting example components 
of a client-server netWork; 

[0025] FIG. 3 is a diagram depicting example components 
of the invention; 

[0026] FIG. 4 depicts an example How diagram depicting 
creating a digitally signed token according to the present 
invention; 
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[0027] FIG. 5 is an example How diagram depicting 
verifying the digitally signed token at a secure server; 

[0028] FIG. 6 is a How diagram representing major events 
of the present invention; 

[0029] FIG. 7 is a How diagram representing credential 
authentication; 
[0030] FIG. 8 is a How diagram representing digital 
signature creation; 
[0031] FIG. 9 is a How diagram representing veri?cation 
of the digitally signed token; and 

[0032] FIG. 10 is a representation of a login display for 
accessing a remote secure server. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0033] The present invention provides a method for 
securely accessing a secure remote server (preferably a Web 
server) Without passing authentication credentials to the 
remote server. The example system employing the present 
invention is herein called “IIPX” or IBM Intranet PassWord 
External. 

[0034] In the preferred embodiment (referring to FIG. 3), 
IIPX comprises an LDAP directory 303, authentication/ 
redirection application 302, a client Web broWser 301, a 
disparate Web site 304 and a digital signature veri?cation 
service 305. 

[0035] The LDAP directory 303 provides a means for 
storing information pertaining to entities in an organiZation. 
It is a digital netWork name and address book. The LDAP 
directory 303 provides: 

[0036] 1. Ability to store, retrieve, edit, organiZe 
entity information in an ef?cient manner; and 

[0037] 2. Ability to provide a central store of authen 
tication, such as, user id/passWord or digital certi? 
cates. 

[0038] The authentication/redirection application 302 is 
comprised of a Web application (dynamic HTML). The 
authentication/redirection application runs on a computer 
system similar to the one shoWn in FIG. 1 Wherein an 
application resides in storage 105 to be executed in proces 
sor 106. The application provides: 

[0039] 1. Authentication checks to the LDAP direc 
tory; 

[0040] 2. XML document creation; and 

[0041] 3. Digital signing and dynamic URL redirec 
tion. 

[0042] The client Web broWser 301, also running in a 
user’s computer as taught in FIG. 1, is an application for 
vieWing Web technologies, such as HTML, DHTML, J ava 
Script, VBScript and Java Applets. The client Web broWser 
also provides the ability to submit content to remote servers 
by Way of a netWork (preferably the Internet 207). The client 
broWser application 301 provides: 

[0043] 1. Submitting authentication credentials; 

[0044] 2. Connecting to servers securely using SSL; 
and 
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[0045] 3. Following redirection prompts as provided 
by Web servers. 

[0046] The disparate Web site 304 is any Web site that 
requires authentication but does not have access the user’s 
authentication server. The disparate Web site 304 is a set of 
applications running on a computer similar to the one shoWn 
in FIG. 1 and provides: 

[0047] 1. Protected content or services; 

[0048] 2. Receives signed token from authentication/ 
redirection application; and 

[0049] 3. Makes necessary calls to the digital signa 
ture validation service to verify tokens. 

[0050] In the preferred embodiment the signature valida 
tion service 305 is part of the originating entity providing a 
secure interface for remote systems to request token veri? 
cation. Asecured connection preferably uses SSL encryption 
to establish trusted connections betWeen tWo machines. 

[0051] In a preferred embodiment, a Web broWser client 
301 communicates to the authentication/redirection Server 
302 via a secure URL specifying a desired vendor. Asecured 
Web site uses SSL encryption to establish trusted connec 
tions betWeen tWo machines. Most Web broWsers provide 
this technology transparently to the end user 308. Often a 
pad-lock icon FIG. 101005 indicates When the HTTP com 
munication is secured. 

[0052] The data store 303, such as a database, ?at ?le or 
memory is maintained With vendor ids and the speci?c 
requirements of the vendor (remote secure server) login. In 
this case the vendor ID indicates Which HTML form to 
present to the user 308 via the broWser 301. In one embodi 
ment, each remote secure Website 304 has a unique HTML 
prompt form Which is dynamically presented to the user 308 
When he selects a remote secure service 304. In another 
embodiment, the vendor ID prompts an HTTP 401 challenge 
(see FIG. 4). The data can be entered in many different 
Ways, hoWever, a Web based interface is preferred. This 
interface provides an HTML form to alloW for the creation 
and association of the vendor code and authentication 
method. 

[0053] Based on the vendor ID, the authentication/redi 
rection server 302 supplies an HTML Web page to prompt 
the client 301 for login information. In a preferred embodi 
ment, this authentication prompt is customiZed based on the 
vendor ID. The user 308 of the Web broWser 301 enters their 
authentication credentials. The user 301 (or optionally the 
user’s organiZation) in one embodiment, also provides other 
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information to be incorporated into the authentication token. 
Upon receiving the login request, the authentication/redi 
rection server 302 checker checks the credentials. If the 

credentials are OK, an authoriZer authoriZes user access, the 

authentication redirection server 302 then generates an XML 

based token (reference eXample Table 1) Which may include 
personal information such as ?rst name, last name, address 
or employee number. 

TABLE 1 

Sample XML token. 

<SignonRequest vendor=“ABC123”> 
<Name> 

<LastName>Smith</LastName> 
<FirstName>John Q.</FirstName> 

</Name> 
<EmployeeID> 

<CountryCode>us</CountryCode> 
<SerialNumber>123456</SerialNumber> 

</EmployeeID> 
<EmailAddress>chao@us.ibm.com</EmailAddress> 
<TimeStamp>2002.07.17 15:38:46 GMT<fTimeStamp> 
<EXpiration>2002.09.11 15:38:46 GMT</EXpiration> 

</SignonRequest> 

[0054] The XML token optionally includes a time-to-live 
?eld representing the time during Which the token is valid. 
The authentication/authoriZation application 302 then uses a 
signature generator to digitally signs the XML token. The 
token, reference eXample token in Table 1, is BASE64 
encoded and URL encoded. The result is shoWn in Table 2. 
The server then redirects the client Web broWser transmitter 
to transmit the resulting request to the remote vendor’s 
server 304 using HTTP URL redirection. The vendor’s 
server 304 receives the token and digital signature as CGI 
variables. CGI variables are a means for passing name and 

value pairs to applications running in a Web server. The 
vendor application communicates to a veri?cation service 
305 to check the token validity. The veri?cation service 305 
checks the originating digital signature against the signature 
and XML token provided by the remote server 304. It 305 
further checks that the token has not been checked before 
and that the token has not timed out. The veri?cation 
services 305 returns an indication of the token’s validity 
“YES/NO/ERROR” to the remote vendor server 304. 

TABLE 2 

Sample HTTP 301 for user “John Q. Smith” 
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TABLE 2-continued 
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Sample HTTP 301 for user “John Q. Smith” 

[0055] In a preferred embodiment, digital signatures and 
XML tokens Would be represented using Base-64 and URL 
encoding as exempli?ed in table 2. 

[0056] In the example that follows, James is trying to 
access a travel Web site from Within his company’s intranet. 
James 308 begins his Web travels using his HTML broWser 
301. The starting URL is hosted on the corporate secure Web 
site 304. 

[0057] Referring to FIG. 6, James’ broWser 301 requests 
a login Web page FIG. 10 for the secure site. At 601, login 
request is directed to the authentication server 302 Which 
preferably dynamically builds an HTML form, customized 
for the requested site. At 602, authentication server returns 
the HTML form to James’ broWser. The Web page begins 
With some information about the external vendor Web site, 
but also prompts him for his username and passWord. The 
login form is customized to the style of the external travel 
Web site. This customization Was determined by the vendor 
code maintained by James’ company. It provides the unique 
design of the travel Web site While clearly indicating that 
James can use his intranet passWord to login. James Will use 
his common authentication passWord stored in the corporate 
LDAP directory. 

[0058] At 603, James enters his ID 1002 and PassWord 
1003 and hits the “Submit” button 1004. When James 
presses the submit button on the HTML form, his user name 
and passWord are sent at 604 to the authentication/authori 
zation 302 to verify his credentials. 

[0059] When the authentication server 302 receives his 
credentials at FIG. 7701, the authentication server 302 
makes a connection to the corporate LDAP directory at 702. 
The corporate LDAP directory is like a phone book. It stores 
information about individuals in a organization. TWo of the 
?elds it stores is a user’s user name and passWord. The Web 
server requests veri?cation that James has entered the appro 
priate user name and passWord for his LDAP entry. If there 
is an error, James is prompted as such. In this case James has 
provided the correct credentials and the LDAP check is 
successful at 703. 

[0060] As With many useful Web sites, the external travel 
Web site 304 needs personal information about James. In the 
case of his company, they have opted to provide that on 
James’ behalf at 605. The Web server queries the LDAP 
server 704 for James’ ?rst name, last name, employee ID 
and e-mail address. Referring to FIG. 8, 606 the Web server 
builds an XML document at 801 containing this personal 
information. It adds three more parts, the vendor’s ID, a time 
stamp as to When the packet Was created and an expiration 
time. The expiration time Will indicate as to When this XML 
document is to be treated as invalid. 

[0061] Having created the XML document the Web server 
digitally signs the XML packet at 802. This process is done 
through technology, applications and code Well knoWn in the 
art. 

[0062] At 803, the Web server noW builds the HTTP 301 
URL redirect With the digital signature and XML packet. 
The XML packet is BASE64 encoded and URL encoded to 
preserve the content While making it URL compliant (Table 
2). The Web server sends the redirection URL back to James’ 
HTTP broWser at 804. 

[0063] Most common broWsers automatically folloW URL 
redirect from Web servers 607. Other broWsers simply state 
that the resource requested has moved please look to the 
folloWing URL to ?nd it. In this case, James’ Web broWser 
receives the URL redirect and automatically folloWs the neW 
URL 607. Because James has con?gured his broWser cor 
rectly, the URL redirection seamlessly points him at the 
external travel Web site 304. 

[0064] The external travel Web site 304 has a special URL 
for employees from James’ company. Referring to FIG. 9, 
at 901 the redirection URL points there. At 902, the travel 
Web site receives James’ HTTP request. Name and value 
pairs are passed via the URL format. As seen in Table 2, the 
Web server is able to identify the digital signature and the 
XML token. The travel Web site noW has these tWo parts but 
still needs to validate the token. 

[0065] The travel Web server ?rst BASE64 decodes the 
XML packet (Table 2) and looks at the vendor ID to make 
sure it Was intended for them. The travel Web server option 
ally checks to see if the XML packet has already expired via 
the expiration time stamp. If the packet is still viable then the 
Web site makes a connection back to James’ company. 

[0066] James’ company runs a signature veri?cation ser 
vice 305. In another embodiment, the validation service is 
provided by any trusted party. The service validates digital 
signatures for data that has been previously signed. In this 
scenario it Will be validating digital signatures of XML 
documents. At 903, the travel Web site makes a request for 
validation. 

[0067] At 904, the veri?cation service recieves the request 
form the travel Web site. The request contains the digital 
signature and the XML document. The veri?cation service 
checks to see that the XML document has not expired at 906. 
If it has, it returns that result to the travel Web site. 
Otherwise, the veri?cation service keeps a record of each 
XML token it receives in storage, such as memory, database 
or hard disk. It removes them from storage after the XML 
token’s expiration time has been reached. By storing previ 
ous tokens for a period of time, at 905 the veri?cation system 
can determine if a requested token has already been pro 
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cessed. One of the Ways to further secure the system, the 
time to store each token is determined based on the expira 
tion of each token. Retaining the token until expiration 
renders the XML document useless in future requests. 

[0068] Assuming the XML token is still timely it signs the 
XML document. At 907, the veri?cation service then com 
pares the signature it created With the signature that the 
travel Web site presented as part of the veri?cation request. 
If they do not match the result is returned to the travel Web 
site. If they match then a positive result is returned at 908 to 
the travel Web site. 

[0069] As shoWn at 609, the external travel Web site 
receives the results from the veri?cation service. If the 
results are negative then it presents an HTML page to James’ 
HTTP broWser to alert him of the condition. If the result is 
positive the travel Web site uses the personal data in the 
XML token to provide a customiZed Web page to be sent 
back to James’ HTTP broWser 301. While there are many 
steps to this process, James experienced a quick and seam 
less end-to-end response. As far as James Was concerned he 
logged in from inside his company and Was transparently 
transported to an external Web site that had personal infor 
mation about James for an enhanced user experience. 

[0070] All the netWork connections in the preferred 
embodiment use SSL to encrypt transactions. While the 
external Web site veri?es authentication and authoriZation 
via the digital signature service, it is possible for netWork 
communications to be compromised. One Way Would be to 
capture the redirect URL and attempt to use it to replay the 
series of events. If no extra security precautions Were taken 
it Would be feasible for an eavesdropper to obtain a URL that 
Was not theirs and therein access Web sites as someone else. 

[0071] Referring to FIG. 3, FireWalls 306, 307 act as 
barriers on a netWork. They often delineate the internal 
“Intranet” and the external “Internet”. They are often used to 
keep bad traf?c out. Bad traf?c is considered unsolicited 
netWork connections. HoWever, ?reWalls 306, 307 also keep 
netWork traf?c in. Intranets often can access the Internet, but 
the Internet is usually prevented from accessing the Intranet. 
Usually these unWanted communications are perpetrated by 
hackers. FireWalls 306, 307 also regulate What kind of 
netWork activity can leave the netWork. FireWalls 306, 307 
provide the management at the netWork layer de?ning and 
enforcing Which types of connections are to be permitted. In 
the preferred embodiment the connection traverses the ?re 
Wall using HTTP URL redirection. HTTP/HTTPS is a 
common protocol alloWed through most ?reWalls. URL 
redirection is a preferred method for indirectly traversing 
disparate netWorks. 

[0072] To revieW the preferred embodiment functionality, 
refer to FIG. 4. The user 308 vieWs an HTML page on his 
broWser running on his client machine 301. When the user 
308 Wishes to go to the secure remote site (customer site) 
304, he is presented With an HTML page FIG. 101000 
prompting him for his PassWord and ID (his credentials). 
The broWser is pointing to an internal server 402, Which is 
preferably the authentication/redirection server 302. The 
user enters the information and submits the request as shoWn 
in step 1. The authentication server 302 running an intranet 
passWord servlet 401 user checker, checks the user’s cre 
dentials (step 2) against the LDAP directory 303 (the authen 
ticator program retrieves LDAP user credentials). The 
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authentication server 302 creates an XML document (a 
token generator generates a token message) and digitally 
signs it (step 3). The authentication server 302 then (step 4) 
uses a redirection creator to create an “HTTP 302” redirec 

tion message and by Way of a redirect communicator rou 
tine, returns the “HTTP 302” containing generated redirect 
URL query strings to the broWser 301. The broWser is 
redirected at 402 to the customer site 304. In step 5 the 
signed XML is sent to the customer site 304 over secure 
socket layer. 

[0073] Referring to FIG. 5, a secure remote server “cus 
tomer site”304 receiver receives the signed request token 
and the secure site server’s signature sender sends an SSL 
request (step 6) comprising the signed token via netWork 
dispatcher 505 to a digital signature veri?cation Web service 
305. The Web service signature validity receiver receives the 
token and the digital signature veri?er veri?es the token 
(step 7) and returns an indicator of the validity (True/False/ 
Error) to the Secure customer site. The Secure site 304 
session establisher establishes a session With the user (step 
8) if the token veri?cation Was successful. 

[0074] While the preferred embodiment has been 
described comprising a corporate business site servicing 
many users, it should be apparent to one skilled in the art that 
other variations exist. For instance, an another embodiment, 
the digital signature veri?cation service 305 is a separate 
entity from the authentication/redirection server 302. In such 
an environment, groups or individuals acquire digital sig 
nature components that are instantiated in the separate 
digital signature veri?cation service 305. For example, a 
user Wishing to have access to a remote Web site 304 opens 
a security generating Web page. The Web page comprises 
HTML code for communicating With the Digital Signature 
Veri?cation service 305, supplying identifying information 
and optionally paying fees. The Veri?cation service 305 
provides a private key to the user Which is used by the user’s 
authentication redirection server to generate a digital signa 
ture for the user’s token. The digital veri?cation service 305 
associates the user’s token With a unique private key for 
digital signature generation and veri?cation. 

[0075] In another embodiment, the digital signature veri 
?cation service 305 supports multiple private keys, one or 
more private keys are associated (preferably by table 
lookup) With individual remote Web sites 304. In another 
embodiment, multiple private keys are associated With more 
granular elements such as user ID, subgroup ID (Corporate 
Department), Project ID (associating a private key With an 
ID shared by users having similar authority) and the like. 

[0076] While the preferred embodiment of the invention 
has been illustrated and described herein, it is to be under 
stood that the invention is not limited to the precise con 
struction herein disclosed, and the right is reserved to all 
changes and modi?cations coming Within the scope of the 
invention as de?ned in the appended claims. 

What is claimed is: 
1. Amethod for a user to access a secure Internet site, the 

method utiliZing user credential data and other user data, the 
method comprising the steps of: 

checking user credential data according to a ?rst prede 
termined plan; 
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authorizing said user to access a secure Internet site if said 
user credentials permit; 

creating a digitally signed request comprising said other 
user data for said authorized user according to a second 
predetermined plan; and 

transmitting said digitally signed request to said secure 
Internet site. 

2. The method according to claim 1 Wherein said Internet 
site comprises World Wide Web pages. 

3. The method according to claim 1 comprising the further 
steps of: 

providing a Web page to a client broWser, said Web page 
prompting said user for identi?cation information; and 

using said identi?cation information to retrieve user cre 
dentials. 

4. The method according to claim 3 Wherein the providing 
step further comprises the step of dynamically generating 
said Web page based on identifying information associated 
With said secure site. 

5. The method according to claim 4 Wherein said dynami 
cally generating step further comprises an authentication 
prompt. 

6. The method according to claim 1 further comprising the 
steps of: 

receiving said digitally signed request at said secure 
Internet site; 

verifying the validity of said digitally signed request; and 

establishing a communication session With said ?rst user 
if said digitally signed request is valid. 

7. The method according to claim 6 Wherein said verify 
ing step comprises the further steps of: 

sending said digital signature to a digital signature veri 
?cation service at a veri?cation Internet site; and 

receiving an indication of the validity of said digital 
signature from said veri?cation Internet site. 

8. The method according to claim 1 Wherein said checking 
user credentials step further comprises the steps of: 

checking said user credentials against data in a common 
directory; 

creating token message; 

creating a redirect URL to the secure Internet site; and 

communicating the redirect URL to a user broWser. 

9. The method according to claim 8 Wherein said token 
message comprises any one of XML data, an eXpiration ?eld 
or unique user information. 

10. The method according to claim 8 Wherein said redirect 
URL is digitally signed. 

11. A system for a user to access a secure Internet site, the 
system utiliZing user credential data and other user data, the 
system comprising: 

a checker checking user credential data according to a ?rst 
predetermined plan; 

an authoriZer authoriZing said user to access a secure 

Internet site if said user credentials permit; 
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a signature generator creating a digitally signed request 
comprising said other user data for said authoriZed user 
according to a second predetermined plan; and 

a transmitter transmitting said digitally signed request to 
said secure Internet site. 

12. The system according to claim 11 Wherein said 
Internet site comprises World Wide Web pages. 

13. The system according to claim 11 further comprising: 

a Web page provider providing a Web page to a client 
broWser, said Web page prompting said user for iden 
ti?cation information; and 

an authenticator using said identi?cation information to 
retrieve user credentials. 

14. The system according to claim 13 Wherein the Web 
page provider further dynamically generates said Web page 
based on identifying information associated With said secure 
site. 

15. The system according to claim 14 Wherein said Web 
page provider dynamically generates an authentication 
prompt. 

16. The system according to claim 11 further comprising: 

a receiver receiving said digitally signed request at said 
secure Internet site; 

a digital signature veri?er, verifying the validity of said 
digitally signed request; and 

a session establisher establishing a communication ses 
sion With said ?rst user if said digitally signed request 
is valid. 

17. The system according to claim 16 Wherein said digital 
signature veri?er further comprises: 

signature sender sending said digital signature to a digital 
signature veri?cation service at a veri?cation Internet 
site; and 

a signature validity receiver receiving an indication of the 
validity of said digital signature from said veri?cation 
Internet site. 

18. The system according to claim 11 Wherein said 
checker further comprises: 

a user checker checking said user credentials against data 
in a common directory; 

a token generator creating token message; 

a redirection creator creating a redirect URL to the secure 
Internet site; and 

a redirect communicator communicating the redirect URL 
to a user broWser. 

19. The system according to claim 18 Wherein said token 
message comprises any one of XML data, an eXpiration ?eld 
or unique user information. 

20. The system according to claim 18 Wherein said 
redirect URL is digitally signed. 

21. A computer program product for a user to access a 
secure Internet site, the computer program product utiliZing 
user credential data and other user data, the computer 
program product comprising a computer readable medium 
having computer readable program code therein, the com 
puter program product comprising: 

computer readable program code for checking user cre 
dential data according to a ?rst predetermined plan; 
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computer readable program code for authorizing said user 
to access a secure Internet site if said user credentials 

permit; 
computer readable program code for creating a digitally 

signed request comprising said other user data for said 
authoriZed user according to a second predetermined 
plan; and 

computer readable program code for transmitting said 
digitally signed request to said secure Internet site. 

22. The computer program product according to claim 21 
Wherein said Internet site comprises World Wide Web pages. 

23. The computer program product according to claim 21 
further comprising: 

computer readable program code for providing a Web 
page to a client broWser, said Web page prompting said 
user for identi?cation information; and 

computer readable program code for using said identi? 
cation information to retrieve user credentials. 

24. The computer program product according to claim 23 
Wherein the Web page provider further dynamically gener 
ates said Web page based on identifying information asso 
ciated With said secure site. 

25. The computer program product according to claim 24 
Wherein said Web page provider dynamically generates an 
authentication prompt. 

26. The computer program product according to claim 21 
further comprising: 

computer readable program code for receiving said digi 
tally signed request at said secure Internet site; 

a digital signature veri?er, verifying the validity of said 
digitally signed request; and 
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computer readable program code for establishing a com 
munication session With said ?rst user if said digitally 
signed request is valid. 

27. The computer program product according to claim 26 
Wherein said digital signature veri?er further comprises: 

computer readable program code for sending said digital 
signature to a digital signature veri?cation service at a 
veri?cation Internet site; and 

computer readable program code for receiving an indica 
tion of the validity of said digital signature from said 
veri?cation Internet site. 

28. The computer program product according to claim 21 
Wherein said checker further comprises: 

computer readable program code for checking said user 
credentials against data in a common directory; 

computer readable program code for creating token mes 
sage; 

a redirection creator creating a redirect URL to the secure 
Internet site; and 

computer readable program code for communicating the 
redirect URL to a user broWser. 

29. The computer program product according to claim 28 
Wherein said token message comprises any one of XML 
data, an expiration ?eld or unique user information. 

30. The computer program product according to claim 28 
Wherein said redirect URL is digitally signed. 


