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(57) ABSTRACT 

A method for automatically recording snapshots of a com 
puter screen during a computer session for later playback, 
comprises receiving a start indication, and automatically 
recording snapshots of a computer screen periodically dur 
ing the computer session after the start indication is reached. 
An apparatus for performing such function comprises a 
frame buffer for storing snapshots of the computer screen, a 
FIFO cache memory, a mass storage memory, and pro 
grammed means. The programmed means receives a start 
indication, periodically copies data from the frame buffer to 
the FIFO cache memory during a computer session after the 
start indication is reached, and compresses the stored data 
before storing it the mass storage memory for later playback. 
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METHOD AND APPARATUS FOR 
AUTOMATICALLY RECORDING SNAPSHOTS OF 
A COMPUTER SCREEN DURING A COMPUTER 

SESSION FOR LATER PLAYBACK 

FIELD OF THE INVENTION 

[0001] The present invention generally relates to tech 
niques for recording user activities during a computer ses 
sion and in particular, to a method and apparatus for record 
ing snapshots of a computer screen during a computer 
session for later playback. 

BACKGROUND OF THE INVENTION 

[0002] For archival and other purposes, it is desirable to 
record user activities during a computer session for later 
playback. One Way of doing this is to periodically save 
temporary Work ?les during an application session. Another 
Way is to maintain a history log during an Internet session. 

[0003] Neither technique, hoWever, records snapshots of a 
computer screen during a computer session for later play 
back. The playback of snapshots of the computer screen is 
useful in an application session, for eXample, to give a quick 
visual impression of the progress of an application as it 
evolves. It is also useful, for eXample, to provide a quick 
revieW by parents of images being vieWed by their children 
during an unsupervised internet session at home, or a quick 
revieW by employers of images being vieWed by their 
employees during an unauthoriZed internet session at Work. 
In these latter examples, it Would also be useful for such 
recording of snapshots of the computer screen to be trans 
parent to the computer user so as to be useful for surveil 
lance purposes. 

OBJECTS AND SUMMARY OF THE 
INVENTION 

[0004] Accordingly, it is an object of the present invention 
to provide a method and apparatus for automatically record 
ing snapshots of a computer screen during a computer 
session for later playback. 

[0005] Another object is to provide such a method and 
apparatus in a transparent manner to the computer user so as 
to be useful for surveillance purposes. 

[0006] Yet another object is to provide such a method and 
apparatus While minimizing necessary memory required for 
accomplishing same. 

[0007] These and additional objects are accomplished by 
the various aspects of the present invention, Wherein brie?y 
stated, one aspect of the invention is a method for automati 
cally recording snapshots of a computer screen during a 
computer session for later playback, comprising: receiving a 
start indication; and automatically recording snapshots of a 
computer screen periodically during a computer session 
after said start indication is reached. 

[0008] In another aspect of the invention, an apparatus for 
automatically recording snapshots of a computer screen 
during a computer session for later playback, comprises: a 
frame buffer for storing snapshots of the computer screen; a 
memory; and programmed means for receiving a start indi 
cation and storing data in said memory derived from con 
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tents of said frame buffer periodically during a computer 
session after said start indication is reached. 

[0009] In yet another aspect of the invention, a computer 
system for automatically recording snapshots of a computer 
screen during a computer session for later playback, com 
prises: a frame buffer for storing snapshots of the computer 
screen; a memory; and programmed means for receiving a 
start indication, storing data in said memory derived from 
contents of said frame buffer periodically during a computer 
session after said start indication is reached, and retrieving 
said stored data from memory for playback upon command. 

[0010] Additional objects, features and advantages of the 
various aspects of the present invention Will become appar 
ent from the folloWing description of its preferred embodi 
ments, Which description should be taken in conjunction 
With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 illustrates a block diagram of a computer 
system including an apparatus for automatically recording 
snapshots of a computer screen during a computer session 
for later playback, utiliZing aspects of the present invention. 

[0012] FIG. 2 illustrates a FIFO cache memory structure 
useful for an apparatus for automatically recording snap 
shots of a computer screen during a computer session for 
later playback, utiliZing aspects of the present invention. 

[0013] FIG. 3 illustrates a flow diagram of a method for 
automatically recording snapshots of a computer screen 
during a computer session for later playback, utiliZing 
aspects of the present invention. 

[0014] FIG. 4 illustrates a flow diagram of a method for 
determining Whether it is time to read contents of the frame 
buffer again, Which is useful for a method for automatically 
recording snapshots of a computer screen during a computer 
session for later playback. 

[0015] FIG. 5 illustrates a flow diagram of a method for 
modifying a time interval betWeen successive readings of 
the contents of a frame buffer, Which is useful for a method 
for automatically recording snapshots of a computer screen 
during a computer session for later playback. 

[0016] FIG. 6 illustrates a flow diagram of a method 
useful for reducing the required siZe of mass storage 
memory by compressing cache memory data before storing 
it in mass storage memory. 

[0017] FIG. 7 illustrates a flow diagram of a method 
useful for reducing the required siZe of mass storage 
memory by decompressing compressed data read from mass 
storage memory. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0018] As used herein, the folloWing terms in parentheses 
shall have the folloWing meanings to be interpreted consis 
tent With their usage in this speci?cation including claims: 

[0019] “Snapshot” shall mean pixel data information, in 
any form, for a computer screen at a given time. 

[0020] “Time Stamp” shall mean a time and date, as kept 
track by a computer, corresponding to and indicating When 
a snapshot Was taken of the computer’s screen. 
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[0021] “Recording” shall mean the storing of snapshots at 
determined intervals in computer memory. 

[0022] “Playback” shall mean the replaying of computer 
screens from recorded snapshots retrieved from computer 
emory. 

[0023] “Computer Session” shall mean a period of time 
When a computer user is causing images or data to be 
displayed on a computer screen. 

[0024] FIG. 1 illustrates a block diagram of a computer 
system 10 for automatically recording snapshots of a com 
puter screen 101 of a cathode-ray tube (CRT) or monitor 100 
during a computer session on the computer system 10 for 
later playback. The computer screen 101 is conventionally 
driven by a display driver 102 storing data for each piXel of 
the computer screen 101 in a frame buffer 103, and a CRT 
interface 104 retrieving the data from the frame buffer 103 
and converting it into an RGB signal to drive the computer 
screen 101. 

[0025] An apparatus for automatically recording snap 
shots of the computer screen 101 during a computer session 
on the computer system 10 for later playback includes the 
frame buffer 103, a controller 105, a FIFO cache memory 
106, and a mass storage memory 107. The frame buffer 103 
operates in its conventional mode to store piXel data infor 
mation for the computer screen. The controller 105 is a 
combination of hardWare and softWare that serves as a 
programmed means for receiving a start indication and 
storing data in the FIFO cache memory 106 and the mass 
storage memory 107 during a computer session after the 
start indication is reached. The start indication may be a user 
speci?ed start time, or a programmed interrupt. The FIFO 
cache memory 106 has much faster read/Write access times 
and much less storage capacity than the mass storage 
memory 107. 

[0026] A primary function of the controller 105 is to 
control the How of data or information betWeen the frame 
buffer 103, the FIFO cache memory 106 and the mass 
storage memory 107. In the recording mode, the controller 
105 copies or stores snapshots from the frame buffer 103 
into locations in the FIFO cache memory 106 at determined 
time intervals betWeen start and stop indications during a 
computer session. Substantially concurrent With such copy 
ing or storing, the controller 105 reads the contents from 
another location of the FIFO cache memory 106, in Which, 
a previous snapshot had been stored, and processes it 
through a compression algorithm, then stores the com 
pressed data into the mass storage memory 107. 

[0027] For eXample, FIG. 2 illustrates a FIFO cache 
memory 106 having four storage locations, each for storing 
one snapshot of the computer screen. Conventional FIFO 
memory pointers are used to keep track of the neXt location 
available to be Written to, and the neXt location having stored 
contents to be read from. Assuming the Write pointer is 
pointing to location 4 (i.e., locations 1, 2 and 3 have already 
been Written to), and the read pointer is pointing to location 
2 (i.e., location 1 has already been read from), then the neXt 
snapshot read from the frame buffer 103 Will be stored in 
location 4, advancing the Write pointer to point to location 
1, and the neXt snapshot to be compressed Will be read from 
location 2, advancing the read pointer to location 3. By using 
a dual-port RAM for the FIFO cache memory 106, such 
Writing and reading activities can occur substantially con 
currently. 
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[0028] Other functions performed by the controller 105 
are described in conjunction With FIGS. 3-7. 

[0029] FIG. 3 illustrates a How diagram of a method for 
automatically recording snapshots of a computer screen 
during a computer session for later playback. In 301, the 
controller 105 performs the step of receiving at least a start 
indication. In addition, it may also receive a stop indication 
and other recording control information. Preferably, the start 
and stop indications are start and stop times provided by a 
computer user While activating the softWare of the controller 
105 to operate in a background mode, so that it is transparent 
to the computer user or any other user subsequently initiat 
ing a computer session on the computer. Alternatively, the 
start and stop indications may be interrupts resulting from 
programmed instructions relating to one or more items such 
as execution of a speci?c application program, entry of a 
speci?c user ID and passWord, or initiation of an internet 
session on the computer. 

[0030] In 302, the controller 105 performs the step of 
determining Whether a computer session is active, and in 
303, the controller 105 performs the step of determining 
Whether or not the start indication has been reached. When 
the start indication is a start time, the controller 105 per 
forms this step by determining Whether the current time is at 
least the start time. On the other hand, if the start indication 
is the start of a computer session, then the controller 105 
determines in this step Whether the computer session has 
started. Other start indications may be employed according 
to computer user input. If both 302 and 303 determinations 
are YES, then the controller 105 performs in 304-306 the 
step of automatically recording snapshots of a computer 
screen periodically after the start time during the computer 
session. The snapshots being recorded may be of the entire 
computer screen, or only a selected portion or WindoW of the 
computer screen according to computer user input. 

[0031] In 304, the controller 105 performs the step of 
copying contents of the frame buffer 103 into the FIFO 
cache memory 106. It does this by ?rst reading the contents 
of the frame buffer 103, then storing the information thus 
read into a location of the FIFO cache memory 106 as 
determined by its Write pointer. In 305, the controller 105 
performs the step of also storing a time stamp in the FIFO 
cache memory 106. It does this by reading the time and date 
from clock information inside the computer, and storing 
such time stamp information along With its corresponding 
snapshot into the FIFO cache memory 106. Alternatively, 
the time stamp may be stored in a register of the controller 
105 corresponding to the location of the FIFO cache 
memory 106 in Which the corresponding snapshot is stored. 
In 306, the controller 105 then determines Whether it is time 
to read the contents of the frame buffer again for the neXt 
snapshot. If the determination is YES, then the controller 
105 jumps back to 304, and performs once again, the step of 
copying contents of the frame buffer 103 into the FIFO 
cache memory 106. 

[0032] A more detailed diagram of 306 is shoWn in FIG. 
4. In 401, the controller 105 determines Whether the time has 
incremented by a determined time interval. If the determi 
nation is YES, then in 402, the controller 105 determines 
Whether a stop indication has been reached. When the stop 
indication is a stop time, the controller 105 determines in 
this step Whether the current time is greater than the stop 
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time. On the other hand, if the stop indication is the end of 
the computer session, then the controller 105 determines in 
this step Whether the computer session has ended. Other stop 
indications may be employed according to computer user 
input. If the 402 determination is NO, then in 403, the 
controller 105 determines Whether a screen saver is active or 

ON. If the 403 determination is also NO, then in 404, the 
controller 105 determines Whether there has been any input 
activity since the last read from the frame buffer 103. Input 
activity, in this case, could take the form, for eXample, of 
keystroke input or mouse click input. Finally, if the deter 
mination resulting from 404 is YES, then the controller 105 
jumps back to 304. The order in Which 401-404 are per 
formed by the controller 105 is not important, and is shoWn 
here in this order merely for illustrative purposes. Further, 
additions to and deletions from the determinations described 
With respect to 401-404 are also contemplated to be Within 
the scope of the present invention. 

[0033] The time interval betWeen successive snapshots of 
the computer screen 101, and corresponding reads of the 
frame buffer 103, is determined in a manner as described in 
reference to FIG. 5. In 501, the controller 105 receives an 
initial time interval. Preferably, the initial time interval is 
provided along With start and stop times by a computer user 
While activating the softWare of the controller 105. Alterna 
tively, it may be determined by preprogrammed instructions 
relating to one or more items such as eXecution of a speci?c 
application program, entry of a speci?c user ID and pass 
Word, or initiation of an Internet session on the computer. 

[0034] In 502, the controller 105 sets the time interval to 
the initial time interval. In 503-504, the controller 105 
performs the step of adjusting the time interval betWeen 
snapshots according to differences in the computer screen 
betWeen successive snapshots. In particular, in 503, the 
controller 105 ?rst determines differences betWeen the con 
tents read from the frame buffer 103 in the last tWo reads. 
The contents to be compared can be found in the last tWo 
Written-to locations of the FIFO cache memory 106. The 
comparison may take the form of any of a number of 
conventional techniques such as calculating a correlation 
factor betWeen the tWo locations. In this example, the 
controller 105 determines Whether the contents read from 
the frame buffer 103 in the last tWo reads is different by 
comparing the calculated correlation against a minimum 
value. If the correlation is greater than the minimum value, 
then the computer screen has substantially changed and the 
determination results in a YES, resulting in the controller 
105 jumping back to 502. On the other hand, if the corre 
lation is less than the minimum value, the computer has not 
substantially changed and the determination results in a NO, 
resulting in the controller 105 neXt performing 504. In 504, 
the controller 105 performs the step of increasing the time 
interval by a prede?ned increment, then goes back to per 
form 503 after a neXt read from the frame buffer 103. In this 
manner, as long as the computer screen is changing signi? 
cantly, the time interval betWeen snapshots remains the 
initial time interval. On the other hand, if the computer 
screen is not changing in a signi?cant manner betWeen 
snapshots, then the time interval betWeen snapshots is incre 
mentally increased so as not to Waste memory space by 
recording substantially redundant snapshots in memory. 

[0035] Another technique used to minimiZe memory 
requirements is the compression of the data read from the 
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frame buffer 103 before storing it in the mass storage 
memory 107 for recording, and its subsequent decompres 
sion after reading it from the mass storage memory 107 for 
playback. Compression is described in reference to FIG. 6, 
and decompression in reference to FIG. 7. In particular, 
during recording mode, in 601, the controller 105 performs 
the step of reading information indicative of the computer 
screen by reading the contents of a FIFO cache memory 106 
location as pointed to by its read pointer; in 602, the 
controller 105 performs the step of compressing the infor 
mation thus read by processing it through a compression 
algorithm; and in 603, the controller 105 performs the step 
of storing the compressed information in the mass storage 
memory 107, then goes back to 601 to compress the contents 
of the neXt location of the FIFO cache memory 106 as 
pointed to by the advancing read pointer. In playback mode, 
in 701, the controller 105 reads the contents of the mass 
storage memory 107 at locations Where previously recorded 
snapshots are stored; in 702, the controller 105 decom 
presses the information thus read; and in 703, the controller 
105 makes available the decompressed information so that 
the snapshots can be displayed for revieW. 

[0036] Although the various aspects of the present inven 
tion have been described With respect to a preferred embodi 
ment, it Will be understood that the invention is entitled to 
full protection Within the full scope of the appended claims. 

We claim: 
1. A method for automatically recording snapshots of a 

computer screen during a computer session for later play 
back, comprising: 

receiving a start indication; and 

automatically recording snapshots of a computer screen 
periodically during a computer session after said start 
indication is reached. 

2. The method according to claim 1, Wherein said start 
indication is a start time, and said automatically recording 
snapshots of a computer screen periodically during a com 
puter session after said start indication is reached, comprises 
automatically recording snapshots of a computer screen 
periodically during a computer session after said start time 
is reached. 

3. The method according to claim 1, Wherein said auto 
matically recording snapshots of a computer screen periodi 
cally during a computer session after said start indication is 
reached, comprises adjusting a time interval betWeen snap 
shots according to differences in the computer screen 
betWeen successive snapshots. 

4. The method according to claim 1, Wherein said auto 
matically recording snapshots of a computer screen periodi 
cally during a computer session after said start indication is 
reached, comprises adjusting a time interval betWeen snap 
shots according to input activity betWeen successive snap 
shots. 

5. The method according to claim 1, Wherein said auto 
matically recording snapshots of a computer screen periodi 
cally during a computer session after said start indication is 
reached, comprises suspending the recording of snapshots 
While a screen saver is active on the computer screen. 

6. The method according to claim 1, Wherein said auto 
matically recording snapshots of a computer screen periodi 
cally during a computer session after said start indication is 
reached, comprises: 
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reading information indicative of said computer screen; 

compressing said information; and 

storing said compressed information in computer 
memory. 

7. The method according to claim 1, Wherein said auto 
matically recording snapshots of a computer screen periodi 
cally during a computer session after said start indication is 
reached, comprises automatically recording snapshots of a 
selected area of said computer screen periodically. 

8. The method according to claim 1, Wherein said auto 
matically recording snapshots of a computer screen periodi 
cally during a computer session after said start indication is 
reached, comprises automatically recording snapshots of a 
selected WindoW of said computer screen periodically. 

9. The method according to claim 1, Wherein said auto 
matically recording snapshots of a computer screen periodi 
cally during a computer session after said start indication is 
reached, comprises recording time stamps along With said 
snapshots. 

10. The method according to claim 1, further comprising 
receiving a stop indication, and Wherein said automatically 
recording snapshots of a computer screen periodically dur 
ing a computer session after said start indication is reached, 
comprises discontinuing the recording of snapshots after 
said stop indication is reached. 

11. An apparatus for automatically recording snapshots of 
a computer screen during a computer session for later 
playback, comprising: 

a frame buffer for storing snapshots of the computer 
screen; 

a memory; and 

programmed means for receiving a start indication and 
storing data in said memory derived from contents of 
said frame buffer periodically during a computer ses 
sion after said start indication is reached. 

12. The apparatus according to claim 11, Wherein said 
programmed means is further for adjusting a time interval 
betWeen successive storing of data in said memory accord 
ing to differences in the data being stored. 

13. The apparatus according to claim 11, Wherein said 
programmed means is further for deriving said data by 
processing said contents of said frame buffer through a 
compression algorithm. 

14. The apparatus according to claim 11, Wherein said 
memory is a mass storage memory, and further including a 
cache memory, Wherein said programmed means is further 
for copying said contents of said frame buffer into said cache 
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memory, deriving said data by processing said contents of 
said cache memory through a compression algorithm, and 
storing said derived data into said mass storage memory. 

15. The apparatus according to claim 14, Wherein said 
cache memory is a FIFO memory, and said programmed 
means is further for copying said contents of said frame 
buffer into a ?rst location of said FIFO memory While 
substantially concurrently deriving said data by processing 
contents of a second location of said FIFO memory through 
a compression algorithm, Wherein said second location 
contains contents of said frame buffer at a prior copying. 

16. A computer system for automatically recording snap 
shots of a computer screen during a computer session for 
later playback, comprising: 

a frame buffer for storing snapshots of the computer 
screen; 

a memory; and 

programmed means for receiving a start indication, stor 
ing data in said memory derived from contents of said 
frame buffer periodically during a computer session 
after said start indication is reached, and retrieving said 
stored data from memory for playback upon command. 

17. The computer system according to claim 16, Wherein 
said programmed means is further for adjusting a time 
interval betWeen successive storing of data in said memory 
according to differences in the data being stored, and adjust 
ing said time interval betWeen successive storing of data in 
said memory according to input activity betWeen successive 
snapshots. 

18. The computer system according to claim 16, Wherein 
said programmed means is further for deriving said data by 
processing said contents of said frame buffer through a 
compression algorithm. 

19. The computer system according to claim 18, said 
memory is a mass storage memory, and further including a 
cache memory, Wherein said programmed means is further 
for copying said contents of said frame buffer into said cache 
memory, deriving said data by processing said contents of 
said cache memory through a compression algorithm, and 
storing said derived data into said mass storage memory. 

20. The computer system according to claim 19, Wherein 
said programmed means is further for retrieving data from 
said mass storage memory, processing said retrieved data 
through a decompression algorithm, and storing said pro 
cessed data in said frame buffer for playback upon com 
mand. 


