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RIGHTS MANAGEMENT SYSTEM USING 
LEGALITY EXPRESSION LANGUAGE 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

[0001] The present invention claims bene?t of priority 
under 35 U.S.C. § 119(e) to commonly assigned, co-pend 
ing, US. Provisional Patent Application Serial No. 60/375, 
808 of Wang, entitled “CONTRACTS EXPRESSION LAN - 

GUAGE,” ?led on Apr. 29, 2002, and US. Provisional 
Patent Application Serial No. 60/411,789 of Wang, entitled 
“CONTRACT EXPRESSION LANGUAGE,” ?led on Sep. 
19, 2002, the entire disclosures of both of Which are hereby 
incorporated by reference herein. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention generally relates to a system 
for Digital Rights Management, and more particularly a 
system for management of legality expressions in a Digital 
Rights Management system. 

[0004] 2. Description of Related Art 

[0005] One of the most important issues concerning the 
Widespread distribution of digital content, such as docu 
ments, music, movies, softWare, information, and the like, in 
forms usable by computing devices, via electronic means, 
and the Internet in particular, is the provision of the ability 
to enforce the intellectual property rights during the distri 
bution and use of the digital content. Technologies for 
resolving this problem are referred to as Digital Rights 
Management (DRM) herein. HoWever, there are a number of 
issues to be considered in effecting a DRM system, such as 
authentication, authoriZation, accounting, payment and 
?nancial clearing, rights speci?cation, rights veri?cation, 
rights enforcement, and document protection issues, to name 
but a feW. 

[0006] For example, in the World of printed documents 
and other physical content, a Work created by an author is 
usually provided to a publisher, Which formats and prints 
numerous copies of the Work. The copies are then sent by a 
distributor to bookstores or other retail outlets, from Which 
the copies are purchased by end users. While the loW quality 
of copying and the high cost of distributing printed material 
have served as deterrents to unauthoriZed copying of most 
printed documents, it is much easier to copy, modify, and 
redistribute unprotected digital content With high, quality. 
Therefore, there is a need for mechanisms to protect digital 
content. 

[0007] Dif?culties associated With preventing, or even 
deterring, people from making unauthoriZed copies of elec 
tronic content Within current general-purpose computing 
and communications systems, such as personal computers, 
Workstations, and other devices connected over communi 
cations netWorks, such as local area netWorks (LANs), 
intranets, and the Internet, are Widely recogniZed. Many 
attempts to provide hardWare-based solutions to prevent 
unauthoriZed copying have proven to be unsuccessful. 
Moreover, the deployment of high bandWidth or broadband 
communications technologies and the development of What 
is presently knoWn as the National Information Infrastruc 
ture (NII) is making it more convenient to distribute large 
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documents electronically, including video ?les, such as full 
length motion pictures, and this makes it easier to proliferate 
unauthoriZed copying and distribution of digital content. 
Therefore, the need for further development of DRM tech 
nologies is becoming a high priority. 

[0008] Accordingly, commonly-assigned US. Pat. No. 
5,634,012 discloses a DRM system for controlling the 
distribution of digital content, Wherein devices of the DRM 
system can include a repository associated thereWith. A 
predetermined set of usage transaction steps de?ne a proto 
col used by the repositories for enforcing usage rights 
associated With the content. Usage rights persist With the 
content and the usage rights associated With the content 
comprise a digital Work. The usage rights can permit various 
manners of use of the content, such as a right to vieW or print 
or display the content, a right to use the content only once, 
a right to distribute or redistribute the content, and the like. 
Such usage rights can be made contingent on payment or 
other conditions. HoWever, there is a need for systems and 
methods that enable one or more parties to easily and 
securely manage, exchange, interpret, enforce, and the like, 
legality information and that provides ?exibility, extensibil 
ity, interoperability, ease of use, and online and offline 
capabilities. 

SUMMARY OF THE INVENTION 

[0009] The above and other needs are addressed by 
embodiments of the present invention, Which provide an 
improved system and method for management of legality 
expressions. 
[0010] Accordingly, in one aspect of an embodiment of the 
present invention, there is provided a system and method for 
managing a legality expression adapted for use in a system 
for processing said legality expression, including storing on 
a removable storage medium a legality expression expressed 
With a legality expression language; reading the legality 
expression by a device from the removable storage medium; 
and interpreting the legality expression With an interpreter 
component. The legality expression language includes 
respective elements for specifying at least one of an obli 
gation, a prohibition, an intention, and an assertion. 

[0011] Still other aspects, features, and advantages of the 
present invention are readily apparent from the folloWing 
detailed description, simply by illustrating a number of 
exemplary embodiments and implementations, including the 
best mode contemplated for carrying out the present inven 
tion. The present invention is also capable of other and 
different embodiments, and its several details can be modi 
?ed in various respects, all Without departing from the spirit 
and scope of the present invention. Accordingly, the draW 
ings and descriptions are to be regarded as illustrative in 
nature, and not as restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The present invention is illustrated by Way of 
example, and not by Way of limitation, in the ?gures of the 
accompanying draWings and in Which like reference numer 
als refer to similar elements and in Which: 

[0013] FIG. 1 illustrates an exemplary Digital Rights 
Management system on Which various embodiments of the 
present invention can be implemented; 
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[0014] FIG. 2 illustrates an exemplary Legality Expres 
sion Management system that can be implemented With one 
or more of the devices and subsystems of the system of FIG. 
1; 

[0015] FIG. 3 is a ?owchart for illustrating an exemplary 
process of trust chaining that can be employed in the systems 
of FIGS. 1 and 2-10; 

[0016] FIG. 4 illustrates an exemplary embodiment of the 
Legality Expression Management system of FIG. 2, includ 
ing a reader/Writer device having expression interpretation 
and validation components and a removable storage device; 

[0017] FIG. 5 illustrates an exemplary embodiment of the 
Legality Expression Management system of FIG. 2, includ 
ing a card reader device having expression authoriZation and 
authentication components that communicate With an inter 
preter; 

[0018] FIG. 6 illustrates an exemplary embodiment of the 
Legality Expression Management system of FIG. 2, includ 
ing a card Writer device having an expression generation 
component and expression authoriZation and authentication 
components that communicate With an expression interpre 
tation component; 

[0019] FIG. 7 illustrates an exemplary embodiment of the 
Legality Expression Management system of FIG. 2, includ 
ing a card reader device having expression authoriZation and 
authentication components each having an expression inter 
pretation component; 

[0020] FIG. 8 illustrates an exemplary embodiment of the 
Legality Expression Management system of FIG. 2, includ 
ing a game console having an expressions storage compo 
nent and a card reader/Writer device having expression 
authoriZation and authentication components that commu 
nicate With an expression interpretation component; 

[0021] FIG. 9 illustrates an exemplary embodiment of the 
Legality Expression Management system of FIG. 2, includ 
ing a smart removable storage device and a reader/Writer 
device having expression interpretation and validation com 
ponents; 

[0022] FIG. 10 illustrates an exemplary embodiment for 
cascading of a removable storage medium and that can be 
employed in the systems of FIGS. 1 and 2-9; 

[0023] FIG. 11 is a ?oWchart for illustrating an exemplary 
process for expression interpretation and validation that can 
be employed in the systems of FIGS. 1 and 2-10; and 

[0024] FIG. 12 is a ?oWchart for illustrating an exemplary 
process for expression authoriZation and authentication that 
can be employed in the systems of FIGS. 1 and 2-10. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0025] A system and method for management of legality 
expressions are described. In the folloWing description, for 
purposes of explanation, numerous speci?c details are set 
forth in order to provide a thorough understanding of the 
present invention. It is apparent to one skilled in the art, 
hoWever, that the present invention can be practiced Without 
these speci?c details or With equivalent arrangements. In 
some instances, Well-knoWn structures and devices are 
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shoWn in block diagram form in order to avoid unnecessarily 
obscuring the present invention. 

[0026] As noted above, authentication, authoriZation, 
accounting, payment and ?nancial clearing, rights speci? 
cation, rights veri?cation, rights enforcement, and document 
protection issues should be addressed by a Digital Rights 
Management system. Commonly-assigned US. Pat. No. 
5,530,235, No. 5,629,980, No. 5,634,012, No. 5,638,443, 
No. 5,715,403, No. 6,233,684, and No. 6,236,971, the entire 
disclosures of all of Which are hereby incorporated by 
reference herein, disclose DRM systems addressing these 
and other issues. 

[0027] The present invention includes recognition that 
various types of cards can been used to store various types 
of information. For example, access control cards can store 
information about an identity of a person, Which can be read 
by a card reader to authenticate the person. After authenti 
cation, an authoriZation phase can be employed to determine 
Whether or not the authenticated identity has been granted a 
right to act, for example, on a resource. AuthoriZation can be 
determined by accessing a data store or knoWledge base, 
Which can be maintained Within a secure system that can be 
used to enforce one or more permissions or rights associated 
With the resource. The results of the authoriZation can be 
used determine a level and/or manner of access to the 
resource. 

[0028] Such permissions or rights can be hard-coded on a 
suitable card. The present invention includes recognition, 
hoWever, that hard-coding permissions or rights on a card 
can raise problems relating to security risks, revocation of 
rights, and the like. For example, as described in US. Pat. 
No. 4,816,658, a card reader can employ a central controller 
to determine authoriZation. When the central controller is 
doWn or unreachable or the domain of the central controller 
is outside of access control, the card reader can assume that 
the person is authoriZed or unauthoriZed by default, possibly 
logging the decision and sending the data to the central 
controller once contact is re-established. Similarly, US. Pat. 
No. 4,868,376 is directed to an intelligent portable interac 
tive personal data system and US. Pat. No. 6,275,991 is 
directed to an infrared (IR) transmitter With integral mag 
netic-stripe credit card reader. HoWever, such systems can 
fail to grant access When access should be granted or can 
grant access When access should not be granted. 

[0029] In addition, systems based on card reader technolo 
gies also can have a difficult time With interoperability. For 
example, sharing of authoriZation information betWeen vari 
ous business entities can entail synchroniZing systems and/ 
or communications and a need for a shared understanding of 
the formats used for communicating the authoriZation infor 
mation betWeen such systems. 

[0030] For example, customers of a Video Rental Store 
can receive a generic membership card that can be used to 
identify the cardholder. The Video Rental Store can provide 
various membership types or subscriptions, for example, a 
Super Movie Watcher club, a Movie a Week Club, and the 
like. The Video Rental Store can employ a database to 
specify one or more membership types for each customer. 
Then, When a customer rents a movie, a suitable card reader 
can scan the card of the customer to identify the cardholder. 
Once identi?ed, the customer can be afforded various pric 
ing levels based on the membership type of the customer. 
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[0031] NoW assume that a PiZZa Parlor desires to give a $2 
discount to members of the Super Movie Watcher club of the 
Video Rental Store. The PiZZa Parlor, hoWever, typically 
Would have to contact the Video Rental Store to determine 
Whether a customer With a card from the Video Rental Store 
is a member of the Super Movie Watcher club. Thus, the 
Video Rental Store typically Would need to provide some 
sort of service to alloW the PiZZa Parlor to obtain such 
information. 

[0032] Accordingly, the PiZZa Parlor Would have to 
depend on the availability of such a membership lookup 
service of the Video Rental Store to provide the $2 discount 
to members of the Super Movie Watcher club. HoWever, if 
the membership lookup service is doWn or inaccessible, the 
PiZZa Parlor Would not be able to determine Whether a 
customer is entitled to the $2 discount. 

[0033] The PiZZa Parlor also may have to become familiar 
With and employ any Application Programming Interfaces 
(APIs) used by the Video Rental Store for providing the 
membership lookup service. In addition, other businesses 
having similar business relationships With the PiZZa Parlor 
may require the PiZZa Parlor to employ various other types 
of APIs. The $2 discount program could quickly become an 
unpro?table and time-consuming proposition. 

[0034] The Video Rental Store can embed information 
about the membership types of a cardholder on the mem 
bership card, such that the PiZZa Parlor can scan the card to 
determine Whether the cardholder is in the Super Movie 
Watcher club. The PiZZa Parlor, hoWever, Would have to 
understand the organiZation and/or meaning of the data 
format used by the Video Rental Store for embedding the 
membership information. For example, the Video Rental 
Store might employ a data format based on strings to specify 
the different membership types, positionally associate bits 
With membership types, and the like, and Which Would have 
to be communicated to the PiZZa Parlor. 

[0035] In addition, the PiZZa Parlor may have one or more 
business relationships With other local businesses. Accord 
ingly, if the PiZZa Parlor desires to provide discounts to 
customers of such businesses, the PiZZa Parlor typically 
Would have to become familiar With and handle the numer 
ous types of other possible data schemes. 

[0036] The present invention, thus, includes recognition of 
the above and other problems associated With sharing of 
authoriZation and authentication information and that the 
need for extensibility of authoriZation and authentication 
schemes using card and card reader technologies can entail 
a relatively large business investment and time-consuming 
processes. For example, an authoriZation or authentication 
component typically Would have to be updated When one or 
more rights are issued. 

[0037] In the case of an access control security system, 
When someone is granted rights to access a neW area of the 
security system, typically a change Would have to be pro 
grammed into the authoriZation component or the authori 
Zation component Would have to be con?gured to directly 
trust the entity that placed the authoriZation information on 
a card. Advantageously, problems associated With trusting 
third parties are addressed by the exemplary embodiments. 
Similarly, addressing the extensibility issues typically Would 
include major changes for each business and business part 
ners of each business. 
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[0038] In addition, the exemplary embodiments address 
problems related to coupons and coupon distribution. For 
example, coupons can be distributed using both hard copy 
sources, such as neWspapers, magaZines, booklets, and the 
like, and electronic sources, such as the Internet, over 
e-mail, and the like. HoWever, consumers typically have to 
print such coupons to be used When the consumers go to a 
store, such as a grocery store, and the like. 

[0039] The consumers also can receive coupons When at a 
checkout stand, for example, printed on a receipt. HoWever, 
the consumers typically end up loosing such coupons, for 
getting to use such coupons, and the like. Advantageously, 
the exemplary embodiments provide an interoperable sys 
tem that can enable the consumers to get digital or electronic 
coupons from one entity, such as an Internet site, and the 
like, and take the coupons to a physical redemption location, 
such as a store, and like, and vice versa. 

[0040] Thus, the exemplary embodiments, advanta 
geously, empoWer removable storage media, smart cards, 
card readers, card Writers, and the like, With a legality 
expression (LE) and Rights Expression (RE) processing 
capability to address the above and other problems. 

[0041] Referring noW to the draWings, Wherein like ref 
erence numerals designate identical or corresponding parts 
throughout the several vieWs, and more particularly to FIG. 
1 thereof, there is illustrated a Digital Rights Management 
system 100 that can be used in connection With the described 
exemplary embodiments to specify and enforce usage rights 
for content, services, or other property. In FIG. 1, the Digital 
Rights Management system 100 includes a user activation 
component in the form of an activation server 110 that issues 
a set of public and private key pairs 112 to a content user in 
a protected fashion. Typically, When the user uses the Digital 
Rights Management system 100 for the ?rst time, the user 
installs softWare that, for example, Works With, or includes, 
a rendering application for a particular content format. 

[0042] The softWare is installed in a client environment 
120, for example, such as a computing device associated 
With the user. The softWare can be part of the Digital Rights 
Management system 100 and can be used to access protected 
content 134. After the installation, the softWare can be 
activated. During the activation process, some information is 
exchanged betWeen the activation server 110 and the client 
environment 120. A client softWare component 122 can be 
doWnloaded and installed in the client environment 120. The 
client softWare component 122 can be tamper resistant and 
can include the set of public and private key pairs 112 issued 
by the activation server 110, as Well as other components. 

[0043] A rights offer 132 can be associated With the 
protected content 134 and can specify usage rights 132A that 
are available to an end-user, for example, When one or more 
corresponding conditions 132B are satis?ed. A license 
server 140 manages the encryption keys 112 and issues a 
license 142 for the protected content 134. The license 142 
can embody the actual granting of the usage rights 132A to 
the end user. For example, the rights offer 132 may grant the 
end user the right to vieW the protected content 134 on the 
condition of payment of a fee of ?ve dollars, and the right 
to print the protected content on the condition of payment of 
a fee of ten dollars. The license 142 can be issued for the 
vieW right When the ?ve dollar fee has been paid and/or for 
the print right When 10 dollar fee has been paid. The client 
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component 122 interprets and enforces the rights that have 
been speci?ed in the license 142. 

[0044] Clear content 136, such as unprotected content, and 
the like, can be prepared, for example, With an application 
138, such as a document preparation application, installed 
on a computer 130 associated With a content publisher, a 

content distributor, a content service provider, or any other 
suitable party. Preparation of the clear content 136 can 
include specifying the usage rights 132A and the conditions 
132B under Which the clear content 136 can be used, 
associating the rights offer 132 With the clear content 136, 
and protecting the clear content 136 With, for example, a 
cryptography algorithm to generate the protected content 
134. A rights language, such as XrML, eXtensible Access 
Control Markup Language (XACML), Open Digital Rights 
Language (ODRL), and the like, can be used to specify the 
rights offer 132. HoWever, the rights offer 132 can be 
speci?ed in any suitable manner. The specifying of rights 
information can include to creating, deriving, or other Wise 
utiliZing information that relates to rights expressions. Also, 
the rights offer 132 can be in the form of a pre-de?ned 
speci?cation, pro?le, template, and the like, that can be 
associated With the protected content 134. Accordingly, the 
process of specifying the rights offer 132 can include any 
suitable process for associating rights, conditions, and the 
like, With content. The rights offer 132 associated With the 
protected content 134 and the encryption key 112 used to 
encrypt the clear content 136 can be transmitted to the 
license server 140. 

[0045] A typical Work?oW for the Digital Rights Manage 
ment system 100 can include a user operating Within the 
client environment 120 being activated for receiving the 
protected content 134 by the activation server 110. The 
activation process results in the public and private key pair 
112, and, for example, some user and/or machine-speci?c 
information, and the like, being doWnloaded to the client 
environment 120 in the form of the client softWare compo 
nent 122. The activation process can be accomplished, for 
example, at any suitable time prior to the issuing of the 
license 142. 

[0046] When the user Wishes to use the protected content 
134, the user makes a request for the protected content 134. 
For example, the user might broWse a Web site running on 
a Web server 150, using a broWser installed in the client 
environment 120, and attempt to doWnload the protected 
content 134. During this process, the user may go through a 
series of steps possibly including a fee transaction, such as 
in the sale of content, other transactions, such as collection 
of information, and the like. When the appropriate condi 
tions and other prerequisites, such as the collection of a fee 
and veri?cation that the user has been activated, are satis 
?ed, the Web server 150 contacts the license server 140, for 
example, through a secure communications channel, such as 
a channel using a Secure Sockets Layer (SSL). The license 
server 140 then generates the license 142 for the protected 
content 134 and the Web server 150 doWnloads both the 
protected content 134 and the license 142. The license 142 
can include the appropriate usage rights of the usage rights 
132A and can be doWnloaded from the license server 140 or 
an associated device. The protected content 134 can be 
doWnloaded from the computer 130 associated With a pub 
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lisher, distributor, or other party. The rights offer 132 can be 
persistent and remain associated With the protected content 
134. 

[0047] The client softWare component 122 in the client 
environment 120 can then proceed to interpret the license 
142 and alloW use of the protected content 134 based on the 
rights 132A and the conditions 132B speci?ed in the license 
142. The interpretation and enforcement of the usage rights, 
for example, are further described in commonly-assigned 
US. Pat. No. 5,530,235, No. 5,629,980, No. 5,634,012, No. 
5,638,443, No. 5,715,403, No. 6,233,684, and No. 6,236, 
971. The above steps can take place sequentially, approxi 
mately simultaneously, in various orders, and the like. 

[0048] The Digital Rights Management system 100 
addresses security aspects of protecting the protected con 
tent 134. In particular, the Digital Rights Management 
system 100 can authenticate the license 142 that has been 
issued by the license server 140. One Way to accomplish 
such authentication is for the client softWare component 122 
to determine if the licenses 142 can be trusted. In other 
Words, the client softWare component 122 can include the 
capability to verify and/or validate the cryptographic signa 
ture, or other identifying characteristic of the license 142. 
During the activation step described above, the client envi 
ronment 120 and the license server 140 can receive the set 
of keys 112, for example, in a tamper-resistant softWare 
package that can include other components, such as the 
client softWare component 122 for the activated client 
environment 120 to verify the signature of the license 142. 

[0049] The Digital Rights Management system 100 is of 
an exemplary nature and can be implemented in numerous 
other equivalent arrangements. For example, the license 142 
and the protected content 134 can be distributed from 
different entities. As another example, the rights offer 132 
can be associated With the protected content 134 by a party 
other than the party preparing the protected content 134. As 
a further example, a clearinghouse 160 can be used to 
process payment transactions and verify payment prior to 
issuing the license 142. Moreover, the various processes and 
transactions can be performed, for example, via online 
and/or offline environments and/or combinations thereof. 
For example, an end user could doWnload content to a 
computer and then transfer the content from the computer to 
a personal digital assistant (PDA). The end user could then 
buy a license for the content, for example, via a supermarket 
kiosk, a cash register, a prep-paid license card, and the like, 
and then transfer the license to the PDA. The end user could 
then activate the content for use on the PDA and/or the 
computer. In such an offline scenario, the various devices 
can, but need not, communicate directly With one another 
and information can be exchanged in any suitable manner, 
such as by physically moving media betWeen the devices. 

[0050] The exemplary embodiments employ legality 
expressions, for example, based on a Legality Expression 
Language (LEL) and a Rights Expression Language (REL), 
such an eXtensible Rights Markup Language (XrML)-based 
language, and the like. The Legality Expression Language, 
for example, can include a broad class of expression lan 
guages related to any suitable legal instrument, item, or 
object, such as contract, promise, right, request, Will, bind 
ing language, exchange, condition, term, servitude, ease 
ment, covenant, and the like. The terms and expressions can 
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be set by any suitable entity, and need not be based on a 
speci?c laW, rule, and the like. 

[0051] A useful legality expression can include a syntac 
tically and semantically correct construct based on a de?ned 
grammar, such as a Legality Expression Language. Advan 
tageously, the Legality Expression Language can be 
employed to convey information or data related to direct or 
indirect, implied or explicit legal issues, laWs, and the like. 
For example, the Legality Expression Language can be 
employed to express rights, obligations, of?cial statements, 
requests, declarations, oaths, logs, and the like. The Legality 
Expression Language, for example, can be employed to 
express conditions concerning content, services, behavior, 
and the like. The Legality Expression Language, for 
example, can be employed to express past, present or future 
actions or thoughts or beliefs, and the like. The Legality 
Expression Language, for example, can be employed to 
express Wills, oWnerships, servitudes, promises, offers or 
counter-offers, contracts, negotiations, prohibition, exclusiv 
ity, Intellectual Property (IP) oWnership, stock oWnership, 
and the like. 

[0052] Accordingly, the Legality Expression Language 
can include elements for specifying an obligation, for 
example, that a principal must perform an act, a prohibition, 
for example, that a principal must not perform an act, an 
intention, for example, that a principal Wants to perform an 
act, an assertion, for example, that a principal does perform 
an act, and a permission, for example, that a principal may 
perform an act. In the exemplary embodiments, an act can 
include the process or state of doing or performing some 
thing, an assertion can include a declaration of performing 
some act, an intention can include a course of action that one 

intends to folloW, an obligation can include a commitment 
that requires someone to perform some act, a permission can 
include a right, a principal can include an encapsulation of 
the identi?cation of an entity involved in the performing of 
an act, and a prohibition can include a requirement that 
forbids someone to perform an act. 

[0053] The set of Legality Expression Languages of the 
exemplary embodiments, for example, can include Rights 
Expression Languages (RELs), Contract Expression Lan 
guages (CELs), Request Expression Languages (RqELs), 
and the like. Exemplary legality expressions, for example, 
Written in XrML, are provided as an Appendix. A Data 
Dictionary can be employed With an Expression Language, 
such the Legality Expression Language. An Expression 
Language can be based on a grammar that de?nes relation 
ships, rules, and the like, Within parts or components of the 
Expression Language. 

[0054] Advantageously, the Legality Expression Lan 
guage can be employed in a variety of applications accord 
ing to the exemplary embodiments. For example, the Legal 
ity Expression Language can be employed for specifying 
authentication data, such as credentials, and the like, bio 
metric information that expresses prints, such as ?nger 
prints, toe prints, palm prints, iris patterns, facial geometry, 
behavior, voice characteristics, signatures, deoxyribonucleic 
acid (DNA), and the like. Such authentication data also can 
include identi?ers, such as usernames and passWords, keys, 
identi?cations (IDs), associations, and the like. 

[0055] Advantageously, the Legality Expression Lan 
guage can be employed for specifying authoriZation data 
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including rights, such as Wills, trusts, poWers of attorney, 
and any suitable other type of rights, and the like, that have 
been granted to or denied from a given party, person, groups 
of persons, entity, entities, and the like. 

[0056] Advantageously, contracts that can include any 
suitable instrument used in a legal arena, and the like, also 
can be expressed With the Legality Expression Language, 
such as the Contract Expression Language, and the like. 

[0057] Advantageously, the Legality Expression Lan 
guage can be employed for specifying Of?cial statements, 
for example, including confessions, such as a confession by 
an arrested person, claims of responsibility, such as party 
claiming to take responsibility for bills oWed by another 
party, testimonies, such as a testimony from a Witnesses in 
a trial, testimonials, such statements from individuals claim 
ing that a product helped the individuals lose Weight, advice, 
such as government officials advising the President not to go 
to War, acknoWledgements, such acknoWledgement that a 
package Was received, opened, or used, an acknoWledge 
ment from a notary public, an acknoWledgement of comple 
tion, af?davits, notariZations, oaths, and the like. 

[0058] Advantageously, the Legality Expression Lan 
guage can be employed for specifying requests, results, logs, 
and the like, from any suitable party to any other suitable 
party, such as requests made by one server to another, or 
from any suitable hardWare or softWare, from a person to the 
police, from one country to another, and the like. Similarly, 
the results can be of any suitable type, for example, such as 
results of tests, research, elections, and the like. The logs 
also can be of any suitable type, for example, such as 
computer logs, building access logs, and the like. 

[0059] The legality expressions can be relatively simple or 
complex, for example, depending on factors, such as the 
richness, the built-in coverage, the ?exibility, the extensi 
bility, and the like, of the corresponding Expression Lan 
guage. Similarly, the legality expressions can be relatively 
simple or complex, for example, depending on the complex 
ity of the model for Which the legality expressions are used. 

[0060] In an exemplary embodiment, the legality expres 
sions can be expressed in various forms. For example, the 
legality expressions can be expressed as binary-encoded 
sequences that target resource-constrained applications or 
devices. Multi-level Legality Expression Language con 
structs can be employed to describe complex legal informa 
tion, such as for managed distribution of digital or physical 
items or resources, and the like, or to describe complex 
business models, and the like. The legality expressions can 
be encoded in any suitable manner, for example, using 
symbols, objects, colors, and the like. The legality expres 
sions, for example, can employ sounds, other representa 
tions, and the like, that can be undetectable by human 
senses, but that can be detected by suitable machines, and 
the like. 

[0061] In an exemplary embodiment, a Expression Lan 
guage interpreter can be employed, for example, including 
any suitable component that can extract semantics from a 
legality expression. For example, a legality expression lan 
guage interpreter can be based on a Rights Expression 
Language (REL) interpreter, such as an XrML interpreter, 
and the like, and can be employed to determine authoriZa 
tion, authentication, and the like. Such an interpreter, for 
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example, can be requested to determine Whether or not a 
particular principal has the right to act on a particular 
resource. 

[0062] Such an interpreter, for example, can further deter 
mine Whether or not a legality expression or set of legality 
expressions give a speci?ed principal a right to act on a 
speci?ed resource. For example, an XrML interpreter can be 
presented With the folloWing exemplary license and then 
queried to determine Whether or not Jon Doe can print the 
e-book “XrML Unleashed.” The interpreter then Would 
analyZe the exemplary license to determine that John Doe 
can print the book “XrML Unleashed,” for example, by 
providing a Yes or af?rmative result. 
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conditions on the exercise of a right or legal obligation. 
Examples of conditions on rights or legal obligations can 
include validity intervals, exercise limits, fees, generic 
approval seeking, tracking, transfer restrictions on locations, 
render restrictions, territories of use, and the like. 

[0066] For example, a legality expression can be used to 
specify that a user can vieW the book “XrML Unleashed” on 
a condition or legal obligation that the user pays $3. Thus, 
the fee of $3 can be a condition or legal obligation that can 
be speci?ed to be met before the user can vieW the book. A 
condition or legal obligation validation component can be 
employed, for example, to verify that the user has paid the 
fee. The validation component, for example, also can pro 

<license> 
<grant> 

<keyHolder licensePartId=“John Doe”> 
<info> 

<dsig:KeyValue> 
<dsig:RSAKeyValue> 

<dsig:Exponent>AQABAA==</dsig:Exponent> 
</dsig:RSAKeyValue> 

</dsig:KeyValue> 
</info> 

</keyHolder> 
<ex:print/> 
<ex:digitalWork> 

<ex:locator> 
<nonSecureIndirect URI=“http://WWW.CompnayA.com/XrMLUnleashed.spd”/> 

</ex;locator> 
</ex:digitalWork> 

</grant> 
</license> 

[0063] The interpretation process can increase in com 
plexity as the legality expressions become richer, for 
example, in the case of dependant legality expressions. For 
example, a legality expression can have a prerequisite con 
dition that stipulates that the principal can have some one or 
more other rights or legal obligations. The legality expres 
sions that satisfy any suitable prerequisite condition also can 
have prerequisite conditions, such that the interpretation can 
entail interpreting many legality expressions to determine 
authoriZation, authentication, and the like. The interpretation 
process also can include extracting syntax and semantics 
information from the legality expressions. 

[0064] The Legality Expression Language interpreter, for 
example, also can include a Contracts Expression Language 
(CEL) interpreter, and the like. A Contracts Expression 
Language interpreter, for example, can use contract expres 
sions, extract the semantics information from the contract 
expressions, form a combined set of rules that can be 
folloWed, and the like. Advantageously, the Contracts 
Expression Language interpreter, for example, can be used 
in an automated system, Wherein the contracts expressions, 
for example, can serve as instructions as to hoW the auto 
mated system can behave. 

[0065] The process of interpretation can yield conditions 
that can be met immediately, prior, during, or after some 
action, for example, such as the exercise of a right or legal 
obligation at some speci?c time, at a triggering point, and 
the like. For example, legality expressions can include 

vide an interface or mechanism for the user to pay the fee, 
can check to determine Whether the user pays the fee or has 
paid the fee, and the like. Advantageously, the validation 
components, for example, also can be employed to enforce 
or verify contractual agreements or any suitable other legal 
ity constraints, and the like. 

[0067] Advantageously, the exemplary embodiments pro 
vide a mechanism for transporting, securing, managing, and 
the like, Legality Expression Language-based expressions. 
The exemplary embodiments can be used to create a link 
betWeen devices that are disconnected, such as devices used 
in the online World, such as Internet servers, and the like, and 
devices used in the physical World, such as cash registers, 
client devices, home appliances, automatic teller machines, 
court evidence systems, cars, game consoles, music players, 
and the like. 

[0068] The exemplary embodiments enable end users to 
use content, services, and features on multiple devices using 
a secured legality expression, such as a license or contract. 

In an exemplary embodiment, a removable storage medium, 
such as a card or key, and the like, can be con?gured to store 
a legality expression. When a user Wishes to use given rights 
speci?ed by the legality expression on another device or 
present some obligation to another device, the user can 
employ the removable storage medium on such a device. 

[0069] The use of a removable storage medium With 
legality expressions provides numerous advantages. For 
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example, the exemplary embodiments can be used to sup 
port a trusted of?ine transfer of legality expressions, such as 
rights, licenses, and contracts betWeen entities, and the like. 
Advantageously, a secure of?ine solution for lending 
betWeen devices can be provided. For example, a user can 
lend to a friend or to other devices in a home or of?ce of the 

user, and the like. 

[0070] In an exemplary embodiment, a legality expression 
can be employed for specifying the lending of any suitable 
item or thing, for example, including digital and non-digital 
items or things. For example, an exemplary system can be 
con?gured for loaning of a right to use public transportation 
speci?ed via a legality expression. Such an exemplary 
system can be con?gured to be a secure or trusted system 
and can employ secure removable storage devices that can 
be read or Written by a secure or trusted reader/Writer device. 
Advantageously, such a right can be sold to a person and, for 
example, can specify use of a metropolitan transportation 
system (metro) for one month. The right can be stored on the 
removable storage device, such a metro card, and the like. 
Then, When a cardholder goes to the metro, the card reader 
With an interpreter can check to see if the cardholder has the 
right to get on the metro. 

[0071] Advantageously, a person having such a right to 
use the metro can transfer the right to a friend so that the 
friend can ride the metro. In an exemplary embodiment, 
such a transfer can be made betWeen secure or trusted cards, 
such as smart card devices, and the like, by taking the cards 
to some trusted point of transfer, such as a secure or trusted 
reader/Writer device that takes the rights from one card an 
places them on the other card. 

[0072] The exemplary embodiments support secure trans 
port of legality expressions from one device to another, 
advantageously, enabling models in Which one device can 
use a particular legality expression at a time, but multiple 
devices can use the same legality expression at different 
times. For example, With the exemplary embodiments, a 
user can Watch a movie on a laptop computer during a long 
trip, and also Watch the same movie on a home DVD player 
When at home. 

[0073] Advantageously, the exemplary embodiments pro 
vide an interoperable and secure method of sharing legality 
information. For example, in an exemplary embodiment, a 
removable storage medium can be con?gured to include 
legality expressions expressed in a standardiZed Legality 
Expression Language to enable different businesses to inter 
operate relatively easily, because the different businesses 
can share the Legality Expression Language. Advanta 
geously, the need to employ many different proprietary data 
formats can be eliminated. 

[0074] The exemplary embodiments, advantageously, 
support multi-tier trust. Multi-tier trust can include a method 
of making trust decisions based on trust chaining, for 
example, Wherein a friend of a friend is a friend. For 
example, the above-described Video Rental Store can trust 
the PiZZa Parlor, because the PiZZa Parlor is trusted, for 
example, by a Well-knoWn certi?cate authority. Such chain 
ing of trust back to a basic trusted entity can include many 
levels. 

[0075] Multi-tier trust also can be more restrictive and 
speci?c, so that entities are trusted conditionally to do 
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speci?c things, for example, trusting an entity to issue 
speci?c rights. For example, in an exemplary embodiment, 
the Video Rental Store can have a subsidiary called the DVD 
PlaZa, Which the Video Rental Store alloWs to issue video 
club memberships. 

[0076] Advantageously, the DVD PlaZa can issue a cus 
tomer a membership card including a legality expression 
specifying that the customer is a member of the Super Movie 
Watcher club and that the DVD PlaZa can issue such club 
membership on behalf of the Video Rental Store. The 
customer then can go to the PiZZa Parlor to receive the $2 
club discount. HoWever, the relationship of the PiZZa Parlor 
is With the Video Rental Store, not the DVD PlaZa. The PiZZa 
Parlor, hoWever, can determine Whether or not the DVD 
PlaZa has the right to issue video club memberships by 
folloWing the trust chain back to the Video Rental Store. 
Advantageously, the PiZZa Parlor can determine that the 
Video Store, an entity the PiZZa Parlor trusts, gave rights to 
issue memberships to the DVD PlaZa, as speci?ed in the 
card. Accordingly, the PiZZa Parlor can authoriZe the cus 
tomer to receive the $2 discount. 

[0077] By supporting multi-tier trust, advantageously, a 
card reader need not directly trust a party that makes a 
request in order to determine authoriZation, in order to use 
authentication data or in order to use any suitable other 
legality data. Nor does the reader need to directly knoW the 
issuer of a legality expression to accept or believe the 
legality expression. Advantageously, legality expressions 
issued by un-trusted entities can be veri?ed using trust 
chaining to determine if the issuer had the right to issue the 
legality expressions. Since readers can be con?gured sup 
port multi-tier trust, advantageously, signed legality expres 
sions can be issued With no need to update the knoWledge 
base of the readers. Advantageously, even third parties can 
issue legality expressions that can be accepted by such 
readers. 

[0078] Access control readers typically rely on authoriZa 
tion data that is kept in some knoWledge base. The knoWl 
edge base can be used When determining Whether or not an 
entity has access. In such systems, the knoWledge base 
typically has to be updated each time permissions are given 
to some entity. Advantageously, the exemplary embodi 
ments overcome such a problem, for example, by specifying 
such authoriZation data With a legality expression. 

[0079] The exemplary embodiments, advantageously, pro 
vide support for offline environments by eliminating the 
dependency on contact With a separate entity, such as central 
system or a person, for example, to request or verify legality 
information, such as rights, contracts, and the like. For 
example, digitally signed legality expressions can be stored 
in a removable storage medium that can be presented to a 
suitable card reader, and the like. Advantageously, the card 
reader can be con?gured to include information regarding 
the trusted issuers, so the card reader can determine Whether 
or not to trust a legality expression Without a need to contact 
some other entity. 

[0080] The exemplary embodiments, advantageously, pro 
vide relatively greater scalability and support for extensi 
bility than, for example, bit encoding or other proprietary 
data representations. Additional legality information can be 
added to the removable storage medium, typically, Without 
a need to modify hardWare or softWare. For example, by 








































