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(57) ABSTRACT 

A method and apparatus is provided to discover and inte 
grate applications in an application router framework. The 
discovery operation includes receiving a registration noti? 
cation for an application on a network, adding information 
describing the application to a repository into a data struc 
ture and publishing the data structure onto an application 
router. The association operations include querying one or 
more application routers on an application network for 
meta-data and other information on applications, exchang 
ing the meta-data and other information between the appli 
cation routers and associating the applications together 
automatically using their respective application protocols. 
Routing operations include receiving application informa 
tion in an application protocol format, converting the appli 
cation information in the application protocol format into a 
neutral protocol format and forwarding the application infor 
mation in the neutral protocol format along with state 
information to other application router devices on the net 
work. 
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APPLICATION NETWORK COMMUNICATION 
METHOD AND APPARATUS 

BACKGROUND OF THE INVENTION 

[0001] Many companies leverage computer systems and 
software applications to improve their efficiency and orga 
niZation in business. Often these systems are integrated 
together allowing information from one softWare application 
or system to be used or analyZed by another softWare 
application or system. Bene?ts associated With integrating 
and using these computer systems and softWare in business 
are numerous and include tighter control over inventory, 
improved ?nancial forecasting, streamlined information 
?oW internally and externally and sales force automation. 

[0002] The various bene?ts of leveraging computer tech 
nology generally justi?es the hiring of large information 
technology (IT) staff to keep these computer systems opera 
tional and communicating With each other. Often, these IT 
departments are saddled With the task of integrating many 
disparate computer systems and softWare applications in 
attempt to make corporate information How more freely and 
securely. 
[0003] Unfortunately, the complexity of integrating these 
large computer systems and softWare applications in a 
company has made systems integration a daunting and 
expensive task. Systems integration projects have become 
increasingly complicated requiring specialiZed knoWledge 
of applications, protocols, communications, hardWare and 
other areas that the IT staff at a given company may not 
possess. Even With the proper knoWledge and training, most 
IT departments are too small to complete large scale systems 
integration projects in a reasonable time frame. 

[0004] Consequently, a large number of system integration 
projects require customiZed development completed using 
consultants or outsourced to system integrators that special 
iZe in integrating these large scale systems. The solutions 
involve integrating the data and business logic betWeen 
several existing applications and frequently involve com 
plex solutions. Because the Work is outsourced and/or com 
plex, these customiZed solutions can also be very expensive. 
Maintaining softWare as the companies groW and their needs 
change may also cost a great deal of money as the same 
consultants may be needed after the initial systems integra 
tion effort is put in place. 

[0005] In attempt to reduce costs and expedite the inte 
gration, many companies are exploring system integration 
tools/methodologies as an alternative to customiZed soft 
Ware development. These solutions include enterprise appli 
cation integration solutions and application server 
technologies. The EAI solution provides a solution to some 
of the system integration problems but requires a company 
to commit to a proprietary platform. Application server 
solutions are also useful but also involve proprietary proto 
cols. Scalability is also a problem With these methodologies 
as companies groW and demand more processing poWer and 
throughput from their systems. 

SUMMARY OF THE INVENTION 

[0006] One aspect of the present invention includes a 
method of discovering applications on a netWork for inte 
gration. The discovery includes receiving a registration 
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noti?cation for an application on a netWork having infor 
mation on the application, adding the information describing 
the application to a repository used to reference the appli 
cation, organiZing the repository information into a data 
structure accessible through a user-interface and publishing 
the data structure onto an application router. 

[0007] Another aspect of the present invention includes a 
method of associating applications together to facilitate the 
exchange of application information. The association 
includes querying one or more application routers on an 
application netWork for meta-data and other information on 
applications in the corresponding application router reposi 
tories, exchanging the meta-data and other information on 
the applications betWeen the application routers and asso 
ciating tWo or more applications together automatically 
using a communication path Wherein each of the tWo or 
more applications individually can communicate over the 
application communication path using their respective appli 
cation protocols. 

[0008] Afurther aspect of the present invention includes A 
method of routing application information. The routing 
includes receiving application information in an application 
protocol format over a netWork, converting the application 
information in the application protocol format into a neutral 
protocol format compatible With one or more application 
router devices on the netWork and forWarding the applica 
tion information in the neutral protocol format along With 
state information describing the status of processing the 
application information to one or more application router 
devices on the netWork. 

[0009] Yet another aspect of the invention includes a 
system for integrating the processing of applications. This 
system includes an application netWork having at least one 
application router capable of communicating information 
about one or more applications With other application rout 
ers in a neutral protocol format and an application associated 
With the at least one application router that communicates in 
a proprietary application protocol and is converted by the at 
least one application router into the neutral protocol format. 

[0010] The details of one or more embodiments of the 
invention are set forth in the accompanying draWings and 
the description beloW. Other features and advantages of the 
invention Will become apparent from the description, the 
draWings, and the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 is a block diagram illustrating a system 
using application routers in an application netWork in accor 
dance With one implementation of the present invention; 

[0012] FIG. 2A is a ?oWchart diagram of the operations 
performed to integrate applications together using applica 
tion routers and softWare in accordance With implementa 
tions of the present invention; 

[0013] FIG. 2B is a pictorial depiction of the operations 
for integrating applications into the application netWork in 
accordance With implementations of the present invention; 

[0014] FIG. 3 includes further details operations for reg 
istering applications in the application netWork in accor 
dance With one implementation of the present invention; 
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[0015] FIG. 4 is a block diagram depiction of one hier 
archical data storage used by application routers in accor 
dance With implementations of the present invention; 

[0016] FIG. 5 is a ?owchart diagram of the operations 
used to associate applications together on the application 
netWork in accordance With one implementation of the 
present invention; 

[0017] FIG. 6A is a block diagram of an application 
netWork implemented in accordance With one implementa 
tion of the present invention; 

[0018] FIG. 6B is an eXample user-interface used for 
con?guring the application router in accordance With one 
implementation of the present invention; 

[0019] FIG. 7 is a ?oWchart diagram of the operations 
associated With routing application information betWeen 
applications in accordance With one implementation of the 
present invention; and 

[0020] FIG. 8 is a block diagram of a system used in one 
implementation for performing the apparatus or methods of 
the present invention. 

[0021] Like reference numbers and designations in the 
various draWings indicate like elements. 

DETAILED DESCRIPTION 

[0022] Aspects of the the present invention provide one or 
more of the folloWing advantages. Applications in an enter 
prise can be integrated With multiple other applications With 
signi?cantly reduced development requirements. Instead of 
a proprietary protocol, application routers convert propri 
etary application protocols into a neutral protocol format 
that the application routers can readily eXchange With each 
other. Modeling application communication in the applica 
tion netWork in the neutral protocol format enables a user to 
vieW the application data as though it Were from a single 
application distributed over the netWork. From each appli 
cation’s point of vieW, it appears that communication is still 
in the proprietary application format as the application 
routher converts the neutral protocol format back into the 
proprietary application format to communicate back With 
each application. This reduces costs to manage and imple 
ment as information technology departments can develop 
skills in using the neutral protocol format instead of requir 
ing individuals With specialiZed skills for each different 
integration platform. 
[0023] Implementations of the present invention enable 
rapidly groWing netWorks to be scaled to meet demand 
rather than costly and complex reengineering efforts. Addi 
tional, application routers and application router softWare 
are added to the netWork as the demand for applications 
across the enterprise increases. The neWly added and eXist 
ing application routers communicate With each other to 
share the added load and meet increasing needs Within the 
application netWork. This avoids bottleneck situations 
brought on When a single point of integration becomes 
overloaded With application transaction requests or experi 
ences a system failure. 

[0024] Sophisticated application data management and 
security enforcement is also possible using the present 
invention. By distributing application processing over mul 
tiple nodes, ancillary but necessary processing of application 
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transactions can be monitored and reported Without impact 
ing overall performance. Added processing bandWidth 
makes it possible for stringent user security policies in the 
enterprise to be carried out in an application-to-application 
communication frameWork. Applications can be authenti 
cated and authoriZed both statically in advance and dynami 
cally as applications exchange sensitive and/or con?dential 
information. 

[0025] Simpli?ed management is also possible as appli 
cations in an enterprise are monitored through a single 
point-of-entry. Information ?oWing through an application 
router and accompanying softWare can be tapped for infor 
mation even in large distributed installations. A designated 
application router can be con?gured as a collection point and 
set up to monitor the application netWork gathering statistics 
and logging information in real-time as it is generated from 
multiple different points in a netWork. 

[0026] FIG. 1 is a block diagram illustrating a system 100 
using application routers in an application netWork 104 in 
accordance With one implementation of the present inven 
tion. System 100 includes application router netWork 104, 
application set 106, application set 108, application set 110 
and users 112 accessing these various application sets over 
application router netWork 104. Each application set 
includes a number of different applications grouped together 
based on common traits, shared data/information or other 
types of relationships to each other. Speci?cally, application 
set 106 includes applications app1 122 through appX 124, 
application set 108 includes applications app1 through appy 
128 and application set 110 includes applications app1 130 
through appZ 132. For example, application set 106 may 
include all the enterprise applications used for a manufac 
turing division of a company While application set 108 
includes enterprise applications used in the sales and mar 
keting division of a company. For the same company, 
application set 110 may further include corporate enterprise 
applications concerning ?nancial management, human 
resources, corporate taX and accounting, research and other 
corporate-Wide functions. These application sets 106, 108 
and 110 can be physically located in a single location or 
distributed internationally. Alternatively, each application 
set 106, 108 and 110 may correspond to all the enterprise 
applications Within different subdivisions. In this case, each 
application set 106, 108 and 110 may include enterprise 
applications for manufacturing, sales, marketing and corpo 
rate operations previously described and performed at dif 
ferent corresponding divisions in a company. 

[0027] In either implementation above or in other con 
?gurations, it is often necessary for applications in one or 
more application sets to communicate across application 
netWork 104 in accordance With implementations of the 
present invention to other applications in other application 
sets. Typically, enterprise applications need to share critical 
information about a company or business as Well as integrate 
different Work?oW requirements. For eXample, a manufac 
turing or shipping application providing just-in-time ser 
vices may need to receive information gathered from pur 
chase orders in a sales force automation application. 
Work?oW in the manufacturing application may require 
payment to be made in advance before starting manufactur 
ing and also may need to coordinate the manufacturing With 
another materials procurement or inventory management 
application located elseWhere in an enterprise. At each 
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junction, applications need to accurately and ef?ciently 
share information and ensure certain steps are performed 
according to speci?c Work?oW requirements needed in each 
area. This complex process of exchanging data and coordi 
nating Work?oW requirements is facilitated and automated in 
accordance With the present invention. 

[0028] Application netWork 104 also provides secure 
communications capabilities betWeen the applications in 
application sets 106, 108 and 110 and users 112 operating 
these various applications. In this example implementation, 
application netWork 104 includes application router 112, 
application router 114, application router 116, application 
router 118 and application router 120 con?gured to transmit 
application data to each other over conventional netWork 
122 using secure methods involving encryption, authentica 
tion and authoriZation of users and applications. Application 
level security features implemented Within application rout 
ers alloWs access or denies access based on detailed trans 

actional and/or application information and not simply stor 
age partitions, ?le distinctions or other logical storage 
boundaries. 

[0029] For example, a ?rst application may be granted 
access to data from a second application if the data associ 
ated With the second application Was previously or originally 
created by the ?rst application. Of course, the ?rst applica 
tion can be granted various levels or read and/or Write 
permissions by the second application explicitly after data in 
an application has been created. Application level security 
granularity alloWs application data to be securely adminis 
tered based on transactions or records even if the data is 
under the same enterprise applications. Alternatively, if 
loWer security is required then application routers can be 
con?gured to share all data betWeen different applications 
associated With one or more application routers. 

[0030] Once security is determined and processed, appli 
cation data travels over conventional netWork 122 carried by 
TCP/IP, SNA, Novell NetWare or any other similar netWork 
protocol capable of providing access to a layered netWork 
communication model or any other equivalent general pur 
pose netWorking protocol. In practice, conventional netWork 
122 also includes conventional routers, sWitches, repeaters 
and other netWorking devices familiar to those skilled in the 
art and used for general purpose broadband or local area 
networking. 

[0031] Application routers 112, 114, 116, 118 and 120 
include conventional routing technology along With appli 
cation routing functionality in accordance With the present 
invention. Application routing operations receive applica 
tion data, convert the application data into a neutral format 
and then route the data to the appropriate application 
through one or more application routers in application 
netWork 104. Further, application routers convert the neutral 
format data back into the proprietary application protocol 
When communicating data back to an application. 

[0032] FIG. 2A is a ?oWchart diagram of the operations 
performed to integrate applications together using applica 
tion routers and softWare in accordance With implementa 
tions of the present invention. Applications initially perform 
discovery of other applications by publishing the application 
availability on the application routers Within the application 
netWork (202). Applications publish application information 
sufficient to identify data structures used by an application to 
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carry information, interfaces describing access methods to 
these data structures and protocols for transmitting/receiving 
information over a netWork. Additional information pub 
lished may include a public-key, encrypted passWord or 
other security information to ensure the transaction is per 
formed securely and con?dentially. Further information on 
discovery is described in further detail later herein. 

[0033] Published information facilitates in associating one 
application in the application netWork With one or more 
other applications on the application netWork (204). Appli 
cation routers exchange meta-data and other information 
about different applications and then automatically associate 
different applications together. This association process 
maps data ?elds from the data structures used in a ?rst 
application With corresponding data ?elds from the data 
structures of a second application. In some cases, bytes 
orders may be sWapped or ?lled to accommodate loW-level 
format differences that exist betWeen data in the various data 
structures. Implementations of the present invention perform 
application routing once the applications are associated With 
each other in accordance With the present invention (206). 

[0034] FIG. 2B is a pictorial depiction of these operations 
for integrating applications into the application netWork in 
accordance With the present invention. Applications are 
integrated through discovery 208, association 210 and then 
application routing 212. Prior to integration, app1 214 and 
app2 216 are placed Within an application netWork 218 in 
accordance With the present invention but cannot exchange 
application data. During discovery 208, app1 214 and app2 
216 publish their availability on the application netWork. 
Logic 220 and application 222 from app1 214 and logic 226 
along With application data 224 from app2 216 are registered 
and made available on the application netWork 218. Imple 
mentations of the present invention automatically perform 
association 210 betWeen app1 214 and app2 216 based upon 
the meta-data thereby connecting application data 222 With 
application data 224 according to their respective logic 220 
and logic 226. Once these steps are complete, routing 212 
performs application routing 226 in accordance With the 
present invention alloWing applications to rapidly exchange 
their respective pools of information. 

[0035] FIG. 3 includes further detailed operations for 
registering applications in the application netWork in accor 
dance With one implementation of the present invention. 
Initially, an application router receives an application reg 
istration noti?cation from an application (302). In one 
implementation, an application router broadcasts informa 
tion about the application netWork inviting application on 
the netWork to register on the application netWork. Appli 
cations respond by sending a registration noti?cation to join 
the application netWork. For example, an application could 
send a registration packet to the application router With basic 
information about the application. Alternatively, each appli 
cation entering the application netWork broadcasts or mul 
ticasts over a Well-knoWn communication port the availabil 
ity of the application on the application netWork in the form 
of a registration packet. The application router listening over 
the communication port for the broadcast or multicast of the 
registration packet intercepts and begins processing the 
registration. In yet another alternative, the application router 
identi?es nodes on the conventional netWork and probes 
each node sequentially for applications to be registered in 
the application netWork. In this implementation, the appli 
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cation router sequences through each network node on the 
network and identi?es one or more applications on each 
node. If an application is located on a node, the application 
router then transmits an invitation to submit the application 
registration noti?cation over a Well-knoWn communication 
port. Applications listening over the communication port 
receive the invitation and in response transmit the applica 
tion registration to the request Within a time-out period or the 
application router moves on to the neXt application or node 
on the netWork. 

[0036] The application router that receives the application 
registration packet adds the information describing the 
application to a repository (304). The repository is a data 
storage area kept on the application router that stores the 
application information obtained through the registration 
packet. In one implementation, a ?rst copy of the repository 
is kept on an active application router and a standby appli 
cation router maintains a complete duplicate or backup copy 
of the repository. If the active application router goes doWn 
or becomes unavailable, the standby application router auto 
matically takes over application routing operations. 

[0037] Alternatively, portions of the repository may reside 
on different application routers if speci?c application routers 
are designated to process certain applications. For eXample, 
one application router can be con?gured to process all 
“payroll” from payroll softWare While another application 
router can be responsible for processing “purchase orders” 
from a purchase order application. If the application router 
handling “payroll” applications receives registration packet 
to register a “purchase order” application, the registration 
packet is forWarded to the correct application router han 
dling “purchase order” type applications. This approach 
provides reliability by distributing the repository informa 
tion to different application routers depending on the appli 
cation router’s responsibilities. Applications can alterna 
tively be associated With certain application routers based on 
the relative distance or “hops” betWeen the application 
router and the system or node upon Which the application is 
loaded. 

[0038] In one implementation, the application router orga 
niZes the repository information containing the application 
information into a hierarchical data structure (306). This 
hierarchical data structure is easy to manipulate and can be 
organiZed to improve search times for application data. 
Portions of the hierarchical data structures can be distributed 
over more than one application router to increase availability 
and scalability as the application netWork groWs. Informa 
tion of the hierarchical structure for storing application 
information is described in further detail later herein. 

[0039] Once the application and registration information 
is entered, the application router(s) publish and distribute the 
information in a hierarchical data structure (308). In one 
implementation, each application router contains a complete 
static copy of the hierarchical data structure having appli 
cation information. Alternate implementations of the present 
invention publish portions of the hierarchical data informa 
tion on different application routers throughout the applica 
tion netWork according to a distribution scheme. For 
eXample, one distribution scheme could identify the com 
puter system running an application and then load the 
hierarchical data information concerning the application 
onto the corresponding application router nearest to the 
computer system. 
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[0040] Hierarchical data information is then provided as 
lookup information for applications managed by application 
routers (310). In one implementation, application routers 
query one application router in the application netWork for 
the hierarchical data information about the various applica 
tions. A standby application router is used to provide the 
application information in the even the ?rst or active appli 
cation router experiences a failure or error. 

[0041] FIG. 4 is a block diagram depiction of one hier 
archical data storage used by application routers in accor 
dance With implementations of the present invention. In this 
eXample, an application lookup tree 400 includes an appli 
cation 402, an application 404 and an application 406 
corresponding to the ?rst, second and Nth application in the 
application netWork. Each of these entries can be used to 
describe general information about an application including 
an application name, a business category associated With the 
application (i.e., CRM—customer relations management) 
and meta-data used When publishing information about the 
application. 

[0042] Associated With each application are interfaces 
408, 412 and 416 that facilitate communication With the 
corresponding applications 402, 404 and 406. These inter 
faces include metadata and other information to describe 
communication used With various application services, com 
ponent technologies, object-oriented interfaces and, if 
appropriate, system calls for the associated target applica 
tion. The interface de?nitions can be used by an application 
router to access more meta-data information as needed in a 

meta-data repository and perform on-the-?y conversions to 
a target application protocol. Accordingly, additional meta 
data information included in protocol 420, protocol 422 and 
protocol 424 de?nitions help improve communication to the 
different target applications over the interface. 

[0043] Application lookup tree 400 also identi?es a ?rst 
data portion 426 and a second data portion 428 to illustrate 
approximate areas for dividing application lookup tree 400. 
In one implementation, ?rst data portion 426 contains infor 
mation pertaining to application 402 including interface, 
structure, protocols and meta-data. Similarly, second data 
portion 428 has information on application 406 and also 
includes other information and meta-data. In accordance 
With implementations of the present invention, ?rst data 
portion 426 and second data portion 428 corresponds to 
divisions in the hierarchical data storage capable of being 
distributed over the application netWork to reside on speci?c 
application routers. As previously described, portions of the 
hierarchical data storage can be distributed according to 
different schemes including locating an application router 
nearest in the netWork to the computer node or system Where 
the actual application actually resides. 

[0044] FIG. 5 is a ?oWchart diagram of the operations 
used to associate one application With another application in 
the application netWork in accordance With one implemen 
tation of the present invention. An application router in the 
application router netWork provides a user-interface to asso 
ciate applications and perform many other application router 
con?guration operations (502). The user-interface can be 
delivered as a traditional GUI (graphical user interface) 
running as a separate program on a computer or can be 
delivered by an embedded Web-server in the application 
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router as an HTML or XML page and viewed in a Web 
broWser application such as Internet Explorer, Netscape 
Navigator or Opera browser. 

[0045] Association betWeen applications occurs automati 
cally in accordance With implementations of the present 
invention. Application routers exchange meta-data With each 
other providing information describing the structures, inter 
faces, and protocols used by the different applications reg 
istered on the application netWork (504). In one implemen 
tation, application routers query other application routers on 
the application netWork for meta-data and other information 
in the corresponding application router repositories. In one 
implementation, an application router may use an applica 
tion routher exchange protocol such as ARIP to query the 
other application routers. ARIP is a protocol used for appli 
cation router-to-application router communication. Once 
one or more applications are identi?ed, the application 
routers exchange the meta-data and other information on the 
applications knoWn to the application routers. For example, 
a security application may be automatically associated With 
a human resources application to obtain ?ngerprints, pass 
Word information or other personal details to authenticate 
and then authoriZe access to a person. 

[0046] In addition, application routers also automatically 
associate applications With a communication path carried by 
the application routers. (506). For example, the application 
routers determine the communication bandWidth needed and 
then allocate the bandWidth from a pool of available band 
Width Within the application netWork. 

[0047] In an alternate implementation, the GUI alloWs a 
user to con?gure some or all of this information manually as 
needed. The user driven association operation can also 
include associating applications With a communication path 
carried betWeen one or more application routers. 

[0048] Implementations of the present invention identify 
the necessary resources to provide uni-directional or one 
Way communication as Well as bi-directional or tWo-Way 
communication betWeen pairs of application routers. 
Resources identi?ed include a communication bandWidth 
betWeen tWo or more application routers, processor cycles 
on the application routers required to process the data and 
potentially storage. Once determined, these resources are 
provisioned or allocated from one or more application 
routers on the application netWork (508). This can reserve 
actual bandWidth or processor cycles for the speci?c appli 
cation router or can simply make a portion of application 
router bandWidth, storage and processor cycles unavailable 
for subsequent use. 

[0049] Monitors are set in place to gather information and 
adjust the resource allocations or provisions as needed 
(510). These monitors gather information on the communi 
cation bandWidth utiliZation When tWo or more applications 
are communicating to better match the bandWidth provisions 
With the bandWidth requirements as they change. Generally, 
the monitors can be implemented in softWare, hardWare or 
a combination of the tWo and embedded in the application 
router. 

[0050] Another operation in the association includes 
developing Work?oW operations betWeen tWo or more asso 
ciated applications (512). Work?oW describes the direction 
of information traveling through one application and then 
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out through another application. Often, Work?oW requires 
properly sequencing the occurrence of events on one appli 
cation With the occurrence of events on another related but 
different application. For example, Work?oW may require 
that a purchase order received through a sales or marketing 
application is ?rst successfully processed through a security 
and/or credit check before being accepted as a valid pur 
chase order. The Work?oW may also specify a method of 
getting cash in advance if the purchaser has poor credit or 
otherWise does not qualify for a business line-of-credit. 

[0051] Work?oW can also describe operations for estab 
lishing security over the communication path and ensuring 
communication is secure. For example, establishing a secure 
communication path may include performing deep packet 
inspection and determining if secured or unsecured infor 
mation is being exchanged over the communication path. To 
perform deep packet inspection for this purpose, there may 
also be a set of rules to compare one or more aspects of the 
application information to determine if secure information is 
actually being exchanged. Rules can further be used to 
determine authentication and authoriZation of the user and 
the application. 

[0052] FIG. 6A is a block diagram of an application 
netWork implemented in accordance With one implementa 
tion of the present invention. The application netWork 602 in 
this diagram emphasiZes some of the application netWork 
protocols and capabilities. Accordingly, application netWork 
602 includes an application router 604, an application router 
606, an application router 608, an application router 610, 
and an application router 612 that communicates over con 
ventional netWork 614. Each application router contains 
features of conventional router in addition to the special 
operations of the application router designed in accordance 
With the present invention. 

[0053] BetWeen application routers, an application router 
interface protocol or ARIP operates to convert betWeen an 
application identi?er and conventional netWorking 
addresses. The ARIP protocol exchanges application iden 
ti?ers for each application and the corresponding netWork 
ing address information as needed by different applications 
in the application netWork. In addition, the ARIP protocol 
alloWs application router to exchange meta-data and other 
information about various applications and facilitate auto 
matic association of the applications. For example, a sales 
management application can automatically locate a inven 
tory management application registered on a different appli 
cation router through the ARIP protocol. Implementations of 
the present invention Would automatically associate these 
application together provided the meta-data exchanged by 
the application routers is suf?cient. 

[0054] For fault tolerance and improved performance, 
application router 604 has a designation as being active 616 
While application router 608 is considered standby 618. In 
the event application router 604 fails temporarily or perma 
nently, the status and role of application router 608 is 
changed to active 616 from standby 618. Once application 
router 604 is Working properly, application router 604 status 
can be changed back to active 616 and application router 608 
changed back to standby 618. 

[0055] Avirtual application area netWork (VAAN) 605 is 
also part of the netWork to provide application to application 
security on application netWork 602. In this example imple 
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mentation, application information in the neutral protocol is 
limited to application router 606 and application router 608 
in VAAN 605; communication betWeen application routers 
in VAAN 605 is secure and not detected by other application 
routers outside VAAN 605. This feature alloWs different 
businesses or divisions of a company to share an overall 
application netWork yet keep certain application communi 
cations separate and secure. This also alloWs portions of the 
application netWork to eXtend to telecommuters that may 
perform a portion of the communication from a public 
sWitched telephone netWork (PSTN) using DSL or other 
broadband communications yet need to maintain a secure 
communication environment. 

[0056] In addition, one or more application routers can 
provide a dynamic application communication protocol 
(DACP) for allocating application identi?ers to applications 
entering the application netWork. In this example, applica 
tion router 612 includes a DACP 611 service that dynami 
cally allocates and deallocates an application identi?er to 
applications entering the application netWork. In one imple 
mentation, the application identi?er is leased to an applica 
tion for a lease period Whereupon eXpiration of the lease the 
application requests a lease reneWal from DACP 611 or is 
not alloWed back onto the application netWork. This appli 
cation identi?er is used to uniquely identify applications to 
each other on the application netWork for subsequent com 
munication and data sharing once they are properly authen 
ticated and authoriZed. 

[0057] FIG. 6B is an eXample user-interface used for 
con?guring the application router in accordance With one 
implementation of the present invention. The user-interface 
in this eXample displays a series of tabs corresponding to 
different areas for con?guring the application router. The 
con?guration areas for the application router include appli 
cation association, discovery, routing, registration, security, 
resource allocation and fault tolerance settings. Each con 
?guration area receives a number of settings and transmits 
the settings to one or more application routers in accordance 
With the present invention. 

[0058] In particular, application association con?guration 
area 621 depicts a feW of the settings used to associate one 
or more applications With each other. Application associa 
tion con?guration area 621 presents a source application 
category 622, a source application vendor 624, a source 
application name 626, a source application identi?er 628, a 
target application category 630, a target application vendor 
632, a target application name 634, a target application 
identi?er 636 and a target application count 635 indicating 
the number of different target applications currently associ 
ated With source application identi?er 628. As this depicts 
only one implementation, alternate implementations may 
contain feWer or greater options to con?gure the association 
betWeen applications as Well as different options other than 
those identi?ed and displayed in FIG. 6B. Further, the 
con?guration options depicted can be arranged in a different 
juxtaposition to each other as Well as be distributed on one 
or more different con?guration areas of the GUI. 

[0059] In operation, application association occurs auto 
matically using implementations of the present invention. 
Generally, application routers eXchange meta-data concern 
ing different registered applications and associate the struc 
tures, interfaces and protocols of the different applications. 
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As an alternative implementation, con?guration area 621 
enables a user to add, edit or vieW associations betWeen 
applications. While these associations are generally created 
automatically, there may arise the need to manually con?g 
ure the application router in accordance With implementa 
tions of the present invention. If selecting source application 
category 622, source application vendor 624 and source 
application name 626 results in source application identi?er 
628 then the application is already in the application net 
Work. Similarly, selecting target application category 630, 
target application vendor 632 and target application name 
634 produces target application identi?er 636 the target 
application is also registered in the application netWork and 
is probably also already associated With source application 
identi?er 628. 

[0060] Additional settings on application association con 
?guration area 621 are used to establish or modify an 
association betWeen a source application and target appli 
cation in the application netWork. In one implementation, 
these additional settings include a structures setting 644, a 
interfaces setting 646, a protocols setting 648, a Work?oW 
setting 650, a performance setting 638, a communication 
path setting 640 and control settings 642 to effectuate the 
entered settings. 

[0061] Each of structures setting 644, interfaces setting 
646, protocols setting 648 and Work?oW setting 650 can be 
set automatically using an “Auto Associate” option, semi 
automatically using guidance from a “Wizard Associate” 
option or manually using a “Manual Associate” option. By 
default, associations are automatically generated in accor 
dance With implementations of the present invention. 

[0062] “Auto Associate” option analyZes the data and 
meta-data concerning the selected item and performs an 
association according to a set of rules or eXpert-systems. The 
“Wizard Associate” presents a user or operator With a 
number of different options to associate the applications and 
alloWs the user or operator to make the selections. Finally, 
a “Manual Associate” option alloWs a user or operator to 
manually perform the association betWeen the various one or 
more applications in the application netWork. 

[0063] Performance setting 638 alloWs a user to specify a 
relative performance requirement desired for communica 
tion betWeen the applications. Higher performance provides 
communication over higher speed connections and shorter 
paths betWeen applications on the application netWork When 
possible While loWer performance requirements can be 
accommodated With a larger variety of connections in the 
application netWork. 

[0064] In addition to performance needs, it is sometimes 
desirable to control the How of data betWeen applications. 
Bidirectional communication (displayed in FIG. 6B) in 
communication path 640 is one type of communication 
applications use to transmit information back and forth to 
each other over a single communication path or multiple 
communication paths on the application netWork. To limit 
the How of information further, a “Source-to-Target” setting 
limits the How of information from the source application to 
the target application While a “Target-to-Source” setting 
limits the How of information from the target application to 
the source application over one or more communication 

paths. For eXample, a “Target-to-Source” setting in Com 
munication Path 640 could be used if it is desired for a sales 
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application placing orders (i.e., a source application) to send 
orders to an inventory management application (i.e., a target 
application) Without a return receipt or return communica 
tions. 

[0065] FIG. 7 is a ?owchart diagram of the operations 
associated With routing application information betWeen 
applications in accordance With one implementation of the 
present invention. Applications are registered and associated 
With each other as previously described before application 
routing can be performed. In the application netWork, appli 
cation routers receive application information in an appli 
cation protocol format and a neutral protocol format (702). 
These application protocol formats include SOAP, XML/ 
HTTP, IIOP, RMI, SOL, EDI and SNMP. Neutral protocol 
formats can be exchanged betWeen application routers With 
out further conversions. Conversely, proprietary application 
protocol formats coming into the application router need to 
be converted into a neutral protocol format before further 
processing (704). In one implementation, meta-data relating 
to the application structures, interfaces, and protocols are 
used to assist in converting these various protocols into a 
neutral protocol format compatible With XML (extensible 
markup language). To perform the conversion, an applica 
tion router references the meta-data to identify application 
information in the application protocol format and convert it 
to the neutral protocol format. For example, this information 
facilitates a mapping of the application information to one or 
more structures in the neutral protocol format of XML. 

[0066] Application routers also determine topological 
information associated With the application network before 
routing application information (706). The application rout 
ers use topological information to transmit application infor 
mation to one or more different application router to meet 

service level agreements (SLA) or other performance 
requirements While minimiZing utiliZed resources. This sat 
is?es customer requirements for application routing While 
minimiZing system utiliZation requirements. 
[0067] In addition, application routers communicate state 
information along With application data When communicat 
ing to different application routers in the application net 
Work. This makes the transfer and processing of application 
data betWeen various applications in the application netWork 
possible Without losing track of information and status of the 
processing. Stateful processing of application data alloWs 
several applications to process data and send reporting status 
at each stage. If an application router cannot continue 
processing, status is transmitted indicating the point of 
failure and an error code. Similarly, application routers can 
also send back information indicating successful processing 
of application data. 

[0068] Accordingly, application routers forWard state 
information and application information in the neutral pro 
tocol format to one or more application routers (708). 
Work?oW information is included in application information 
and state information to facilitate proper routing of appli 
cation data throughout the application netWork. For 
example, one implementation of the present invention 
includes this state information and application data in one or 
more objects. The state information and Work?oW informa 
tion also indicate When the processing of certain application 
information has been completed. 

[0069] FIG. 8 is a block diagram of a system 800 used in 
one implementation for performing the apparatus or meth 

Jan. 29, 2004 

ods of the present invention. System 800 includes a memory 
802 to hold executing programs (typically random access 
memory (RAM) or Writable read-only memory (ROM) such 
as a ?ash ROM), a presentation device driver 804 capable of 
interfacing and driving a display or output device, a program 
memory 808 for holding drivers or other frequently used 
programs, a netWork communication port 810 for data 
communication, a secondary storage 812 With secondary 
storage controller, and input/output (I/O) ports 814 also with 
1/0 controller operatively coupled together over a bus 816. 
In addition to implementing the present invention using a 
conventional personal computer or server, system 800 can 
be preprogrammed, in ROM, for example, using ?eld 
programmable gate array (FPGA) technology or it can be 
programmed (and reprogrammed) by loading a program 
from another source (for example, from a ?oppy disk, a 
CD-ROM, or another computer). Also, system 800 can be 
implemented using customiZed application speci?c inte 
grated circuits (ASICs). 

[0070] In one implementation, memory 802 includes an 
application registration component 818, an application asso 
ciation component 820, an application routing component 
822, a Work?oW component 824, a protocol conversion 
component 826 and a run-time module 828 that manages 
system resources used When processing one or more of the 
above components on system 800. 

[0071] Application registration component 818 facilitates 
processing of applications entering the application netWork. 
In one implementation, application registration component 
818 receives broadcasts or multicasts from applications 
announcing their availability on the application netWork and 
registers them into the application netWork. For example, an 
application entering the application netWork is assigned a 
unique application identi?er and the information associated 
With the application is entered into a hierarchical database 
storing application information. By multicasting this infor 
mation, more than one application router can register the 
application into the application netWork. Alternatively, a less 
e?icient method uses application registration component 
818 to probe each application router or node associated With 
the application netWork and registers applications it discov 
ers during this process. 

[0072] Application association component 820 is used to 
associate one or more aspects of different applications With 
each other on the application netWork. This association can 
be done automatically using meta-data describing structures, 
interfaces, protocols and/or Work?oWs used in the different 
applications. In one implementation, a application routher 
exchange protocol (i.e., ARIP) is used by the application 
routers to exchange meta-data and information about differ 
ent applications on the netWork to facilitate the association 
process. Alternatively, WiZards can be used in conjunction 
With application association component 820 to connect the 
different applications together or this process can be per 
formed manually by a user for those applications that do not 
have the proper meta-data or other information available. 

[0073] Application routing component 822 routes state 
and application data to one or more application routers in the 
application netWork. To provide a robust operating environ 
ment, application routing component 822 converses With 
other application routers using various protocols including 
ARIP/IGARP (interior gateWay application routing proto 
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col) as Well as supporting DACP (dynamic application 
computing protocol) to automatically allocate application 
identi?ers to various applications. Further application rout 
ing component 822 supports high-availability and fault 
tolerance by implementing active application routing and 
standby application routing technologies. 
[0074] Work?oW component 824 is central to developing 
an ef?cient and accurate Work?oW process for application 
data being processed by one or more applications on the 
application netWork. Information driving Work?oW compo 
nent 824 is partially driven by meta-data supplied With each 
application. Alternatively, the user or operator of system 800 
can also provide Work?oW information to this component. In 
some cases, scripting or macro languages can be employed 
to automate the Work?oW operations that take place betWeen 
the various applications. 

[0075] Protocol conversion component 826 primarily is 
used to convert proprietary application formats into a neutral 
application format that the application routers can exchange 
Within the application netWork. Initially, an application uses 
protocol conversion component 826 to convert the applica 
tion into the neutral format like XML to alloW the applica 
tion routers to transmit the application information over the 
netWork. Subsequently, the protocol conversion component 
826 can be used to convert the neutral protocol back into the 
proprietary application format as needed in the speci?c 
application. From the application standpoint, application 
communication continues in the application’s proprietary 
application protocol format. In contrast, the user vieWs 
application data passing through the application netWork in 
a neutral application protocol that appears to be part of a 
single Well-integrated application. 

[0076] While examples and implementations have been 
described, they should not serve to limit any aspect of the 
present invention. Accordingly, implementations of the 
invention can be implemented in digital electronic circuitry, 
or in computer hardWare, ?rmWare, softWare, or in combi 
nations of them. Apparatus of the invention can be imple 
mented in a computer program product tangibly embodied in 
a machine readable storage device for execution by a pro 
grammable processor; and method steps of the invention can 
be performed by a programmable processor executing a 
program of instructions to perform functions of the inven 
tion by operating on input data and generating output. The 
invention can be implemented advantageously in one or 
more computer programs that are executable on a program 
mable system including at least one programmable proces 
sor coupled to receive data and instructions from, and to 
transmit data and instructions to, a data storage system, at 
least one input device, and at least one output device. Each 
computer program can be implemented in a high level 
procedural or object oriented programming language, or in 
assembly or machine language if desired; and in any case, 
the language can be a compiled or interpreted language. 
Suitable processors include, by Way of example, both gen 
eral and special purpose microprocessors. Generally, a pro 
cessor Will receive instructions and data from a read only 
memory and/or a random access memory. Generally, a 
computer Will include one or more mass storage devices for 
storing data ?les; such devices include magnetic disks, such 
as internal hard disks and removable disks; magneto optical 
disks; and optical disks. Storage devices suitable for tangi 
bly embodying computer program instructions and data 
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include all forms of non-volatile memory, including by Way 
of example semiconductor memory devices, such as 
EPROM, EEPROM, and ?ash memory devices; magnetic 
disks such as internal hard disks and removable disks; 
magneto optical disks; and CD ROM disks. Any of the 
foregoing can be supplemented by, or incorporated in, 
ASICs. 

[0077] While speci?c embodiments have been described 
herein for purposes of illustration, various modi?cations 
may be made Without departing from the spirit and scope of 
the invention. Accordingly, the invention is not limited to the 
abovedescribed implementations, but instead is de?ned by 
the appended claims in light of their full scope of equiva 
lents. 

What is claimed is: 
1. A method of discovering applications on a netWork for 

integration, comprising: 
receiving a registration noti?cation for an application on 

a netWork having information on the application; 

adding the information describing the application to a 
repository used to reference the application; 

organiZing the repository information into a data structure 
accessible through a user-interface; and 

publishing the data structure onto an application router. 
2. The method of claim 1 Wherein the information on the 

application includes structures, interfaces and protocols used 
by the application. 

3. The method of claim 1 Wherein the information added 
to the repository includes meta-data describing aspects of 
the application. 

4. The method of claim 1 Wherein the data structure is 
organiZed in a hierarchical arrangement With each applica 
tion having a node With corresponding information. 

5. The method claim 1 Wherein publishing the data 
structure involves distributing the publication of information 
to one or more application routers. 

6. The method of claim 6 Wherein at least one application 
router is capable of operating as a standby application router 
in the event one or more application router becomes tem 
porarily or permanently unavailable. 

7. The method of claim 1 Wherein the applications can be 
categoriZed into at least one category selected from a set of 
categories including: Web services, CORBA Objects, Data 
base Systems, File/Document Based Interfaces and Pack 
aged Applications. 

8. The method of claim 1 Wherein the application router 
broadcasts invitations over the application netWork inviting 
applications to submit a registration noti?cation and join the 
application netWork. 

9. The method of claim 1 Wherein each application 
broadcasts and/or multicasts a registration noti?cation over 
the application netWork notifying one or more application 
routers of their availability to join the application netWork. 

10. The method of claim 1 Wherein the application router 
probes a set of nodes on a conventional netWork inviting 
applications found on each node to join the application 
netWork. 

11. A method of associating applications together to 
facilitate the exchange of application information, compris 
mg: 
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querying one or more application routers on an applica 
tion network for meta-data and other information on 
applications in the corresponding application router 
repositories; 

exchanging the meta-data and other information on the 
applications betWeen the application routers; and 

associating tWo or more applications together automati 
cally using a communication path Wherein each of the 
tWo or more applications individually can communi 
cate over the application communication path using 
their respective application protocols. 

12. The method of claim 11 Wherein the application 
routers query, eXchange data or otherWise communicate With 
each other using an application router eXchange protocol. 

13. The method of claim 11 further comprising: 

allocating resources on a system to accommodate the 
communication path bandWidth and processing 
requirements. 

14. The method of claim 11 Wherein the associating 
further comprises: 

determining a communication bandWidth requirement to 
carry the communication path betWeen the tWo or more 
applications; 

provisioning the communication bandWidth requirement 
using one or more application router devices on a 
netWork. 

15. The method of claim 14 further comprising: 

allocating monitors capable of gathering information on 
the communication bandWidth requirement When the 
tWo or more applications are communicating to match 
the bandWidth provisioned With the bandWidth require 
ment over the communication path. 

16. The method of claim 11 Wherein the associating 
further comprises: 

identifying storage requirements to handle the informa 
tion being processed over the communication path 
When the tWo or more applications are communicating 

information; and 

provisioning the storage requirements on one or more 
application router devices on a netWork. 

17. The method of claim 11 Wherein the associating 
further comprises: 

determining the processing requirements to process infor 
mation on the one or more application router devices 
carrying information over the communication path; and 

provisioning processor cycles from processors located on 
one or more application routers to process the infor 
mation being carried over the bi-direction communica 
tion path. 

18. The method of claim 17 Wherein the processing 
requirements further includes: 

converting information from a proprietary application 
protocol used by at least one application into a neutral 
application protocol; and 

converting information from the neutral application pro 
tocol back into the respective proprietary application 
protocol for the at least one application. 
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19. The method of claim 11 further comprising: 

establishing security measures over the application com 
munication path using information associated With at 
least one of the applications. 

20. The method of claim 19 Wherein establishing security 
measures further includes at least one of the security mea 
sures from the folloWing set of security measures: 

incorporating rules that determine authentication and 
authoriZation of the user and the application, specifying 
a public-key and exchanging a passWord. 

21. The method of claim 11 further comprising: 

displaying information describing one or more applica 
tions on a user-interface; and 

presenting information on a structure, an interface and a 
protocol used for communicating With the one or more 
applications. 

22. The method of claim 11 further comprising: 

incorporating a Work?oW in the association betWeen the 
applications on the application netWork that automati 
cally sequences the occurrence of events on one appli 
cation With the occurrence of events on another appli 
cation. 

23. A method of routing application information, com 
prising: 

receiving application information in an application pro 
tocol format over a netWork; 

converting the application information in the application 
protocol format into a neutral protocol format compat 
ible With one or more application router devices on the 

netWork; and 

forWarding the application information in the neutral 
protocol format along With state information describing 
the status of processing the application information to 
one or more application router devices on the netWork. 

24. The method of claim 21 Wherein the application 
protocol format is compatible With one or more protocols 
selected from the set of SOAP, XML/HTTP, IIOP, RMI, 
SQL, EDI and SNMP. 

25. The method of claim 23 Wherein the neutral protocol 
format is compatible With XML. 

26. The method of claim 23 Wherein converting the 
application information further comprises: 

referencing meta-data to identify application information 
in the application protocol format Wherein the meta 
data depends on the application protocol format and the 
underlying application providing the information; and 

mapping the application information to one or more 
structures in the neutral protocol format according to 
the meta-data. 

27. The method of claim 23 Wherein the meta-data used 
to identify application information is stored in a hierarchical 
data structure format. 

28. The method of claim 23 Wherein forWarding the state 
information further comprises: 

determining if the processing of the application informa 
tion has been completed based on the state information; 
and 
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transmitting status of the processing to one or more 
application routers indicating failure or success in 
processing of the application information based on the 
determination. 

29. The method of claim 23 Wherein the forwarding 
further comprises: 

identifying application router devices in a virtual appli 
cation area netWork (VAAN) as candidates for receiv 
ing application information in the neutral protocol 
format; and 

limiting the transmission of application information in the 
neutral protocol format to router devices in the VAAN. 

30. The method of claim 23 Wherein the forWarding 
further comprises: 

directing application information to a standby application 
router to act as a backup in the event an active appli 
cation router device fails to operate properly. 

31. A system for integrating the processing of applica 
tions, comprising: 

an application netWork having at least one application 
router capable of communicating information about 
one or more applications With other application routers 
in a neutral protocol format; 

an application associated With the at least one application 
router that communicates in a proprietary application 
protocol and is converted by the at least one application 
router into the neutral protocol format. 

32. The system of claim 31 further comprising: 

a standby application router that takes over communicat 
ing information from the at least one application router 
When the at least one application router experiences a 
temporary or permanent failure. 

33. The system of claim 31 further comprising: 

a virtual application area netWork Within the application 
netWork that provides secure communication betWeen 
the at least one application router and only selected 
application routers on the application netWork. 

34. The system of claim 31 further including: 

an application router con?gured to provide a dynamic 
application communication protocol to the at least one 
application router Wherein the dynamic application 
communication protocol automatically assigns a regis 
tered application an application identi?er for identify 
ing the application in the application netWork. 

35. Auser interface for integrating applications, compris 
mg: 

displaying a set of options for con?guring at least one 
application router on an application netWork; 

providing settings to con?gure the at least one application 
router automatically discover, associate and route 
application information from one or more applications. 

36. An application router that discovers applications on a 
netWork for integration, comprising: 

a processor: 

memory containing instructions When executed on the 
processor receive a registration noti?cation for an 
application on a netWork having information on the 
application, add the information describing the appli 
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cation to a repository used to reference the applica 
tion, organiZe the repository information into a data 
structure accessible through a user-interface; and 
publish the data structure onto an application router. 

37. The application router of claim 36 Wherein the infor 
mation added to the repository includes meta-data describ 
ing aspects of the application. 

38. The application router of claim 36 further including 
instructions When executed cause the application router to 
operate as a standby application router in the event a 
different application router becomes temporarily or perma 
nently unavailable. 

39. The application router of claim 36 further including 
instructions When executed cause the application router to 
broadcast invitations over the application netWork inviting 
applications to submit a registration noti?cation and join the 
application netWork. 

40. A application router that associates applications 
together to facilitate the exchange of application informa 
tion, comprising: 

a processor; 

memory containing instructions When executed on the 
processor cause the application router to query one or 
more application routers on an application netWork for 
meta-data and other information on applications in the 
corresponding application router repositories, 
exchange the meta-data and other information on the 
applications betWeen the application routers and asso 
ciate tWo or more applications together automatically 
using a communication path Wherein each of the tWo or 
more applications individually can communicate over 
the application communication path using their respec 
tive application protocols. 

41. The application router of claim 40 Wherein the one or 
more application routers query, exchange data or otherWise 
communicate With each other using an application router 
exchange protocol. 

42. The application router of claim 40 further comprising 
instructions When executed: 

allocate monitors capable of gathering information on a 
communication bandWidth requirement When the tWo 
or more applications are communicating to match a 
bandWidth provisioned With the bandWidth required 
over a communication path. 

43. The application router of claim 40 further comprising 
instructions When executed: 

incorporate a Work?oW in the association betWeen the 
applications on the application netWork that automati 
cally sequences the occurrence of events on one appli 
cation With the occurrence of events on another appli 
cation. 

44. A application router that routes application informa 
tion, comprising: 

a processor; 

memory containing instructions When executed on the 
processor cause the application router to receive appli 
cation information in an application protocol format 
over a netWork, convert the application information in 
the application protocol format into a neutral protocol 
format compatible With one or more application router 
devices on the netWork and forWard the application 
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information in the neutral protocol format along With reference meta-data to identify application information in 
state information describing the status of processing the the application protocol format Wherein the meta-data 
application information to one or more application depends on the application protocol format and the 
router devices on the netWork. underlying application providing the information and 

45. The application router of claim 44 Wherein the neutral map the application information to one or more struc 
protocol format is compatible With XML. tures in the neutral protocol format according to the 

46. The application router of claim 44 Wherein converting meta-data. 
the application information further comprises instructions 
When executed: * * * * * 


