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SMC DETECTION AND REVERSE TRANSLATION 
IN A TRANSLATION LOOKASIDE BUFFER 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates generally to software 
backward compatibility in advanced microprocessor hard 
Ware, and speci?cally to cache coherency and self modifying 
code detection using an instruction translation lookaside 
buffer. 

[0003] 2. Background Information 

[0004] When a neW computer is introduced it is oftentimes 
desirable to operate older application or operating system 
softWare in conjunction With neW hardWare designs. Previ 
ously dynamic memory Was relatively expensive so older 
computer systems, upon Which older application and oper 
ating system softWare Would execute, had limited siZes 
available. Thus the older softWare applications and operat 
ing systems Would use techniques to maximiZe the use of the 
available memory space in memory. Additionally, most 
computers share a common memory space for storing both 
Instructions and Data. This shared memory space alloWs 
Data Stores into memory to modify previously stored 
Instructions Which are generally referred to as code. Under 
strict timing requirements, this code modi?cation can occur 
actively When a program is being executed. This occurrence 
of the program itself modifying an instruction Within pro 
gram memory is commonly referred to as self modifying 
code. In some cases, a Data Store that modi?es the next 
instruction Which is to be executed by the computer may 
require that the modi?cation become effective before the 
next instruction can be executed. In other cases, the code 
modi?cation may be the result of the computer system 
copying a neW program into the physical memory that 
previously contained another program. In modern computer 
systems, multiple agents may be responsible for updating 
memory. In Multi Processor systems, each processor can 
perform stores to memory Which could modify instructions 
to be executed by any or all processors in the system. Direct 
Memory Access (DMA) agents, such as disk controllers, can 
also perform stores to memory and thereby modify code. 
These code modi?cations are commonly referred to as cross 
modifying code. Hereinafter, all forms of code modi?cation 
of previously stored instructions Within memory of a com 
puter system during program execution, regardless of 
Whether it includes a single processor, a multi processor, or 
a DMA agent, are referred to as self modifying code (SMC). 
The de?nition of self modifying code as used herein 
includes the more common references to self modifying 
code and cross modifying code. 

[0005] In order to speed up program execution, cache 
memory Was introduced into computers and microproces 
sors. An instruction cache memory is a fast memory of 
relatively small siZe used to store a large number of instruc 
tions from program memory. Typically, an instruction cache 
has betWeen 32 to 128 byte cache lines in Which to store 
instructions. Program memory, more commonly referred to 
simply as memory, is usually a semiconductor memory such 
as dynamic random access memory or DRAM. In a com 

puter Without an instruction pipeline or instruction cache 
memory to store instructions mirroring a portion of the 
program memory, self modifying code posed no signi?cant 
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problem. With the introduction of instruction pipelines and 
cache memory into computers and their microprocessors, 
self modifying code poses a problem. To avoid executing an 
old instruction stored Within an instruction pipeline or an 
instruction cache memory, it is necessary to detect a self 
modifying code condition Which updates program memory. 
This problem can be referred to as cache coherency or 
pipeline coherency Where the instruction cache or pipeline 
becomes incoherent (or stale) as compared With program 
memory after self modifying code occurs. This is in contrast 
to the problem of memory coherency Where the cache is 
updated and memory is stale or incoherent. 

[0006] In previous microprocessors manufactured by Intel 
Corporation, such as the Intel 80486 processor family, 
instructions from program memory Were stored Within an 
instruction pipeline to be executed “In-Order”. In these 
“In-Order” processors, SMC detection Was performed by 
comparing the physical address of all stores to program 
memory against the address of all instructions stored Within 
the instruction pipeline. This comparison Was relatively easy 
because the number of instructions in the instruction pipe 
line Was typically limited to four or ?ve instructions. If there 
Was an address match, it indicated that a memory location 
Was modi?ed, an instruction Was invalid in the instruction 
pipeline and that the present instruction pipeline should be 
?ushed (that is disregarded or ignored) and neW instructions 
fetched from program memory to overWrite the ?ushed 
instructions. This comparison of addresses is generally 
referred to as a snoop. With a deeper instruction pipeline, 
snoops require additional hardWare because of the additional 
instructions having additional addresses requiring compari 
son. 

[0007] In another previous microprocessor manufactured 
by Intel Corporation, such as the Intel P6 of PentiumTM II 
processor family, instructions from program memory Were 
stored Within an instruction cache memory for execution by 
an “Out of Order” core execution unit. “Out of Order” 
instruction execution is preferable in order to provide more 
parallelism in instruction processing. Referring noW to FIG. 
1, a block diagram of a prior art microprocessor 101 coupled 
to memory 104 is illustrated. The Next Instruction process 
(IP) 110, also referred to as an instruction sequencer, is a 
state machine and branch prediction unit that builds the How 
of execution of the microprocessor 101. To support page 
table virtual memory accesses, the microprocessor 101 
includes an instruction translation lookaside buffer (ITLB) 
112. The ITLB 112 includes page table entries of linear to 
physical address translations into memory 104. Usually the 
page table entries represent the most recently used pages of 
memory 104 Which point to a page of memory in the 
instruction cache 114. Instructions are fetched over the 
memory bus 124 by the memory controller 115 from 
memory 104 for storage into the instruction cache 114. In the 
prior art, the instruction cache 114 is physically addressed. 
Aphysical address is the loWest level of address translation 
and points to an actual physical location associated With 
physical hardWare. In contrast, a linear address is an address 
associated With a program or other information that does not 
directly point into a memory, cache memory or other physi 
cal hardWare. A linear address is linear relative to the 
program or other information. Copies of instructions Within 
memory 104 are stored Within the instruction cache 114. 
Instructions are taken from the instruction cache 114, 
decoded by the instruction decoder 116 and input into an 
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instruction pipeline Within the out of order core execution 
unit 118. Upon completion by the out of order core execu 
tion unit 118, an instruction is retired by the retirement unit 
120. The retirement unit 120 processes instructions in pro 
gram order after they have completed execution. Retirement 
processing includes checking for excepting conditions (such 
as an occurrence of self modifying code) and committing 
changes to architectural state. That is, the out of order core 
execution unit 118 executes instructions Which can be com 
pletely undone before being output by the microprocessor if 
some excepting condition has occurred Which the retirement 
unit has recogniZed. 

[0008] In “Out-Of-Order” processors, such as micropro 
cessor 101, the number of instructions in the instruction 
pipeline are so great that it is impractical to compare all 
instructions in the pipeline of the microprocessor 101 With 
all modi?cations of program memory to be certain no 
changes have occurred. To do so Would require too much 
hardWare. In the prior art microprocessor 101, this problem 
Was solved by having all store instructions executed by the 
out of order execution unit 118, Which Would execute a store 
instruction into the memory 104 or into a data cache Within 
the execution unit 118, trigger a snoop of the instruction 
cache (the “Icache”) 114. Additionally, instruction cache 
inclusion Was provided to assure coherency of the instruc 
tion pipeline. Icache inclusion means that the instruction 
bytes for any instruction in the instruction pipeline are 
guaranteed to stay in the instruction cache 114 until the 
instruction is no longer stored Within the instruction pipe 
line, i.e. retired. In this case, if cache coherency is main 
tained then pipeline coherency is maintained by the Icache 
inclusion. 

[0009] Recall that the instruction cache 114 in the prior art 
microprocessor 101 is physically addressed. Therefore 
snoops, triggered by store instructions into memory 104, can 
perform SMC detection by comparing the physical address 
of all instructions stored Within the instruction cache 114 
With the address of all instructions stored Within the asso 
ciated page or pages of memory 104. If there is an address 
match, it indicates that a memory location Was modi?ed. In 
the case of an address match, indicating an SMC condition, 
the instruction cache 114 and instruction pipeline are ?ushed 
by the retirement unit 120 and neW instructions are fetched 
from memory 104 for storage into the instruction cache 114. 
The neW instructions Within the instruction cache 114 are 
then decoded by the instruction decoder 116 and input into 
the instruction pipeline Within the out-of-order core execu 
tion unit 118. 

SUMMARY OF THE INVENTION 

[0010] The present invention includes a method, apparatus 
and system as described in the claims. 

[0011] Brie?y in one embodiment, a microprocessor 
includes an execution unit and a translation lookaside buffer 
(TLB). The execution unit triggers a snoop operation in the 
TLB if a store into memory is executed. The TLB includes 
a content addressable memory For the snoop opera 
tion, the TLB receives a physical address indicating the 
location Where the execution of the store occurs in the 
memory. The TLB ordinarily stores page translations 
betWeen a linear page address and a physical page address 
pointing to a page of memory having contents stored Within 
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a cache or a pipeline. To support snoop operations, the TLB 
includes a CAM input port to compare the physical address 
received by the TLB With the physical page addresses stored 
Within the TLB. 

[0012] Other embodiments are shoWn, described and 
claimed herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 illustrates a block diagram of a prior art 
microprocessor coupled to memory. 

[0014] FIG. 2 illustrates a block diagram of a typical 
computer in Which the present invention is utiliZed. 

[0015] FIG. 3A illustrates a block diagram of a typical 
central processing unit in Which the present invention is 
utiliZed. 

[0016] FIG. 3B illustrates a block diagram of a multipro 
cessor central processing unit in Which the present invention 
is utiliZed. 

[0017] FIG. 4A illustrates a block diagram of micropro 
cessors in a multiprocessor system coupled to a memory, the 
microprocessors including a ?rst embodiment of the present 
invention. 

[0018] FIG. 4B illustrates a block diagram of micropro 
cessors in a multiprocessor system coupled to a memory, the 
microprocessors including a second embodiment of the 
present invention. 

[0019] FIG. 4C illustrates a block diagram of micropro 
cessors in a multiprocessor system coupled to a memory, the 
microprocessors including a third embodiment of the present 
invention. 

[0020] FIG. 5A is a table of instructions illustrating an 
exemplary program for storage in a trace instruction cache. 

[0021] FIG. 5B is a block diagram illustrating a ?rst cache 
line or head line of a trace of instructions stored Within a 
trace instruction cache. 

[0022] FIG. 5C is a block diagram illustrating a trace 
instruction cache storing an exemplary trace of instructions. 

[0023] FIG. 5D is a block diagram illustrating a second 
cache line of a trace of instructions stored Within a trace 
instruction cache. 

[0024] FIG. 6 is a block diagram illustrating the instruc 
tion translation lookaside buffer (ITLB) and snoop logic of 
the present invention. 

DETAILED DESCRIPTION 

[0025] In the folloWing detailed description of the present 
invention, numerous speci?c details are set forth in order to 
provide a thorough understanding of the present invention. 
HoWever, it Will be obvious to one skilled in the art that the 
present invention may be practiced Without these speci?c 
details. In other instances Well knoWn methods, procedures, 
components, and circuits have not been described in detail 
so as not to unnecessarily obscure aspects of the present 
invention. 

[0026] Referring noW to FIG. 2, a block diagram of a 
typical computer 200 in Which the present invention is 
utiliZed is illustrated. The computer 200 includes a central 
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processing unit (CPU) 201, input/output devices (I/O) 202 
such as keyboard, modem, printer, external storage devices 
and the like and monitoring devices (M) 203 such as a CRT 
or graphics display. The monitoring devices (M) 203 provide 
computer information in a human intelligible format such as 
visual or audio formats. 

[0027] Referring noW to FIG. 3A, a block diagram of a 
typical central processing unit 201 in Which the present 
invention is utiliZed is illustrated. The central processing 
unit 201 includes an advanced microprocessor 301 including 
the present invention, a disk storage device 303, and a 
memory 104‘ for storing program instructions coupled 
together. The prime notation used herein With reference 
designators indicates blocks having similar functionality 
With the same reference number; hoWever, the block may be 
slightly altered to provide support for the advanced micro 
processors of the present invention. For example, memory 
104‘ may be considerably larger that memory 104 due to 
Wider data bit Width and address space provided by the 
advanced microprocessor 301. Disk storage device 303 may 
be a ?oppy disk, Zip disk, DVD disk, hard disk, reWritable 
optical disk, ?ash memory or other non-volatile storage 
device. The microprocessor 301 and the disk storage device 
303 can both read and Write information into memory 104‘ 
over the memory bus 304. Thus, both the microprocessor 
301 and the disk storage device 303 can alter memory 
locations Within memory 104‘ during program execution. In 
order for the disk storage device 303 to do this directly, it 
includes a disk controller With direct memory access Which 
can perform stores into memory and thereby modify code. 
Because the controller can directly access the memory it is 
an example of a Direct Memory Access (DMA) agent. Other 
devices having direct access to store information into 
memory are also DMA agents. Memory 104‘ is typically 
dynamic random access memory (DRAM) but may be other 
types of reWritable storage. Memory may also be referred to 
herein as program memory because it is utiliZed to store 
program instructions. Upon initial execution of a program 
stored in the disk storage device 303 or stored in some other 
source such as I/O devices 202, the microprocessor 301 
reads program instructions stored in the disk storage device 
303 or other source and Writes them into memory 104‘. One 
or more pages or fractions thereof of the program instruc 

tions stored Within memory 104‘ are read (i.e. “fetched”) by 
the microprocessor 301 for storage into an instruction cache 
(not shoWn in FIG. 3). Some of the program instructions 
stored in the instruction cache may be read into an instruc 
tion pipeline (not shoWn) for execution by the microproces 
sor 301. 

[0028] Referring noW to FIG. 3B, a block diagram of a 
multiprocessor central processing unit 201‘ in Which the 
present invention is utiliZed is illustrated. The central pro 
cessing unit 201‘ includes multiple (N) advanced micropro 
cessors 301 including the present invention labeled as 
microprocessors 301 through 301“; the disk storage device 
303; and memory 104‘ coupled together as illustrated in 
FIG. 3B. The N microprocessors 301 through 301“ and the 
disk storage device 303 can both read and Write information 
into memory 104‘ over the memory bus 304‘. That is 
memory 104‘ is shared by the N multiple processors 301 
through 301“. Any one of the N microprocessors 301 
through 301“ or the disk storage device 303 can alter 
memory locations Within memory 104‘ during program 
execution. In order for the disk storage device 303 to do this 
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directly, it includes a disk controller With direct memory 
access Which can perform stores into memory and thereby 
modify code. Because the controller can directly access the 
memory it is an example of a Direct Memory Access (DMA) 
agent. Other devices having direct access to store informa 
tion into memory are also DMA agents. The present inven 
tion in each of the microprocessors 301 through 301“ 
maintains cache coherency and pipeline coherency in a 
shared memory multi-processor system. 

[0029] Referring noW to FIG. 4A, a block diagram of n 
microprocessors 301A through 301A“ in a multiprocessor 
system, including a ?rst embodiment of the present inven 
tion, are illustrated coupled to the memory 104‘. Micropro 
cessor 301A, as Well as the other microprocessors of the 
multiprocessor system, includes a next instruction processor 
110‘, an instruction translation lookaside buffer 412, an 
instruction cache 414A, a memory controller 415, an 
instruction decoder 116‘, an out of order core execution unit 
118‘, and a retirement unit 120‘. In the microprocessor 301, 
instructions can be stored in instruction storage elements 
(registers, buffers, etc.) from the ITLB 412 to the retirement 
unit 120‘. These instruction storage elements Within the 
instruction decoder 116‘, out of order core execution unit 
118‘, the retirement unit 120‘, and other instruction storage 
elements are considered to be the instruction pipeline of the 
microprocessor. The instruction pipeline needs to be coher 
ent (pipeline coherency) as does the instruction cache (cache 
coherency). Generally, the instruction decoder 116‘ accepts 
an instruction or operand at its input, decodes it, and 
performs the necessary instruction processing needed to 
form it into a micro-operand (UOP) Which is understandable 
and can be executed by the out or order core execution unit 
118‘. In the preferred embodiment, the instructions or oper 
ands are INTEL X86 instructions Which are backWard 
compatible With softWare and decoded into UOPs Which can 
be executed by the advanced execution unit 118‘. 

[0030] In a ?rst embodiment, the instruction cache 414A 
is a physically addressable instruction cache containing 
physical addresses Which could be used for snoops. HoW 
ever, in this case snoops for determining cache coherency 
and pipeline coherency are preferably performed using the 
instruction translation lookaside buffer (ITLB) 412 instead 
of the physically addressable instruction cache 414A in 
order to avoid complications of arbitration or dual porting of 
the instruction cache. 

[0031] The instruction cache 414A may include instruc 
tions that can be used by the out of order core execution unit 
118‘ to execute some function or process. If the function or 
process requires an instruction not Within the instruction 
cache 414A, a miss has occurred and the instruction needs 
to be fetched from memory 104‘. Memory controller 415 
ordinarily interfaces to the instruction cache 414A in order 
to store instructions therein. In the case of a miss, memory 
controller 415 fetches the desired instruction from memory 
104‘ and provides it to the instruction cache 414A. 

[0032] Memory controller 415 additionally monitors the 
memory bus 304‘ to detect When a store has occurred into the 
memory 104‘ and reads the physical address of the store. In 
this manner When some external device such as a DMA 

agent (disk storage device 303) or a different microproces 
sor, such as 301A“, alters a memory location Within memory 
104‘, the memory controller 415 triggers a snoop. In the 
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preferred embodiment, the memory controller 415 commu 
nicates to the out of order core execution unit 118‘ that a 
store into memory has occurred in conjunction With the 
physical address in order to trigger the snoop. The out of 
order core execution unit 118‘ processes this information and 
causes the ITLB 412 to perform a snoop using the physical 
address read from the bus. In other embodiments the 
memory controller 415 may directly communicate to the 
ITLB 412 to execute a snoop With the physical address of the 
store. Each microprocessor 301 through 301“ of the multi 
processor system 201‘ operate in this fashion to determine if 
a snoop need be triggered due to some externality. If the out 
of order core execution unit 118‘ itself performs a store into 
memory 104‘, it directly informs the ITLB 412 to perform a 
snoop and passes the physical address of the store. 

[0033] The instruction translation lookaside buffer (ITLB) 
412 contains page table address translations from linear to 
physical addresses into memory 104‘. These page table 
address translations maintain an inclusion With all instruc 
tions in the instruction cache and the instruction pipeline. 
Inclusion meaning that any byte that Went into making any 
instruction has its original translation Within the ITLB 412. 
Generally, the ITLB 412 accepts an input linear address and 
returns a physical address associated With the location of 
instructions Within memory 104‘. Because the ITLB 412 has 
the physical page addresses and inclusion is provided, it can 
be used to perform snoops for SMC detection and maintain 
cache coherency and pipeline coherency. Because snoops 
for SMC detection are physical and the ITLB 412 ordinarily 
accepts as an input a linear address to translate into a 
physical address, the ITLB 412 is additionally formed as a 
content-addressable memory on the physical addresses and 
includes an additional input comparison port (referred to as 
a snoop port or reverse translation port) to perform content 
addressing of the physical addresses stored therein. When a 
snoop is triggered, the physical address of the store into 
memory is provided to the snoop port and the ITLB per 
forms a comparison With all the physical page addresses 
located Within the ITLB 412 to determine Whether a store 
into memory has addressed a page Which may be stored in 
the instruction cache 414A. If a match is found, a store 
occurred into memory Within a page of instructions that may 
be stored Within an instruction cache and the cache and the 
instruction pipeline may be incoherent With memory. 
Searching the content addressable memory Within the ITLB 
412 using the physical address as a key is a fast Way to 
provide SMC detection and determine possible cache inco 
herency. This process, of providing a physical address to 
determine if a match exists With a physical address stored 
Within the ITLB, is referred to as a reverse translation. The 
ITLB 412 having the CAM to provide this comparison of 
physical addresses may also be referred to as a reverse 
translation lookaside buffer. By moving SMC detection to 
the ITLB in the present invention, a snoop port need not be 
included into the instruction cache and thus the instruction 
cache can be considerably simpler With smaller physical 
dimensions While providing the same number of bytes of 
storage locations. 

[0034] The ITLB 412 furthermore provides inclusion for 
both the instruction pipeline as Well as the instruction cache. 
Inclusion provided by the ITLB may be referred to as ITLB 
inclusion. Inclusion provided by the ITLB means that 
instruction bytes for any instruction in the instruction pipe 
line or the instruction cache are guaranteed to have their 
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original page translation stay Within the ITLB 412 until the 
associated instructions are no longer stored Within the 
instruction pipeline, (i.e. retired) and are no longer stored in 
the instruction cache. For the ITLB 412 to provide inclusion, 
each page translation includes an INUSE bit upon Which an 
INUSE state algorithm is used to set or clear the INUSE bit. 
The folloWing INUSE state algorithm is used to provide 
ITLB inclusion. For each instruction fetch that requires a 
page translation, the ITLB entry used to perform the trans 
lation is marked INUSE using the INUSE bit. Since all 
instruction bytes in the instruction cache and instruction 
pipeline must have been originally fetched using the ITLB, 
and as long as no page translations are replaced that are 
marked INUSE, each instruction byte in the instruction 
cache and instruction pipeline Will be guarded by the INUSE 
bit entries. Replacement means Writing over a page trans 
lation With a neW page translation. 

[0035] As time goes by, more and more entries Will get 
marked INUSE. Unless something is done to clear the 
INUSE bits, eventually all entries Will be marked INUSE 
and no neW entries can be allocated. When this happens, the 
microprocessor must be drained of all instructions (i.e. all 
executed to completion) and the instruction cache ?ushed 
(i.e. all cache lines invalidated). Once the processor is 
drained and the instruction cache ?ushed, all the INUSE bits 
in the ITLB can be reset indicating non-INUSE of the page 
translation. In addition, the INUSE bits can be reset any time 
the instruction pipeline is drained and the instruction cache 
is ?ushed for another reason (such as a process sWitch). In 
an alternate embodiment, selective invalidation of cache 
lines can be performed When a page translation With a set 
INUSE bit entry is replaced. 

[0036] When an miss occurs in the ITLB, that is no page 
translation exist Within the ITLB, any non-INUSE page 
translation entry can be selected for replacement since only 
entries With the INUSE bit set can have instructions in the 
pipeline. 
[0037] Generally, the INUSE inclusion algorithm pro 
vides: 

[0038] 1. Each element has an INUSE state (the 
INUSE bit). 

[0039] 2. When an element is used, it is marked 
INUSE. 

[0040] 3. All INUSE bits can be cleared When it is 
knoWn that all elements are not INUSE. 

[0041] 4. No element Which is marked INUSE can be 
replaced. 

[0042] Any element that is not INUSE can be replaced. 

[0043] Referring noW to FIG. 4B, 21 second embodiment 
of the present invention is illustrated. In FIG. 4B, a block 
diagram of n microprocessors 301B through 301B“ in a 
multiprocessor system, are illustrated coupled to the 
memory 104‘. Elements of microprocessor 301B, are con 
tained in the other microprocessors of the multiprocessor 
system. In FIG. 4B, the physically addressed instruction 
cache 414A is replaced With a linearly addressed instruction 
cache 414B. Other elements of the second embodiment 
being similar to the ?rst embodiment are functionally 
equivalent. Because the instruction cache 414B contains no 
physical addresses, the snoops performed to maintain cache 
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and pipeline coherency need to be performed by the instruc 
tion translation lookaside buffer (ITLB) 412 Which contains 
physical addresses. In this second embodiment, the next IP 
110‘ provides a linear address to both the linear address 
instruction cache 414B and the ITLB 412. Memory control 
ler 415 detects external stores into memory. Upon detecting 
an external store into memory, the memory controller 415 
communicates to the out of order core execution unit 118‘ 
that a store into memory has occurred in conjunction With 
the physical address in order to trigger the snoop. Upon the 
out of order core execution unit 118‘ receiving the signal 
from the memory controller 415 that a store into memory 
104‘ occurred With the physical address, a snoop is triggered 
and the out of order core execution unit 118‘ provides the 
physical address to the ITLB 412. If the out of order core 
execution unit 118‘ itself performs a store into memory 104‘, 
it directly informs the ITLB 412 to perform a snoop and 
passes the physical address of the store. 

[0044] If it is determined by the ITLB 412 that the 
physical address of the store into memory is associated With 
a page translation contained therein, an SMC hit is signaled 
to the out of order core execution unit 118‘ signaling that an 
instruction Was possibly altered on a page stored Within the 
instruction cache and/or the instruction pipeline. An advan 
tage of the linear addressed instruction cache 414B is that 
latency of the instruction pipeline can be reduced. 

[0045] Referring noW to FIG. 4C, a block diagram of n 
microprocessors 301C through 301C“ in a multiprocessor 
system, including a third and preferred embodiment of the 
present invention, are illustrated coupled to memory 104‘. 
Microprocessor 301C, as Well as the other microprocessors 
of the multiprocessor system, includes the next IP 110‘, the 
ITLB 412, the instruction decoder 116‘, a trace instruction 
cache 414C, a trace next instruction processor (IP) 416, the 
memory controller 415‘, the out of order core execution unit 
118‘ and the retirement unit 120‘. The instruction storage 
elements Within the instruction decoder 116‘, the trace cache 
414C, out of order core execution unit 118‘, the retirement 
unit 120‘, and other instruction storage elements are consid 
ered to be the instruction pipeline of the microprocessor. 
Because the advanced microprocessor 301C employs a trace 
instruction cache 414C Which differs from other instruction 
caches, prior art SMC detection methods can not be used. 
The trace instruction cache 414C can store multiple 
sequences or traces of instructions for different programs in 
order to provide higher bandWidth and loWer latency. In a 
trace instruction cache, only the ?rst instruction of a series 
of instructions for a program (a “trace”) has an address 
associated With it. A sequence of related instructions stored 
Within the trace instruction cache are oftentimes referred to 
as a “trace” of instructions. The other instructions that 
folloW the ?rst instruction are simply stored Within the trace 
cache Without an associated external address. An advantage 
to using a trace instruction cache 414C, is that latency is 
further reduced over that of a linear addressed cache 414B 
and bandWidth is increased. 

[0046] Instructions are stored in UOP form in the trace 
instruction cache 414C after being decoded by the instruc 
tion decoder 116‘. Memory controller 415‘ interfaces to the 
ITLB 412 and the instruction decoder 116‘ in order to store 
instructions in their UOP form into the trace instruction 
cache 414C. In the case of a miss, memory controller 415‘ 
fetches the desired instruction from memory 104‘ and pro 
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vides it to the instruction decoder 116‘. Memory controller 
415‘ otherWise functions as memory controller 415 previ 
ously described and monitors the memory bus 304‘ to detect 
When a store has occurred into the memory 104‘ in order to 
trigger a snoop using the physical address of the store. If the 
out of order core execution unit 118‘ itself performs a store 
into memory 104‘, it directly informs the ITLB 412 to 
perform a snoop and passes the physical address of the store. 

[0047] In a trace instruction cache, only the ?rst instruc 
tion has a linear address associated With it. For this reason, 
a trace instruction cache is referred to as being linearly 
addressed as opposed to physically addressed. Because only 
the ?rst instruction is linearly addressable and subsequent 
instructions are not externally addressable, a trace cache is 
also referred to as being sparsely addressable. The trace 
instruction cache 414C is linearly addressed only to the ?rst 
instruction of a trace. Subsequent instructions Within a trace 
are addressed by the control How of the trace instruction 
cache 414C and are not externally addressable. Because the 
trace instruction cache is linearly and sparsely addressed, 
snoops that perform physical address comparisons When 
triggered by stores into memory are not usable because of 
the lack of physical addresses in the trace instruction cache. 
Additionally because the trace instruction cache is only 
linearly addressed by the ?rst instruction in a trace of 
instructions, subsequent instructions are not externally 
addressable to perform comparisons. Thus, a trace instruc 
tion cache is not suited for performing SMC detection. 

[0048] Because no physical addresses are employed 
Within the trace instruction cache 414C, it is necessary to 
snoop using the physical addresses Within the ITLB 412 to 
detect self-modifying code. Memory controller 415 detects 
external stores into memory. Upon detecting an external 
store into memory, the memory controller 415 communi 
cates to the out of order core execution unit 118‘ that a store 
into memory has occurred in conjunction With the physical 
address in order to trigger the snoop. Upon the out of order 
core execution unit 118‘ receiving the signal from the 
memory controller 415 that a store into memory 104‘ is 
being executed, a snoop is triggered Where the physical 
address of the memory location Where the store occurred is 
provided to the ITLB 412 to perform comparisons With 
physical addresses contained therein. If the out of order core 
execution unit 118‘ itself performs a store into memory 104‘, 
it directly informs the ITLB 412 to perform a snoop and 
passes the physical address of the store. If it is determined 
that the physical address of the store into memory is located 
on a page Which has a page translation stored Within the 
ITLB 412, it is possible that an SMC has occurred for a 
decoded instruction Which Was stored Within the trace 
instruction cache 414C and/or instruction pipeline. In this 
case, an SMC hit signal is provided to the out of order core 
execution unit 118‘ indicating a possible cache incoherency 
condition. This causes the trace instruction cache 414C and 
the instruction pipeline Within the out of order core execu 
tion unit 118‘ to be ?ushed by invalidating instructions(in 
structions ignored or disregarded and overWritten). 

[0049] The functionality of the trace cache 414C is noW 
described. Referring noW to FIG. 5A, an exemplary pro 
gram is illustrated to describe the functionality of the trace 
instruction cache 414C. Referring noW to FIG. 5B, a cache 
line 501 is illustrated. Cache line 501 is referred to as the 
headline because it’s the ?rst cache line L1 of a trace. The 
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?rst cache line or the headline 501 is the only cache line 
addressable Within a trace of instructions. In FIG. 5B the 
cache line is illustrated broken up into eight portions. The 
?rst portion of the headline 501 is the linear address of the 
?rst instruction in a trace Within the trace instruction cache 
414C. The middle portions of each cache line in the pre 
ferred embodiment are six UOPs. UOPs in the preferred 
embodiment are X86 instructions decoded for execution by 
the out of order core execution unit 118‘. The last portion of 
the each cache line Within the trace cache is a next line 
pointer indicating Where in the trace cache to ?nd the next 
cache line or indicating the end of a trace. Referring to the 
example of FIG. 5A and FIG. 5B, in the ?rst portion of the 
headline 501 is the address 555 hexadecimal indicating the 
address of the ?rst instruction of the example program. The 
ADD instruction, the ?rst instruction of the program (I1), is 
stored in the second portion of the headline 501 illustrated 
in FIG. 5B. The next instruction in sequence after the ?rst 
instruction, the second instruction of the program (I2), is at 
address 557 hex and is a JMP 777 hex instruction Which is 
stored in the third portion of the headline 501. The next 
instruction sequence after the second instruction, the third 
instruction of the program (I3), is an ADD instruction having 
the program address 777 hex and is stored in the fourth 
portion of the headline 501. The next instruction in sequence 
after the third instruction, the fourth instruction of the 
program (I4), is a SUB instruction having a program address 
of 779 hex and is stored in the ?fth portion of the headline 
501. The next instruction in sequence after the fourth 
instruction, the ?fth instruction of the program (I50, is a J MP 
555 hex instruction having a program address of 77A Which 
is stored in the sixth portion of the headline 501. The next 
instruction in sequence after the ?fth instruction, the sixth 
instruction of the program (I6), is a repeat of the ADD 
instruction having the program address 555 Which is stored 
in the seventh portion of the headline 501. The next portion 
of the headline 501, the eighth portion, is a next line pointer. 
In the headline 501, the next line pointer, referred to as the 
NL1, points to the second cache line L2 Within the trace 
instruction cache 414C if the trace continues into a second 
cache line. Cache lines after the headline in the trace cache 
are not externally addressable. If the trace does not continue 
beyond the headline or other cache line, the next line pointer 
Within the given ?nal cache line of the trace indicates an end 
condition of the trace. Referring noW to FIG. 5C a block 
diagram of the trace instruction cache 414C is illustrated 
storing an exemplary program. The headline 501 is illus 
trated as being linearly addressable by a starting linear 
address. The address of NL1 points to the location of the 
second cache line L2 502 Within the trace instruction cache 
414C. The address of the next line pointer NL2 of the cache 
line L2 502 points to the location of the third cache line L3 
503 Within the trace instruction cache 414C. The third cache 
line L3 503 being the last cache line of the example trace has 
its next line pointer NL3 set to indicate the end of the trace. 
Referring noW to FIG. 5D, a block diagram of the second 
cache line L2 502 is illustrated. Because the second cache 
line L2 502 is not linearly addressable, the ?rst portion of its 
cache line, the address portion, is set to an invalid condition 
because it cannot be accessed externally. The second 
through seventh portions of the cache line L2 502 hold the 
instructions I7 through I12. The eighth portion of the cache 
line L2 502 is a next line pointer NL2 to point to the third 
cache line in the trace. In this manner, the trace instruction 
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cache 414C stores programs of decoded instructions for 
execution by the out of order core execution unit 118‘. 
Because no physical addresses are stored Within the trace 
instruction cache 414C, the ITLB 412 containing physical 
addresses is utiliZed in order to perform snoops to detect 
SMC conditions and determine if the cache is coherent. 

[0050] Associated With each cache line Within the trace 
instruction cache is a valid bit to indicate validity or stale 
ness of the instructions Within the cache line. In the case that 
cache is incoherent, the valid bit is set or cleared as the case 
may be to indicate an invalid cache line so that the instruc 
tions are disregarded or ignored Within the cache and the 
pipeline. 

[0051] Referring noW to FIG. 6, a block diagram of the 
ITLB 412 With snoop logic is illustrated. The ITLB 412 
includes a content addressable memory A content 
addressable memory may also be referred to as an associa 
tive memory or a distributed logic memory. In the preferred 
embodiment the CAM is a dual port content addressable 
memory. A dual port content addressable memory is pref 
erable because it can perform tWo comparisons concurrently. 
One comparison can be made using a linear address on the 
linear addresses therein in order to translate it into a physical 
address in order to fetch instructions from an instruction 
cache. Another comparison (also referred to as a snoop) can 
be made using a physical address in order to provide SMC 
detection. In performing snoops With the ITLB 412 (referred 
to as “snooping”), the content addressable memory performs 
comparisons using the physical address of a store into the 
memory 104‘ to determine if it is associated With instructions 
stored Within an instruction cache. If a match is found, a 
store occurred into memory 104‘ Within a page of instruc 
tions that may be stored Within an instruction cache. In this 
case, the instruction cache and the instruction pipeline may 
be incoherent With memory. Because the granularity of the 
ITLB 412 is only to a page address, it is not absolute that an 
instruction Within memory associated With an instruction 
stored Within the instruction cache Was altered, only that it 
Was probably altered and the instruction cache is probably 
incoherent. Depending upon the siZe of a page utiliZed by 
the microprocessor, the content addressable memory indi 
cating a match may be suf?cient to indicate an SMC 
condition and that the instruction cache and instruction 
pipeline need to be ?ushed (disregarded and reWritten With 
neWly fetched instructions from memory). 

[0052] The content addressable memory of the ITLB so 
far described Will only provide page granular snoops for 
stores such that any store into memory Which is related to a 
page in the ITLB Will cause an SMC hit. HoWever, a page 
siZe may be de?ned as addressing a large amount of loca 
tions in memory 104‘. Additionally, it is common for both 
instructions (“code”) and data to be located Within the same 
page of memory. Providing only page granular snooping, 
can cause excessive SMC hits Which are false When access 
ing data from the same page of instructions stored into cache 
memory. If the page is so large, false hits may also occur for 
instructions not stored in the instruction cache. In order to 
reduce the number of false hits, the present invention 
provides that a page of memory can be split into smaller 
blocks. Each of the smaller blocks of memory Within a page 
are associated With data bits referred to as FINE HIT bits. 
The FINE HIT bits can be stored With each line Within the 
ITLB indicating a ?ner granularity than a page. In the 
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preferred embodiment, the page size is 4K or 4096 addresses 
into memory 104‘. The FINE HIT bits for simplicity are 
selected in the preferred embodiment to provide a granular 
ity of 1K or 1024 addresses Within a 4K page of memory. 
While this is the siZe utiliZed in the preferred embodiment, 
other granularities may be utiliZed. In the preferred embodi 
ment, the ITLB 412 includes four FINE HIT bits With each 
line of translation contained therein, each being associated 
With a 1K block of addresses Within a 4K page. The FINE 
HIT bits are originally set by instruction fetches from 
memory. When an instruction fetch occurs Which misses the 
instruction cache (i.e. the desired instruction is not located 
Within the instruction cache), an access to memory 104‘ 
occurs and uses the ITLB 412 to perform a linear to physical 
address translation. When performing this translation for 
each instruction fetch, the ITLB sets one of the ?ne hit bit 
Which is associated With the block (or “quadrant”) or blocks 
Within the page that instructions are fetched from. This 
indicates Within Which block of a page of memory are 
instructions accessed and stored into an instruction cache. 
Thus, When a snoop is triggered and the ITLB matches or 
hits a physical address stored therein, the ITLB and the 
associated snoop logic illustrated in FIG. 6 ?rst check to see 
if the ?ne hit bit associated With the 1K block is set before 
indicating to the out of order execution unit 118‘ that an 
SMC hit has occurred. The ITLB 412 and associated snoop 
logic illustrated in FIG. 6 only indicate an SMC hit if a 
physical match has occurred and the corresponding ?ne hit 
bit is set matching the accessed block of the page. The snoop 
logic illustrated in FIG. 6 includes a 2-to-4 decoder 602, OR 
gates 603-606 to perform a bitWise OR vector function, 
AND gates 610-613 to provide an AND vector operation, 
and an OR gate 616 to generate a SMC HIT or MISS signal 
indicating the possibility of an SMC condition. While this 
snoop logic provides for a granularity of 1k Within a 4k page, 
other page siZes and other granularities may be selected as 
Well knoWn to those skilled in the art. 

[0053] Under an address translation operation, a linear 
address is provided to the ITLB, translated into a physical 
address if it is present Within the ITLB, and then provided 
to memory to read into a page of memory locations. In order 
to perform the translation operation, the ITLB ordinarily a 
single port content addressable memory With a single com 
parison port input, accepts the linear address and outputs a 
physical address if there is a match With the linear address. 
In order to provide a snoop operation, the ITLB is modi?ed 
to include the capability of making comparisons With the 
physical addresses stored therein. In this case, the ITLB 412 
includes a physical address input port to compare physical 
addresses contained therein Which indicates a page hit for 
physical page addresses stored therein. Additionally, ITLB 
412 includes ?ne hit bits 0 through 3 indicating Which 1K 
block Within a page may be hit. Upon an instruction fetch 
Which stores the linear page address, LA[31:12] in FIG. 6, 
and the physical page address, PA[35;12] in FIG. 6, for a 
translation operation. During the translation operation, the 
linear address bits 11 and 10 Within a page, LA[11:10], set 
the FINE HIT bits 0 through 3, FHB[3:0], for each stored 
physical address. In order to do this, a tWo to four decoder 
602 converts the tWo linear address bits 10 and 11, 
LA[11:10], into the four FINE HIT bits 0 through 3, FHB 
[3:0], Which are stored With each associated physical address 
in the ITLB 412. Upon performing a snoop, the physical 
address (PA) of the store into memory is provided by the out 
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of order core execution unit 118‘. The ITLB 412 uses the 

page address bits of the physical address, PA[35:12] in FIG. 
6, to determine if a physical page address match occurs 
therein. If a physical page address match occurs, the FINE 
HIT bits associated With the matched physical address are 
output from the ITLB 412 to OR gates 603-606 of the snoop 
logic. One or more entries Within the ITLB 412 may be 
matched and generate one or more sets of FINE HIT bit 

outputs. If during a snoop the physical page address pro 
vided to the ITLB 412 does not provide a match With a 
physical page address stored therein, then none of the ?ne hit 
bits are provided out to the OR gates 603 through 606, such 
that, all inputs to the OR gates 603-606 are all Zero, the 
outputs of all AND gates 610-613 are Zero, and the output 
of the OR gate 616 (the “HIT/MISS” signal) is Zero. The 
Zero output indicates that an SMC did not occur for instruc 
tions stored Within the instruction cache such that coherency 
still exists betWeen the instruction cache and the memory. In 
the case that the physical page address during the snoop 
matches a physical address contained Within the ITLB 412, 
the FINE HIT bits, FHB[3:0], associated With the matching 
physical addresses are output to the OR gates 603-606. If no 
FINE HIT bit of the matched physical addresses are set to 
one, then all outputs from the OR gates 603-606 are Zero and 
the outputs from the AND gates 610-613 are all Zero such 
that a logical Zero is output from OR gate 616 on the 
HIT/MISS signal line indicating an SMC MISS or no 
occurrence of an SMC condition. Assuming that one or more 
of the FINE HIT bits matching a physical address are set to 
a logical one and output to one or more of the OR gates 
603-606, the output from one or more of the OR gates 
603-606 is set to a logical one Which is provided as an input 
to one or more of the AND gates 610-613. To determine 
further granularity of the physical snoop, the physical 
address bits 10 and 11, PA[11:10] are input to the 2 to 4 
decoder 608. The 2 to 4 decoder 608 generates at its output 
the 1k block addressed Within a 4k page. Each respective 
output from the 2-4 decoder 608 representing a 1k block is 
provided to each respective input of AND gates 610-613 to 
determine if an address match has occurred Within certain 
blocks of a page. For example, AND gate 610 can represent 
a loWer 1k block Within a page While AND gate 613 can 
represent an upper 1k block Within a page. If both inputs into 
one of the AND gates 610-613 are set to a logical one, 
indicating that a ?ne hit bit set to a logical one matches With 
a block address Within the given page as generated by the 2 
to 4 decoder 608, one of the outputs of the AND gates 610 
through 613 goes to a logical one causing the output of the 
OR gate 616 to generate a logical high or one on the 
HIT/MISS signal line indicating an SMC HIT or the occur 
rence of an SMC condition. The SMC HIT signal is provided 
to the out of order core execution unit 118‘, indicating that 
the instruction cache may have an SMC condition (an 
incoherent cache) and require ?ushing the instruction cache 
and the instruction pipeline. 

[0054] In order to provide instruction inclusion for the 
trace instruction cache 414C and the instruction pipeline of 
the microprocessor 301, INUSE bits (not shoWn) are pro 
vided for each line of physical address stored Within the 
ITLB 412. Instruction inclusion guarantees that every 
instruction in the trace instruction cache 414C and the 
instruction pipeline has its original translation in the ITLB 
412. By providing this inclusion, the ITLB 412 Will contain 
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the physical address (to a page granularity) of every instruc 
tion in the trace instruction cache 414C and instruction 
pipeline. 
[0055] The present invention has many advantages over 
the prior art. One advantage of the present invention Where 
snoops are performed using the ITLB is that a snoop port 
need not be included into an instruction cache to perform 
SMC detection and thus the instruction cache can be made 
simpler With a smaller footprint. Another advantage of the 
present invention is that the instruction cache need not be 
physically addressed such that latency of the instruction 
pipeline can be reduced. Still another advantage of the 
present invention is that latency can be further reduced and 
bandWidth by using a trace instruction cache. 

[0056] While certain exemplary embodiments have been 
described and shoWn in the accompanying draWings, it is to 
be understood that such embodiments are merely illustrative 
of and not restrictive on the broad invention, and that this 
invention not be limited to the speci?c constructions and 
arrangements shoWn and described, since various other 
modi?cations may occur to those ordinarily skilled in the art. 
For example, the present invention has been described 
herein With reference to instructions in an instruction trans 
lation lookaside buffer (ITLB) and an instruction cache, but 
it is equally applicable for cache coherency betWeen 
memory and a cache storing data Where a translation looka 
side buffer is used. Additionally, the ITLB has been 
described as including a dual port CAM to perform linear 
and physical address comparisons but a single port CAM 
can be used that can be multiplexed to perform comparisons 
on either the linear or physical addresses stored therein. 
Furthermore, the present invention has been described With 
reference to one cache, it may be applied to multiple caches 
providing multiple cache levels; and it also may be applied 
to complex microprocessors and CPUs having deep instruc 
tion pipelines. Additionally, the present invention has been 
described in detail as being applied to maintain cache and 
pipeline coherency by providing SMC detection and recov 
ery, it can also be applied to maintain memory coherency in 
shared memory multi-processor systems. As a last example, 
it is possible to implement the present invention or some of 
its features in hardWare, ?rmWare, softWare or a combina 
tion Where the softWare is provided in a processor readable 
storage medium such as magnetic, optical, or semiconductor 
storage. 

What is claimed is: 
1. A microprocessor including: 

an execution unit to trigger a snoop if a store into a 

memory occurs; and 

a translation lookaside buffer (TLB) having a content 
addressable memory (CAM) and receiving a physical 
address indicating the location Where the store occurred 
in the memory, the TLB to store page translations 
betWeen a linear page address and a physical page 
address pointing to a page of the memory having 
contents stored Within a cache, the TLB including a 
CAM input port responsive to the snoop to compare the 
physical address received by the TLB With the physical 
page address stored therein. 

2. The microprocessor of claim 1 Wherein if it is deter 
mined that the physical address received by the TLB 
matches a physical page address stored Within the TLB, 
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indicating that information Was modi?ed Within the memory 
correlating to information potentially located Within the 
cache, information Within the cache is invalidated. 

3. The microprocessor of claim 2 Wherein information 
Within the cache is invalidated by setting a bit in the cache 
to indicate invalid information in a cache line and disre 
garding the information Within the cache. 

4. The microprocessor of claim 1 Wherein if it is deter 
mined that the physical address received by the TLB 
matches a physical page address stored Within the TLB, 
indicating that information Was modi?ed Within the memory 
correlating to information potentially located Within the 
cache or a pipeline, and the microprocessor provides inclu 
sion for the cache and the pipeline such that information 
Within the cache and the pipeline are invalidated. 

5. The microprocessor of claim 4 Wherein information 
Within the cache and a pipeline are invalidated by setting a 
bit in the cache to indicate invalid information in a cache line 
and disregarding the information Within the cache and the 
pipeline. 

6. The microprocessor of claim 4 Wherein the TLB 
maintains original page translations for all bytes of infor 
mation Within the cache and pipeline to provide inclusion. 

7. The microprocessor of claim 1 Wherein the TLB 
includes data bits providing an indication as to What portion 
of a page in memory has its contents stored in the cache, and 
the microprocessor further includes snoop logic coupled to 
the TLB, the snoop logic to provide further comparison of 
the data bits With the physical address received by the TLB 
after a store into memory, the comparison provided by the 
snoop logic indicating if information Was modi?ed Within a 
portion of a page of memory correlating to information 
potentially located Within the cache. 

8. The microprocessor of claim 7 Wherein the data bits 
providing an indication as to What portion of a page in 
memory has its contents stored in the cache are the FINE 
HIT bits. 

9. The microprocessor of claim 7 Wherein if it is deter 
mined that the physical address received by the TLB 
matches a physical page address stored Within the TLB and 
the snoop logic indicates that the physical address matches 
the portion of memory associated With the data bits, indi 
cating that information Was modi?ed Within a portion of 
memory correlating to information located Within the cache, 
information Within the cache and a pipeline are invalidated. 

10. The microprocessor of claim 9 Wherein information 
Within the cache and a pipeline are invalidated by setting a 
bit in the cache to indicate invalid information and disre 
garding the information Within the cache and the pipeline. 

11. The microprocessor of claim 9 Wherein the data bits 
providing an indication as to What portion of a page in 
memory has its contents stored in the cache are the FINE 
HIT bits. 

12. The microprocessor of claim 1 Wherein the cache is a 
trace instruction cache and the information stored therein is 
instructions and the TLB is an instruction translation looka 
side buffer (ITLB). 

13. A method of self modifying code detection for cache 
coherency, comprising: 

storing page table translations, the stored page table 
translations including linear page addresses associated 
With physical page addresses into a physically addres 
sable memory for information stored into a cache 
memory; 
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providing a physical memory address of a store into the 
physically addressable memory; and 

comparing the provided physical memory address to the 
physical page memory addresses included in the stored 
page table translations to determine if the physically 
addressable memory has been updated by self modify 
ing code. 

14. The method of claim 13 Wherein the comparing 
generates a match betWeen the provided physical memory 
address and one or more of the physical page memory 
addresses included in the stored page table translations 
indicating the potential occurrence of self modifying code 
and cache incoherency. 

15. The method of claim 14 further comprising: 

invalidating the instructions Within the cache memory and 
an instruction pipeline for execution and fetching neW 
instructions from the physically addressable memory to 
overWrite the invalidated instructions after the compar 
ing generates a match indicating the potential occur 
rence of self modifying code and cache incoherency. 

16. The method of claim 13 further comprising: 

setting data bits associated With each stored page table 
translation indicating What portion of a page in physi 
cally addressable memory has its information stored 
into the cache memory. 

17. The method of claim 16 further comprising: 

comparing the provided physical memory address to the 
data bits associated With the stored page table transla 
tions to determine if the physically addressable 
memory has been updated by self modifying code 
Within portions of pages in physically addressable 
memory. 

18. The method of claim 13 further comprising: 

maintaining original stored page table translations for all 
bytes of information Within the cache memory and an 
instruction pipeline. 

19. A computer including: 

a memory; and 

at least one microprocessor, the at least one microproces 
sor including, 

an instruction cache to store instructions for execution, 

an execution unit coupled to the instruction cache to 
execute the instructions stored therein, the execution 
unit to trigger a snoop if a store into the memory is 
executed, and 

an instruction translation lookaside buffer (ITLB) hav 
ing a content addressable memory (CAM) and 
receiving a physical address indicating the location 
Where the execution of the store occurred in the 
memory, the ITLB to store page translations betWeen 
a linear page address and a physical page address 
pointing to a page of the memory having contents 
stored Within the instruction cache, the ITLB includ 
ing a CAM input port responsive to the snoop to 
compare the physical address received by the TLB 
With the physical page address stored therein. 

20. The computer of claim 19 Wherein if it is determined 
that the physical address received by the TLB matches a 
physical page address stored Within the ITLB, indicating 
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that an instruction Was modi?ed Within the memory corre 
lating to an instruction located Within the instruction cache, 
instructions Within the instruction cache and an instruction 
pipeline Within the execution unit are invalidated. 

21. The computer of claim 20 Wherein the ITLB includes 
data bits providing an indication as to What portion of a page 
in memory has its contents stored in the instruction cache, 
and the microprocessor further includes snoop logic coupled 
to the ITLB, the snoop logic to provide further comparison 
of the data bits With the physical address received by the 
TLB after a store into the memory, the comparison provided 
by the snoop logic indicating if an instruction Was modi?ed 
Within a portion of a page of the memory correlating to an 
instruction located Within the instruction cache. 

22. The computer of claim 19 Wherein the instruction 
cache is a trace instruction cache. 

23. A method of detecting cache incoherency in a com 
puter comprising: 

providing a physical address associated With a store into 
memory; 

comparing the physical address associated With the store 
into memory With a plurality of physical page addresses 
indicating from What pages in a memory information 
Was stored into a cache; 

generating a self modifying code hit signal indicating a 
possibility of cache incoherency; and 

invalidating the information stored into the cache upon 
generation of the self modifying code hit signal. 

24. The method of claim 23 Wherein the plurality of 
physical page addresses are stored Within an instruction 
translation lookaside buffer. 

25. The method of claim 23 further comprising: 

invalidating the information stored into an instruction 
pipeline from the cache upon generation of the self 
modifying code hit signal. 

26. The method of claim 23 further comprising: 

fetching instructions from memory to reWrite the infor 
mation into the cache to obtain cache coherency. 

27. A microprocessor including: 

a memory controller to trigger a snoop if a store into a 

memory occurs; and 

a translation lookaside buffer (TLB) having a content 
addressable memory (CAM) and receiving a physical 
address indicating the location Where the store occurred 
in the memory, the TLB to store page translations 
betWeen a linear page address and a physical page 
address pointing to a page of the memory having 
contents stored Within a cache, the TLB including a 
CAM input port responsive to the snoop to compare the 
physical address received by the TLB With the physical 
page address stored therein. 

28. The microprocessor of claim 27 Wherein if it is 
determined that the physical address received by the TLB 
matches a physical page address stored Within the TLB, 
indicating that information Was modi?ed Within the memory 
correlating to information potentially located Within the 
cache or a pipeline, and the microprocessor provides inclu 
sion for the cache and the pipeline such that information 
Within the cache and the pipeline are invalidated. 
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29. The microprocessor of claim 27 wherein the TLB 
includes data bits providing an indication as to What portion 
of a page in memory has its contents stored in the cache, and 
the microprocessor further includes snoop logic coupled to 
the TLB, the snoop logic to provide further comparison of 
the data bits With the physical address received by the TLB 
after a store into memory, the comparison provided by the 
snoop logic indicating if information Was modi?ed Within a 
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portion of a page of memory correlating to information 
potentially located Within the cache. 

30. The microprocessor of claim 27 Wherein the cache is 
a trace instruction cache and the information stored therein 
is instructions and the TLB is an instruction translation 
lookaside buffer (ITLB). 

* * * * * 


