
US 20040006706A1 

(12) Patent Application Publication (10) Pub. No.: US 2004/0006706 A1 
(19) United States 

Erlingsson (43) Pub. Date: Jan. 8, 2004 

(54) METHODS AND SYSTEMS FOR 
IMPLEMENTING A SECURE APPLICATION 
EXECUTION ENVIRONMENT USING 
DERIVED USER ACCOUNTS FOR 
INTERNET CONTENT 

(60) 

51 
(76) Inventor: Ulfar Erlingsson, San Francisco, CA ( ) (52) (Us) 

(57) 
Correspondence Address: 
FINNEGAN, HENDERSON, FARABOW, 
GARRETT & DUNNER 
LLP 
1300 I STREET, NW 
WASHINGTON, DC 20005 (US) 

Related US. Application Data 

Provisional application No. 60/387,176, ?led on Jun. 
6, 2002. 

Publication Classi?cation 

Int. Cl.7 ............................ .. H04L 9/00; G06F 15/16 

US. Cl. ................................ .. 713/200; 709/229 

ABSTRACT 

Methods and systems are disclosed for implementing a 
secure application execution environment using Derived 
User Accounts (SAE DUA) for Internet content. Content is 
received and a determination is made if the received content 
is trusted or untrusted content. 

The content is accessed in a protected derived user account 

(21) Appl. No.: 10/456,805 (DUA) such as a SAE DUA if the content is untrusted 
otherWise the content is accessed in a regular DUA if the 

(22) Filed: Jun. 6, 2003 content is trusted. 
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METHODS AND SYSTEMS FOR IMPLEMENTING 
A SECURE APPLICATION EXECUTION 
ENVIRONMENT USING DERIVED USER 
ACCOUNTS FOR INTERNET CONTENT 

RELATED APPLICATION 

[0001] This application claims priority to US. Provisional 
Application No. 60/387,176, entitled “METHODS AND 
SYSTEMS FOR IMPLEMENTING A SECURE APPLICA 
TION EXECUTION ENVIRONMENT USING DERIVED 
USER ACCOUNTS FOR INTERNET CONTENT,” ?led 
Jun. 6, 2002, Which is expressly incorporated herein by 
reference. 

FIELD 

[0002] This invention relates generally to computer sys 
tems and user applications and, more particularly, to meth 
ods and systems for implementing a secure application 
execution environment using derived user accounts for 
Internet content. 

BACKGROUND 

[0003] The Internet has become a popular business tool. It 
provides rapid access to services, instant communication 
among users and computing systems, and alloWs for users to 
collaborate across geographical boundaries. HoWever, in 
spite of these advantages, the Internet still poses a number 
of security risks to computing systems. In particular, the vast 
amount of resources available on the Internet are of 
unknoWn origin and communications With such resources 
are typically unauthenticated. For instance, it is dif?cult to 
determine if a access to an unknoWn Website resource or 

receipt of an email causes any security risks to the receiving 
computing system. 

[0004] A number of approaches are available that address 
the security risks associated With using the Internet. One 
approach involves pro?ling systems that scan Internet con 
tent for knoWn patterns of malicious content such as viruses, 
Worms, etc. Anti-virus scanning softWare is the most Widely 
used pro?ling tool for such systems. Such a pro?ling tool 
can run automatically When receiving email or doWnloading 
Web pages. In particular, a server can run pro?ling softWare 
to scan incoming mail or Internet content. A disadvantage of 
the pro?ling approach is that the only security risks that are 
detected are those based on knoWn patterns (e.g., knoWn 
viruses), Which are typically stored in a database. Although 
the database can be updated With neW knoWn patterns, if a 
pattern is not found in the database, the security risk Will not 
be detected. 

[0005] Another approach uses cryptographic signatures 
for guaranteeing the origin of Internet content. A valid 
signature can only originate from a single signature, gener 
ally associated With a signing certi?cate belonging to an 
individual user or organiZation. Knowing the origin of 
content, a user can make informed decisions about the level 
of trust or permission to grant to the content. In this manner, 
the domain of trustable content can be determined based on 
the signature of the content. Adisadvantage of this approach 
is that too feW sources on the Internet use cryptographic 
signatures When delivering content. Furthermore, both the 
sending and receiving users must have keys to authenticate 
the signature. In addition, once content is considered trusted 
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and alloWed to run on a computing system, validating the 
inputs received from the system is problematic. In particular, 
security attacks based on passing incorrect inputs to pro 
cesses are Well knoWn—e.g., attacks exploiting buffer over 
?oWs. 

[0006] Another approach relates to behavioral pattern 
matching systems. These systems monitor the execution 
history of a user’s system, typically in the context of using 
Internet content. Such systems assess each operation to 
determine if the operation is alloWable in a given context. 
Moreover, these systems act as dynamically-evolving access 
control lists in Which an operation might be alloWed (or not) 
in one context, but not in other contexts. Adisadvantage of 
this approach is that behavior (operations in a speci?c 
context) that is not alloWed is based on policy, Which can 
become quite complex in order to prevent unsafe behavior 
While alloWing as much useful behavior as possible. 

[0007] Another approach uses access control restrictions 
that can deny certain operations from being performed in a 
given context. For example, “sandboxing” is a method for 
activating Internet content in an environment With stricter 
access controls than a user’s normal environment. A sand 
box might contain code to start a neW restricted execution 
shell for neW content (e.g., a virtual machine for Internet 
content). A disadvantage of this approach is that it imposes 
stricter access controls on an application When it is using 
Internet content. For example, a broWser can be prevented 
from executing J avaScript code to access the ?le system, or 
by assigning a special user identity With less privilege than 
the actual user to Internet content and using the operating 
system’s built-in, user id-based access control schemes 

(SubOS). 
[0008] Another approach relates to language-based secu 
rity that prevents certain statements from being made in the 
programming language that encodes Internet content. Spe 
ci?cally, this approach enforces strict type-safety to ensure 
that code can only operate on Well-de?ned set of objects or 
resources, and compile-time or execution-time checks to 
ensure that code does not violate security policy. The Java 
programming language, for example, implements such tech 
niques in that it does not alloW a program to allocate and 
access arbitrary memory segments, enforces strict type de? 
nitions, and employs a run-time checks to ensure that code 
does not violate a user’s security policy. A disadvantage of 
this approach is that it requires knoWledge of sophisticated 
programming techniques. 
[0009] With all of these approaches, there are draWbacks 
in providing security for Internet content. Furthermore, any 
approach protecting computing systems from risks relating 
to Internet use is more useful if it also preserves the 
unrestricted access to services and content that makes Inter 
net use productive and valuable. Most approaches to the 
security issue so far have constrained or interrupted much of 
the freedom to use resources on the Internet in order to 
provide some increase in security. 

SUMMARY 

[0010] According to one aspect of the invention, a method 
is disclosed for providing secure content use. Content is 
received and a determination is made if the received content 
is trusted or untrusted content. The content is accessed in a 
protected derived user account (DUA), if the content is 
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untrusted; otherwise, the content is accessed in a regular 
DUA, if the content is trusted. 

[0011] According to another aspect of the invention, a 
computing system is disclosed for providing secure content 
use comprising at least one memory and a processor. The at 
least one memory hosts a protected DUA and a regular 
DUA. The processor is con?gured to receive content for the 
computing system and to determine if the received content 
is trusted content or untrusted content. The processor is also 
con?gured to access the content using the protected DUA if 
the content is untrusted and to access the content using a 
regular DUA if the content is trusted. 

DESCRIPTION OF THE DRAWINGS 

[0012] The accompanying draWings, Which are incorpo 
rated in and constitute a part of the speci?cation, illustrate 
exemplary implementations and embodiments of the inven 
tion and, together With the detailed description, serve to 
explain the principles of the invention. In the draWings, 

[0013] FIG. 1 is block diagram of an exemplary comput 
ing system architecture for implementing user accounts; 

[0014] FIG. 2 is a How diagram of a method for perform 
ing access operations using a derived user account; 

[0015] FIG. 3 is block diagram of a system for performing 
operations accessing state of a derived user account in a 
multi-user system; 

[0016] FIG. 4 illustrates one embodiment of a system for 
using DUAs and implementing ADAS for an application; 

[0017] FIG. 5 shoWs, in more detail, an example of a 
client-server system interconnected through netWork; 

[0018] FIG. 6 is a block diagram illustrating one exem 
plary embodiment of a system using DUAs; 

[0019] FIG. 7 is a block diagram illustrating one exem 
plary embodiment of a system using regular and protected 
DUAs; 

[0020] FIG. 8 is How diagram of a method for netWork 
resource partitioning and access control; 

[0021] FIG. 9 is a block diagram illustrating one exem 
plary embodiment of a system using a protected DUA With 
a mediator; 

[0022] FIG. 10 is a How diagram of a method for pro 
cessing an intercepted netWork request; 

[0023] FIG. 11 is block diagram illustrating one exem 
plary embodiment of a system integrating multiple types of 
applications in a protected DUA; 

[0024] FIG. 12 is a How diagram of a method for using 
netWork restrictions to identify tagged messages With Inter 
net content; 

[0025] FIG. 13 is a block diagram illustrating one exem 
plary embodiment of a system using an application-speci?c 
protected DUA; 

[0026] FIG. 14 is a How diagram of a method for pro 
cessing tagged ?les or email attachments for a protected 
DUA; 
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[0027] FIG. 15 is a block diagram illustrating one exem 
plary embodiment of a system using a protected DUA With 
a trusted path; 

[0028] FIG. 16 is a block diagram illustrating one exem 
plary embodiment of a system having a display shoWing a 
tagged protected DUA content; 

[0029] FIG. 17 is a block diagram illustrating one exem 
plary embodiment of a system shoWing a data transfer from 
a protected DUA being intercepted to a regular DUA; and 

[0030] FIG. 18 is a How diagram of a method for moni 
toring resource use by a protected DUA. 

DETAILED DESCRIPTION 

[0031] Reference Will noW be made in detail to exemplary 
implementations and embodiments of the invention, 
examples of Which are illustrated in the accompanying 
draWings. Wherever possible, the same reference numbers 
Will be used throughout the draWings to refer to the same or 
like parts. 

[0032] A. OvervieW 

[0033] Methods and systems are disclosed that overcome 
prior approaches to protecting Internet use from security 
risks by providing a secure application execution environ 
ment using derived user accounts (“SAE DUA”) for Internet 
content. According one example, content is received and a 
determination is made if the received content is trusted or 
untrusted content. The content is accessed in a protected 
derived user account (DUA) such as a SAE DUA, if the 
content is untrusted; otherWise, the content is accessed in a 
regular DUA, if the content is trusted. For Internet content, 
the secured environment can be referred to as a “SAE DUA 
IC.” 

[0034] In this manner, a secured environment is available 
for a user to have unmitigated access to untrusted content 
such as Internet content. A user can thus vieW and access 

Internet content While protecting the user’s computing sys 
tem from security risks. The SAE DUA IC can be used if the 
content is untrusted and a regular DUA can be used if the 
content is trusted. In such an environment, semantics can be 
used that are nearly identical to a user’s original user account 
(OUA) Within the same computing system. 

[0035] Thus, a user can freely enjoy the same bene?ts of 
Internet content that Would be available Without any security 
protections. Such a secured environment prevents corrupt or 
security adverse Internet content Within a computing system 
from affecting a user’s OUA. As such, the security risks 
posed by Internet content are contained Within a secured 
environment such as a SAE DUAIC, thereby a user’s actual 
computing system can remain protected. 

[0036] B. User Accounts and Derived User Accounts 
(DUAs) 
[0037] The folloWing description details user accounts and 
DUAs. In order to obtain an understanding of derived user 
accounts, user accounts must ?rst be explained. User 
accounts limit the effects of activities by different users to 
that intended and expected by the users on desktop sharing 
systems. In particular, user accounts encapsulate the infor 
mation particular to each individual user, such as the user’s 
name, passWord, area of transient and persistent storage, 



US 2004/0006706 A1 

con?guration information, resource-usage quotas and other 
properties to be enforced on the user’s behavior. By using 
user accounts, time sharing could be implemented Without 
compromising the systems usability. Whereas previous com 
puter system operations alWays directly affected the global 
state of the machine, operations on a user’s behalf in systems 
implementing user accounts typically affect only the infor 
mation in the user’s account. In this manner, each user’s 
actions became isolated from other users since, for the most 
part, they only affected the individual user’s account infor 
mation. 

[0038] FIG. 1 illustrates the components in a computing 
system 100 implementing user accounts. Each operation that 
involves accessing the state of the system is discriminated to 
determine if the state being accessed is local to an individual 
user account or global to the entire system (and therefore 
shared betWeen all user accounts). If access is to a user-local 
state, the discrimination procedure determines the context of 
the access operation, that is, Which user’s account informa 
tion to access. In such a computing system, context may be 
determined by, for example, using a loW-level indirection 
(for memory accesses), the current virtual memory page 
tables, or a user account reference in each process or thread 

control block (for system calls). 

[0039] Thus, user accounts can be very useful. They 
enhance usability When multiple individuals simultaneously 
use a computing system and alloW for segregation of system 
activity based on intent. For example, conventional systems 
may use a supervisor user account, called “root,” to run 
background services. Also, Web-server activities may oper 
ate as “nobody,” that is, a user account With very limited 
privileges. Additionally, user accounts are integral to main 
taining the security of a multiple user computer system since 
they may be used to control Which data a user may access or 
actions a user may perform. 

[0040] DUAs Will noW be described for certain system 
operations. DUAs, such as those disclosed in co-pending 
and commonly oWned US. patent application Ser. No. 
10/144,048, entitled “METHODS AND SYSTEMS FOR 
USING DERIVED USER ACCOUNTS,” ?led May 10, 
2002, Which is incorporated herein by reference, can be used 
to implement the techniques disclosed herein. DUAs may 
have all of the properties of traditional user accounts includ 
ing, but not limited to, its oWn state, distinct privilege and 
access control rules, its oWn unique identi?er (such as a 
security token), and oWnership of any system resources. In 
addition, DUAs are linked to at least one particular existing 
user account (the Original User Account, or OUA). Through 
use of a DUA, its OUA may be selectively isolated from 
system operations taking place in the DUA’s context. Since 
the DUA is a legitimate user account, legacy processes Will 
function correctly in a DUA context While modi?cations to 
the OUA can be limited through choice of derivation trans 
formations (“DTs”) speci?ed by a set of derivation rules 
(“DRs”). 
[0041] FIG. 2 illustrates the steps of a method for access 
ing a resource using a derived user account consistent With 
the present invention. In one embodiment, a softWare appli 
cation, P, requests access to a resource, X (step 210). A 
“resource” may be, for example, state information, such as 
data that lies in memory, ?le systems, registry con?gura 
tions, other applications, processes, netWork ports, sema 
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phores, WindoW handles in graphical user interface (“GUI”) 
systems, hardWare devices such as a soundcard or printer, or 
other named abstractions. The system determines if the 
softWare application is already running in the context of a 
DUA (step 220). Methods for determining the context of an 
object, thread, or other activity are Well knoWn to those 
skilled in the computer softWare arts. For example, in 
Microsoft WindoWs 2000, determining Whether a thread is 
running under a local administrator account may be accom 
plished by examining the access token that is associated With 
the thread, the thread’s identi?er, the thread’s creation time, 
or any other identi?er that may be mapped to a speci?c user 
account. 

[0042] If the softWare application is not running in the 
context of the DUA, the application determines if a DUA 
should be “created” (step 222). If the application determines 
that a DUA should not be created, the application continues 
normally as in step 280. 

[0043] If it is determined that a DUA should be created 
(step 224), a DUA may be created according to any of the 
folloWing exemplary embodiments. In some embodiments 
consistent With the present invention, a DUA shell may be 
created by, for example, creating a neW user account, “user 
2,” that may comprise a set different than, or a subset of, the 
rights and permissions afforded the original user. A DUA 
shell is the context and the mechanism for propagating the 
context. The context includes, for example, all information 
that Would normally be associated With an operation in the 
OUA, such as user credentials, process id, and other infor 
mation. DUA shells alloW for the automatic propagation of 
DUA context to all DUA activity, for example, processes or 
threads, Whether they be created directly or indirectly as a 
result of DUA activity. The initial DUA shell may have been 
established before run-time or established dynamically dur 
ing operation of the operating system. The creation of the 
DUA shell may have been invoked randomly or triggered by 
some event, such as a Write access operation. 

[0044] In this exemplary embodiment, the neW user 
account may comprise rights and permissions that the origi 
nal user does not have. The neW user account, or DUA shell, 
may be created, for example, by using the existing user 
account mechanisms in the operating system. Additionally, 
the oWnership of ?les or objects created or oWned by user 2 
may need to be modi?ed post-creation to alloW the corre 
sponding OUA to have access, if access by OUA is desired. 
Similarly, user 2 may, by default, access to none or all of the 
?les or objects created or oWned by the OUA. 

[0045] In another exemplary embodiment, a DUA shell 
may be created by creating a neW, possibly restricted, login 
session or token for the OUA (called OUA‘, or “OUA 
prime”). OUA‘ is distinct and separate from the original 
OUA session or token, but may have all the same privileges 
for resources as the OUA, such as, for example, ability to use 
the same display. In some exemplary embodiments, OUA‘ 
may have feWer capabilities than OUA (for example, may 
not be able to shut doWn the machine or modify the screen 
resolution). HoWever, by creating a DUA shell in this 
fashion in, for example, the Microsoft WindoWs operating 
system, the activity of OUA‘ may be discriminated as the 
associated token that is automatically propagated to any 
processes, thread, or other activity created directly or indi 
rectly by OUA. 
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[0046] In yet another embodiment, a process group (in 
Windows 2000, a “job”) may implement the DUA shell. As 
Well as being able to implement a DUA shell, a process 
group or job may also enforce quotas on resource consump 
tion and, in other Ways, control access to resources. For 
example, a process group or job may perform the automatic 
context propagation needed for discrimination of the DUA 
activity. 
[0047] In still another embodiment, a DUA shell may be 
created by annotating certain OUA activity as actually 
belonging to the DUA. Annotation occurs When neW OUA 
activity (that actually belongs to the DUA) is initiated such 
as, for example, on the creation of a thread, process, or other 
activity, or the impersonation of the OUA. Annotation may 
take the form of unique bits or an arbitrary sequence of bits 
associated With the OUA activity. One example is the use of 
a distinguished entry in handle tables or ?le descriptor 
tables. The annotation may be placed on any one or more 
components of the OUA activity. 

[0048] In addition, the annotation may be placed on any 
information in the kernel thread control block (“TCB”) or 
kernel process control block (“PCB”), assuming execution 
in an operating system With a protected mode kernel. One 
bene?t of annotating information in the kernel TCB or PCB 
is that the annotation can not be compromised by DUA 
application activity. In certain embodiments, it is preferred 
that the annotations are not modi?ed in the ordinary course 
of events. 

[0049] In some embodiments Where DUA shell implemen 
tations automatically propagate the context, the annotation 
may be done automatically. In other embodiments, such as 
the embodiment immediately above, neW threads, processes, 
or other activity of the DUA, and those impersonating the 
DUA, may need to be intercepted and annotated as being in 
DUA, not OUA, context. In still further embodiments, 
annotation may involve a combination of automatic anno 
tation and non-automatic annotation. 

[0050] The DUA may be initialiZed and maintained based 
on derivation transformations (“DTs”) and derivation rules 
(“DRs”). Derivation rules are a set of rules that link any 
aspect of a DUA With the corresponding aspect of its OUA. 
The derivation rules for a resource, X, include DTs, Which 
are computable functions that take an input, modify the 
input, and return an output. An argument derivation trans 
formation (“ADT”) generally receives an argument as input, 
modi?es the input, and returns a second argument as output, 
although in some embodiments, an ADT does not modify 
anything. A result derivation transformation (“RDT”) takes 
as input certain values, modi?es the values, and returns 
modi?ed values. An “update DT” or “UDT” may update the 
state of a DUA based on its corresponding OUA Whereas a 
“feedback DT” of “EDT” may give feedback from the state 
of a DUA to the state of its corresponding OUA. 

[0051] The derivation rules and transformations may be 
authored by a developer or system administrator. In some 
embodiments, the derivation rules and transformations may 
be initially authored by a developer or system administrator 
but are later modi?ed dynamically. Dynamic rules may be 
modi?ed during run time according run time dependent 
conditions or other conditions. 

[0052] In one embodiment, the derivation rules may take 
the form of script-like directives. For example, an author of 
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rules may use a text editor or similar device to create a 

human-readable text ?le containing the rules. In other 
embodiments, the rules may be authored in semantic formats 
such as or similar to knoWn scripting languages or high-level 
computer languages, or in other formats Well knoW to those 
skilled in the computer softWare arts. In still other embodi 
ments, the rules are compiled or otherWise processed by a 
rule generator into a machine-readable form, Which is in turn 
used by the computer system at run time. 

[0053] The folloWing is one example of derivation rules 
consistent With the present invention. The ?rst table com 
prises an exemplary set of rules for DUA events; the second 
table comprises an exemplary set of rules for OUA events. 
Each line in the tables represents a derivation rule Which 
describes the actions that Will take place for a particular 
resource access. 

DUA TABLE 

orgname namel nameZ open read Write list format 

/A/B /OUA/ /DUA/ U:X U:Z F:Y U:V 
A/B A/B F:T 

/R/S /MASQ/ /DUA/ U:X’ 
R/S R/S 

/DEV3 /DEV/ /DEV/ U:KO 
NUL HD1 A:name1 

[0054] 

OUA TABLE 

orgname scrname destname open read Write list format 

/A/B /DUA/A/B /OUA/A/B F:Y U:W 

[0055] As shoWn in the ?rst line of the DUA table above, 
if an application operating in DUA context refers to IA/B 
(“orgname”), and the operation is “read,” an update deriva 
tion transformation, Z, Will be performed using /OUA/A/B 
as the source (“namel”) and as the destination (“name2”), 
after Which the actual read operation Will be performed on 
the destination. This in one example of an ADT. 

[0056] In the example above, the update transformation, 
Z, may also be folloWed or preceded by a feedback trans 
formation, T, using /DUA/A/B as the source (“name2”) and 
/OUA/A/B as the destination (“namel”). 

[0057] If an application refers to /R/S/ and the operation is 
“open,” the UDT, V, Will be performed taking /MASQ/R/S 
as the input and /DUA/R/S as the output, after Which the 
open operation Will actually be performed on /DUA/R/S. 
/MASQ/R/S is data introduced by the DUA mechanism or 
the rules and, as described beloW, may be unrelated to the 
OUA. 

[0058] In some embodiments, Whether or not a DT is 
speci?ed, the operation is performed on an actual named 
resource or object, With the rules having as a default one of 
the names speci?ed in the DUA table above. In this particu 
lar example, name2 represents the actual named resource 
accessed by all operations by default as speci?ed by design. 
As shoWn in the third line of the DUA table, in some 
embodiments, the operation may be performed on name1, as 




























