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(57) ABSTRACT 

A system for providing a client’s credentials to a computer 
program comprises a database remote from the client and a 
single signon server module. The single signon server mod 
ule can receive a request for the client’s credentials from the 
computer program, determine Whether the client’s creden 
tials are stored in the database, and send the client’s cre 
dentials from the database to the computer program in 
response to a determination that the client’s credentials are 
stored in the database. The single signon server module can 
store the client’s credentials in the database in response to a 
determination that the client’s credentials are not stored in 
the database. The single signon server module can encrypt 
the client’s credentials prior to storing the client’s creden 
tials in the database and can decrypt the client’s credentials 
prior to sending the client’s credentials to the computer 
program. 
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SYSTEM AND METHOD FOR PROVIDING 
PROGRAM CREDENTIALS 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to storing 
client credentials and mapping the client credentials to a 
computer program. More particularly, the present invention 
alloWs future access to a program after an initial input of the 
client’s credentials for that program. 

BACKGROUND OF THE INVENTION 

[0002] Clients routinely access application programs con 
taining sensitive data. To verify that a client has access rights 
to an application program, the application program receives 
credentials from the client. The credentials can comprise a 
domain name, a level of security access, a passWord, and 
other secure information about the client. The application 
programs can comprise human resources programs having 
sensitive personal information, retirement plan programs 
having sensitive information regarding a client’s accounts, 
or other programs having sensitive data. Such application 
programs having sensitive data are commonly called “line 
of-business” application programs. 

[0003] For eXample, a large organiZation can have a 
human resources Web page to provide information to the 
organiZations employees (the clients). The Web page can 
comprise an application program having sensitive informa 
tion about each client. For instance, the sensitive informa 
tion can comprise home address and telephone number, 
spouse’s name, annual salary, previous pay sheets, and other 
information. When the client tries to access the application 
program on the human resources Web page, the application 
program can request the client’s credentials to verify the 
access rights of the client. 

[0004] One conventional authentication method for veri 
fying access rights requires the client to input manually the 
client’s credentials each time the client accesses the appli 
cation program. Problems associated With that type of 
authentication system include forgetting the credentials and 
the repeated, manual task of inputting the credentials. 

[0005] A conventional process to improve the authentica 
tion method described above involves saving the client’s 
credentials in a memory of the client’s console. The creden 
tials then are retrieved from the client’s memory When 
requested by the application program. HoWever, if the client 
accesses the application program from another client con 
sole, then the saved credentials are not available. 

[0006] Furthermore, conventional methods save creden 
tials by associating them With a particular uniform resource 
locator (URL) of the Web page comprising the application 
program. Accordingly, if the URL of the Web page changes, 
then the saved credentials become obsolete. Additionally, if 
the client accesses the same application program at a Web 
page having a different URL, then the saved credentials do 
not apply. Furthermore, because the credentials are saved 
per Web page, only one application program can be accessed 
at a time for each Web page. A Web page cannot provide 
automatic, simultaneous access to multiple application pro 
grams When the credentials are associated With a particular 
URL. 

[0007] As an alternative to saving credentials in a local 
memory, another conventional authentication method 
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involves hard coding all employee credentials into the 
application program. While removing the repeated step of 
manually inputting credentials, hard coding typically pro 
vides all clients With the same credentials. Accordingly, the 
security level of such a conventional system is loWer than a 
system having unique credentials for each client. Addition 
ally, the hard coded credentials typically are transmitted 
across a netWork, further decreasing the security level of the 
system. Finally, if the credentials change, then the computer 
code for the application program must be changed. 

[0008] Accordingly, there is a need in the art for making 
the transfer of credentials to an application program trans 
parent to the client. Speci?cally, a need exists for a single 
signon system and method that can alloW future access to an 
application program after an initial input of the client’s 
credentials for that application program. A need in the art 
also exists for remotely storing client credentials to alloW 
access to any client’s credentials from any client console. 
Furthermore, a need in the art eXists for securely storing 
client credentials in a remote location. A need in the art also 
eXists for storing credentials in relation to an application 
program, rather than in relation to a URL of a Web page. 

SUMMARY OF THE INVENTION 

[0009] The present invention can provide a system and 
method for transparently transferring a client’s credentials to 
one or more application programs. The present invention can 
provide future access to an application program after an 
initial input of the client’s credentials for that application 
program. Additionally, by associating the client’s credentials 
With application programs, the present invention can provide 
the client’s credentials for multiple application programs. 
Accordingly, the present invention can alloW simultaneous 
access and presentation of multiple application programs. 

[0010] According to one aspect of the present invention, a 
client’s credentials for an application program can be stored 
by a single signon system at a location remote from the 
client. The client can request access to the application 
program. The request can comprise information directing 
the application program to obtain the client’s credentials 
from the remote location. Accordingly, the application pro 
gram can send a request for the client’s credentials to the 
single signon system. If the single signon system has stored 
the client’s credentials, then the single signon system can 
send the client’s credentials to the application program. If 
the single signon system has not stored the client’s creden 
tials, then the single signon system can obtain the client’s 
credentials from the client, send the client’s credentials to 
the application program, and store the client’s credentials in 
the remote location. 

[0011] The single signon system according to the present 
invention can encrypt the client’s credentials prior to storing 
them in the remote location. To encrypt the credentials, the 
system can obtain a master secret from a master secret server 

module. The system then can encrypt the credentials using 
the master secret and a cryptographic provider. Alterna 
tively, the system can encrypt the credentials using a secret 
or a certi?cate from the client. If the single signon system 
stores encrypted credentials, then the single signon system 
can decrypt the credentials prior to sending them to the 
application program. 

[0012] By storing the client’s credentials for future use, 
the client does not have to input manually the credentials 
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each time an application program is accessed. By storing the 
client’s credentials in a remote location, the client’s creden 
tials can be provided from any client console to an appli 
cation program. By storing the client’s credentials in relation 
to an application program, the credentials can remain con 
stant even if the URL of the application program changes. 
Additionally, a Web page can simultaneously present mul 
tiple application programs, and the client’s credentials can 
be provided for each application program. 

[0013] These and other aspects, objects, and features of 
the present invention Will become apparent from the fol 
loWing detailed description of the exemplary embodiments, 
read in conjunction With, and reference to, the accompany 
ing draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] FIG. 1 is a block diagram depicting a representa 
tive computing environment for a single signon system 
according an exemplary embodiment of the present inven 
tion. 

[0015] FIG. 2 is a flow chart depicting a method for 
providing a client’s credentials to a computer program 
according to an exemplary embodiment of the present 
invention. 

[0016] FIG. 3 is a flow chart depicting a method for 
setting credentials according to an exemplary embodiment 
of the present invention. 

[0017] FIG. 4 is a flow chart depicting a method for 
encrypting credentials according to an exemplary embodi 
ment of the present invention. 

[0018] FIG. 5 is a flow chart depicting a method for 
obtaining credentials according to an exemplary embodi 
ment of the present invention. 

[0019] FIG. 6 is a ?oWchart depicting a method for 
decrypting credentials according to an exemplary embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

[0020] The present invention can provide a system and 
method for storing a client’s credentials for future use to 
access a computer program. Asingle signon system can store 
the client’s credentials for a computer program at a location 
remote from the client. The system can encrypt the client’s 
credentials before storing them in the remote location. The 
client can request access to a computer program. The client’s 
request can comprise information directing the computer 
program to obtain the client’s credentials from the remote 
location. In response to the client’s request for access to the 
computer program, the computer program can send a request 
for the client’s credentials to the single signon system. If the 
single signon system has stored the client’s credentials, then 
the single signon system can send the client’s credentials to 
the computer program. If the stored credentials are 
encrypted, the system can decrypt the client’s credentials 
prior to sending them to the computer program. If the single 
signon system has not stored the client’s credentials, then the 
single signon system can obtain the client’s credentials from 
the client, send the client’s credentials to the computer 
program, and store the client’s credentials in the remote 
location. 
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[0021] Although exemplary embodiments Will be 
described generally in the context of softWare modules 
running in a distributed computing environment, those 
skilled in the art Will recogniZe that the present invention 
also can be implemented in conjunction With other program 
modules for other types of computers. In a distributed 
computing environment, program modules may be physi 
cally located in different local and remote memory storage 
devices. Execution of the program modules may occur 
locally in a stand-alone manner or remotely in a client/server 
manner. Examples of such distributed computing environ 
ments include local area netWorks of an office, enterprise 
Wide computer netWorks, and the global Internet. 

[0022] The processes and operations performed by the 
softWare modules include the manipulation of signals by a 
client or server and the maintenance of those signals Within 
data structures resident in one or more of local or remote 

memory storage devices. Such data structures impose a 
physical organiZation upon the collection of data stored 
Within a memory storage device and represent speci?c 
electrical or magnetic elements. Those symbolic represen 
tations are the means used by those skilled in the art of 
computer programming and computer construction to effec 
tively convey teachings and discoveries to others skilled in 
the art. 

[0023] The present invention also includes a computer 
program that embodies the functions described herein and 
illustrated in the appended flow charts. HoWever, it should 
be apparent that there could be many different Ways of 
implementing the invention in computer programming, and 
the invention should not be construed as limited to any one 
set of computer program instructions. Further, a skilled 
programmer Would be able to Write such a computer pro 
gram to implement the disclosed invention based on the flow 
charts and associated description in the application text. 
Therefore, disclosure of a particular set of program code 
instructions is not considered necessary for an adequate 
understanding of hoW to make and use the invention. The 
inventive functionality of the claimed computer program 
Will be explained in more detail in the folloWing description 
in conjunction With the Figures illustrating the program ?oW. 

[0024] Referring noW to the draWings, in Which like 
numerals represent like elements, aspects of the present 
invention and exemplary operating environment Will be 
described. 

[0025] FIG. 1 is a block diagram depicting a representa 
tive computing environment 100 for a single signon system 
104 according an exemplary embodiment of the present 
invention. The environment 100 comprises a client console 
102 that typically comprises a graphical user interface for 
presenting and managing data in a convenient format for a 
client. The client console 102 also typically comprises a 
keyboard or other device to alloW the client to interact With 
the single signon system 104 through a netWork 106. For 
example, the netWork 106 can comprise a local area netWork 
or the Internet. 

[0026] The environment 100 also comprises a Website 
108, 109 connected to the client console 102 through the 
netWork 106. The netWork 106 connects the single signon 
system 104 to the Websites 108, 109. Through the netWork 
106, the client console 102 accesses a computer program 
module provided on one of the Websites 108, 109. For 
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example, the computer program module can comprise an 
application program having sensitive data. In an exemplary 
embodiment, the application program comprises a line-of 
business application program. Accordingly, the computer 
program module can require credentials before alloWing a 
client to access the sensitive data. 

[0027] In operation of the exemplary embodiment, the 
client console 102 sends a request to access an application 
program through the netWork 106 to one of the Websites 108, 
109. The access request comprises information indicating 
that the application program should obtain the client’s 
access credentials from the single signon system 104. In 
response to the access request, the Website 108, 109 sends a 
request for the client’s credentials from the application 
program through the netWork 106 to the single signon 
system 104. 

[0028] In the exemplary single signon system 104 of FIG. 
1, a single signon server module 110 receives the application 
program’s request for the client’s credentials. The single 
signon server module 110 determines Whether the client’s 
credentials exist for the application program in a single 
signon database 112. If not, then the single signon server 
module 110 requests a client to enter the client’s credentials 
through the client console 102. The single signon server 
module 110 receives the client’s credentials from the client 
console 102 and forWards the client’s credentials through the 
netWork 106 to the Website 108, 109. 

[0029] Additionally, the single signon server module 110 
stores the client’s credentials in the single signon database 
112 for future use. Before storing the client’s credentials, the 
single signon server module 110 can encrypt the credentials. 
In an exemplary embodiment, the single signon server 
module 110 obtains a master secret from a master secret 
server module 114. The master secret can be stored in the 
registry or other storage location of the master secret server 
module 114. The single signon server module 110 then uses 
the master secret to encrypt the client’s credentials. In an 
alternative embodiment, the single signon server module 
110 obtains a secret from the client console 102. The single 
signon server module 110 then uses that secret to encrypt the 
client’s credentials. A cryptographic application program 
interface can generate the master secret on the master secret 
server module 114 or the secret from the client console 102. 
Alternatively, an administrator can input the secret for 
storage at the master secret server module. 

[0030] Referring back to the application program’s 
request for the client’s credentials, if the single signon server 
module 110 determines that the client’s credentials are 
stored in the single signon database 112, then the single 
signon server module 110 retrieves and forWards the client’s 
credentials through the netWork 106 to the Website 108, 109. 
If the client’s credentials stored in the single signon database 
112 are encrypted, then the single signon server module 110 
decrypts the client’s credentials before sending them to the 
Website 108, 109. In an exemplary embodiment, the single 
signon server module 110 obtains the master secret from the 
master secret server module 114 to decrypt the client’s 
credentials. Alternatively, the single signon server module 
110 obtains a secret from the client console 102 to decrypt 
the client’s credentials. 

[0031] The single signon server module 110, the single 
signon database 112, and the master secret server module 
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114 can operate on a single computer. Alternatively, the 
single signon server module 110, the single signon database 
112, and the master secret server module 114 can operate on 
individual computers. 

[0032] In an exemplary embodiment, an application pro 
gram comprises an individual application program or a 
group application program. For an individual application 
program, each client can have unique credentials to access 
the application program. For a group application program, a 
client can be a member of a group having access rights to the 
application program. An administrator can establish a single 
set of group credentials to alloW all members of the group to 
access the application program. For example, the adminis 
trator can associate each client’s security identi?er (“SID”) 
With the group’s credentials. 

[0033] In an exemplary embodiment, the single signon 
server module 110 stores a “credential table” of client 
credentials in the single signon database 112. The credential 
table can comprise information such as a name of each 
application program, a client’s SID, and the client’s creden 
tials for each application program. The table can be indexed 
by the application name, the client’s SID, or the client’s 
credentials. The client’s credentials can comprise group 
credentials or individual credentials. In an alternative exem 

plary embodiment, the single signon server module 110 also 
stores in the single signon database 112 a “program table” 
comprising a list of application names and an associated 
application type. The application type can be individual or 
group. In that embodiment, the program table can be 
searched for the application and the application type prior to 
searching for the client’s credentials in the credential table. 

[0034] By associating the credentials With an application 
program, rather than a Web page URL, the credentials can be 
available for future use, even if the location of the applica 
tion program changes. For example, if the URL of the 
application program on the Website 108, 109 is changed, the 
single signon sever 110 still can provide the client’s creden 
tials by providing the client’s credentials associated With the 
application program. 

[0035] Additionally, associating the client’s credentials 
With an application program, rather than With a Web page 
URL, can alloW a simultaneous display of multiple portals 
on the client console 102. Each portal can represent an 
application program on the Websites 108, 109. The single 
signon server module 110 can process multiple credential 
requests and can provide the client’s credentials for each 
application program. Accordingly, the client can access 
multiple application programs simultaneously in multiple 
portals on the client console 102. 

[0036] For example, if four application programs are 
accessed simultaneously, the display on the client console 
102 comprises four quadrants. Each quadrant can display 
one of the application programs accessed by the client. For 
instance, the application programs comprises the client’s 
human resources Website, retirement account Website, elec 
tronic securities trading Website, and another Website. The 
single signon server module 110 can provide the client’s 
credentials for each of the application programs. Then, the 
client can access simultaneously each of the application 
programs from the particular Website. 

[0037] Furthermore, the single signon system 104 can 
provide the client’s credentials for each application pro 
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gram, Without the client having to manually input the 
client’s credentials each time an application program is 
accessed. The client can input the client’s credentials the 
?rst time an application program is accessed. Then, the 
single signon server module 110 can store the client’s 
credentials for future access to the same application pro 
gram. 

[0038] Alternatively, an administrator can input the cli 
ent’s credentials into the single signon database 112. Then, 
When the client accesses an application program, the single 
signon server module 110 can send the client’s credentials 
from the single signon database 112 to the application 
program. Accordingly, the client does not have to knoW the 
client’s credentials. 

[0039] Additionally, because the credentials are stored in 
the single signon database 112 remote from the client 
console 102, the client’s credentials can be available from 
any computer to access an application program. If the client 
logs into the single signon system 104 from a computer other 
than the client’s main computer, then the single signon 
system 104 can provide the client’s credentials to applica 
tion programs based on the client’s SID. 

[0040] FIG. 2 is a How chart depicting a method 200 for 
providing a client’s credentials to a computer program 
according to an exemplary embodiment of the present 
invention. In step 205, the client console 102 sends a request 
to access an application program through the netWork 106 to 
the Website 108 or 109. The access request comprises 
information directing the application program to obtain the 
client’s credentials from the single signon system 104. After 
receiving the access request, the application program of the 
Website 108, 109 requests the client’s credentials in step 
210. The Website 108, 109 sends that request through the 
netWork 106 to the single signon system 104. In step 215, the 
single signon server module 110 of the single signon system 
104 receives the application program’s request for the 
client’s credentials. 

[0041] In step 220, the single signon server module 110 
determines Whether the application program comprises a 
knoWn application. For eXample, the single signon server 
module 110 searches the credential table in the single signon 
database 112 to determine if the credential table includes the 
application program. Alternatively, the single signon server 
module 110 searches the program table in the single signon 
database 112 to determine if the program table includes the 
application program. If not, then the method branches to step 
225. In step 225, the single signon server module 110 
provides an indication that the credential table, or the 
program table, does not include the application program. For 
eXample, the single signon server module 110 displays a 
message on the client console 102, indicating that a system 
administrator should be contacted to add the application 
program to the single signon system 104. 

[0042] Referring back to step 220, if the single signon 
server module 110 determines that the application program 
comprises a knoWn application, then the method branches to 
step 230. For eXample, the single signon server module 110 
can make that determination by searching the credential 
table in the single signon database 112 to determine that the 
credential table includes the application program. Alterna 
tively, the single signon server module 110 can make that 
determination by searching the program table in the single 
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signon database 112 to determine that the program table 
includes the application program. In step 230, the single 
signon server module 110 determines Whether the client’s 
credentials for the application program eXist in the single 
signon database 112. For example, the single signon server 
module 110 searches the credential table for the SID asso 
ciated With the client. After ?nding the SID, the single 
signon server module 110 determines Whether the client’s 
credentials eXist for the application program. 

[0043] If the single signon server module 110 determines 
that the client’s credentials for the application program eXist 
in the database, then the method branches to step 235. In step 
235, the single signon server module 110 obtains the client’s 
credentials from the single signon database 112. Then, in 
step 240, the single signon server module 110 sends the 
client’s credentials to the application program at the Website 
108, 109. 

[0044] Referring back to step 230, if the single signon 
server module 10 determines that the client’s credentials for 
the application program do not eXist in the single signon 
database 112, then the method branches to step 245. In step 
245, the single signon server module 110 determines 
Whether the application program comprises a group appli 
cation. If not, then the method branches to step 250. 

[0045] In step 250, the single signon server module 110 
requests input of the client’s credentials from the client 
console 102. A client can input the client’s credentials into 
the client console 102, and the single signon server module 
110 receives the client’s credentials in step 252. In step 255, 
the single signon server module 110 sends the client’s 
credentials to the application program at the Website 108, 
109. Then, in step 260, the single signon server module 110 
sets the client’s credentials by storing the credentials in the 
single signon database 112. Accordingly, the client’s cre 
dentials can be available for future use. 

[0046] Referring back to step 245, if the single signon 
server module 110 determines that the application program 
comprises a group application, then the method branches to 
step 265. In step 265, the single signon server module 110 
determines Whether the client is a member of the group 
having access rights to the group application. For eXample, 
the single signon server module 110 compares the client’s 
SID to the group’s member list. If the single signon server 
module 110 determines that the client is not a member of the 
group, then the method branches to step 275. In step 275, the 
single signon server module 110 provides an indication that 
the client’s credentials Were not found. Accordingly, the 
client console 102 is denied access to the application pro 
gram on the Website 108, 109. 

[0047] Referring back to step 265, if the single signon 
server module 110 determines that the client is a member of 
the group, then the method branches to step 235. Because the 
client is a member of the group, the client’s credentials 
comprise the group’s credentials. In step 235, the single 
signon server module 110 retrieves the group’s credentials 
from the single signon database 112. Then, in step 270, the 
single signon server module 110 sends the group’s creden 
tials to the application program on the Website 108, 109. 

[0048] FIG. 3 is a How chart depicting a method for 
setting credentials according to an exemplary embodiment 
of the present invention, as referred to in step 260 of FIG. 
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2. In step 305, the single signon server module 110 deter 
mines Whether to encrypt the credentials for storage in the 
single signon database 112. Encrypting the credentials pro 
vides security for the credentials While stored in the single 
signon database 112. That security prevents unauthorized 
access to the stored credentials. If the single signon server 
module 110 Will encrypt the credentials, then the method 
proceeds to step 310 to perform the encryption. Then, in step 
315, the single signon server module 110 stores the 
encrypted credentials in the single signon database 112. 

[0049] Referring back to step 305, if the single signon 
server module 110 Will not encrypt the credentials, then the 
method branches directly to step 315. In step 315, the single 
signon server module 110 stores the unencrypted credentials 
in the single signon database 112. 

[0050] The method described above With reference to 
FIG. 3 can apply to group or individual credentials. For 
example, a client can input the client’s credentials in 
response to a request from the single signon server module 
110. The method of FIG. 3 then can be used to set the 
client’s credentials. Alternatively, an administrator can 
establish a group’s credentials for client members of a 
group. The method of FIG. 3 then can be used to set the 
group’s credentials. 
[0051] FIG. 4 is a flow chart depicting a method for 
encrypting credentials according to an exemplary embodi 
ment of the present invention, as referred to in step 310 of 
FIG. 3. In step 405, the single signon server module 110 
reads the credentials that it Will encrypt. For an individual 
application program, the credentials comprise an individual 
client’s credentials. For a group application program, the 
credentials comprise a group’s credentials. In step 410, the 
single signon server module 110 reads the SID. For an 
individual application program, the SID comprises the cli 
ent’s SID. For a group application program, the SID com 
prises the group’s SID. 
[0052] In step 415, the single signon server module 110 
retrieves the master secret from the master secret server 
module 114. The single signon server module 110 stores the 
master secret in non-pageable memory, Which prevents the 
master secret from being paged to disk or mapped into the 
memory address space of another process. In step 420, the 
single signon server module 110 selects a cryptographic 
provider. The cryptographic provider comprises any encryp 
tion algorithm. 
[0053] In step 425, the single signon server module 110 
creates a random salt. The random salt comprises a four byte 
salt. For increased security, the random salt can be larger. 
For example, the random salt can comprise a sixteen byte 
salt. The single signon server module 110 creates the random 
salt by using a random cryptographic generation algorithm. 
[0054] In step 430, the single signon server module 110 
hashes the master secret, the SID, and the salt. Hashing the 
SID With the other information prevents one client from 
using the credentials of another. Any suitable cryptographic 
hash function can be used to perform the hashing step. From 
the hash, the single signon server module 110 derives the 
encryption key in step 435. The encryption key can be 
unique to the application program. In other Words, each 
application program can have its oWn encryption key asso 
ciated With it. The encryption key comprises a key of any 
siZe. In an exemplary embodiment, the encryption key 
comprises a 128 bit key. 
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[0055] In step 440, the single signon server module 110 
encrypts the SID and the credentials using the key and the 
cryptographic provider. Encrypting the SID and the creden 
tials prevents one client from accessing the credentials of 
another client. In step 445, the single signon server module 
110 attaches the random salt to the encrypted data. For 
example, the salt can be prepended to the encrypted data. 
Alternatively, the salt can be attached to the end of the 
encrypted data. Attaching the random salt to the encrypted 
data alloWs the encryption key to be recovered by hashing 
the salt together With the master secret and the client’s SID. 
The method then proceeds to step 315 (FIG. 4). 

[0056] The encryption method described above With ref 
erence to FIG. 4 represents an exemplary embodiment for 
encrypting credentials. The present invention is not limited 
to the encryption method described above. Any suitable 
encryption method can be used to encrypt the credentials. 

[0057] In an alternative embodiment, the single signon 
server module 110 obtains a secret from the client console 
102. That secret then is used to encrypt the credentials. In 
another alternative embodiment, each client can be issued 
certi?cates for use in encrypting the client’s credentials. 

[0058] FIG. 5 is a flow chart depicting a method for 
obtaining credentials according to an exemplary embodi 
ment of the present invention, as referred to in step 235 of 
FIG. 2. In step 505, the single signon server module 110 
determines Whether to retrieve a group’s credentials from 
the single signon database 112. For example, the single 
signon server module 110 retrieves a group’s credentials for 
a group application program. Alternatively, the single signon 
server module 110 retrieves an individual client’s credentials 
for an individual application program. 

[0059] If the single signon server Will retrieve an indi 
vidual client’s credentials, then the method branches to step 
510. In step 510, the single signon server module 110 
retrieves the client’s credentials from the single signon 
database 112. In step 515, the single signon server module 
110 determines Whether the retrieved client’s credentials are 
encrypted. If yes, then the method branches to step 520. In 
step 520, the single signon server module 110 decrypts the 
client’s credentials. The method then proceeds to step 525. 
Referring back to step 515, if the single signon server 
module 110 determines that the retrieved credentials are not 
encrypted, then the method branches directly to step 525. 

[0060] In step 525, the single signon server module 110 
extracts the SID from the retrieved credentials. Then, in step 
530, the single signon server module 110 determines 
Whether the client’s SID matches the SID from the retrieved 
credentials. If the SIDs do not match, then the method 
branches to step 555, in Which access to the application 
program is denied. If the single signon server module 110 
determines in step 530 that the SIDs match, then the method 
branches to step 240 (FIG. 2). 

[0061] Referring back to step 505, if the single signon 
server module 110 Will retrieve a group’s credentials, then 
the method branches to step 535. In step 535, the single 
signon server module 110 retrieves the group’s credentials 
from the single signon database 112. In step 540, the single 
signon server module 110 determines Whether the retrieved 
credentials are encrypted. If yes, then the method branches 
to step 520. In step 520, the single signon server module 110 
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decrypts the group’s credentials. The method then proceeds 
to step 545. Referring back to step 540, if the single signon 
server module 110 determines that the retrieved credentials 
are not encrypted, then the method branches directly to step 
545. 

[0062] In step 545, the single signon server module 110 
extracts the group SID from the retrieved credentials. The 
group SID can comprise a member list. The member list can 
comprise a list of client SIDs that are members of the group. 
The method then proceeds to step 550. In step 550, the single 
signon server module 110 determines Whether the client’s 
SID matches a SID from the member list of the group SID. 
If not, then the method branches to step 555, in Which access 
to the application program is denied. If the client’s SID 
matches a SID on the member list, then the method branches 
to step 270 (FIG. 2). 

[0063] FIG. 6 is a ?oWchart depicting a method for 
decrypting credentials according to an exemplary embodi 
ment of the present invention, as referred to in step 520 of 
FIG. 5. In step 605, the single signon server module 110 
retrieves the master secret from the master secret server 
module 114. In step 610, the single signon server module 
110 selects a cryptographic provider. The cryptographic 
provider can correspond to the cryptographic provider used 
to encrypt the credentials. In step 615, the single signon 
server module 110 separates the salt from the encrypted 
credentials. In step 620, the single signon server module 110 
hashes the master secret, the salt, and the SID. The crypto 
graphic hash function used to perform the hashing step can 
correspond to the hash function used during the encryption 
process. For an individual application program, the SID 
comprises the client’s SID. For a group application program, 
the SID comprises the group’s SID. From the hash, the 
single signon server module 110 derives the decryption key 
in step 625. Then, in step 630, the single signon server 
module 110 decrypts the credentials using the cryptographic 
provider and the decryption key. The method then proceeds 
to step 525 (FIG. 5) for individual credentials, or step 545 
(FIG. 5) for group credentials. 

[0064] The decryption method described above With ref 
erence to FIG. 6 represents an exemplary embodiment for 
decrypting credentials. The present invention is not limited 
to the decryption method described above. Any suitable 
decryption method can be used to decrypt the credentials. 

[0065] In an alternative embodiment, the single signon 
server module 110 obtains a secret from the client console 
102. That secret then is used to decrypt the credentials. 

[0066] The present invention can be used With computer 
hardWare and softWare that performs the methods and pro 
cessing functions described above. As Will be appreciated by 
those skilled in the art, the systems, methods, and procedures 
described herein can be embodied in a programmable com 
puter, computer executable softWare, or digital circuitry. The 
softWare can be stored on computer readable media. For 
example, computer readable media can include a ?oppy 
disk, RAM, ROM, hard disk, removable media, ?ash 
memory, memory stick, optical media, magneto-optical 
media, CD-ROM, etc. Digital circuitry can include inte 
grated circuits, gate arrays, building block logic, ?eld pro 
grammable gate arrays (FPGA), etc. 

[0067] Although speci?c embodiments of the present 
invention have been described above in detail, the descrip 

Jan. 1, 2004 

tion is merely for purposes of illustration. Various modi? 
cations of, and equivalent steps corresponding to, the dis 
closed aspects of the exemplary embodiments, in addition to 
those described above, can be made by those skilled in the 
art Without departing from the spirit and scope of the present 
invention de?ned in the folloWing claims, the scope of 
Which is to be accorded the broadest interpretation so as to 
encompass such modi?cations and equivalent structures. 

What is claimed is: 
1. A computer-implemented method for providing a cli 

ent’s credentials to a computer program, comprising the 
steps of: 

storing the client’s credentials in a location remote from 
the client; 

receiving a request for the client’s credentials from the 
computer program; and 

sending the client’s credentials from the remote location 
to the computer program in response to the computer 
program’s request. 

2. The method according to claim 1, further comprising 
the step of determining Whether the client’s credentials are 
stored in the remote location, 

Wherein said sending step is performed in response to a 
determination that the client’s credentials are stored in 
the remote location. 

3. The method according to claim 2, further comprising 
the step of encrypting the client’s credentials prior to said 
storing step. 

4. The method according to claim 3, further comprising 
the step of decrypting the client’s credentials prior to said 
sending step. 

5. The method according to claim 1, further comprising 
the step of determining Whether the client’s credentials are 
stored in the remote location, 

Wherein said storing step is performed in response to a 
determination that the client’s credentials are not stored 
in the remote location. 

6. The method according to claim 5, Wherein said storing 
step comprises the steps of: 

requesting the client’s credentials from the client; 

inputting the client’s credentials; and 

storing the client’s credentials in the remote location. 
7. The method according to claim 6, Wherein said storing 

step further comprises the step of encrypting the client’s 
credentials. 

8. The method according to claim 7, further comprising 
the step of decrypting the client’s credentials prior to said 
sending step. 

9. The method according to claim 1, further comprising 
the step of determining Whether the computer program 
comprises a group computer program, 

Wherein the client’s credentials comprise a group’s cre 
dentials for the group computer program, and 

Wherein said sending step comprises sending the group’s 
credentials from the remote location to the computer 
program in response to a determination that the com 
puter program comprises the group computer program. 
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10. The method according to claim 9, further comprising 
the step of determining Whether the client is a member of the 
group, 

Wherein said sending step is performed in response to a 
determination that the client is a member of the group. 

11. A computer-readable medium having computer-ex 
ecutable instructions for performing the steps recited in 
claim 1. 

12. A system for providing a client’s credentials to a 
computer program, comprising: 

a database remote from the client; and 

a single signon server module capable of 

receiving a request for the client’s credentials from the 
computer program, 

determining Whether the client’s credentials are stored 
in said database, and 

sending the client’s credentials from said database to 
the computer program in response a determination 
that the client’s credentials are stored in said data 
base. 

13. The system according to claim 12, Wherein said single 
signon server module is further capable of storing the 
client’s credentials in said database in response to a deter 
mination that the client’s credentials are not stored in said 
database. 

14. The system according to claim 13, Wherein said single 
signon server module is further capable of encrypting the 
client’s credentials prior to storing the client’s credentials in 
said database. 

15. The system according to claim 14, further comprising 
a master secret server module capable of storing a master 

secret, 

Wherein said single signon server module uses the master 
secret to encrypt the client’s credentials. 

16. The system according to claim 14, Wherein said single 
signon server module uses a secret provided by the client to 
encrypt the client’s credentials. 

17. The system according to claim 14, Wherein said single 
signon server module is further capable of decrypting the 
client’s credentials prior to sending the client’s credentials to 
the computer program. 

18. The system according to claim 12, Wherein said single 
signon server module is further capable of determining 
Whether the computer program comprises a group computer 
program, 

Wherein the client’s credentials comprise a group’s cre 
dentials for the group computer program, and 
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Wherein said single signon sever module sends the 
group’s credentials from said database to the computer 
program in response to a determination that the com 
puter program comprises the group computer program. 

19. The system according to claim 18, Wherein said single 
signon server module is further capable of determining 
Whether the client is a member of the group, and 

Wherein said single signon server module sends the 
group’s credentials to the computer program in 
response to a determination that the client is a member 
of the group. 

20. A computer-readable medium for providing a client’s 
credentials to a computer program, said medium having 
computer-executable instructions for performing the steps 
comprising: 

receiving a request for the client’s credentials from the 
computer program; 

determining Whether the client’s credentials are stored in 
a location remote from the client; 

storing the client’s credentials in the remote location in 
response to a determination that the client’s credentials 
are not stored in the remote location; and 

sending the client’s credentials from the remote location 
to the computer program in response to the computer 
program’s request. 

21. The computer-readable medium according to claim 
20, said medium having further computer-executable 
instructions for performing the step comprising encrypting 
the client’s credentials prior to said storing step. 

22. The computer-readable medium according to claim 
21, said medium having further computer-executable 
instructions for performing the step comprising decrypting 
the client’s credentials prior to said sending step. 

23. The computer-readable medium according to claim 
20, said medium having further computer-executable 
instructions for performing the step comprising determining 
Whether the computer program comprises a group computer 
program, 

Wherein the client’s credentials comprise a group’s cre 
dentials for the group computer program, and 

Wherein said sending step comprises sending the group’s 
credentials from the remote location to the computer 
program in response to a determination that the com 
puter program comprises a group computer program. 


