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SYSTEM AND METHOD FOR EXPRESSING 
USAGE RIGHTS USING LIGHT SIGNALS 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

[0001] The present invention claims bene?t of priority 
under 35 U.S.C. §119(e) to commonly assigned, co-pending, 
US. Provisional Patent Application Serial No. 60/363,932 
of Raley et al., entitled “USE OF RIGHTS EXPRESSIONS 
IN APPLICATIONS WITH PERFORMANCE CON 
STRAINTS,” ?led on Mar. 14, 2002, the entire disclosure of 
Which is hereby incorporated by reference herein. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] This invention generally relates to controlling use 
of content, or other items, through usage rights associated 
With the content or other items, and more particularly to a 
system and method for expressing usage rights for content or 
other items based symbolic representations, such as graphi 
cal representations, modulated signal representations, and 
the like. 

[0004] 2. Description of Related Art 

[0005] One of the most important issues concerning the 
Widespread distribution of digital content, such as docu 
ments, music, movies, softWare, information, and the like, in 
forms usable by computing devices, via electronic means, 
and the Internet in particular, is the provision of the ability 
to enforce the intellectual property rights during the distri 
bution and use of the digital content. Technologies for 
resolving this problem are referred to as Digital Rights 
Management (DRM) herein. HoWever, there are a number of 
issues to be considered in effecting a DRM system, such as 
authentication, authoriZation, accounting, payment and 
?nancial clearing, rights speci?cation, rights veri?cation, 
rights enforcement, and document protection issues, to name 
but a feW. 

[0006] For example, in the World of printed documents 
and other physical content, a Work created by an author is 
usually provided to a publisher, Which formats and prints 
numerous copies of the Work. The copies are then sent by a 
distributor to bookstores or other retail outlets, from Which 
the copies are purchased by end users. While the loW quality 
of copying and the high cost of distributing printed material 
have served as deterrents to unauthoriZed copying of most 
printed documents, it is much easier to copy, modify, and 
redistribute unprotected digital content With high quality. 
Therefore, there is a need for mechanisms to protect digital 
content. 

[0007] Dif?culties associated With preventing, or even 
deterring, people from making unauthoriZed copies of elec 
tronic content Within current general-purpose computing 
and communications systems, such as personal computers, 
Workstations, and other devices connected over communi 
cations netWorks, such as local area netWorks (LANs), 
intranets, and the Internet, are Widely recogniZed. Many 
attempts to provide hardWare-based solutions to prevent 
unauthoriZed copying have proven to be unsuccessful. 
Moreover, the deployment of high bandWidth or broadband 
communications technologies and the development of What 
is presently knoWn as the National Information Infrastruc 
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ture (NII) is making it more convenient to distribute large 
documents electronically, including video ?les, such as full 
length motion pictures, and this makes it easier to proliferate 
unauthoriZed copying and distribution of digital content. 
Therefore, the need for further development of DRM tech 
nologies is becoming a high priority. 

[0008] Accordingly, commonly-assigned US. Pat. No. 
5,634,012 discloses a DRM system for controlling the 
distribution of digital content, Wherein devices of the DRM 
system can include a repository associated thereWith. A 
predetermined set of usage transaction steps de?ne a proto 
col used by the repositories for enforcing usage rights 
associated With the content. Usage rights persist With the 
content and the usage rights associated With the content 
comprise a digital Work. The usage rights can permit various 
manners of use of the content, such as a right to vieW or print 
or display the content, a right to use the content only once, 
a right to distribute or redistribute the content, and the like. 
Such usage rights can be made contingent on payment or 
other conditions. HoWever, there is still a further need for 
systems and methods for expressing and enforcing usage 
rights and/or conditions associated With content in a ?exible 
and robust manner. 

SUMMARY OF THE INVENTION 

[0009] The above and other needs are addressed by 
embodiments of the present invention, Which provide an 
improved system and method for expressing usage rights for 
content or other items based on modulated or varied signals 
or graphical representations of the usage rights. 

[0010] Accordingly, in one aspect, there is provided a 
method for creating a rights expression for association With 
an item for use in a system for controlling use of the item in 
accordance With the rights expression. The said method 
comprises specifying rights expression information indicat 
ing a manner of use of an item, and generating a modulated 
light signal based representation of said rights expression 
information. The modulated light signal based representa 
tion is con?gured to be interpreted by an interpreter of a 
system for controlling use of the item to permit enforcement 
of the tights expression based on the rights expression 
information. 

[0011] Still other aspects, features, and advantages of the 
present invention are readily apparent from the folloWing 
detailed description, simply by illustrating a number of 
exemplary embodiments and implementations, including the 
best mode contemplated for carrying out the present inven 
tion. The present invention is also capable of other and 
different embodiments, and its several details can be modi 
?ed in various respects, all Without departing from the spirit 
and scope of the present invention. Accordingly, the draW 
ings and descriptions are to be regarded as illustrative in 
nature, and not as restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The present invention is illustrated by Way of 
example, and not by Way of limitation, in the ?gures of the 
accompanying draWings and in Which like reference numer 
als refer to similar elements and in Which: 

[0013] FIG. 1 is a schematic illustration of an exemplary 
Digital Rights Management system on Which various 
embodiments of the present invention can be implemented; 
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[0014] FIG. 2 illustrates a set of 8 symbols, derived from 
a circle, that can be used for expressing rights expressions; 

[0015] FIG. 3 illustrates a set of 4 symbols, derived from 
a rectangle, that can be used for expressing rights expres 
sions; 
[0016] FIGS. 4-6 illustrate sets of 8 symbols, derived from 
circular structures, that can be used for expressing rights 
expressions; 
[0017] FIGS. 7-8 illustrate sets of 8 symbols, derived from 
the 4 sides and 2 diagonals of square structures, that can be 
used for expressing rights expressions; 

[0018] FIG. 9 illustrates a set of 4 symbols, derived from 
the 2 sides and 2 diagonals of a square structure, that can be 
used for expressing rights expressions; 

[0019] FIG. 10 illustrates a set of 4 symbols, derived from 
the 4 corners of a square structure, that can be used for 
expressing rights expressions; 
[0020] FIG. 11 illustrates a set of 8 symbols, derived from 
the 4 sides and 2 diagonals of a square structure, that can be 
used for expressing rights expressions; 

[0021] FIG. 12 illustrates a set of 8 symbols, derived from 
a circular structure, that can be used for expressing rights 
expressions; 
[0022] FIG. 13 illustrates a set of 5 symbols, using one 
square and 4 different orientations of a triangle rotated at 0, 
90, 180, and 270 degrees, that can be used for expressing 
rights expressions; 
[0023] FIG. 14 illustrates a set of 4 symbols, derived from 
a circular structure, that can be used for expressing rights 
expressions; 
[0024] FIG. 15 illustrates a set of 12 symbols, derived 
from a star shape structure, in three different colors, Red (R), 
Green (G), and Blue (B), that can be used for expressing 
rights expressions; 
[0025] FIG. 16 illustrates an exemplary embodiment for 
combining the symbols shoWn in FIG. 15; 

[0026] FIG. 17 illustrates an exemplary message, read 
from left to right, for expressing rights expressions using the 
4 symbols of the set shoWn in FIG. 10; 

[0027] FIG. 18 illustrates an exemplary rights expression 
for indicating an expiration date for access to an e-book 
using the symbols of the set shoWn in FIG. 15; 

[0028] FIGS. 19-20 illustrate exemplary rights expres 
sions for performing an action using the symbols of the set 
shoWn in FIG. 15; 

[0029] FIG. 21 illustrates an exemplary rights expression 
for the right to print 100 copies of 2 e-books With identi? 
cation numbers 443 and 12 using the symbols of the set 
shoWn in FIG. 15; 

[0030] FIG. 22 illustrates an exemplary rights expression 
for the right to listen to music, such as playing or rendering 
the music, for 100 minutes for 2 pieces of music With 
identi?cation numbers 443 and 13 using the symbols of the 
set shoWn in FIG. 15; 

[0031] FIG. 23 illustrates an exemplary rights expression 
for an e-book data record for an e-book With identi?cation 
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number 143, Whose oWner has an IDENTIFICATION num 
ber 212, using the symbols of the set shoWn in FIG. 15; 

[0032] FIG. 24 illustrates an exemplary rights expression, 
Wherein the same sets of symbols can have different mean 
ings in different situations, contexts, applications, or indus 
tries, and can be custom-made for each application or 
industry using the symbols of the set shoWn in FIG. 15; and 

[0033] FIGS. 25-26 are exemplary ?oWcharts for illustrat 
ing the operation of the exemplary embodiments for 
expressing usage rights for content or other items based on 
modulated signals or graphical representations of the usage 
rights. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0034] A system and method for expressing usage rights 
for content or other items based on modulated signals or 
graphical representations of the usage rights are described. 
In the folloWing description, for purposes of explanation, 
numerous speci?c details are set forth in order to provide a 
thorough understanding of the present invention. It is appar 
ent to one skilled in the art, hoWever, that the present 
invention can be practiced Without these speci?c details or 
With equivalent arrangements. In some instances, Well 
knoWn structures and devices are shoWn in block diagram 
form in order to avoid unnecessarily obscuring the present 
invention. 

[0035] As noted above, authentication, authoriZation, 
accounting, payment and ?nancial clearing, rights speci? 
cation, rights veri?cation, rights enforcement, and document 
protection issues should be addressed by a Digital Rights 
Management system. Commonly-assigned US. Pat. Nos. 
5,530,235, No. 5,629,980, No. 5,634,012, No. 5,638,443, 
No. 5,715,403, No. 6,233,684, and No. 6,236,971, the entire 
disclosures of all of Which are hereby incorporated by 
reference herein, disclose DRM systems addressing these 
and other issues. 

[0036] In addition, systems and methods have been devel 
oped for symbolic representation of information. For 
example, the name of a book, the price of a book, a street 
address, and the like, can be represented in terms of one 
dimensional or tWo dimensional bar codes, patterns, glyphs, 
alphabets, or other symbols, Which can be machine-read 
able, human-readable, or both. Commonly-assigned US. 
Pat. Nos. 5,091,966, No. 5,128,525, No. 5,168,147, No. 
5,221,833, No. 5,245,165, No. 5,444,779, No. 5,449,895, 
No. 5,449,896, No. 5,453,605, No. 5,521,372, No. 5,576, 
532, No. 5,684,885, No. 5,864,127, No. 6,000,613, No. 
6,076,738, No. 6,182,901, and No. 6,208,771, the entire 
disclosures of all of Which are hereby incorporated by 
reference herein, are directed to various types of glyphs 
and/or uses thereof. 

[0037] For example, US. Pat. No. 6,208,771 teaches 
method and apparatus for robust decoding of glyph address 
carpets, US. Pat. No. 6,076,738 teaches self-clocking glyph 
shape codes, US. Pat. No. 5,684,885 teaches binary glyph 
codes based on color relationships, US. Pat. No. 5,864,127 
teaches analog glyph detector and detector arrays, US. Pat. 
No. 5,576,532 teaches interleaved and interlaced sync codes 
and address codes for self-clocking glyph codes, US. Pat. 
No. 6,000,613 teaches self-clocking glyph code having 
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composite glyphs for distributive encoding of multi-bit 
digital values, US. Pat. No. 6,182,901 teaches orientational 
disambiguation for self-clocking glyph codes, US. Pat. No. 
5,521,372 teaches framing codes for robust synchronization 
and addressing of self-clocking glyph codes, US. Pat. No. 
5,453,605 teaches global addressability for self-clocking 
glyph codes, U.S. Pat. No. 5,449,896 teaches random access 
techniques for use With self-clocking glyph codes, US. Pat. 
No. 5,449,895 teaches explicit synchroniZation for self 
clocking glyph codes, U.S. Pat. No. 5,221,833 teaches 
methods and means for reducing bit error rates in reading 
self-clocking glyph codes, U.S. Pat. No. 5,444,779 teaches 
electronic copyright royalty accounting system using 
glyphs, U.S. Pat. No. 5,245,165 teaches self-clocking glyph 
code for robustly encoding dual bit digital values, US. Pat. 
No. 5,128,525 teaches convolution ?ltering for decoding 
self-clocking glyph shape codes, US. Pat. No. 5,168,147 
teaches binary image processing for decoding self-clocking 
glyph shape codes, and Us. Pat. No. 5,091,966 teaches 
adaptively scaling for decoding spatially periodic self-clock 
ing glyph shape codes. 

[0038] The exemplary embodiments described herein, 
advantageously, leverage symbolic representations With 
rights expressions to express rights information related to 
items, such as digital content, services, abstract objects, 
resources, goods, and the like. In addition, the symbolic 
representations can be used to convey information, such as 
rights expression information, information about a grammar 
or language dealing With usage rights, information about 
access to information, and the like. The use of a rights 
expression, for example, in the form of a license, and the 
like, can be used to de?ne usage rights for specifying a 
permitted manner of use of an item, such as access to digital 
content, and the like. Such usage rights can be associated 
With one or more conditions, such as payment, and the like, 
that can be a prerequisite for exercising the speci?ed manner 
of use of the item. A rights expression language, such as 
eXtensible Rights Markup Language (XrML), and the like, 
for example, including prede?ned syntax and semantics, can 
be employed to express the usage rights. 

[0039] According to exemplary embodiments, rights 
expression information corresponding to usage rights asso 
ciated With content can be expressed via a graphical repre 
sentation of the rights expression information. In further 
exemplary embodiments, the graphical representation can 
include glyphs, machine and human-readable symbols, and 
other types of symbols to express the rights expression 
information. In still further exemplary embodiments, the 
rights expression information can be expressed via a modu 
lated signal, such as modulated light and sound signals, and 
the like. Advantageously, the exemplary embodiments com 
bine symbolic representations With rights expressions for 
conveying information about usage rights, conditions, 
access related to digital content, services, abstract objects, 
items, resources, and the like, in a ?exible and robust 
manner. 

[0040] Referring noW to the draWings, Wherein like ref 
erence numerals designate identical or corresponding parts 
throughout the several vieWs, and more particularly to FIG. 
1 thereof, there is illustrated a DRM system 100 that can be 
used in connection With the described exemplary embodi 
ments to specify and enforce usage rights for content, 
services, or other property. In FIG. 1, the DRM system 100 
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includes a user activation component in the form of an 
activation server 110 that issues a set of public and private 
key pairs 112 to a content user in a protected fashion. 
Typically, When the user uses the DRM system 100 for the 
?rst time, the user installs softWare that, for example, Works 
With, or includes, a rendering application for a particular 
content format. 

[0041] The softWare is installed in a client environment 
120, for example, such as a computing device associated 
With the user. The softWare can be part of the DRM system 
100 and can be used to access protected content 134. After 
the installation, the softWare can be activated. During the 
activation process, some information is exchanged betWeen 
the activation server 110 and the client environment 120. A 
client softWare component 122 can be doWnloaded and 
installed in the client environment 120. The client softWare 
component 122 can be tamper resistant and can include the 
set of public and private key pairs 112 issued by the 
activation server 110, as Well as other components. 

[0042] A rights offer 132 can be associated With the 
protected content 134 and can specify usage rights 132A, i.e. 
a manner of use, that are available to an end-user, for 
example, When one or more corresponding conditions 132B 
are satis?ed. A license server 140 manages the encryption 
keys 112 and issues a license 142 for the protected content 
134. The license 142 can embody the actual granting of the 
usage rights 132A to the end user. For example, the rights 
offer 132 may grant the end user the right to vieW the 
protected content 134 on the condition of payment of a fee 
of ?ve dollars, and the right to print the protected content on 
the condition of payment of a fee of ten dollars. The license 
142 can be issued for the vieW right When the ?ve dollar fee 
has been paid and/or for the print right When 10 dollar fee 
has been paid. The client component 122 interprets and 
enforces the rights that have been speci?ed in the license 
142. 

[0043] Clear content 136, such as unprotected content, and 
the like, can be prepared, for example, With an application 
138, such as a document preparation application, installed 
on a computer 130 associated With a content publisher, a 
content distributor, a content service provider, or any other 
suitable party. Preparation of the clear content 136 can 
include specifying the usage rights 132A and the conditions 
132B under Which the clear content 136 can be used, 
associating the rights offer 132 With the clear content 136, 
and protecting the clear content 136 With, for example, a 
cryptography algorithm to generate the protected content 
134. A rights language, such as XrML, eXtensible Access 
Control Markup Language (XACML), Open Digital Rights 
Language (ODRL), and the like, can be used to specify the 
rights offer 32. HoWever, the rights offer 132 can be speci 
?ed in any suitable manner. Note the phrase “specifying 
rights information”, as used herein, refers to creating, deriv 
ing, or other Wise utiliZing information that relates to rights 
expressions. Also, the rights offer 132 can be in the form of 
a pre-de?ned speci?cation, pro?le, template, and the like, 
that can be associated With the protected content 134. 
Accordingly, the process of specifying the rights offer 132 
can include any suitable process for associating rights, 
conditions, and the like, With content. The rights offer 132 
associated With the protected content 134 and the encryption 
key 112 used to encrypt the clear content 136 can be 
transmitted to the license server 140. 
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[0044] A typical Work?oW for the DRM system 100 can 
include a user operating Within the client environment 120 
being activated for receiving the protected content 134 by 
the activation server 110. The activation process results in 
the public and private key pair 112, and, for example, some 
user and/or machine-speci?c information, and the like, being 
doWnloaded to the client environment 120 in the form of the 
client softWare component 122. The activation process can 
be accomplished, for example, at any suitable time prior to 
the issuing of the license 142. 

[0045] When the user Wishes to use the protected content 
134, the user makes a request for the protected content 134. 
For example, the user might broWse a Web site running on 
a Web server 150, using a broWser installed in the client 
environment 120, and attempt to doWnload the protected 
content 134. During this process, the user may go through a 
series of steps possibly including a fee transaction, such as 
in the sale of content, other transactions, such as collection 
of information, and the like. When the appropriate condi 
tions and other prerequisites, such as the collection of a fee 
and veri?cation that the user has been activated, are satis 
?ed, the Web server 150 contacts the license server 140, for 
example, through a secure communications channel, such as 
a channel using a Secure Sockets Layer (SSL). The license 
server 140 then generates the license 142 for the protected 
content 134 and the Web server 150 doWnloads both the 
protected content 134 and the license 142. The license 142 
can include the appropriate usage rights of the usage rights 
132A and can be doWnloaded from the license server 140 or 
an associated device. The protected content 134 can be 
doWnloaded from the computer 130 associated With a pub 
lisher, distributor, or other party. The rights offer 132 can be 
persistent and remain associated With the protected content 
134. 

[0046] The client softWare component 122 in the client 
environment 120 can then proceed to interpret the license 
142 and alloW use of the protected content 134 based on the 
rights 132A and the conditions 132B speci?ed in the license 
142. The interpretation and enforcement of the usage rights, 
for example, are further described in commonly-assigned 
US. Pat. Nos. 5,530,235, No. 5,629,980, No. 5,634,012, No. 
5,638,443, No. 5,715,403, No. 6,233,684, and No. 6,236, 
971. The above steps can take place sequentially, approxi 
mately simultaneously, in various orders, and the like. 

[0047] The DRM system 100 addresses security aspects of 
protecting the protected content 134. In particular, the DRM 
system 100 can authenticate the license 142 that has been 
issued by the license server 140. One Way to accomplish 
such authentication is for the client softWare component 122 
to determine if the licenses 142 can be trusted. In other 
Words, the client softWare component 122 can include the 
capability to verify and/or validate the cryptographic signa 
ture, or other identifying characteristic of the license 142. 
During the activation step described above, the client envi 
ronment 120 and the license server 140 can receive the set 
of keys 112, for example, in a tamper-resistant softWare 
package that can include other components, such as the 
client softWare component 122 for the activated client 
environment 120 to verify the signature of the license 142. 

[0048] The DRM system 100 is of an exemplary nature 
and can be implemented in numerous other equivalent 
arrangements. For example, the license 142 and the pro 
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tected content 134 can be distributed from different entities. 
As another example, the rights offer 132 can be associated 
With the protected content 134 by a party other than the party 
preparing the protected content 134. As a further example, a 
clearinghouse 160 can be used to process payment transac 
tions and verify payment prior to issuing the license 142. 
Moreover, the various processes and transactions can be 
performed, for example, via online and/or of?ine environ 
ments and/or combinations thereof. For example, an end 
user could doWnload content to a computer and then transfer 
the content from the computer to a personal digital assistant 
(PDA). The end user could then buy a license for the content, 
for example, via a supermarket kiosk, a cash register, a 
prep-paid license card, and the like, and then transfer the 
license to the PDA. The end user could then activate the 
content for use on the PDA and/or the computer. In such an 

offline scenario, the various devices can, but need not, 
communicate directly With one another and information can 
be exchanged in any suitable manner, such as by physically 
moving media betWeen the devices. 

[0049] The devices and subsystems of the DRM system 
100 of FIG. 1 can communicate, for example, over a 
communications netWork 170, and can include, for example, 
any suitable servers, Workstations, personal computers 
(PCs), laptop computers, PDAs, Internet appliances, set top 
boxes, modems, handheld devices, telephones, cellular tele 
phones, Wireless devices, other devices, and the like, capable 
of performing the processes of the disclosed exemplary 
embodiments. The devices and subsystems of the DRM 
system 100, for example, can communicate With each other 
using any suitable protocol and can be implemented using a 
general purpose computer system. One or more interface 
mechanisms can be used in the DRM system 100 including, 
for example, Internet access, telecommunications in any 
suitable form, such as voice, modem, and the like, Wireless 
communications media, and the like. Accordingly, commu 
nications netWork 170 can include, for example, Wireless 
communications netWorks, cellular communications net 
Works, satellite communications netWorks, Public SWitched 
Telephone NetWorks (PSTNs), Packet Data NetWorks 
(PDNs), the Internet, intranets, hybrid communications net 
Works, combinations thereof, and the like. In addition, the 
communications netWork 170 can be the same or different 
netWorks. 

[0050] As noted above, it is to be understood that the 
DRM system 100 of FIG. 1 is for exemplary purposes, as 
many variations of the speci?c hardWare used to implement 
the disclosed exemplary embodiments are possible. For 
example, the functionality of the devices and the subsystems 
of the DRM system 100 can be implemented via one or more 
programmed computer systems or devices. To implement 
such variations as Well as other variations, a single computer 
system can be programmed to perform the special purpose 
functions of one or more of the devices and subsystems of 
the DRM system 100. On the other hand, tWo or more 
programmed computer systems or devices can be substituted 
for any one of the devices and subsystems of the DRM 
system 100. Accordingly, principles and advantages of dis 
tributed processing, such as redundancy, replication, and the 
like, also can be implemented, as desired, for example, to 
increase the robustness and performance of the DRM system 
100. 
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[0051] The exemplary embodiments of the present inven 
tion directed to symbolic representations for expressing 
rights information, such as the rights offer 132, using graphi 
cal representations, such as glyph symbols, and the like, Will 
noW be described. The exemplary glyphs shoWn in FIGS. 
2-24 can be generated in visible form, such as printed form, 
in digital form, such as electronic form, and the like. For 
security or other purposes, for example, background and 
foreground symbols can be employed. For example, back 
ground symbols can be con?gured to have no meaning to a 
human and can be employed for security purposes, such as 
to confuse possible hackers, While foreground symbols, 
Which can be separated or distinguished from the back 
ground symbols based on predetermined patterns, place 
ments, markers, codes, combination of pointers, and the like, 
can be con?gured and employed to express the rights 
expression information. Also, random or semi-random 
noise, and the like, can be employed in the symbols, for 
example, to provide further security functions or other 
functions. 

[0052] In addition, both the background and foreground 
symbols can have meaning to a human or machine, Wherein 
the meaning of the background symbols can be used to 
interpret the meaning of the foreground symbols. Further, 
the DRM system 100 can be con?gured to interpret a ?rst 
symbol if a second symbol is present in a predetermined 
manner, such as being printed on the same substrate as the 
?rst symbol, being printed at a certain physical location 
relative to the ?rst symbol, and the like. 

[0053] For example, according to an exemplary embodi 
ment, a graphical representation of a rights expression can 
include a background portion and a foreground portion. The 
background portion, for example, can be con?gured to have 
no meaning, unless a predetermined condition is satis?ed, 
such as the day being Wednesday, and the like. As another 
example, the foreground portion can be con?gured to 
specify that “if you are scanning this item and its after Jul. 
4, 2003, then also look at the background portion for 
additional information, otherWise continue to disregard the 
background portion.” Accordingly, various relationships 
betWeen the background portion and the foreground portion 
can be speci?ed With an appropriate rights expression, for 
example, using the graphical and other forms of the sym 
bolic representations of the exemplary embodiments 
described herein. 

[0054] The symbols of exemplary embodiments also can 
be employed to convey redundant information. For example, 
in the case of a paper ticket that is susceptible to being 
partially damaged, a corresponding reader can still be able 
to read the damaged ticket to extract the rights expression 
information based on redundant information that can be 
conveyed by the symbols. Such redundancy can be accom 
plished by overlapping or duplicating the information of 
some or all of the symbols to improve the accuracy of the 
ticket reader. In addition, the symbols can include a check 
sum, error correction codes, and the like, for example, for 
veri?cation and security purposes, to ensure that inconsis 
tencies With the interpreted rights expression information 
can be resolved, and the like. The exemplary embodiments 
also are applicable for the rights expression information 
including digital information, such as electronic informa 
tion, and the like. For example, the exemplary embodiments 
can be used in cases Where digital media, including the 
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rights expression information, is damaged, Where it is 
desired to have multiple Ways to obtain a digital symbol, and 
the like. 

[0055] The symbols of the exemplary embodiments, for 
example, can be hidden as a non-obvious pattern, shape, and 
the like, in another image, pattern, and the like, Which then 
can be detected by a suitable system, machine, device, and 
the like, having predetermined parameters and having pre 
determined knoWledge about the parameters of the hidden 
information. In further exemplary embodiments, the sym 
bols can be part of a Watermark in another image. Other 
technologies, for example, special ink, such as heat sensitive 
ink, magnetic ink, invisible ink, ink visible under certain 
angles, different chemical conditions, different illumination, 
and the like, also can be employed for symbol generation, 
Watermarking purposes, and the like. 

[0056] In the exemplary embodiments, the symbols can 
convey information, for example, about licenses, grammar, 
rights expressions, rights assignments, payments, meta-data, 
content oWners, histories regarding the content, the state of 
the content, encryption keys, expiration dates, digital signa 
tures, conditions, constraints, parameters of a self-protecting 
document, digital Works, content, digital content, resources, 
objects, and the like, that are available for end users to 
render, consume, use, distribute, and the like. 

[0057] In addition, the symbol patterns of the exemplary 
embodiments can be used to convey information about an 

action, a command, a function, a procedure, a module, a 
subroutine, executable code, and the like. For example, the 
extracted information can instruct the transfer of funds to a 
speci?c account, for example, via the clearing house 160, 
can instruct the transfer of an e-book to a speci?c address, 
can place a limit on distribution or transfers of content, for 
example, the protected content 134, can add constraints for 
users of content, can destroy an encryption key, for example, 
the public/private key pairs 112, after a predetermined 
number of times of usage of content, can stop or discontinue 
access to content, can transmit information about a content 

oWner, can transmit information about content, can transmit 
information about a trademark oWner, can transmit infor 
mation about a copyright oWner, can transmit information 
for adding up royalties and/or micro-payments, can instruct 
the sending of an e-mail back to a content oWner about the 
status of content distribution, can be used combine or attach 
different sections, pieces, or chapters of content from dif 
ferent locations to produce a multimedia book or neWsletter, 
and the like. Such information can be recorded, updated, and 
the like, back onto the original content, recorded on the 
copies made of the original content, and the like. The 
exemplary embodiments can be employed in copy 
machines, cameras, video recorders, CD-Writers, recording 
devices, duplication devices, replication devices, computing 
devices, rendering devices, and the like. 

[0058] As previously noted, the exemplary embodiments 
can employ spatially periodic self-clocking glyph shape 
codes, for example, as described in commonly-assigned US. 
Pat. No. 5,091,966, Wherein decoding based on convolution 
?ltering and morphological operations, such as erosion, 
dilation, opening, and closing operations, and the like, can 
be employed. Advantageously, such exemplary embodi 
ments can tolerate a signi?cant amount of image distortion 
and degrading high frequency noise. 
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[0059] The exemplary embodiments also can reduce bit 
error rates in reading self-clocking glyph codes, for 
example, as described in commonly-assigned U.S. Pat. No. 
5,221,833, Wherein a value assigned to a given glyph can be 
set to be different in just one bit position from values 
assigned to glyphs With Which the given glyph is most likely 
to be confused. 

[0060] To have robust decoding and less error rate, the 
exemplary embodiments can include glyphs that have a 
plurality of independently modulatable and readily distin 
guishable characteristics, such as substantially orthogonal 
characteristics, and the like, With appropriate design of 
symbol cells, such as an array of pixel positions With the 
corresponding pixel values for each glyph. Spatial synchro 
niZation and orientation determination, for example, for 
decoding purposes, can be achieved by markers or patterns, 
to reduce the propagation of errors. For example, the exem 
plary embodiments can employ interleaved codes, interlaced 
codes, and the like, that can be encoded to facilitate the 
partitioning and correlation of data embedded Within such 
glyph codes, for example, as described in commonly-as 
signed U.S. Pat. No. 5,576,532. The exemplary embodi 
ments also can employ composite glyphs and glyphs With 
different colors or shades, as further described herein. 

[0061] Accordingly, FIG. 2 illustrates a set 200 of 8 
symbols 201-208, derived from a circle, that can be used for 
expressing rights expressions. FIG. 3 illustrates a set 300 of 
4 symbols 301-304, derived from a rectangle, that can be 
used for expressing rights expressions. FIG. 4 illustrates a 
set 400 of 8 symbols 401-408, derived from a circular 
structure, that can be used for expressing rights expressions. 
FIG. 5 illustrates a set 500 of 8 symbols 501-508, derived 
from a circular structure, that can be used for expressing 
rights expressions. FIG. 6 illustrates a set 600 of 8 symbols 
601-608, derived from a circular structure, that can be used 
for expressing rights expressions. FIG. 7 illustrates a set 700 
of 8 symbols 701-708, derived from the 4 sides and 2 
diagonals of a square structure, that can be used for express 
ing rights expressions. FIG. 8 illustrates a set 800 of 8 
symbols 801-808, derived from the 4 sides and 2 diagonals 
of a square structure, that can be used for expressing rights 
expressions. FIG. 9 illustrates a set 900 of 4 symbols 
901-904, derived from the 2 sides and 2 diagonals of a 
square structure, that can be used for expressing rights 
expressions. FIG. 10 illustrates a set 1000 of 4 symbols 
1001-1004, derived from the 4 corners of a square structure, 
that can be used for expressing rights expressions. FIG. 11 
illustrates a set 1100 of 8 symbols 1101-1108, derived from 
the 4 sides and 2 diagonals of a square structure, that can be 
used for expressing rights expressions. FIG. 12 illustrates a 
set 1200 of 8 symbols 1201-1208, derived from a circular 
structure, that can be used for expressing rights expressions. 
FIG. 13 illustrates a set 1300 of 5 symbols 1301-1305, using 
one square and 4 different orientations of a triangle rotated 
at 0, 90, 180, and 270 degrees, that can be used for 
expressing rights expressions. FIG. 14 illustrates a set 1400 
of 4 symbols 1401-1404, derived from a star shape structure, 
that can be used for expressing rights expressions. 

[0062] FIG. 15 illustrates a set 1500 of symbols, derived 
from the star shape structure of FIG. 14, that can be used for 
expressing rights expressions. In FIG. 15, each of the 
symbols 1401-1404 can be taken from the Red, Green, and 
Blue (RGB) color space. Thus, each of the 4 symbols 
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1401-1404 of the star shape of FIG. 14 can include the Red 
(R), Green (G), and/or Blue (B) colors. Accordingly, in a 
basic case, Wherein no colors are combined, 12 symbols can 
be generated (for example, four symbols times three colors). 
To increase the number of members or symbols, hoWever, 
complex symbols derived from the set 1500 of FIG. 15 and 
having overlapping colors can be generated, as shoWn in 
FIG. 16. 

[0063] In FIG. 16, tWo or more symbols of different colors 
(for example, up to all 12 symbols) can be combined so as 
to overlap on a physical location, to potentially produce part 
or all of a star shape, in different colors, or combination of 
colors for each part of the star shape. For example, in FIG. 
16, the color of the resulting horiZontal symbol 1401 can be 
based on the combination of Green and Red symbols 1401, 
the color of vertical symbol 1402 can be Green, and the color 
of the diagonal symbol 1403 can be Blue. The described 
combination can be used to represent a complex symbol 
1601, as shoWn in FIG. 16. Thus, a neW set of complex 
symbols With many more choices for symbols than the set 
1400 from FIG. 14, can be de?ned, as illustrated by FIG. 
16. Accordingly, the number of complex symbols in the neW 
set, as illustrated by FIG. 16, can be (212-1) or 4095 
symbols, assuming that a blank space is not considered a 
symbol. With more choices for complex symbols provided, 
as in the exemplary embodiment of FIG. 16, advanta 
geously, correspondingly more complex and comprehensive 
symbolic representations for grammar, language, and the 
like, for the rights expressions can be generated. 

[0064] In further exemplary embodiments, other color 
spaces, such as the YelloW, Magenta, and Cyan (YMC) color 
space, and the like, can be employed. Typically, the YelloW, 
Magenta, Cyan, and Black (YMCK) color space cannot be 
employed, because the information in the K component 
Would overlap With information in combination of the YMC 
components, such that the contribution of K component 
Would not be easily distinguished from that of the combi 
nation. This could result in confusion during the decoding 
process, because not a single and clear one-to-one relation 
ship and interpretation may be determined. 

[0065] To detect the colors in the generated symbols, 
sensors, detectors, and the like, can be used With relatively 
very high accuracy. For the complex symbols, such as the 
symbol 1601 of FIG. 16, angle detection can be made 
practically independent of color detection. Thus, errors in 
the angle detection can be made independent of errors in the 
color detection, and visa versa, advantageously, reducing 
error propagation, reducing the overall error rate for decod 
ing and recognition of generated complex symbols or mes 
sages generated from the complex symbols, and the like. 

[0066] An exemplary embodiment for increasing the num 
ber of/members of a set is illustrated by Way of example in 
FIG. 17. In FIG. 17, a message that can be read from left 
to right, having N Words, and using the 4 symbols 1001 
1004 of the set 1000 shoWn in FIG. 10 is illustrated. In this 
example, every 3 symbols, starting and reading from left to 
right, represent a Word, Wherein the symbols represent the 
letters in a Word, and each Word includes 3 letters. As shoWn 
in FIG. 17, for example, the ?rst Word includes a sequence 
of symbols 1002, 1004, and 1001, the second Word includes 
a sequence of symbols 1003, 1003, and 1004, the Nth Word 
includes a sequence of symbols 1001, 1002, and 1003, and 
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the like. Thus, a set of Words can be de?ned, Wherein the 
number of Words in the set is 43 or 64 (for example, four 
symbols With three symbols per Word), assuming that a 
blank space is not used in a Word. 

[0067] If a physical-level error occurs, such as a extra line 
draWn on a part of the symbol, a line deleted from a part of 
the symbol, and the like, then one Word or symbol can be 
confused With another one. This is more problematic for 
Words With long length, such as Words de?ned With a length 
of 100 symbols (for example, each Word including 100 
symbols in series). In such cases, more markers for position, 
rotation, orientation, synchroniZation, and the like, can be 
employed. In addition, parity codes, check-sum codes, error 
checking or correction schemes, and the like, can be 
employed to help to reduce the error rate. Furthermore, some 
of the members of the set can be set aside, and not be used 
at all, for the sake of better recognition of the symbols or 
Words, more certainty in recognition, less confusion, and the 
like. 

[0068] The exemplary embodiments of, for example, 
FIGS. 16 and 17 can be combined to further increase the 
number of members in a resulting set. In addition, grammar, 
rules, and the like, can be added betWeen the Words de?ned 
in FIG. 17 to even further increase the number of members 
in the resulting set. For example, grammar, rules, and the 
like, can be used to specify relationships betWeen Words, 
order of Words, meaning in the context, exceptions, and the 
like. General rules, such as English grammar rules, com 
puter language rules, algorithmic rules, grammars, such as 
Pascal, eXtensible Markup Language (XML), FOR-loop 
structures, and the like, also can be employed. 

[0069] The resulting relative large set of complex symbols 
or Words can be used, for example, to map, represent, 
abbreviate, symboliZe, to correspond to different complete 
messages, partial messages, English phrases, Words, letters, 
partial Words, compression tables, dictionaries in English or 
other languages, other symbols, other glyphs, other letters, 
other languages, logical expressions, computer commands, 
executables, pieces of code, other human readable languages 
or symbols, voices, sounds, voice recognition commands, 
instructions, rules, numbers, grammar, parameters of rights 
assignment or granting or controlling access to items, con 
ditions, fees, dates, information about items or an oWner of 
an item, to request for speci?c actions and doing those 
actions, such as transfer of fund or items, erasure of content, 
disabling or preventing access to items, With tables, data 
bases, formulas, curves, translation schemes, prede?ned or 
dynamic mapping relationships, such non-static and variable 
mapping relationships, mapping relationships depending on 
context, situation, or other parameters, and the like. 

[0070] For example, FIG. 18 illustrates an exemplary 
rights expression for indicating an expiration date for access 
to an e-book using the symbols of the set 1500 shoWn in 
FIG. 15. In FIG. 18, for example, a book identi?cation (ID) 
number in a database is 245, Which, for example, refers to 
a novel by a given author, and an access expiration date is 
Jul. 12, 2003. Accordingly, the ?rst complex symbol can be 
used to express the phrase “Book (or resource) ID number,” 
the second complex symbol can be used to express the 
integer “245,” the third complex symbol can be used to 
express the phrase “Access/expiration date,” the fourth 
complex symbol can be used to express day and month of 
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the year (“July 12,” or 7-12), and the ?fth complex symbol 
can be used to express the year “2003.” 

[0071] In a similar manner, any suitable expression, gram 
mar, rule, and the like, can be expressed based on the glyphs 
and/or the complex symbols of the exemplary embodiments, 
advantageously, to enable rights management, rights assign 
ment, and the like. Additional exemplary expressions and/or 
grammar for rights assignment and management, such as for 
the XrML language, grammar, expressions, statements, 
licenses, rights assignment, and the like, that can be 
expressed using the described exemplary embodiments, for 
example, are further described in commonly-assigned US. 
Pat. Nos. 5,715,403, No. 5,629,980, No. 6,236,971, No. 
6,233,684, No. 5,634,012, No. 5,638,443, and No. 5,530, 
235. 

[0072] FIG. 19 illustrates an exemplary rights expression 
for performing an action expressed using the symbols 1401 
1404 of the set 1500 shoWn in FIG. 15. For example, in 
FIG. 19, the action can be the sending of funds, 55 US 
Dollars, to account number 435 at a bank With ID number 
212, and the like. According to an exemplary embodiment, 
the expressed action can include any suitable type of action 
and can be complex in structure, for example, having 
hierarchical, logical, conditional, and the like, statements 
Within its structure. 

[0073] FIG. 20 illustrates an exemplary rights expression 
for performing an action using the symbols 1401-1404 of the 
set 1500 shoWn in FIG. 15. For example, in FIG. 20, the 
action can be the erasing of an e-book ?le With the ID 
number 125. According to an exemplary embodiment, the 
expressed action can include rights management actions, 
editing actions, combining actions, actions for transferring 
items, objects, or resources, and the like. 

[0074] FIG. 21 illustrates an exemplary rights expression 
for expressing the right to print 100 copies of 2 e-books With 
ID numbers 443 and 12 using the symbols 1401-1404 of the 
set 1500 shoWn in FIG. 15. As shoWn in FIG. 21, logical 
phrases, such as AND, OR, exclusive OR (XOR), and the 
like, can be employed Within an exemplary rights expres 
sion. According to an exemplary embodiment, the glyphs 
employed can include their oWn internal logic, rules, gram 
mar, structure, options, ordering, and the like. 

[0075] FIG. 22 illustrates an exemplary rights expression 
for expressing the right to listen to music, play music, render 
music, and the like, for 100 minutes, for 2 pieces of music 
With ID numbers 443 and 13, using the symbols 1401-1404 
of the set 1500 shoWn in FIG. 15. For example, in FIG. 22, 
the music ID numbers are listed in series, one after the other, 
and the end of the list of ID numbers is ?agged, indicated, 
and the like, by an glyph referred to as an “End of List of ID 
Nos.” According to an exemplary embodiment, an expressed 
list can be extensive, include many layers Within each other, 
such as directories, and the like. 

[0076] FIG. 23 illustrates an exemplary rights expression 
for expressing an e-book data record for an e-book With ID 
number 143, Whose oWner has an ID number 212, using the 
symbols 1401-1404 of the set 1500 shoWn in FIG. 15. For 
example, in FIG. 23, the end of the record is indicated, 
?agged, and the like, by a glyph referred to as “End of Data.” 
According to an exemplary embodiment, an expressed 
record can include additional information about the book, 
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content owner, and the like, such as hoW to send payment to 
a content oWner, and the like. In addition, the siZe of an 
expressed record can be of any suitable siZe, and the 
expressed record can be hierarchical, including its oWn 
directories, and the like. 

[0077] FIG. 24 illustrates an exemplary rights expression, 
Wherein the same sets of symbols can have different mean 
ings in different situations, contexts, applications, industries, 
can be custom-made for each application or industry, and the 
like, using the symbols 1401-4104 of the set 1500 shoWn in 
FIG. 15. For example, in FIG. 24, a glyph can be used to 
express What application the rights expression is intended 
for, such as e-books, movies, music, video, and the like. The 
next glyph can be used to express the units employed for a 
given type of content, such a “Pages” for e-books, minutes 
for music and movies, Bytes for data, tracks for music, and 
the like. The next glyph can be used to express a range for 
the units, such as the range of pages of an e-book, and the 
like. The next tWo glyphs can be used to express the “Start” 
and “End” units for the ranges, such as 5 and 10, for 
expressing a range of “betWeen pages 5 and 10,” in the case 
of an e-book, “betWeen minutes 5 and 10,” in the case of a 
music ?le, and the like According to an exemplary embodi 
ment, any suitable information also can be added, such as to 
indicate the name or the ID of an e-book, or content oWner, 
information relevant to rights assignment or rights manage 
ment, and the like. Thus, the glyphs of the exemplary 
embodiments can have ?exible interpretations, can have 
multiple meanings, can depend on a context or application, 
and the like. 

[0078] In an exemplary embodiment, the symbols, sets of 
symbols, and the like, of the exemplary embodiments, for 
example, as described With respect to FIGS. 2-24, can be 
correlated, associated, and the like, With corresponding 
information, such as rights expressions or portions thereof, 
and the like, for example, based on information that can be 
stored in one or more memories, such as a hard disk, optical 
disk, magneto-optical disk, RAM, and the like, of the 
devices and sub-systems of DRM system 100. One or more 
databases of the devices and subsystems of the DRM system 
100 can store such information. The databases can be 
organiZed using data structures, such as records, tables, 
arrays, ?elds, graphs, trees, lists, and the like, included in 
one or more memories, such as the memories listed herein, 
and the like. 

[0079] In an exemplary embodiment, one or more glyphs 
can be employed so as to carry a secondary message, hidden 
message, and the like. For example, in the case of airport 
security, such a glyph can be embedded on a passenger’s 
ticket, in the case of library security, such a glyph can be 
embedded on a student’s library card, and the like. In the 
exemplary airport security embodiment, for example, in 
response to the passenger, an identi?ed terrorist, presenting 
a ticket employing such a glyph, a silent alarm can be 
triggered to notify authorities to react to the situation in a 
manner that is not apparent to the terrorist. Accordingly, the 
exemplary embodiments can be employed to express various 
actions that can be initiated via a ticket, some of Which may 
not be apparent to the ticket holder, advantageously, making 
it easier for authorities, and the like, to react to and/or 
control a given situation. 

[0080] In an exemplary embodiment, the glyphs of the 
exemplary embodiments can be displayed in three dimen 
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sions, on paper, on a computer display, and the like, for 
example, using holographic technology, and the like. In an 
exemplary embodiment, the glyphs of the exemplary 
embodiments can be secretly designed, such that it Would be 
hard to replicate, or fake the glyphs, layers of security can 
be added, such as by employing Watermarking, authentica 
tion, check-sum, and the like, schemes. In an exemplary 
embodiment, the state, history, and the like, of a system, 
such as the DRM system 100, content, and the like, can be 
encoded using the glyphs of the exemplary embodiments. 

[0081] In an exemplary embodiment, the glyphs of the 
exemplary embodiments need not be printed nor be capable 
of being seen by a human eye, as long as the glyphs of the 
exemplary embodiments can be machine read, for example, 
using a suitable device, such as a scanner, Wand, bar code 
reader, and the like. In a further exemplary embodiment, the 
glyphs or symbols of the exemplary embodiments need not 
be in forms that can be “seen” by a machine. For example, 
the glyphs or symbols of the exemplary embodiments can be 
con?gured to be detected in some other Way, such as being 
“heard,” and the like. 

[0082] In an exemplary embodiment, the glyphs, symbols, 
Words, messages, and the like, of the exemplary embodi 
ments used to convey information, for example, can be 
encoded using light, sound, a series of sounds, light pulses, 
and the like, using at any suitable frequency, amplitude, and 
the like, can include ultraviolet Waves, x-rays, microWaves, 
radio Waves, and the like, can employ lasers, modulated or 
convoluted information, different colors or Wavelengths, 
electric or magnetic ?eld variations, and the like. Any 
suitable series of the glyphs, symbols, Words, messages, and 
the like, of the exemplary embodiments employed can have 
its oWn grammar, rules, and the like, Which provide a 
meaning to a transmitted message. For example, a sound or 
light in a range of frequencies that a human ear or eye cannot 
detect, can be employed for transmitting the glyphs, sym 
bols, Words, messages, and the like, of the exemplary 
embodiments, during security applications, privacy applica 
tions, and the like. In this Way, a transmitted message can be 
made transparent to a user or users, but at the same can be 

retrieved, understood, and the like, by a suitable sensor, 
detector, and the like. In an exemplary embodiment, the 
glyphs, symbols, Words, messages, and the like, of the 
exemplary embodiments can be expressed using any suitable 
human or machine sensing organ or device, and the like, so 
long as that the sensed information, message, and the like, 
can be quantized, digitiZed, expressed, and the like, based on 
numbers, bits, bytes, and the like. 

[0083] For example, a device, such as a touch tone tele 
phone, and the like, can be used to transmit a sequence of 
sounds corresponding to the glyphs, symbols, Words, mes 
sages, and the like, of the exemplary embodiments, over a 
communications medium, such as a telephone line, and the 
like. The speci?c sounds, including their sequence, duration, 
other factors, and the like, can be employed the represent the 
symbolic expression expressed by the glyphs, symbols, 
Words, messages, and the like, of the exemplary embodi 
ments. Using this exemplary embodiment, an application 
can be used to enable a customer to engage in, for example, 
an online transaction that has the same effect as an appli 
cation using the Internet for the online transaction, except 
that such a transaction can be sound based. 


















