
(19) United States 
US 20030228017A1 

(12) Patent Application Publication (10) Pub. N0.: US 2003/0228017 A1 
Beadle et al. (43) Pub. Date: Dec. 11, 2003 

(54) METHOD AND SYSTEM FOR WAVEFORM 
INDEPENDENT COVERT 
COMMUNICATIONS 

(76) Inventors: Edward Ray Beadle, Melbourne, FL 
(US); Richard Hugh Anderson, 
Melbourne, FL (US); John Fitzgerald 
Dishman, Palm Bay, FL (US) 

Correspondence Address: 
DUANE MORRIS LLP 
Suite 700 
1667 K Street, NW. 
Washington, DC 20006 (US) 

(21) Appl. No.: 10/400,486 

(22) Filed: Mar. 28, 2003 

Related US. Application Data 

(60) Provisional application No. 60/374,149, ?led on Apr. 
22, 2002. 

Publication Classi?cation 

(51) Int. Cl? ........................... .. H04B 1/707; H04K 1/00 

(52) Us. 01. .......................................... .. 380/270; 375/130 

(57) ABSTRACT 

Atransmitted signal exploits unique higher order statistics of 
temporally dependent Waveforms to encode message sym 
bols With unique durations enabling loW poWer transmission 
of the covert message. The message is independent of the 
characteristics or encoded data of the transmitted Waveform. 
The method uses spatial fourth order cumulants or spatial 
second order moments in a Blind Source Separation and 
generalized eigenvalue decomposition to determine unique 
matrix pencil eigenvalues. Sequential detection in succes 
sive blocks determine the duration of the eigenvalue. The 
durations of the detected eigenvalues are sorted sequentially 
and can be sorted spatially by Steering vectors, AoA or 
geolocation into signal tracks that are mapped to recover the 
transmitted cover message. Generation of the transmitted 
signals With unique high order statistics may be accom 
plished using combination of noise generators, temporal 
?lters, signal sources, combiners and switches. The receiver 
includes a multi-element array and does not need a priori 
knowledge of the transmitted signal source to recover the 
message. The methods and apparatus for covert communi 
cation does not require typical demodulation. The covert 
communication system is multiple access. 
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METHOD AND SYSTEM FOR WAVEFORM 
INDEPENDENT COVERT COMMUNICATIONS 

RELATED APPLICATIONS 

[0001] The present application is related to and co-pend 
ing With commonly-assigned US. patent application Ser. 
No. 10/360,631 entitled “Blind Source Separation Utilizing 
A Spatial Fourth Order Cumulant Matrix Pencil”, ?led on 
Feb. 10, 2003, the disclosure of Which is hereby incorpo 
rated herein by reference. 

[0002] The present application is related to and co-pend 
ing With US. Provisional Patent Application Serial No. 
60/374,149 ?led Apr. 22, 2002 entitled “Blind Source Sepa 
ration Using A Spatial Fourth Order Cumulant Matrix Pen 
cil”, the entirety of Which is hereby incorporated herein by 
reference. 

[0003] The present application is related to and ?led 
concurrently With US. Provisional Patent Application Serial 
No. entitled “Cooperative SIGINT for Covert Com 
munication and Location Provisional”, the entirety of Which 
is hereby incorporated herein by reference. 

BACKGROUND 

[0004] In the advent of globalization, information is a 
fundamental and valuable commodity. Information and 
intelligence regarding national defense and security comes 
at an even a higher premium. In may instances this infor 
mation and intelligence can only be obtained covertly so as 
to not reveal the source. Information regarding location of a 
source such as for surveillance or combat search and rescue 

can be degraded in value if detected by unfriendly entities, 
such as enemy forces in the case of a doWned pilot or a 
marked terrorist under surveillance. Additionally, command 
and control among conventional and/or special operation 
forces can betray missions by alerting hostile governments 
or organiZation of their presence. Embedded voice and data 
bugs can also expose the existence of these forces if their 
transmissions are detected resulting in the desired informa 
tion moving out of reach of the bugging device. These are 
but a vieW of the many possible scenarios Where a message 
is desirably sent covertly from a mobile or ?xed transmitter 
to a remote receiver or, more importantly, a friendly or 
cooperative receiver With out the presence of a signal being 
detected by an unintended receiver. Covertly transmitting a 
signal may be necessary to re?ect the fact that the transmis 
sion is conducted in such a Way as to avoid intentional or 
inadvertent detection by systems monitoring the electromag 
netic (EM) environment local to the covert transmitter. 
HoWever, any transmission, covert or not, may be desired to 
be received only by intended receivers. 

[0005] Intentional detection of the signal or message can 
be accomplished in military systems that use specially 
designed electronic support measures (ESM) receivers. 
These ESM receivers are often found in signal intelligence 
(SIGINT) applications. In commercial applications, devices 
employed by service providers (i.e. spectral monitors, error 
rate testers) can be used to detect intrusion on their spectral 
allocation. Inadvertent detection can also occur, such as 
When a user or service provider notices degradation in link 
performance (e.g., video quality, audio quality, or increased 
bit error rate). 
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[0006] The term covert also implies the additional goals of 
evading interception and exploitation by unintended receiv 
ers. Interception is the measurement of Waveform features or 
parameters useful for classifying/identifying a transmitter 
and/or the Waveform type and/or deriving information useful 
for denying (i.e. jamming) the communication. Exploitation 
is processing a signal by an unintended receiver in the 
attempt to locate the transmitter and/or recover the message 
content. In the broad literature on covert communications 
these characteristics as applied to transmitted information 
signals are referred to as loW probability of detection (LPD), 
loW probability of intercept (LPI), and/or loW probability of 
exploitation (LPE) by an unintended receiver. 

[0007] Typically an LPD communication system shoWn in 
FIG. 1 is designed by minimiZing the radiated energy in all 
directions. The goal is to have the emitter 102 radiate Zero 
energy in all directions, save for the direction of the intended 
receiver 103. This approach limits the geographic locations 
in Which the signal Would likely be detected. The area 110 
receives little radiation and thus the unintended receiver 105 
Would have greater dif?culty detecting the signal than the 
unintended receiver 106 in area 111. Typically, LPD systems 
use only enough energy in the direction of the intended 
receiver to be reliably detected and the message recovered 
by the intended receiver. The radiation in non-preferred 
directions is primarily controlled by the aperture (i.e. 
antenna system) and additional performance improvement 
for LPD can be gained by employing a directional antenna. 
HoWever, there remains a need to minimiZe the radiated 
energy necessary for the intended receiver to detect and 
recover the message and thus reduce the ability of an 
unintended receiver in area 111 to detect the signal. 

[0008] Given the desirability to transmit messages 
covertly, it is helpful to understand considerations that 
enhance or degrade LPD, LPI and LPE. An unintended 
receiver such as the receiver 103 in FIG. 1 With the goal of 
detecting a covert communication must reliably differentiate 
betWeen the binary noise-only and signal-plus-noise hypoth 
esis. As is knoWn to those of skill in the art, for an 
unintended receiver the signal detection process is typically 
based on an energy threshold. The energy the receiver 
measures is given by EtOt=PaVgTXmit. Where under general 
conditions the poWer Pavg is the received covert signal poWer 
S plus internal receiver noise poWer N. Hence, EtOt=(S+ 
N)TXmit. If the signal poWer used to communicate is only a 
small fraction of the receiver noise, S<<N, it is extremely 
dif?cult for the unintended receiver to reliably detect the 
presence of the covert signal because the total energy 
detected Will only be marginally greater than the noise-only 
(S=0) case. 

[0009] In prior art LPD systems, the bandWidth of the 
message signal is arti?cially broadened to reduce the energy 
loading on the band, as is done in direct sequence spread 
spectrum (DSSS) communication, the intended receiver has 
a processing gain over the unintended receivers that use the 
same co-channel receiver bandWidth to capture the signal. 
HoWever, for prior art DSSS, the intended receiver 103 must 
have knoWledge of the spreading code and be able to acquire 
it and remain synchroniZed to the covert transmitter code, in 
addition to the usual communication receiver functions of 
carrier and timing recovery. This requirement, for some 
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applications, is not a problem but for other applications, 
covert message transmission functionality is greatly dimin 
ished. 

[0010] Minimizing transmit poWer has tWo direct system 
bene?ts. First, the total signal poWer used Will be a small 
fraction of the total noise poWer present in the same band. 
Thus, if the message is limited in time duration, the total 
energy measured by an unintended receiver 106, Which may 
be an ESM receiver, is indistinguishable from a noise-only 
environment. Since ESM receivers are often of energy 
threshold type, there is an obvious trade-off of average 
poWer for time duration in order for a signal to remain 
undetectable. Second, the loW transmit poWer scenario 
enables usage by transmitters With very limited poWer 
supplies (i.e. batteries). 
[0011] Therefore, as naturally arise in military environ 
ments such as depicted in FIG. 2, there is a need for a loW 
poWer message system and method, covert or otherWise, 
such as covert communications for Intel or Special Forces, 
“stealth” IFF for loW observable ground vehicles, and com 
bat search and rescue (CSAR). There is also such a need in 
a number of civilian or public safety applications as Well, 
such as asset tracking/location or “lost child” detection/ 
location and surveillance. In particular in these latter-de 
scribed applications it may be particularly desirable to 
receive both a message and location the source of the 
message. 

[0012] Embodiments of the present inventive system and 
method address the above needs While requiring only an 
extremely loW poWer signal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a general representation of a prior art 
approach to LPD. 

[0014] FIG. 2 depiction of covert scenarios. 

[0015] FIG. 3 is a representation of an embodiment of a 
Waveform independent covert communication system. 

[0016] FIG. 4 is a depiction of a binary symbol message 
101011 according to an embodiment of the invention. 

[0017] FIG. 5a is a representation of a spectrogram of a 
transmission of the binary symbol message depicted in FIG. 
4 and revealing the symbol boundaries of the message 
according to an embodiment of the invention. 

[0018] FIG. 5b is a representation of a spectrogram of a 
transmission of the binary symbol message depicted in FIG. 
4 as might been seem by a typical ESM/SIGINT spectral 
monitor. 

[0019] FIG. 6a is a generaliZed schematic representation 
of embodiments of the invention. 

[0020] FIG. 6b is a schematic representation of an 
embodiment of the invention With dual signal sources. 

[0021] FIG. 6c is a schematic representation of an 
embodiment of the invention With dual temporal ?lters. 

[0022] FIG. 6a' is a schematic representation of an 
embodiment of the invention With dual non-Gaussian noise 
generators. 
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[0023] FIG. 66 is a schematic representation of an 
embodiment of the invention With dual non-Gaussian noise 
generator and temporal ?lter branches. 

[0024] FIG. 6f is a schematic representation of an embodi 
ment of the invention With dual temporal ?lters and dual 
signal sources. 

[0025] FIG. 7 is a schematic representation of a Laplacian 
noise generator With multiple signal sources according to an 
embodiment of the invention. 

[0026] FIG. 8 is a representation of eigenvalue tracks for 
a frequency shifter laplacian noise Waveform for message 
“101011” according to an embodiment of the invention. 

[0027] FIG. 9 is a representation of block-to-block eigen 
value correlations. 

[0028] FIG. 10 is a schematic representation of a message 
recovery system With spatial information according to an 
embodiment of the invention. 

[0029] FIG. 11 is a How diagram for covert communica 
tion via message recovery With spatial information accord 
ing to an embodiment of the invention. 

[0030] FIG. 12 is a schematic representation of a message 
recovery system Without spatial information according to an 
embodiment of the invention. 

[0031] FIG. 13 is a How diagram for covert communica 
tion via message recovery Without spatial information 
according to an embodiment of the invention. 

[0032] FIG. 14 is a How diagram for covert communica 
tion via encoded eigenvalues according to an embodiment of 
the invention. 

[0033] FIG. 15 is a representation of a binary message 
sequence 101011 encoded using different carrier Waveforms. 

DETAILED DESCRIPTION 

[0034] A useful feature of embodiments described herein 
is the use of time duration to convey information, While the 
individual Waveforms used to convey the message (in the 
time duration of the fourth-order characteristic) are in a 
sense super?uous or independent of the message to be 
conveyed. This is a signi?cant advantage for ubiquitous 
application, alloWing for parasitic use of present communi 
cation infrastructure and devices. Thus there are feW restric 
tions on the pairing betWeen potential covert transmitters 
and the intended receiver using the disclosed covert com 
munication methods and apparatus because of the indepen 
dence of the information transfer on the “carrier Waveform”. 
This is unlike prior art systems Where the receivers designed 
or instantiated for a certain signal type cannot accurately 
recover the message if the receiver is presented With another 
signal type. HoWever, embodiments of the present invention 
by contrast can function equally Well for any Waveform, and 
the receiver does not require any a priori knoWledge of the 
“carrier Waveform”. In fact, embodiments of the covert 
transmitter can be Waveform agile Without informing the 
intended receiver. 

[0035] The embodiments herein are predicated on select 
ing and transmitting carrier Waveforms With unique higher 
order spatial statistics. Such higher order statistics include 
2 order spatial moments and 4th order spatial cumulants. 


































