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DATA TRANSFER SYSTEM AND DATA TRANSFER 
METHOD 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention is related to a data transfer 
system and a data transfer method, for performing data 
transfer operations by judging as to Whether or not transfer 
object data is encrypted in response to such a fact that What 
sort of netWork is interposed betWeen a data transmission 
side and a data reception side, and also related to a program 
recording medium. 

[0003] 2. Background Art 

[0004] For instance, data are transferred via a plurality of 
netWorks belonging to a plurality of organiZations in the 
Internet, or the like. 

[0005] In the case that another netWork belonging to 
another organiZation Which is different from these organi 
Zations is interposed betWeen the data transmission side and 
the data reception side, there are certain possibilities that 
data to be transferred should be encrypted so as to secure 
security. 
[0006] In this case, When the data are encrypted and the 
encrypted data is transferred irrespective of the sorts of 
netWorks interposed betWeen the transmission side and the 
reception side, lengthy time is necessarily required for the 
encrypting process operation, so that a throughput Would be 
loWered. 

[0007] As a consequence, such a data transfer operation is 
desired. That is, data may be preferably encrypted and the 
encrypted data is transferred in response to attributes of 
netWorks interposed betWeen a data transmission side and a 
data reception side. 

[0008] To solve such a problem, for instance, Japanese 
Laid-open Patent Application No. 2000-214779 (Publication 
1) discloses the method of improving the throughput by 
employing the original encrypting algorithm, not by using 
the standard encrypting algorithm. 

[0009] Also, Japanese Laid-open Patent Application No. 
2000-295274 (Publication 2) discloses the method of 
improving the throughput by employing the dedicated hard 
Ware. 

[0010] HoWever, since the throughput improving method 
opened in Publication 1 does not folloW the standard 
encrypting algorithm, this throughput improving method is 
not generally applied to general-purpose methods. Also, 
since the throughput improving method opened in Publica 
tion 2 depends upon the hardWare, this throughput improv 
ing method cannot be used in a ?exible manner With respect 
to a change in technical speci?cations. 

SUMMARY OF THE INVENTION 

[0011] The present invention has been made to solve the 
above-explained problems of the conventional techniques, 
and therefore, has an object to provide a data transfer system 
and a data transfer method, capable of transferring data by 
judging a security aspect of a netWork interposed betWeen a 
data transmission side and a data reception side and by 
adaptively encrypting the data. 
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[0012] Also, another object of the present invention is to 
provide a data transfer system and a data transfer method, 
capable of reducing time required for an encrypting process 
operation so as to improve a throughput, While data is 
transferred via a plurality of netWorks. 

[0013] [Data Transfer System] 
[0014] To achieve the objects, the invention provides a 
data transfer system, including: a data transmission appara 
tus for transmitting transfer object data; and a data reception 
apparatus for receiving the transfer object data via one or 
more transfer paths. The data transmission apparatus 
includes: an encryption necessity judging unit for judging 
Whether or not encrypting operation for the transfer object 
data is necessary on the basis of attributes of the one or more 
transfer paths, an encrypting unit for encrypting the transfer 
object data When the encryption necessity judging unit 
judges that the encrypting operation for the transfer object 
data is necessary, and a data transmitting unit for transmit 
ting either the transfer object data or the encrypted transfer 
object data via the one or more transfer paths to the data 
reception apparatus. The data reception apparatus includes: 
a data receiving unit for receiving either the transfer object 
data or the encrypted transfer object data from the data 
transmission apparatus; a decryption necessity judging unit 
for judging Whether or not decoding operation for the 
received transfer object data is necessary; and a decoding 
unit for decoding the received transfer object data When the 
decryption necessity judging unit judges that the decoding 
operation for the received transfer object data is necessary. 

[0015] [Data Transmission Apparatus] 
[0016] The invention also provides a data transmission 
apparatus for transmitting transfer object data via one or 
more transfer paths, including: an encryption necessity judg 
ing unit for judging Whether or not encrypting operation for 
the transfer object data is necessary on the basis of attributes 
of the one or more transfer paths; an encrypting unit for 
encrypting the transfer object data When the encryption 
necessity judging unit judges that the encrypting operation 
for the transfer object data is necessary; and a data trans 
mitting unit for transmitting either the transfer object data or 
the encrypted transfer object data via the one or more 
transfer paths. 

[0017] Preferably, the data transmission apparatus belongs 
to a predetermined organiZation. The encryption necessity 
judging unit judges that the encrypting operation for the 
transfer object data is necessary eXcept When each of the one 
or more transfer paths belongs to the organiZation. 

[0018] Preferably, the data transmission apparatus belongs 
to a predetermined private netWork; and the encryption 
necessity judging unit judges that the encrypting operation 
for the transfer object data is necessary eXcept When respec 
tive transfer path addresses of all of the one or more transfer 
paths correspond to private addresses of the private netWork. 

[0019] Preferably, the encryption necessity judging unit 
judges that the encrypting operation for the transfer object 
data is necessary When at least one of transfer path addresses 
of each of the one or more transfer path is different from the 
other and When at least one of domain names of each of the 
one or more transfer path is different from the other. 

[0020] Preferably, the encryption necessity judging unit 
has a table on Which either one or both of transfer path 
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addresses and respective domain names thereof are listed, 
the transfer path addresses belonging to transmission paths 
betWeen the data transmission apparatus and a predeter 
mined data reception apparatus, the transmission paths 
capable of safely transmitting the transfer object data; and 
the encryption necessity judging unit judges that the 
encrypting operation for the transfer object data is necessary 
eXcept When the table indicates either one or both of the 
transfer path addresses and domain names thereof of all of 
the one or more transfer paths. 

[0021] [Image Forming Apparatus] 

[0022] The invention provides an image forming appara 
tus including: a data transmission apparatus for transmitting 
transfer object data via one or more transfer paths; and a 
image forming unit for forming image data. The transfer 
object data includes the image data. The data transmission 
apparatus includes: an encryption necessity judging unit for 
judging Whether or not encrypting operation for the transfer 
object data is necessary on the basis of attributes of the one 
or more transfer paths; an encrypting unit for encrypting the 
transfer object data When the encryption necessity judging 
unit judges that the encrypting operation for the transfer 
object data is necessary; and a data transmitting unit for 
transmitting either the transfer object data or the encrypted 
transfer object data via the one or more transfer paths. 

[0023] [Data Reception Apparatus] 

[0024] The invention provides a data reception apparatus 
for receiving transfer object data via one or more transfer 
paths, including: a data receiving unit for receiving either the 
transfer object data or the encrypted transfer object data 
from the data transmission apparatus; a decryption necessity 
judging unit for judging Whether or not decoding operation 
for the received transfer object data is necessary; and a 
decoding unit for decoding the received transfer object data 
When the decryption necessity judging unit judges that the 
decoding operation for the received transfer object data is 
necessary. 

[0025] Preferably, the decryption necessity judging unit 
judges Whether or not the received transfer object data is 
encrypted based upon either one or both of additional 
information added to the received transfer obj ect data and an 
attribute value of the transfer object data; and the decryption 
necessity judging unit judges that the decoding operation for 
the received transfer object data is necessary When the 
transfer object data is judged to be encrypted. 

[0026] [Image Forming Apparatus] 

[0027] The invention provides an image forming appara 
tus including: a data reception apparatus for receiving trans 
fer object data via one or more transfer paths; and a image 
forming unit for forming image data. The data reception 
apparatus includes: a data receiving unit for receiving either 
the transfer object data or the encrypted transfer object data 
from the data transmission apparatus; a decryption necessity 
judging unit for judging Whether or not decoding operation 
for the received transfer object data is necessary; and a 
decoding unit for decoding the received transfer object data 
When the decryption necessity judging unit judges that the 
decoding operation for the received transfer object data is 
necessary. 
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[0028] [Data Transfer Methods] 
[0029] The invention provides a data transfer method for 
transferring transfer object data via one or more paths, 
including: judging Whether or not encrypting operation for 
the transfer object data is necessary on the basis of attributes 
of the one or more transfer paths; encrypting the transfer 
object data When the encrypting operation for the transfer 
object data is judged to be necessary; transmitting either the 
transfer object data or the encrypted transfer object data via 
the one or more transfer paths; receiving the transmitted 
transfer object data; judging Whether or not decoding opera 
tion for the received transfer object data is necessary; and 
decoding the received transfer object data When the decod 
ing operation for the received transfer object data is judged 
to be necessary. 

[0030] The invention provides a data transmission method 
for transmitting transfer object data via one or more transfer 
paths, including: judging Whether or not encrypting opera 
tion for the transfer object data is necessary on the basis of 
attributes of the one or more transfer paths; encrypting the 
transfer object data When the encrypting operation for the 
transfer object data is judged to be necessary; and transmit 
ting either the transfer object data or the encrypted transfer 
object data via the one or more transfer paths. 

[0031] The invention provides a data reception method for 
receiving transfer object data via one or more transfer paths, 
including: receiving the transfer object data; judging 
Whether or not decoding operation for the received transfer 
object data is necessary; and decoding the received transfer 
object data When the decoding operation for the received 
transfer object data is judged to be necessary. 

[0032] [Recording Medium] 
[0033] The invention provides a recording medium for 
storing a program to be eXecuted in a data transfer system, 
Wherein the data transfer system includes a data transmis 
sion apparatus for transmitting transfer object data and a 
data reception apparatus for receiving the transfer object 
data from the data transmission apparatus via one or more 
transfer paths; the program causing the data transfer system 
to execute: judging in the data transmission apparatus 
Whether or not encrypting operation for the transfer object 
data is necessary on the basis of attributes of the one or more 
transfer paths; encrypting the transfer object data in the data 
transmission apparatus When the encrypting operation for 
the transfer object data is judged to be necessary; transmit 
ting either the transfer object data or the encrypted transfer 
object data from the data transmission apparatus to the data 
reception apparatus via the one or more transfer paths; 
judging in the data reception apparatus Whether or not 
decoding operation for the received transfer object data is 
necessary; and decoding the received transfer object data in 
the data reception apparatus When the decoding operation 
for the received transfer object data is judged to be neces 
sary. 

[0034] The invention provides a recording medium for 
storing a program to be eXecuted in a data transmission 
apparatus for transmitting transfer object data via one or 
more transfer paths, the program causing the data transmis 
sion apparatus to execute: judging Whether or not encrypting 
operation for the transfer object data is necessary on the 
basis of attributes of the one or more transfer paths; encrypt 
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ing the transfer object data When the encrypting operation 
for the transfer object data is judged to be necessary; and 
transmitting either the transfer object data or the encrypted 
transfer object data via the one or more transfer paths. 

[0035] The invention provides a recording medium for 
storing a program to be executed in a data reception appa 
ratus for receiving transfer object data one or more transfer 
paths, the program causing the data reception apparatus to 
execute: receiving the transfer object data; judging Whether 
or not decoding operation for the received transfer object 
data is necessary; and decoding the received transfer object 
data When the decoding operation for the received transfer 
object data is judged to be necessary. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] The present invention may be more readily 
described With reference to the accompanying draWings: 

[0037] FIG. 1 is an illustration for exernplifying a struc 
ture of a network system to Which a data transfer method of 
the present invention is applied. 

[0038] FIG. 2 is a diagram for representing a method for 
transferring encrypted image data from an image forming 
apparatus to an image forming apparatus. 

[0039] FIG. 3 is a diagram for exernplifying both a 
hardWare structure of the image forming apparatus and a 
hardWare structure of the image forming apparatus, shoWn in 
FIG. 1. 

[0040] FIG. 4 is a diagram for representing a structure of 
an image forrning/transrnitting prograrn capable of realiZing 
the data transfer method according to the present invention. 

[0041] FIG. 5 is a diagram for representing a structure of 
a receiving/irnage forrning prograrn capable of realiZing the 
data transfer method according to the present invention. 

[0042] FIG. 6 is a diagram for exernplifying a transfer 
frarne used to transfer image data by a transmission unit of 
the image forrning/transrnitting prograrn shoWn in FIG. 4. 

[0043] FIG. 7 is a flow chart for describing a process 
operation in Which an encryption necessity judging unit 
(FIG. 4) judges as to Whether or not encrypting operation of 
image data is required by employing a netWork number. 

[0044] FIG. 8 is a flow chart for describing a process 
operation in Which the encryption necessity judging unit 
(FIG. 4) acquires a netWork number from an IP address of 
a netWork interposed betWeen the image forming apparatus 
and the image forming apparatus (FIG. 1 etc.) in the process 
operation shoWn in FIG. 7 for judging as to Whether or not 
the encrypting operation of the image data is required. 

[0045] FIG. 9 is a flow chart for explaining a process 
operation in Which the encryption necessity judging unit 
(FIG. 4) judges as to Whether or not the encrypting opera 
tion of the image data is required by employing a private 
address. 

[0046] FIG. 10 is a flow chart for describing a process 
operation in Which the encryption necessity judging unit 
(FIG. 4) acquires a netWork number from an IP address of 
a netWork interposed betWeen the image forming apparatus 
and the image forming apparatus (FIG. 1 etc.) in the process 
operation indicated in FIG. 9. 
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[0047] FIG. 11 is a flow chart for explaining a process 
operation in Which the encryption necessity judging unit 
(FIG. 4) judges as to Whether or not the encrypting opera 
tion of the image data is required by employing an organi 
Zation domain name. 

[0048] FIG. 12 is a flow chart for describing a process 
operation in Which the encryption necessity judging unit 
(FIG. 4) acquires an organiZation domain name from an IP 
address of a netWork interposed betWeen the image forming 
apparatus and the image forming apparatus (FIG. 1 etc.) in 
the process operation shoWn in FIG. 11. 

[0049] FIG. 13 exernpli?es a content of a table for indi 
cating netWork numbers of netWorks through Which image 
data can be transferred in a safe manner arnong netWorks 
Which may be interposed from an image forming apparatus 
up to such image forming apparatus indicated as indexes. 

[0050] FIG. 14 is a diagram for representing a process 
operation in Which the encryption necessity judging unit 
(FIG. 4) judges as to Whether or not encrypting operation is 
required by using the table exernpli?ed in FIG. 13. 

[0051] FIG. 15 exernpli?es a content of a table for indi 
cating organiZation domain names of netWorks through 
Which image data can be transferred in a safe manner arnong 
netWorks Which may be interposed from an image forming 
apparatus up to such image forming apparatus indicated as 
indexes. 

[0052] FIG. 16 is a diagram for representing a process 
operation in Which the encryption necessity judging unit 
(FIG. 4) judges as to Whether or not encrypting operation is 
required by using the table exernpli?ed in FIG. 15. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0053] [Background] 
[0054] For an easy understanding of the present invention, 
a background Why the present invention could be made Will 
noW be ?rstly explained. 

[0055] FIG. 1 exernpli?es an arrangement of a network 
system 1 to Which a data transfer method according to the 
present invention is applied. 

[0056] As indicated in FIG. 1, the network system 1 
contains ?rst to third netWorks 2-1 to 2-3; image forming 
apparatus 3-1 to 3-6; image forming apparatus 4-1 to 4-3; a 
DNS 5; and router appliances 6-1 to 6-3. 

[0057] It should also be noted that both systems and 
apparatus related to transferring operations of image data 
such as the netWorks 2 and the router appliances 6 Will also 
be referred to as a general term of “a transfer path.” 

[0058] In the case that systems and apparatus are generi 
cally called Without specifying any one of plural structural 
components, these systems and apparatus Will be abbrevi 
ated as, for example, the netWorks 2, and the router appli 
ances 6. 

[0059] The netWorks 2-1 to 2-3 (transfer paths) are man 
aged by the sarne organiZation, or the different organiZa 
tions, respectively, and are mutually connected to each other 
in order to transfer data. 
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[0060] The image forming apparatus 3-1 to 3-6 correspond 
to such client apparatus as scanners and computers (PCs) 
Which produce print jobs. 

[0061] The respective image forming apparatus 3-1 to 3-6 
produce image data, and transfer these produced image data 
to any one of the image forming apparatus 4-1 to 4-3 via the 
netWorks 2-1 to 2-3. 

[0062] The image forming apparatus 4-1 to 4-3 correspond 
to print server apparatus such as printers and copy hybrid 
machines. The image forming apparatus 4-1 to 4-3 form 
images (print out) based upon image data transferred from 
the respective image forming apparatus 3-1 to 3-6. 

[0063] In other Words, in the netWork system 1, both 
netWork-distributed printing operation and netWork-distrib 
uted copying operation are carried out. 

[0064] In such a case that the netWork-distributed printing 
operation is carried out, image data designed for image 
forming operation may be transferred over a plurality of 
netWorks 2-1 to 2-3, Which is different from such a case that 
either a single printer or a copy hybrid machine is employed. 

[0065] For instance, as indicated by applying a numeral 
(1) in FIG. 1, in such a case that image data produced by the 
image forming apparatus 3-1 is transferred via the netWork 
2-1 belonging to the same organiZation to the image forming 
apparatus 4-1 so as to form an image, since a security aspect 
of a transfer path can be sufficiently guaranteed, there are 
many possibilities that no problem occurs even When the 
image data is transferred Without being encrypted. 

[0066] FIG. 2 is a diagram for indicating a method for 
transferring encrypted image data from the image forming 
apparatus 3 With respect to the image forming apparatus 4. 

[0067] On the other hand, as indicated by applying a 
numeral (2) in FIG. 1, in such a case that image data 
produced by the image forming apparatus 3-1 is transferred 
via the netWorks 2-1 to 2-3 belonging to the different 
organiZations to the image forming apparatus 4-3 so as to 
form an image, since a security aspect of a transfer path 
cannot be suf?ciently guaranteed, When such as image data 
having high secrecy is transferred, this image data is 
required to be encrypted. 

[0068] In the case that image data is encrypted, an encrypt 
ing unit 302 is required to be additionally provided on the 
side of the image forming apparatus 3, and a decoding unit 
400 is required to be additionally provided on the side of the 
image forming apparatus 4. 

[0069] In other Words, in such a case, image data produced 
by the image forming unit 300 is encrypted by the encrypt 
ing unit 302 on the side of the image forming apparatus 3, 
and then, the encrypted image data is transferred via the 
netWork 2 to the image forming apparatus 4. On the side of 
the image forming apparatus 4, the received image data is 
decoded by the decoding unit 400, and then, the decoded 
image data is processed by the image forming unit 402 to 
form an image. 

[0070] It should be understood that in order to achieve a 
similar object, While an encrypted secret telephone commu 
nication path is established betWeen the image forming 
apparatus 3 and the image forming apparatus 4, such a 
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method for transferring image data may be conceived by 
employing this encrypted secret telephone communication 
path. 

[0071] HoWever, generally speaking, a method for 
encrypting image data is merely different from a method of 
using a secret telephone communication path only as to such 
a fact that only the image data is encrypted, Whereas a 
control message in addition to the image data are further 
more encrypted. 

[0072] Accordingly, for the sake of clear and simple 
explanations, these methods Will not be discriminated from 
each other in the beloW-mentioned descriptions. 

[0073] On the other hand, in general, the shorter a time 
duration (namely, job end time) becomes, the better the 
result is obtained irrespective of such a condition that the 
image forming apparatus 4 is employed Which is connected 
via a netWork to the image forming apparatus 3, otherWise 
the image forming apparatus 4 is employed Which is directly 
connected to the image forming apparatus 3. This job end 
time is de?ned by that after a reading operation of an 
original has been commenced on the side of the image 
forming apparatus 3 (scanner), a printing operation is 
accomplished on the side of the image forming apparatus 4. 

[0074] In this case, With respect to a data siZe of image 
data to be printed, in the case that this image data siZe is 
made of 24-bit full color (namely, 24 bits/pixel), even When 
the image data is compressed by approximately 1/30 per one 
A4-siZed page (7040x4992 pixels), the resulting data siZe 
becomes approximately 3.5 megabytes (Mbytes), namely 
large. 

[0075] To the contrary, both time required to read an 
original having one A4-paper siZe by a highspeed scanner 
apparatus (image forming apparatus 3), and time required to 
print image data having one A4-paper siZe by a highspeed 
printer (image forming apparatus 4) are nearly equal to 1 to 
2 seconds. 

[0076] As a consequence, throughputs de?ned from 
approximately 10 Mbits/second up to several tens Mbits/ 
second may be desirably obtained as a data rate at Which 
image data is transferred so as to be printed irrespective of 
such a condition that the image forming apparatus 4 is 
employed Which is connected via a netWork to the image 
forming apparatus 3, otherWise the image forming apparatus 
4 is employed Which is directly connected to the image 
forming apparatus 3. 

[0077] For example, in such a case that image data is 
transferred betWeen a scanner and an image forming unit 
Which are mutually connected Within a copy machine, the 
above-described throughputs may be achieved in a very 
simple manner. 

[0078] On the other hand, even in such a case that image 
data is transferred via a netWork, When a data transfer path 
is routed only via the same LAN s (Local Area Networks), or 
only via a highspeed communication line such as the FTTH 
(Fiber to the Home), since throughputs of these netWorks are 
approximately several tens to 100 Mbits/second, namely are 
suf?ciently high, these highspeed throughputs never give 
any problem to the image data transfer operations, the 
transfer speed of Which is de?ned from approximately 10 
Mbits/second up to several tens Mbits/second. 
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[0079] However, as indicated in FIG. 2, When the net 
Work-distributed printing operation is carried, in such a case 
that the image data is required to be encrypted/decoded, if 
the calculating process operations required to execute the 
encrypting/decoding process operations are carried out 
Within both the image forming apparatus 3 and the image 
forming apparatus 5, and the processing capability of the 
CPUs employed in the image forming apparatus 3 and the 
image forming apparatus 4 is loW, then there are some cases 
that suf?ciently high throughputs cannot be obtained. 

[0080] To solve this problem, for example, When a user 
Who requests a printing operation transfers image data, such 
a method may be employed. That is, this user clearly issues 
such an instruction as to Whether or not this image data is 
encrypted to the image forming apparatus 3, and instructs 
not to perform unnecessary encrypting operation of the 
image data so as to improve the throughput. 

[0081] HoWever, if this method is employed, then a user 
must have expertise, namely knoWledge as to Whether or not 
encrypting operation is required for image data is necessar 
ily required for this user. 

[0082] In other Words, in order to employ this method, 
such an initial condition is required. That is, the user Who 
performs copying operation must have such an expertise as 
to Whether or not the netWork 2 Whose security cannot be 
protected is interposed betWeen the image forming apparatus 
3 and the image forming apparatus 4, Which execute the 
netWork-distributed printing operation. 

[0083] As a consequence, the employment of this method 
cannot be actually realiZed. 

[0084] A data transfer method, according to the present 
invention, has been made based upon such a background. 
This inventive data transfer method is capable of solving the 
problems of the conventional techniques indicated With 
reference to Publication 1 and Publication 2, and further, is 
capable of executing encrypting/decoding process opera 
tions by employing general-purpose hardWare in conformity 
With the standardiZed encrypting system. Moreover, this 
data transfer method is capable of improving a throughput of 
an image data transfer operation during netWork-distributed 
printing operation, While a user is not required to have 
expertise With respect to security aspects on a data transfer 
path. 

[0085] Concretely speaking, the data transfer method 
according to the present invention may judge as to Whether 
or not a place Whose security cannot be protected is located 
in an image data transfer path Which is interposed betWeen 
the image forming apparatus 3 and the image forming 
apparatus 4 and also may improve a throughput of an image 
data transferring operation in such a manner that the image 
data is transferred With being encrypted, or Without being 
encrypted based upon the judgement result. 

[0086] The data transfer method according to the present 
invention has been made by paying an attention to the 
beloW-mentioned technical points. 

[0087] In general, Within a range of a netWork called as a 
LAN (Local Area Network), namely Within a range of such 
a netWork Which is managed by an organiZation Where 
merits/demerits are made coincident With each other, for 
instance, Within one ?rm, since security of image data may 
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be maintained Which is transferred Within this netWork 
range, it is conceivable that the image data are transferred in 
a safety manner. 

[0088] As a consequence, the data transfer method can 
judge as to Whether or not image data is required to be 
encrypted by checking as to Whether or not all of netWorks 
contained in a transfer path of the image data are managed 
by an organiZation in Which both the image forming appa 
ratus 3 and the image forming apparatus 4 are contained. 

[0089] Generally speaking, in the case that image data is 
transferred by using an IP (Internet Protocol) packet, respec 
tive IP addressees of router appliances (transfer paths) 
contained in the netWorks 2 Which are located in paths 
de?ned from a transfer source of the IP packet to a transfer 
destination of the IP packet may be obtained by Way of a 
method called as a “TRACE ROUTE.” 

[0090] An IP address indicative of a destination thereof is 
applied to an IP packet, and an IP address is constituted by 
a netWork address portion and a host address portion. 

[0091] As to an IP address, tWo sorts of IP addresses are 
provided, namely, a global address and a local address are 
provided. In the case of such a global address, values of a 
netWork address portion are uniquely allocated to each of 
organiZations Which manage netWorks. 

[0092] As a consequence, the respective managing orga 
niZations of the netWorks contained in the transfer path of 
the image data can be speci?ed based upon netWork 
addresses thereof. 

[0093] Also, in the case that local addresses are employed 
as to all of netWorks contained in the transfer path of the 
image data, it is conceivable that these netWorks are located 
Within the range of this LAN. 

[0094] Also, in the Internet protocol suite, the DNS 
(Domain Name System) is de?ned Which exclusively names 
IP addresses. 

[0095] In a DNS 5 (domain name server shoWn in FIG. 1) 
operated in conformity With the Internet protocol suite, the 
respective domains (IP addresses) are de?ned in correspon 
dence With hierarchical names such as country names, 
organiZation attributes, organiZation names, and host names. 

[0096] As a consequence, since a service provided by the 
DNS 5 is utiliZed, a domain name (host name) of an 
apparatus de?ned in correspondence With a certain IP 
address may be retrieved based upon this IP address. 

[0097] Accordingly, based upon a host name of a router 
appliance Which is contained in the netWork 2 constituted as 
the transfer path of the image data, an organiZation belong 
ing to this host name may be grasped. 

[0098] Also, generally speaking, as vieWed from the side 
of the image forming apparatus 3 for executing the netWork 
distributed printing operation, such an expectation may be 
made. That is, a certain image forming apparatus may be 
repeatedly designated as a destination of image data among 
the image forming apparatus 4. 

[0099] Also, generally speaking, another expectation may 
be made. That is, a transfer path of image data is ?xedly 
determined With respect to combinations betWeen the image 


























