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(57) ABSTRACT 
An information collection system of the present invention 
automatically analyzes electronic mails, Which are described 
in different formats and transmitted from diverse virus 
eradicating application programs, extracts required informa 
tion from the analyzed electronic mails, and automatically 
registers the required information into a database. A diver 
sity of virus eradicating application programs used for 
protection against viruses run on respective devices and 
computers connecting With a network. Each of the virus 
eradicating application programs Works individually and, as 
occasion demands, transmits information including its Work 
ing record in the form of an electronic mail to a mail server 
8 included in the information collection system. The trans 
mitted electronic mails are kept in a mail box 9 of the mail 
server 8. The information collection system also includes a 
host computer 10, Which stores multiple structural de?ni 
tions 18 therein. Each structural de?nition 18 is used to 
specify the format of an electronic mail and the place in the 
electronic mail Where information required for preparation 
of a database 17 is Written. An information extraction 
module 12 of the host computer 10 refers to a selected 
structural de?nition 18 and extracts the required information 
from an electronic mail received by a mail receiving module 
11. Adatabase registration module 14 registers results of the 
extraction into the database 17. An aggregation module 15 
reads virus eradication information of, for example, past one 

(52) US. Cl. .................................... .. 709/206; 379/100.08 month from the database 17 and prepares a report. 
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<?xml version="1.0" encoding="Shift_JlS" ?> 

<def> 

<description>SMTP-Receive</description> 

<virus_a|ert/> 

<vaccine_type>4<lvaccine_type> 

<|ayer>1<llayer> 

<MoveFolder>VirusAlert\SMTP~RECElvE<lMoveFolder> 

<condition> 

<entity>!! Virus Detection Report !!</entity> 

<entity>lnternet Mail Gateway<lentity> 

<entity>Recipient.*?epson\.00."? Sender<lentity> 

<lcondition> 

<extract> 

<SenderPC>SIVITP GW : [dmt]Date</SenderPC> 

<VirusDestination>Recipient :[dmt]Sender<NirusDestination> 

<VirusSender>Sender:[dmt]Virus Name<lVirusSender> 

<VirusName>Virus Name:[dmt]lnfected File Name<lVirusName> 

<VirusAttached>lnfected File Name:[dmt]Action</VirusAttached> 

<VaccineAction>Actionz[dmt]F0r Details</VaccineAction> 

<convert> 

<VaccineAction>reject[dmt]1<lvaccineAction> 

<VaccineAction>move[dmt]3</VaccineAction> 

<VaccineAction><otherl>[dmt]8</VaccineAction> 
<lconvert> 

<lextract> 
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Fig.3 
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"***** !! Virus Detection Report !! ***** 

A virus was detected at the Internet Gateway. 

SmtpGW: SMTP 

Date: 01/14/2003 14:54:50 

Recipient: recipient@epson.co.jp 
Sender: infector@eps0n.c0.jp 

Virus Name: VIRUS 

Infected File Name: 1.exe 

Action: quarantined 
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Fig. 5 
Virus [XXX.wrs] Eradication Record 
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Fig. 7 
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INFORMATION COLLECTION SYSTEM USING 
ELECTRONIC MAILS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to an information 
collecting system that collects predetermined information by 
utilizing electronic mails. 

[0003] 2. Description of the Related Art 

[0004] With the spread of the Internet and the enhanced 
use of networks, computer viruses cause many troubles in 
various ?elds. A virus eradicating application program is 
generally installed in a device or a computer connecting With 
a netWork. The virus eradicating application program exam 
ines electronic mails and attached documents and deletes or 
isolates the electronic mail or the document detected as the 
virus-infected. 

[0005] The virus eradicating application program may 
have the function of reporting results of actions against 
viruses in the form of electronic mails to a management 
server. The administrator of the netWork collects informa 
tion regarding infection and eradication of viruses, based on 
the contents of the electronic mails transmitted to the 
management server. 

[0006] In a large-scale netWork, virus eradicating applica 
tion programs are installed in a diversity of devices includ 
ing respective clients, a server, and a gateWay. These virus 
eradicating application programs may be identical but are 
often different, and the electronic mails sent to the manage 
ment server have different formats. In such cases, collection 
of the virus-related information imposes extreme burden on 
the administrator of the netWork. 

[0007] This problem is not restricted to the case of col 
lecting information for the purpose of virus eradication, but 
is commonly found on the occasions of collecting informa 
tion from electronic mails described in different formats. 

SUMMARY OF THE INVENTION 

[0008] The object of the present invention is thus to 
provide a technique that automatically analyZes electronic 
mails described in various formats and extracts required 
information from the analyZed electronic mails. 

[0009] In order to attain at least part of the above and the 
other related objects, the present invention is directed to an 
information collection system that collects predetermined 
information from electronic mails. The information collec 
tion system stores multiple structural de?nitions correspond 
ing to multiple formats of the electronic mails. Each of the 
structural de?nitions is information used to specify the place 
in the electronic mail Where predetermined information as 
an object of collection is described. The information collec 
tion system reads an electronic mail including the predeter 
mined information, refers to an appropriate structural de? 
nition corresponding to the format of the electronic mail, and 
extracts the predetermined information from the electronic 
mail. 

[0010] The selective use of the appropriate structural 
de?nition corresponding to the format of the electronic mail 
enables the contents of electronic mails described in various 
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formats to be analyZed effectively and thus ensures extrac 
tion of desired information. The electronic mails analyZed 
by the system of the present invention include those auto 
matically created by application programs, as Well as those 
manually prepared according to a preset format by users. 
The former includes electronic mails created by diverse 
virus eradicating application programs. 

[0011] A variety of methods may be applicable for the 
selective use of the structural de?nition. In one preferable 
embodiment, When the format of the electronic mail is 
de?ned corresponding to identi?cation information repre 
senting at least part of a sender, a destination, and a title of 
the electronic mail, the information collection system refers 
to one of the multiple structural de?nitions, based on the 
identi?cation information. The system can acquire the infor 
mation regarding the sender, the destination, and the title of 
an electronic mail Without analyZing the text of the elec 
tronic mail. The use of such identi?cation information 
alloWs for the quick and accurate selection of the appropriate 
structural de?nition. 

[0012] For example, electronic mails automatically cre 
ated by different application programs, such as different 
virus eradicating application programs, often have different 
formats. Each of the electronic mails is sent from a client or 
the like, in Which an application program is installed. The 
format of the electronic mail is thus mapped to the sender of 
the electronic mail. The information for identifying the 
sender of each electronic mail, for example, a sender 
address, is effectively used as the identi?cation information, 
When the object electronic mails are created by different 
application programs. 

[0013] In another example, it is assumed that multiple 
application programs having different purposes are installed 
in one client. The respective application programs create 
electronic mails including diverse pieces of information 
according to their purposes. These electronic mails generally 
have different titles. The format of the electronic mail is thus 
mapped to the title of the electronic mail. The title of the 
electronic mail is effectively used as the identi?cation infor 
mation, in the case of processing the information sent from 
different application programs having different purposes. 

[0014] In the system of the present invention, the struc 
tural de?nition may be created in various forms. For 
example, the place of description of the predetermined 
information may be speci?ed by the number of roWs and the 
number of columns in the text of the electronic mail. In 
another method, the place of description of the predeter 
mined information may be speci?ed by utiliZing at least 
either of letter strings to be Written immediately before and 
immediately after the predetermined information as the 
object of extraction. The information as the object of extrac 
tion often has a caption. The caption is effectively used to 
readily specify the place of description of the predetermined 
information. The identical structural de?nition is advanta 
geously used for the electronic mails having the different 
number of roWs or columns, as long as the letter strings of 
the captions or the like are identical With each other. 

[0015] In the system of the present invention, the struc 
tural de?nition may include various pieces of information, in 
addition to the contents for specifying the place of descrip 
tion of the predetermined information. For example, the 
structural de?nition may include an application condition to 
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specify propriety of application of the structural de?nition, 
based on the format of the electronic mail. In another 
example, the structural de?nition may include a conversion 
rule, Which is used to convert the predetermined information 
extracted from the electronic mail into a speci?ed letter 
string according to contents of the extracted information. 
Even in the case of addition or change of the structural 
de?nitions, the application condition or the conversion rule 
included in the structural de?nition desirably ensures col 
lection of the predetermined information Without modifying 
the contents of the processing executed in the information 
collection system. In one preferable application, the infor 
mation processing system has a multi-purpose function of 
comparing the application condition included in the struc 
tural de?nition With the format of the electronic mail, so as 
to attain the selective use of the appropriate structural 
de?nition. 

[0016] In one preferable embodiment of the present inven 
tion, the multiple structural de?nitions are stored as indi 
vidual ?les. This arrangement ensures ?exible actions to the 
changes in type and format of the object electronic mails. 

[0017] The structural de?nition may be described in vari 
ous languages. Markup languages, such as XML, are pref 
erably used, because of their ?exibility. In the case Where the 
structural de?nition is described in a markup language, the 
application condition, the conversion rule, or another piece 
of such additional information can readily be included in the 
structural de?nition by tags. 

[0018] In the structure of the present invention, extraction 
of the predetermined information may be carried out in 
response to an instruction of an operator. It is, hoWever, 
preferable, that the operation of extracting the predeter 
mined information is automatically activated at a preset 
timing. This arrangement further relieves the load of the 
operator. The timing may be set on a time basis, for example, 
once a day, or on a volume basis, for example, once per 
preset number of non-processed electronic mails or once per 
preset amount of data. 

[0019] The extracted information is effectively used in 
various forms. For example, preset aggregation data may be 
generated according to the extracted information. One appli 
cable procedure stores the extracted information in a data 
base and then generates the aggregation data. The aggrega 
tion may be carried out in response to an instruction of the 
operator or may be carried out automatically at a predeter 
mined timing, for example, at a ?xed period set in advance 
or at the time When a ?xed amount of data is accumulated. 
OtherWise generation of the aggregation data may be carried 
out in an event driven manner With a trigger by the action of 
reading an electronic mail. 

[0020] A diversity of settings may be applied for the 
contents of the aggregation data. For example, When the 
electronic mail includes information regarding a virus infec 
tion status, the generated aggregation data may represent the 
number of transmission of virus-infected ?les by each 
sender of the virus-infected ?les. Such aggregation data is 
effectively used to specify the device as the source of 
infection of the virus, and is especially effective for the 
action against a certain type of the virus that automatically 
sends virus-infected electronic mails to all the mail 
addresses included in an address book stored in a client 
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computer. In this application, generation of the aggregation 
data in the event driven manner is preferable for the quick 
action. 

[0021] The extracted information or the result of aggre 
gation may be distributed to a preset destination via the 
netWork or may be shoWn in the form of a Web page or the 
like to be accessible by each user. 

[0022] The present invention is not restricted to the infor 
mation collection system, but may be actualiZed by an 
information processing method, a computer program that 
causes a computer to collect information, and a computer 
readable recording medium in Which such a computer pro 
gram is recorded. Typical examples of the storage medium 
include ?exible disks, CD-ROMs, magneto-optic discs, IC 
cards, ROM cartridges, punched cards, prints With barcodes 
or other codes printed thereon, internal storage devices 
(memories like a RAM and a ROM) and external storage 
devices of the computer, and a variety of other computer 
readable media. 

[0023] The above and other objects, features, aspects, and 
advantages of the present invention Will become more 
apparent from the folloWing detailed description of the 
preferred embodiment With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] FIG. 1 is a block diagram shoWing the structure of 
an information collection system in one embodiment of the 
present invention; 

[0025] FIG. 2 shoWs an example of structural de?nition; 

[0026] FIG. 3 shoWs an electronic mail including virus 
related information; 

[0027] FIG. 4 is a ?oWchart shoWing an electronic mail 
analysis routine executed in the embodiment; 

[0028] FIG. 5 shoWs an output example of a virus eradi 
cation record; 

[0029] 
list; and 

[0030] FIG. 7 is a ?oWchart shoWing another electronic 
mail analysis routine in one modi?ed example. 

FIG. 6 shoWs an output example of a virus class 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0031] One mode of carrying out the invention is dis 
cussed beloW as a preferred embodiment in the folloWing 
sequence: 

[0032] A. System Construction 

[0033] B. Structural De?nition 

[0034] C. Information Extraction Process 

[0035] D. Example of Aggregation 

[0036] E. Effects 

[0037] F. Modi?ed Example 

[0038] A. System Construction 

[0039] FIG. 1 is a block diagram shoWing the structure of 
an information collection system in one embodiment of the 
present invention. The information collection system col 
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lects virus-related information from a diversity of computers 
and other devices on a network by utilizing electronic mails. 
The information collection system of this embodiment 
includes a mail server 8 and a host computer 10. 

[0040] In the structure of this embodiment, a virus eradi 
cating application program installed in each device transmits 
an electronic mail including virus-related information. The 
information collection system shoWn in FIG. 1 includes 
multiple devices With the virus eradicating application pro 
gram installed therein, that is, an SMTP server 7 and a proxy 
server 4 connecting With an Internet gateWay 2 that func 
tions to connect an intranet 1 in an enterprise to the Internet. 
The information collection system also has a message man 
agement application program 5 that runs on a management 
computer connecting With the intranet 1, and a ?le manage 
ment application program 6 that runs on a client 3 connect 
ing With the intranet 1. When the virus eradicating applica 
tion program detects any virus, an electronic mail including 
virus-related information is transmitted to the mail server 8. 
These electronic mails are kept in a mail box 9 and pro 
cessed by the host computer 10 in a periodical manner. 

[0041] The host computer 10 analyZes the information 
included in the electronic mail. The host computer 10 has 
multiple functional blocks shoWn in FIG. 1. In this embodi 
ment, the functional blocks are constructed by installing an 
information analysis program in the host computer 10. The 
respective functional blocks may alternatively be actualiZed 
by the hardWare structure. 

[0042] A mail receiving module 11 fetches an electronic 
mail as an object of analysis from the mail box 9. An 
information extraction module 12 analyZes the contents of 
the fetched electronic mail and extracts virus-related infor 
mation. A structural de?nition 18 provided in advance is 
used for the analysis. The structural de?nition 18 de?nes the 
format of the virus-related information included in the 
electronic mail. The contents of the structural de?nition 18 
Will be discussed later in detail. The structural de?nition 18 
may be stored inside the host computer 10 or may otherWise 
be read externally from a recording medium, such as a 
CD-ROM or via the netWork. 

[0043] A format conversion module 13 makes the infor 
mation extracted by the information extraction module 12 
subjected to format conversion, for the purpose of collective 
registration of the information in a database. The applicable 
format is, for example, a CSV (comma separated value) 
format, in Which data are arranged in a preset order of 
parameters With comma separation. 

[0044] A database registration module 14 registers the 
format-converted virus-related information into a detection 
database 17. An aggregation module 15 statistically pro 
cesses the data registered in the detection database 17 and 
prepares a report including, for example, virus eradicating 
information of past month. The administrator of the host 
computer 10 prints this report or distributes the report via the 
netWork to inform each user of the virus-related information. 

[0045] A scheduler 16 functions to trigger periodical 
analysis of electronic mails and preparation of reports at 
preset timings. The scheduler 16 has built-in calendar infor 
mation and activates the information extraction module 12 
according to a preset schedule, for example, once a day or 
once in the morning and once in the afternoon. The sched 
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uler 16 also activates the aggregation module 15 according 
to a predetermined schedule, for example, once a Week or a 
once a month. The information extraction module 12 and the 
aggregation module 15 may be activated in an identical 
schedule or may be set individually. The schedule is not 
restricted to the ?xed period as discussed above, but may be 
set as a time When non-processed information in the mail 
box 9 or in the detection database 17 reaches a predeter 
mined amount. 

[0046] B. Structural De?nition 

[0047] FIG. 2 shoWs an example of structural de?nition. 
FIG. 3 shoWs an electronic mail including virus-related 
information as an example. For convenience of explanation, 
line numbers are given on the left side of both the structural 
de?nition and the electronic mail. The electronic mail 
includes statistically non-required comment text, for 
example, ‘Virus Detection Report’ on the ?rst line of FIG. 
3. The structural de?nition is a document to specify the lines 
in the electronic mail, Where the useful virus-related infor 
mation is Written. In this example, the structural de?nition is 
described in XML. 

[0048] In the example of FIG. 2, the lines 8 to 12 specify 
conditions for application of the structural de?nition. The 
?rst condition is that the comment ‘Virus Detection Report’ 
on the line 9 and the comment ‘Internet Mail GateWay’ on 
the line 10 are found in the electronic mail. The line 11 
de?nes that a domain name ‘epson.co.’ is included in letter 
strings described betWeen a ‘recipient’ and a ‘sender’ in the 
electronic mail. In the example of the electronic mail shoWn 
in FIG. 3, the condition is that the above domain name is 
included in a letter string ‘recipient@epson.co.jp’ on the line 
7 representing the recipient Who has received a ?le including 
a virus. This structural de?nition is accordingly applied to 
process information of the virus detected in the ?le sent to 
the recipient Who belongs to the above domain. 

[0049] Referring back to FIG. 2, the lines 13 to 25 in the 
structural de?nition de?ne a method of extracting informa 
tion and a method of code conversion. The line 14 de?nes 
extraction of a letter string betWeen ‘SmtpGW’ and ‘Date’, 
that is, extraction of a device ‘SMTP’ that has sent the 
virus-related information (the line 4 in the electronic mail of 
FIG. 3). The lines 15 to 19 successively de?ne the method 
of extracting several pieces of information, that is, the 
recipient of a ?le including a virus, the sender of the ?le 
including the virus, the name of the virus, the name of the 
virus-infected ?le, and the vaccine action against the virus. 
In the electronic mail of FIG. 3, the information on the lines 
7 to 12 is extracted according to such de?nition. 

[0050] The lines 20 to 24 de?ne the method of code 
conversion With regard to various series of virus-related 
processing. In this example, a ‘reject’ process, a ‘move 
process’, and other processes are converted to a code ‘1’, a 
code ‘3’, and a code ‘8’, respectively. 

[0051] The structural de?nition is not restricted to the 
example of FIG. 2 but may have a diversity of other 
arrangements. The information to be extracted can be set 
arbitrarily. For example, information regarding the date and 
time of virus eradication may be set as the information to be 
extracted. The structural de?nition is described in XML in 
this embodiment, but may be described in an arbitrary 
language. 
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[0052] The format of the electronic mail including the 
virus-related information varies according to the virus eradi 
cating application program. In the structure of this embodi 
ment, multiple structural de?nitions are provided corre 
sponding to multiple virus eradicating application programs. 
The electronic mail including the virus-related information 
is sent by the virus eradicating application program. The 
appropriate structural de?nition is thus selectively used 
according to the sender address of this electronic mail. The 
mapping of available sender addresses to the respective 
structural de?nitions is under management as information 
used for selection of the appropriate structural de?nition. 
The structural de?nitions may otherWise be managed indi 
vidually by the sender address. AneW structural de?nition is 
additionally registered every time a novel virus eradicating 
application program is installed in any device on the net 
Work. 

[0053] C. Information Extraction Process 

[0054] FIG. 4 is a ?oWchart shoWing an electronic mail 
analysis routine. This routine starts When the scheduler 16 
generates a trigger at preset timings. 

[0055] The host computer 10 reads the structural de?nition 
18 provided in advance and a non-read electronic mail in the 
mail box 9 (steps S2 and S3), and determines Whether or not 
a structural de?nition corresponding to the sender address of 
the electronic mail is present (step S4). In the case Where the 
structural de?nition is not present, the host computer 10 
carries out an error operation (step S10). 

[0056] In the case Where the structural de?nition is 
present, on the other hand, the host computer 10 extracts 
information of an aggregation object from the electronic 
mail, based on this structural de?nition (step S5), makes the 
extracted information subjected to the format conversion 
(step S6), and registers the format-converted information 
into the detection database 17 (step S7). One possible 
modi?cation may omit the format conversion and directly 
add the extracted information as a record to the detection 
database 17. 

[0057] On completion of the processing, the host com 
puter 10 stores both the processed electronic mail after the 
information extraction and the electronic mail determined as 
error into a preset folder (step S8). One preferable method 
classi?es the electronic mails by the sender and stores the 
classi?ed electronic mails into corresponding sub-folders. 
The host computer 10 repeatedly executes the above series 
of processing With regard to all the non-read electronic mails 
kept in the mail box 9 (step S9). 

[0058] D. Example of Aggregation 

[0059] FIG. 5 shoWs an output example of a virus eradi 
cation record, Which is output by the aggregation module 15 
(see FIG. 1). This is the eradication report of a virus having 
the name (xxx.Wrs). The number of virus eradication is 
plotted against the date of eradication in the form of a bar 
chart. The bar chart is formed to alloW for comparison 
among offices. Aclick of a ‘Last Month’ button gives display 
of a virus eradication record of the last month. Aclick of an 
‘Action Class List’ button gives display of an action record 
against each virus. A click of a ‘Virus Class List’ button 
gives display of various viruses eradicated in one month and 
the number of virus eradication. 
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[0060] FIG. 6 shoWs an output example of a virus class 
list. The list of various viruses is shoWn in a descending 
order of the number of virus eradication. Each number of 
virus eradication is shoWn in the form of a bar. FIGS. 5 and 
6 are only illustrative and not restrictive in any sense. The 
virus eradication report may be output in a diversity of other 
forms and may include a variety of other items. 

[0061] E. Effects 

[0062] The system of this embodiment automatically 
extracts the virus-related information from the electronic 
mail created by the virus eradicating application program, 
and registers the extracted virus-related information into the 
database. This system selectively uses multiple structural 
de?nitions provided in advance and thereby ensures effec 
tive extraction of the virus-related information from the 
electronic mails of various format. The arrangement thus 
advantageously saves the time and the labor used for man 
agement and analyses of the virus-related information on the 
netWork. 

[0063] F. Modi?ed Example 

[0064] Analysis of each electronic mail and aggregation of 
data may be carried out at various timings. For example, the 
data analysis and aggregation may be triggered by receipt of 
an electronic mail created by the virus eradicating applica 
tion program. 

[0065] FIG. 7 is a ?oWchart shoWing another electronic 
mail analysis routine in one modi?ed example. This pro 
cessing routine generates aggregation data useful for iden 
tifying the sender of a virus-infected electronic mail. This 
processing routine is triggered by receipt of an electronic 
mail, Which is created by the virus eradicating application 
program, and is executed by the host computer in an event 
driven manner. 

[0066] The host computer 10 ?rst reads the structural 
de?nition 18 provided in advance, a non-read electronic 
mail, and aggregation data (step S20). The aggregation data 
here represents results of a previous cycle of the processing. 

[0067] When no structural de?nition suitable for analysis 
of the received electronic mail is present (step S21), the host 
computer 10 carries out an error action (step S25), stores the 
electronic mail (step S26), and exits from this processing 
routine, like the embodiment discussed above. 

[0068] When a structural de?nition suitable for analysis of 
the received electronic mail is present (step S21), on the 
other hand, the host computer 10 analyZes the received 
electronic mail and extracts aggregation information from 
the analyZed electronic mal (step S22). The host computer 
10 then updates the aggregation data based on the extracted 
aggregation information (step S23) and outputs the updated 
aggregation data (step S24). 

[0069] An output example of the aggregation data is also 
shoWn in the ?oWchart of FIG. 7. The aggregation results on 
the number of the virus-infected electronic mails sent from 
each user are output in the form of a bar chart. The procedure 
of outputting such aggregation data extracts the sender 
information shoWn in FIGS. 2 and 3 as the aggregation 
information at step S22 and successively increases the 
number of transmission from each user corresponding to the 
sender information at step S23. 
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[0070] The host computer 10 stores the analyzed elec 
tronic mail (step S26) and exits from this processing routine. 
In this modi?ed example, the aggregation data represent the 
number of the virus-infected electronic mails sent from each 
user. Another applicable procedure may aggregate the num 
ber of virus-infected electronic mails sent from the outside 
of the enterprise by each mail address or by each domain 
included in the mail address. 

[0071] The aggregation data of this modi?ed example is 
especially effective, for example, for the action against a 
certain type of the virus that automatically sends virus 
infected electronic mails to all the mail addresses included 
in an address book stored in a client. Such aggregation data 
is effectively used to specify the source of infection of the 
virus. The arrangement of the modi?ed example carries out 
the processing in the event driven manner, thus advanta 
geously ensuring the real-time collection of the aggregation 
data and alloWing for the prompt countermeasure against the 
virus. 

[0072] In the embodiment and the modi?ed example dis 
cussed above, the electronic mails including the virus 
related information are not restrictive to those automatically 
transmitted from the virus eradicating application program. 
Electronic mails manually created in a predetermined format 
may also be objects of the analysis. In the structure of the 
embodiment, the function of preparing the report based on 
the data in the database may be omitted, if not required. The 
principle of the present invention is applicable to a variety 
of other electronic mails, as Well as the electronic mails 
including the virus-related information, and even to mixture 
of electronic mails produced by different application pro 
grams for different purposes. In such cases, the structural 
de?nition may be selectively used according to the title of 
the electronic mail, in place of the sender address. 

[0073] The functional blocks shoWn in FIG. 1 may be 
attained by separate program modules or an integrated 
program module. All or part of these functional blocks may 
be actualiZed by the hardWare structure including logic 
circuits. Each program module may be incorporated in an 
existing application program or may be designed as an 
independent program. Any of these computer programs may 
be recorded in a computer readable recording medium, such 
as a CD-ROM, and installed in a computer. Alternatively the 
computer program may be doWnloaded into a memory of a 
computer via a netWork. 

[0074] The above embodiment is to be considered in all 
aspects as illustrative and not restrictive. There may be many 
modi?cations, changes, and alterations Without departing 
from the scope or spirit of the main characteristics of the 
present invention. All changes Within the meaning and range 
of equivalency of the claims are therefore intended to be 
embraced therein. 

[0075] The scope and spirit of the present invention are 
indicated by the appended claims, rather than by the fore 
going description. 
What is claimed is: 

1. An information collection system that collects prede 
termined information from an electronic mail, said informa 
tion collection system comprising: 

a mail reading module that reads an electronic mail 
including the predetermined information; 
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a memory module that stores multiple structural de?ni 
tions, Which correspond to multiple formats of the 
electronic mail and are used to specify a place of the 
electronic mail Where the predetermined information is 
described; and 

an information extraction module that refers to one of the 
multiple structural de?nitions corresponding to a for 
mat of the electronic mail, and extracts the predeter 
mined information from the electronic mail. 

2. An information collection system in accordance With 
claim 1, Wherein the format of the electronic mail is de?ned 
corresponding to identi?cation information representing at 
least part of a sender, a destination, and a title of the 
electronic mail, and 

said information extraction module refers to one of the 
multiple structural de?nitions, based on the identi?ca 
tion information. 

3. An information collection system in accordance With 
claim 1, Wherein each of the multiple structural de?nitions 
de?nes at least either of letter strings to be Written imme 
diately before and immediately after the predetermined 
information. 

4. An information collection system in accordance With 
claim 1, Wherein each of the multiple structural de?nitions 
includes an application condition to specify propriety of 
application of the structural de?nition, based on the format 
of the electronic mail. 

5. An information collection system in accordance With 
claim 1, Wherein each of the multiple structural de?nitions 
includes a conversion rule, Which is used to convert the 
predetermined information extracted from the electronic 
mail into a speci?ed letter string according to contents of the 
extracted information, and 

said information extraction module converts the prede 
termined information according to the conversion rule. 

6. An information collection system in accordance With 
claim 1, Wherein said memory module stores the multiple 
structural de?nitions as individual ?les. 

7. An information collection system in accordance With 
claim 1, said information collection system further compris 
mg: 

an extraction control module that automatically activates 
said information extraction module at a preset timing. 

8. An information collection system in accordance With 
claim 1, said information collection system further compris 
mg: 

an aggregation module that prepares predetermined 
aggregation data, based on the predetermined informa 
tion extracted from the electronic mail. 

9. An information collection system in accordance With 
claim 8, Wherein the predetermined information regards a 
virus infection status, 

the aggregation data represents a number of transmission 
of virus-infected ?les by each sender of the virus 
infected ?les, and 

said aggregation module starts preparation of the aggre 
gation data, in response to an action of reading the 
electronic mail by said mail reading module. 

10. An information collection method that collects pre 
determined information from an electronic mail, said 
method comprising the steps of: 
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reading an electronic mail including the predetermined 
information; 

preparing in advance a memory module that stores mul 
tiple structural de?nitions, Which correspond to mul 
tiple formats of the electronic mail and are used to 
specify a place of the electronic mail Where the prede 
termined information is described; and 

referring to one of the multiple structural de?nitions 
corresponding to a format of the electronic mail, and 
extracting the predetermined information from the 
electronic mail. 

11. A computer readable medium in Which a computer 
program that is used to collect predetermined information 
from an electronic mail is recorded, said computer program 
causing a computer to attain the functions of: 
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reading an electronic mail including the predetermined 
information; 

referring to a memory module that stores multiple struc 
tural de?nitions, Which correspond to multiple formats 
of the electronic mail and are used to specify a place of 
the electronic mail Where the predetermined informa 
tion is described; and 

referring to one of the multiple structural de?nitions 
corresponding to a format of the electronic mail, and 
extracting the predetermined information from the 
electronic mail. 


