
US 20030223766A1 

(12) Patent Application Publication (10) Pub. N0.: US 2003/0223766 A1 
(19) United States 

Imai 

(54) IMAGING APPARATUS AND REMOTE 
MANAGEMENT SYSTEM OF THE SAME 

(76) Inventor: Tatsuya Imai, Tokyo (JP) 

Correspondence Address: 
DICKSTEIN SHAPIRO MORIN & OSHINSKY 
LLP 
2101 L STREET NW 
WASHINGTON, DC 20037-1526 (US) 

(21) Appl. No.: 10/392,861 

(22) Filed: Mar. 21, 2003 

(30) Foreign Application Priority Data 

Mar. 25, 2002 (JP) ............................ .. PAT.2002-083329 

Mar. 12, 2003 (JP) ............................ .. PAT.2003-067159 

F "" — _ '- — _ _ _ _ _ _ _ _ _ _ —1 

‘ STORAGE UNIT 12 I 10 

l APPLICATION L4 
' 32f UsAGE MANAGEMENT I 
I TABLE I 

I I l 
' II - 19 i 

I CONTROL UNIT USAGE | 
I REQUEST I 

31/‘ APPLICATION ACQUISITION ; 
I CONTROL PART UNIT I 
I I ' l 

I ‘ 10H I 
I I 
I 13¢ COMMUNICATION UNIT I 

l 141 DISPLAY UNIT I 
I 
I 15¢ IMAGE REPRODUCTION UNIT i 

1 16¢ IMAGE PICK-UP UNIT I | 

| 17v CARRIER UNIT. i 

I I 

I HARDWARE RESOURCES L______________________1 

IMAGING APPARATUS 

(43) Pub. Date: Dec. 4, 2003 

Publication Classi?cation 

(51) Int. Cl? .................................................. .. G03G 15/00 
(52) U.S.Cl. ................................................................ .. 399/8 

(57) ABSTRACT 

In a multi-function imaging machine, a termination Condi 
tion for each application is managed at a remote location, 
and a termination operation of the application based on the 
termination condition is controlled at the imaging apparatus. 
This imaging apparatus implements a plurality of different 
applications related to imaging and includes a Communica 
tion unit that enables transmission and reception of infor 
mation betWeen an external apparatus, a table that records an 
application usage state and a termination condition set by the 
external apparatus for each application, and a control unit 
that determines Whether or not any of the applications 
satis?es the termination condition during activation by refer 
ring to the table, and terminates the application When the 
termination condition is satis?ed. 
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FIG.14A * 

POST /applicationManager HTTP/1.1 
Bast; www. example. ricoh. c0. jp 
Content~Typei application/soap; charset="utf+8" v 
(Intent-Lengthl nnnn _ 

SOAPActionZ "httpl //examp1e. ricoh. co. jp/2002/l2/modifyTable" 

<?xml version=”1. 0"?> 
<envIEnvelope xm1nsIenv=”httpI//www. W3.,org/ZOOl/12/s0ap-enve1ope”> 
<envIBody> I - v ‘ ' 

<mIchangeState - 

envI enc0dingStyle=”httpI//www. W3. org/200V12/s0ap-encoding” 
xm1nsIm:”httpI//examp1e. ricoh. c0. jP/2002/12") 

<AplID>scanner</Ap1ID> 
<newState> activate </newState> 

(/changeState) ' 

</envIBody> 
</envIEnve10pe> 

FIG.14B 

P031" /applicationManager HTTP/1.1 
Hosti www._example. ricoh. c0. jp I 
Content—TypeI application/soap; charset="utf—8" 
Cntent~LengthI nnnn ' 

SOAPActioni "httpI//examp1e. ricoh. c0. jp/ZOOZ/lZ/modify'l'able” 

<?xml versionI'l. 0"?> 
<env2Envelope xmlnsienv='httpl//www. W3. org/2001/12/soap-envel0pe'> 
<envIBody> 
<mIchangeState 

envixencodingstyleghttpl//www. W3. 0rg/2001/12/soap-encoding” 
Xm1nsIm=”httpI//examp1e. ricoh. c0. jp/ZOOZ/IZ") 

<AplID>scanner</Ap1ID> 
<newState> terminate </newState> 

</changeState> 
</envIBody> 

</envIEnve10pe> 
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IMAGING APPARATUS AND REMOTE 
MANAGEMENT SYSTEM OF THE SAME 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates generally to a multi 
function imaging apparatus that has one or more imaging 
functions and to a remote management system for this 
imaging apparatus. More particularly, the present invention 
relates to a multi-function imaging apparatus that is capable 
of managing the activation conditions and termination con 
ditions of each application set up by a remote management 
apparatus and of accurately controlling the termination of 
each application. 

[0003] 2. Description of the Related Art 

[0004] A so-called multi-function imaging machine, 
Which is an all-in-one imaging apparatus that offers a variety 
of imaging services such as printing, copying, facsimile, and 
scanning to a user, has application programs corresponding 
to each of the offered functions. In the multi-function 
imaging machine, an algorithm in common With all the 
application programs is inserted betWeen the application 
programs and hardWare resources. Such an algorithm is 
implemented as an OS (operating system) or a common 
system service. By alloWing the application programs to 
co-use the algorithm, the development efficiency of the 
applications can be improved. 

[0005] The multi-function imaging apparatus can be sta 
tioned at various locations, such as an office, a library, a 
convenience store, a medical institution, or an academic 
institution, and is used for photocopying, sending and 
receiving facsimile, printing output data, etc. 

[0006] In the above imaging apparatus, a charging service 
may be provided for the use of the imaging services. If the 
imaging apparatus is for individual use, the user Will usually 
have to insert a coin or a pre-paid card. On the other hand, 
the multi-function imaging apparatus may be used under a 
contract that sets forth speci?c usage conditions. The usage 
conditions may be, for example, 300 pages per day for the 
printer service, 30 copy jobs per day for the copier service, 
etc. Other usage conditions such as available time, the 
number of times an application is activated, or the total 
number of pages can also be conceived. These usage con 
ditions do not necessarily have to be ?xed. Also, there is a 
need for the imaging apparatus to properly terminate a 
particular application program if this application program no 
longer satis?es the prescribed usage conditions. 

[0007] Under such circumstances, a system that is capable 
of comprehensively grasping the usage conditions of each of 
the applications installed in the multi-function imaging 
apparatus stationed at various locations, and controlling the 
activation conditions and the termination conditions of the 
application programs at a remote area is desired. 

[0008] One knoWn technique for controlling the activation 
of a program at a remote area is MMC (Microsoft Manage 
ment Console) for WindoWs NT and subsequent versions 
provided by Microsoft Co., Ltd. This management console 
controls the activation and termination of application ser 
vices at a remote computer. 
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[0009] Also, a feature of UNIX (registered trademark), 
alloWs remote log-in to activate and terminate an application 
installed in a remote computer. 

[0010] HoWever, the above described techniques only 
alloW activation and termination of an application via a 
communication netWork, and the terminal apparatus itself 
cannot automatically terminate an application When the 
predetermined condition is no longer satis?ed. Also, neither 
of the above technologies is capable of activating or termi 
nating a program When the netWork connection is cut off. 

[0011] On the other hand, technologies for automatically 
terminating a program can be found in shareWare, or free 
(public domain) softWare. In such free softWare or share 
Ware, a program is arranged to be prevented from starting up 
after a predetermined testing period has expired. The appli 
cation itself determines Whether or not the testing period has 
expired every time the application is activated. If it is 
determined upon its activation that the testing period has 
expired, the application Will not start thereafter. The terminal 
apparatus in Which the above application is installed has 
nothing to do With the control of the activation ban of this 
application. 
[0012] In the above technology, the determination of 
Whether or not the testing period has expired is performed 
only at the time the application is activated. Thus, once the 
application is activated, the application cannot be automati 
cally terminated in response to a predetermined condition as 
a trigger. 

SUMMARY OF THE INVENTION 

[0013] Accordingly, it is an object of the present invention 
to provide a con?guration in Which conditions for activating 
and terminating each application, set externally beforehand, 
can be managed internally by an imaging apparatus, and the 
application that ceases to satisfy the prescribed conditions 
during activation can be terminated at the imaging appara 
tus. 

[0014] It is another object of the present invention to 
provide a remote management system that is capable of 
setting and changing the conditions for the imaging appa 
ratus at a remote location and managing the usage conditions 
of the imaging apparatus. 

[0015] To realiZe the above objects of the present inven 
tion, the imaging apparatus takes in the termination condi 
tions set and managed at the remote management apparatus, 
and terminates a particular application that satis?es its 
termination condition during activation. 

[0016] Each of the applications installed in the imaging 
apparatus may also be activated or terminated by the remote 
management apparatus. 

[0017] Also, the termination condition can be changed at 
the remote management apparatus, Wherein the imaging 
apparatus takes in the changed termination condition and 
terminates an application accordingly. 

[0018] Speci?cally, according to a ?rst aspect of the 
present invention, an imaging apparatus that implements a 
plurality of different applications related to imaging is 
provided. This imaging apparatus includes: 

[0019] a communication unit that transmits and 
receives information to and from an external appa 

ratus; 
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[0020] a table that records an application usage state 
and a termination condition set by the external 
apparatus for each of the applications; and 

[0021] a control unit that determines Whether or not 
any of the applications satis?es the termination con 
dition during activation by referring to the table, and 
terminates the application that satis?es the termina 
tion condition. 

[0022] In this imaging apparatus, the termination opera 
tion for an application can be controlled Within the imaging 
apparatus based on the termination condition set by the 
external apparatus. Thereby, an application can be properly 
terminated upon ful?llment of a particular termination con 
dition even When there is a problem in the netWork con 
necting the imaging apparatus and the external apparatus. 

[0023] The communication unit receives ?rst update infor 
mation for changing the termination condition from the 
external apparatus and the control unit updates the table 
based on the ?rst update information. 

[0024] In this Way, the imaging apparatus can easily adjust 
to changes made in the termination condition and can 
terminate an application based on the updated termination 
condition. 

[0025] The table also records an initial state indicating 
Whether or not each application is to be activated upon 
poWer-on of the imaging apparatus, and the control unit 
activates the applications that need to be activated by 
referring to the table. 

[0026] In this Way, an application that is rarely used can be 
prevented from taking up memory resources in the imaging 
apparatus and user-friendliness of the imaging apparatus can 
be enhanced. 

[0027] The communication unit receives second update 
information for changing an initial state of an application 
from the external apparatus and the control unit updates the 
table based on the second update information. 

[0028] In this Way, the imaging apparatus can take in the 
most recent update to the initial state so that unnecessary 
applications can be prevented from being activated and the 
usage efficiency of the memory can be improved. 

[0029] The control unit includes a system control part that 
provides an algorithm that is common to the plurality of 
different applications installed in the imaging apparatus, and 
an application control part that is inserted betWeen the 
system control part and the applications. The application 
control part terminates the corresponding application via the 
system control part When the termination condition is sat 
is?ed. 

[0030] In this, Way, the development of system resources 
can be accomplished ef?ciently. 

[0031] According to a second aspect of the present inven 
tion, a remote management system that includes an imaging 
apparatus implementing a plurality of different applications 
related to imaging, and a remote management apparatus, 
connected to the imaging apparatus via a netWork, that 
manages an operation condition of the imaging apparatus is 
provided. The remote management apparatus sets a termi 
nation condition for terminating each application of the 
imaging apparatus and sends the set termination condition to 
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the imaging apparatus via the netWork. The imaging appa 
ratus stores the termination condition received from the 
remote management apparatus in a storage area in associa 
tion With the corresponding application, and terminates the 
application that satis?es the termination condition during 
activation. 

[0032] According to this system, the termination condition 
of the imaging apparatus is managed at the remote manage 
ment apparatus, but the actual termination of the application 
is independently controlled at the imaging apparatus. 

[0033] The imaging apparatus noti?es the remote man 
agement apparatus of the termination of an application When 
it terminates the application. 

[0034] In this Way, the remote management apparatus is 
able to verify that the application satisfying the termination 
condition has been properly terminated. 

[0035] The remote management apparatus has an expira 
tion time management unit that manages an expiration time 
for each application in the imaging apparatus, generates a 
termination instruction command for the application that has 
reached the expiration time, and sends the termination 
instruction command to the imaging apparatus. The imaging 
apparatus terminates the application based on the termina 
tion instruction command received from the remote man 
agement apparatus. 

[0036] In this Way, an expiration time based on a particular 
contract period and the like is managed at the remote 
management apparatus, and the imaging apparatus is con 
trolled to properly terminate a particular application When 
the valid term expires. 

[0037] Also, the remote management apparatus generates 
an activation instruction command for activating a particular 
application upon poWer-on of the imaging apparatus, and 
sends this to the imaging apparatus. The imaging apparatus 
activates the corresponding application based on the activa 
tion instruction command received from the remote man 
agement apparatus. 

[0038] In this Way, it is possible to control the activation 
of a particular application of the imaging apparatus at the 
remote management apparatus. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0039] FIG. 1 shoWs an overall con?guration of a remote 
management system according to a ?rst embodiment of the 
present invention; 

[0040] FIG. 2 shoWs a softWare structure of an imaging 
apparatus used in the ?rst embodiment of the present inven 
tion; 

[0041] FIGS. 3A and 3B are diagrams illustrating opera 
tions of an application control part in the imaging apparatus, 
FIG. 3A illustrating an activation control and a termination 
control for each application realiZed by the application 
control part, and FIG. 3B illustrating a How of information 
betWeen the application control part, an application usage 
management table, the applications, and a system control 
service (SCS); 

[0042] FIG. 4 shoWs a data structure of the application 
usage management table used in the imaging apparatus; 
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[0043] FIG. 5 shows a software structure of a remote 
management apparatus according to the ?rst embodiment of 
the present invention; 

[0044] FIG. 6 is a sequence diagram illustrating activation 
and termination processes according to the ?rst embodiment 
of the present invention; 

[0045] FIGS. 7A and 7B shoW communication data of 
SOAP messages as examples of state noti?cations sent from 
the imaging apparatus to the remote management apparatus, 
Wherein FIG. 7A shoWs a noti?cation of the activation of a 
scanner application, and FIG. 7B shoWs a noti?cation of the 
termination of the scanner application in response to its 
termination condition being satis?ed; 

[0046] FIG. 8 is a sequence diagram illustrating condition 
update command output processes performed at the imaging 
apparatus and the remote management apparatus; 

[0047] FIG. 9 shoWs an example of communication data 
of a SOAP message noti?cation of the updating of a con 
dition of the scanner application; 

[0048] FIG. 10 shoWs an overall con?guration of a remote 
management system according to a second embodiment of 
the present invention; 

[0049] FIG. 11 shoWs a data structure of a usage mode 
management table stored in the remote management appa 
ratus according to the second embodiment of the present 
invention; 

[0050] FIG. 12 shoWs a softWare structure of the remote 
management apparatus according to the second embodiment 
of the present invention; 

[0051] FIG. 13 is a sequence diagram illustrating the 
activation and termination processes performed at the imag 
ing apparatus and the remote management apparatus accord 
ing to the second embodiment of the present invention; and 

[0052] FIGS. 14A and 14B shoW examples of communi 
cation data of a SOAP message, Wherein FIG. 14A repre 
sents an activation instruction, and FIG. 14B represents a 
termination instruction. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0053] In the folloWing, preferred embodiments of the 
present invention are described With reference to the accom 
panying draWings. 

[0054] FIG. 1 shoWs a con?guration of a remote manage 
ment system according to a ?rst embodiment of the present 
invention. The remote management system 1 includes an 
imaging apparatus 10 and a remote management apparatus 
20 that manages the imaging apparatus 10 from a remote 
location. The imaging apparatus 10 and the remote manage 
ment apparatus 20 are connected via the Internet 50, and a 
connection according to the HTTP (hyper text transfer 
protocol), for example, is established. It should be noted that 
in this draWing, only one imaging apparatus 10 is shoWn in 
order to simplify the folloWing descriptions; hoWever, the 
system of the present embodiment is con?gured to include 
a plurality of imaging apparatuses 10 under the management 
of one remote management apparatus 20. 
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[0055] The imaging apparatus 10 is a multi-function imag 
ing apparatus that is provided With a variety of applications 
related to imaging and includes hardWare resources 10H, a 
control unit 11, a storage unit 12, and a usage request 
acquisition unit 19. The hardWare resources 10H include a 
communication unit 13, a display unit 14, an image repro 
duction unit 15, an image pick-up unit 16, and a carrier unit 
17. These hardWare resources provide various user services 
according to predetermined control processes (jobs) Spe 
ci?cally, the communication unit 13 is a communication 
interface that sends/receives information to/from the remote 
management apparatus 20 via the Internet 50. The display 
unit 14 may be a LCD (liquid crystal display), or some other 
type of display panel. The image reproduction unit 15 may 
be a printing device, for example, and includes a sensor that 
counts the number of output pages. The image pick-up unit 
16 may be a scanner, or some other type of optical reading 
device. The carrier unit 17 controls the operation of a drum 
or a roller upon performing a user service such as copying 
or printing and carries the recording medium. 

[0056] The control unit 11 is realiZed by a CPU, for 
example, and includes an application control part 31. The 
application control part 31 acquires the usage conditions of 
each activating application in the imaging apparatus 10, 
compares the acquired usage conditions to the pre-estab 
lished conditions, and controls the termination of the appli 
cations. 

[0057] The storage unit 12 includes a memory, a register, 
and a hard disk. In the hard disk of the storage unit 12, 
application programs that provide each of a printer service, 
a copier service, a facsimile service, and a scanner service 
are stored. Also, control service programs and application 
control programs that provide common functions for all of 
the above application programs are stored in this hard disk. 
Each of the application programs, the control service pro 
grams, and the application control programs is loaded and 
executed by means of the control unit 11 and the storage unit 
12. 

[0058] The storage unit 12 also stores an application usage 
management table 32 that records an identi?er, a usage state, 
a termination condition, and the like for each application. 
The above application control part 31 Writes the acquired 
current usage conditions into the application usage manage 
ment table 32 and also determines the termination operation 
of each application by referring to the termination condition 
recorded in the application usage management table 32. 

[0059] The usage request acquisition unit 19 is a touch 
panel, for example, and accepts various inputs such as a 
usage request for a service made by a user. 

[0060] On the other hand, the remote management appa 
ratus 20 includes a control unit 21, a storage unit 22, a 
communication unit 23, a display unit 24, and an input unit 
25. 

[0061] The control unit 21 includes a CPU, for example, 
and generates various commands that include conditions for 
the activation and termination of each application in the 
imaging apparatus 10 based on information received from 
the imaging apparatus 10 via the communication unit 23 or 
information input by an operator via the input unit 25. 

[0062] The storage unit 22 includes a memory, a register 
and a hard disk. The communication unit 23 is a commu 
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nication interface, for example. The display unit 24 is a 
computer display, for example. The input unit 25 may be a 
key board and a pointing device, for example. The setting, 
changing or updating of the termination conditions for each 
imaging apparatus is input to the control unit 21 by the input 
unit 25. 

[0063] FIG. 2 shoWs an architecture of the imaging appa 
ratus 10. As shoWn in the draWing, a softWare layer is 
constructed on top of the hardWare resources 10H With an 
engine I/F in betWeen. This softWare layer includes an OS 
(operating system) layer 41 at the bottom, a service module 
layer 42 and an application control layer 43 in the middle, 
and an application module layer 44 at the top. 

[0064] In the OS layer 41, a general-purpose OS 11a is 
mounted. The general-purpose OS 11a realiZes parallel 
execution of the programs in the application module layer 
44, the application control layer 43, and the service module 
layer 42, each of the programs being handled as processes. 
It is assumed that the imaging apparatus 10 according to the 
?rst embodiment implements an open source UNIX (regis 
tered trademark) operating system. This arrangement takes 
into consideration the accessibility of source code and the 
safety of the programs. 

[0065] The application module layer 44 implements appli 
cation programs such as a printer application 35a, a copier 
application 35b, a fax application 35c, and a scanner appli 
cation 35d. 

[0066] The printer application 35a is an application pro 
gram for realiZing a printing service and includes various 
application modules such as a PIR module, a print job 
generation module, a print data communication module, and 
a printer display and key manipulation module. 

[0067] The copier application 35b is an application pro 
gram for realiZing a copying service, and includes applica 
tion modules such as a copy job generation module, and a 
copy display and key manipulation module. 

[0068] The fax application 35c is an application program 
for realiZing a facsimile service, and includes a fax job 
generation module, and a fax display and key manipulation 
module. 

[0069] The scanner application 35a' is an application pro 
gram for realiZing a scanning service, and includes a scanner 
data transmission module, a scanner data communication 
module, and a scanner display and key manipulation mod 
ule. 

[0070] The imaging apparatus 10 shoWn in FIG. 2 nor 
mally has the above described four application programs 
implemented in the application module layer 44. HoWever, 
a neW version of an application can be added, or an 
application program can be deleted or added. 

[0071] The application control layer 43 is inserted 
betWeen the application module layer 44 and the service 
module layer 41, and implements the application control 
part 31. 

[0072] The service module layer 41 includes a system 
resource manager (referred to as ‘SRM’ hereinafter) 11b, a 
job control service (referred to as ‘JCS’ hereinafter) 11c, a 
memory control service (referred to as ‘MCS’ hereinafter) 
11d, a netWork control service (referred to as ‘NCS’ here 
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inafter) 116, an operation-control service (referred to as 
‘OCS’ hereinafter) 11f, and a system control service 
(referred to as ‘SCS’ hereinafter) 11g. 

[0073] The SRM 11b is a program for controlling the 
system and managing the resources. The SRM 11b admin 
isters the control unit 11 to mediate betWeen the hardWare 
resources 10H such as the communication unit 13, the 
display unit 14, the image reproduction unit 15, and the 
image pick-up unit 16 according to the requirements of the 
application softWare in the upper layer. Also, the SRM 11b 
administers the control unit 11 to control the execution of the 
hardWare resources 10H. 

[0074] The JCR 11c administers the control unit 11 to 
successively produce jobs that control the hardWare 
resources 10H to perform their respective user services 
according to instructions of a job mode accepted from each 
of the applications in the upper layer. 

[0075] The MCS 11d administers the control unit 11 to 
perform memory control such as image memory acquisition 
and release, hard disk device usage, and image data com 
pression and decompression. 

[0076] The NCS 11e administers the control unit 11 to 
perform a mediation process betWeen the netWork and each 
of the application programs in the application module layer 
44. The imaging apparatus 10 is able to obtain neW versions 
of each application program via the netWork to Which the 
imaging apparatus 10 is connected by the NCS 116. 

[0077] The OCS 11f administers the control unit 11 to 
control the operation panel. The SCS 11g administers the 
control unit 11 to perform general management of the 
applications. 

[0078] The service module layer 42 containing the above 
described services is placed betWeen the general-purpose OS 
11a at the bottom and the application module layer 44 at the 
top. In this Way, the common portions for each of the 
application programs can be arranged as a common system 
service so that the development effort for each of the 
applications can be reduced and the application can be 
slimmed doWn. In order to realiZe such a common system 
service, the service module layer 42 provides an application 
program interface (API) to each of the application programs 
in the application module layer 44. Each of the application 
programs in the application module layer 44 calls the 
necessary functions from the service module layer 42 using 
this API, and provides noti?cation of the current situation to 
the application control part 31. 

[0079] For example, When the activation of the printer 
application 35a is directed, the necessary functions are 
called from the service module layer 42, and jobs that 
control the hardWare resources 10H are generated. Then, the 
execution results of the jobs are provided to the application 
control part 31 as state data of the application. 

[0080] Also, When the activation of the copier application 
35b, fax application 35c, or the scanner application 35a' is 
directed, the same applies Wherein each application module 
calls the necessary functions from the service module layer 
42, and generates jobs that control the hardWare resources 
10H. The job execution results are provided to the applica 
tion control part 31 via the API. 




















