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SYSTEM FOR DISTRIBUTED TASK EXECUTION 

[0001] This invention relates to distributed task execution. 

GLOSSARY OF TERMS 

[0002] Below, for convenience, we set forth a short glos 
sary of terms which supplement explanations of certain 
terms used in the main text. 

[0003] “Network” is set of computers and a communica 
tion medium which interconnects them. 

[0004] “Network participant” is an entity that may require 
a task to be done and has access to a distributed network. 

[0005] “Packet” is an elemental container for carrying data 
in a distributed system; it typically includes addressing 
information used in routing. 

[0006] “Protocol” is a set of commonly agreed rules which 
de?ne the structure, format, procedure and/or function that 
must be followed for elements of a distributed system to 
communicate with each other. 

[0007] “Resource” is information or a service accessible at 
a location in a distributed system. 

[0008] “Task” is something capable of being done using 
one or more resources. 

[0009] “Digital object” generally means sequences of dig 
its (containing digital representations of virtually any kind of 
information) including an associated unique identi?er, 
called its “handle.” 

[0010] “Repository” is a resource that stores digital 
objects and makes them accessible over the network accord 
ing to applicable terms and conditions. 

[0011] “Database” is an organiZed body of information 
structured so as to analyZe queries and furnish replies. A 
digital object may itself contain a database or elements of a 
database. 

[0012] “Rights holder” is a person or entity which has 
legally enforceable “rights” in a digital object. 

[0013] “Distributed system” may include a Knowbot sys 
tem, as well as components which are outside the Knowbot 
system, such as magnetic diskettes, optical disks, and other 
large scale storage media, including digital representations 
of data on paper. 

[0014] “Knowbot program” is an executable computer 
program, which may be capable of moving from one loca 
tion to another. It includes an “instruction sequence” which 
de?nes a series of steps to perform a task and also includes 
other data. 

[0015] “Courier” is used, on occasion, to refer to an 
instance of a Knowbot program which is engaged in moving 
through a distributed system. 

[0016] “Knowbot system” is a system (including pro 
grams) for creating, storing, and moving Knowbot programs 
among computers, executing the programs, and moving to 
and storing the results as needed at destination computers or 
the Network. 

[0017] “Knowbot service station” is software and/or hard 
ware operating at a location on a network and capable of 
actions such as generating, storing, executing and deleting 
Knowbot programs. 
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[0018] “Knowbot service environment” is a medium for 
handling Knowbot programs and comprises a collection of 
Knowbot service stations. The Knowbot system provides the 
service environment. 

[0019] “Knowbot framework” is a conceptual model 
which de?nes a currency (Knowbot programs) for task 
execution and a medium (Knowbot service environment) for 
handling the programs. 

[0020] “Noti?cation authority” is a part of the Knowbot 
service environment which stores information about opera 
tions performed by Knowbot programs. 

[0021] “Prospective Knowbot programs” are Knowbot 
programs received by a Knowbot service station from a 
source outside the Knowbot service environment. 

INTRODUCTION 

[0022] In the most basic sense, the invention concerns 
itself with a system (we call it the Knowbot® system) for 
creating, storing and moving programs among computers, 
executing the programs and moving to and storing the 
results as needed at destination computers. While most or all 
of the computers may be “online” and part of a general 
computer networking environment, the concepts apply also 
to offline movement of programs via other media such as 
magnetic diskettes, optical disks, and other large scale 
storage media, including digital representations of data on 
paper (such as bar coding). Moreover, the computers in the 
system need not be simultaneously connected in an under 
lying network at all times; this connectivity may come and 
go from time to time. The label “system” generally implies 
some systematic regularity in the way these programs are 
created and managed, the way they interact with each other, 
the way they interact with stored information, and the way 
they interact with external systems, including people and 
programs which are considered to exist outside the scope of 
the de?nition of the programs and computers which are part 
of the system. 

[0023] For purposes of explanation, we sometimes use the 
term “Knowbot® system” (Knowbot® is a registered trade 
mark of the Corporation for National Research Intiatives) to 
refer to portions or all of the system. The Knowbot® system 
has well-de?ned boundaries which make it possible to 
distinguish the components that are part of the system from 
components which are outside of it and which interact with 
it only in ways de?ned by the system. What is inside the 
Knowbot system and what is outside may together be called 
a distributed system. The parts which are considered inside 
the system interact with other parts only in prescribed ways. 
The rules which de?ne proper behavior are, in effect, speci 
?cations which determine how a component can be created 
and can operate so as to always be considered a properly 
functioning component of the system. 

[0024] The Knowbot® system is largely a software system 
whose components are programs which operate in pre 
scribed ways. Software operates in a computer-based (hard 
ware) environment and often in association with software 
based operating systems which are the basic programs that 
create, allocate and manage resources on the hardware. 
Underlying the basic design of the Knowbot® system is the 
assumption that the computers on which the system is 
operated have operating systems which provide functions 
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needed by the KnoWbot® system running “on top of” the 
operating systems. Any operating system Would be suitable 
if it supports the embedding of the underlying computers in 
a data communications (networking) environment and is 
capable of “time-sharing” multiple programs running con 
currently under the overall control of the operating system. 
In addition, the programs (called KnoWbot programs) Which 
are capable of moving betWeen computers must contain 
sufficient information to alloW them to begin or resume 
execution as intended and the computers must provide the 
necessary support environment such as interpreters, sched 
ulers, and storage. The KnoWbot® system may be imple 
mented atop a Wide variety of hardWare and operating 
systems. 
[0025] It is also assumed that the computers that are part 
of the KnoWbot® system are at least intermittently con 
nected to a common communication netWork so that infor 

mation can pass from one computer to another from time to 
time, in accordance With the rules of behavior of the 
KnoWbot® system. 

[0026] The KnoWbot® system links together into a com 
mon operating environment many diverse and distinct sys 
tems and resources and serves as an interconnection system 

betWeen them. Information about one system or its resources 
may be communicated to another system via the intermedi 
ary mechanism, the KnoWbot® system. The KnoWbot® 
system may itself enable tasks to be carried out distinct from 
the systems and resources Which participate. The KnoWbots 
system may also facilitate these participating systems and 
resources to carry out a given task. 

[0027] BeloW We discuss concepts Which, When taken 
together, describe hoW a collection of softWare, hardWare, 
and communication facilities can be organiZed to function as 
a KnoWbot® system. Virtually all of the concepts are based 
on softWare artifacts behaving in accordance With a set of 
prescribed rules. These artifacts include “running programs” 
and also “digital objects” that are stored aWay in “reposito 
ries” for later access. The concepts of the invention gener 
ally are rooted in the de?nition and behavior of softWare 
artifacts rather than on the speci?cs of any particular hard 
Ware, communication netWork, or operating system. HoW 
ever, if desired, portions or all of the softWare could be 
replaced in certain instances With a system of integrated 
circuits (e.g., semiconductor chips) if and When the tech 
nology of very large scale integration permits. 
[0028] KnoWbot® programs are the basic softWare ele 
ments that execute in a given machine. An instance of a 
KnoWbot® program is a Courier, the form taken by a 
KnoWbot® program as it moves from one computer to 
another Within the system or When it interfaces With the 
external World. KnoWbot® programs can contain (carry) 
information (data) Which can be made manifest in a variety 
of Ways. Provision is made in the KnoWbot® system for 
dealing With the arrival and departure of KnoWbot® pro 
grams, for the exchange of information betWeen KnoWbot® 
programs and other KnoWbot® programs, and for the inter 
action of KnoWbot® programs With other parts of the 
KnoWbot® system including information access subsystems 
called “repositories” and With external subsystems, includ 
ing people, by means of visible, audible, or other palpable 
manifestations. 

[0029] An important characteristic of KnoWbot® pro 
grams is their ability to protect data on behalf of rights 
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holders, to control its application in accordance With stated 
terms and conditions and to interpret data, rendering it in 
multiple Ways to be visible, audible or otherWise palpable 
and in such a Way as to permit human interactions to 
in?uence the choice of renderings. 

[0030] Because the KnoWbot® system has a softWare 
based open-architecture interconnection structure, it is use 
ful to discuss, another highly successful softWare-based 
open-architecture interconnection system knoWn as the 
Internet. The Internet is a rapidly groWing, global “netWork 
of netWorks” Which links millions of computers and tens of 
thousands of netWorks together. The Internet is realiZed 
through a set of minimum requirements for linking comput 
ers to each other by Way of a “packet sWitching” environ 
ment and through observing certain format and procedural 
conventions (“protocols”) that govern hoW and When and in 
What form information is exchanged among the computers 
Which are part of the Internet. 

[0031] As seen in FIG. 1, the Internet 10 provides a 
communication frameWork 12 for computer users located 
essentially anyWhere in the World. Any computer 14a may 
send digital information to any other user 14b by observing 
a commonly understood packet protocol 16 and a commonly 
accepted addressing scheme 18. The packet protocol sets 
minimum rules for the structure and handling of packets 
Which carry the digital information, including the address of 
the recipient. The addressing scheme sets minimal rules for 
addressing assignments including prevention of duplicate 
addresses. A computer that folloWs the packet protocol and 
the addressing scheme may be relatively con?dent that a 
packet Will reach its destination and that the recipient Will be 
able to access the digital information carried in it. On the 
other hand, the Internet frameWork makes essentially no 
attempt to de?ne the physical hardWare/softWare netWork 
components 20 that are used to format, transmit, receive, 
disassemble or assemble packets, and instead leaves those 
matters to users, groups of users, and vendors. This has 
resulted in an open, distributed market for implementation 
schemes and products. 

[0032] Because the hardWare/softWare requirements of the 
packet protocol are minimal, and essentially any digital 
information may be carried in them, they provide a “cur 
rency”22 for exchange of digital information across a dis 
tributed netWork, just as paper checks provide a legal tender 
for exchange of economic value. The unambiguous address 
ing scheme and other aspects of the Internet frameWork in 
turn provide a universal medium 24 for exchange of packets, 
just as the unambiguous transit codes of the Federal Reserve 
clearinghouse provide a universal medium for exchange of 
checks. But the Internet frameWork places no limits on the 
physical manner in Which users may create, transmit, 
receive, and use packets, just as the clearinghouse system 
places no restrictions (provided paper siZe and other check 
protocol requirements are met) on hoW checks are created, 
delivered, received, or used. 

[0033] The notion of disconnecting the medium and cur 
rency for exchange of digital information on a Widely 
distributed netWork (i.e., the frameWork) from the physical 
implementation (suggested by the someWhat disjointed rep 
resentations 12 and 20 on FIG. 1) is a poWerful one and has 
led to the great success of the Internet, for it permits 
individuals and non-commercial and commercial enterprises 
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to participate and bene?t from the Internet without requiring 
central control of the implementation. At the same time the 
Internet community is constantly working to enhance and 
improve the principles embodied in the commonly accepted 
Internet framework. This is achieved through a decentral 
iZed process in which concepts may be generated from any 
source, tested, and if found broadly useful, ultimately 
become part of the accepted framework. In this context it is 
largely the quality of the proposed principles that generally 
governs whether they become part of the framework and are 
widely adopted. 

[0034] Another powerful feature of the Internet frame 
work and the physical network on which it is implemented 
is its ability to coexist easily with other frameworks of 
communication and other physical networks. The Internet 
currently accommodates many different types of networks 
and communications media; in principle almost any network 
or communications media can become part of the Internet. 

[0035] Finally, the Internet framework is highly scalable 
which has yielded a relatively easy expansion of the number 
of users worldwide. 

DETAILED DESCRIPTION 

[0036] As seen in FIG. 2, in the invention, a new and more 
powerful framework (called a Knowbot framework 28) is 
created not merely for communicating digital information 
(as in the case of the Internet framework), but for having 
tasks done on behalf of network participants 30a, 30b using 
resources available on a distributed system 32 (e.g., the 
Internet, or another network). Within the phrase “network 
participants” we include any entity that may require a task 
to be done, including individuals with standalone personal 
computers and organiZations, as well as computers and other 
hardware and software in the network. By “task” we mean 
anything that is capable of being done by resources on the 
network; tasks may have a wide range of complexity, and 
typically they involve more than merely a communication of 
digital information of the kind effected by delivery of a 
simple Internet packet containing the digital information; in 
particular, tasks often involve a process step to be taken at 
a location that is remote from the location of the entity that 
requires the task to be done. By “resources” we mean 
whatever is available on the network that can contribute to 
the doing of a task; this could include computer software, 
stored digital objects and a wide variety of services. 

[0037] The Knowbot framework de?nes both a “currency” 
for having tasks of any arbitrary complexity done, and a 
“medium” for handling the currency as part of getting the 
tasks done. The currency is called Knowbot programs. A 
Knowbot program is a mobile emissary of a network par 
ticipant which assists in executing a task to be done on 
behalf of the participant. This task may be carried out locally 
in the user’s system or it may involve interactions with other 
systems and resources at other locations both local and/or 
remote. The medium for handling Knowbot programs is 
called a distributed Knowbot service environment or simply 
the Knowbot service environment. The Knowbot service 
environment is distributed as a potentially endless number 
and variety of what we call Knowbot service stations 
(software and/or hardware) operating at places on the net 
work. The stations may generate, store, execute and delete 
Knowbot programs and otherwise perform all allowed 
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operations on Knowbot programs as determined by the 
Knowbot program itself or by users authoriZed to take or 
enable such actions. The Knowbot framework de?nes a 
minimal set of rules 38 for the structure of Knowbot 
programs (for example, the program must include some 
information related to the task to be done) and a minimal set 
of rules 40 for the functions to be performed within the 
Knowbot service environment (for example, that a typical 
Knowbot service station be able to create, send, receive, 
monitor, and delete Knowbot programs). 

[0038] Although we describe below some additional spe 
ci?c principles for Knowbot programs and the service 
environment, in general it is contemplated that enhance 
ments to the Knowbot framework will be developed in a 
similar manner as for the Internet framework, that is by a 
combination of free market forces with respect to hardware 
and software implementations, and by an open standards 
development process within the Knowbot user community 
with respect to framework principles. Like the Internet 
framework, the Knowbot framework is meant to coexist 
freely with other techniques for doing tasks within a network 
and to be easily expandable. 

[0039] In general, in one aspect, the invention features 
enabling tasks to be done on a network of multiple com 
puters interconnected by communication links. Some or all 
of these computers may also be internal to the network. We 
use the term Courier, on occasion, to refer to a Knowbot 
program that is being sent from one service station to 
another, or is being exported (in some fashion) from the 
environment. At each of the computers, Knowbot programs 
may be received and transmitted on the communication 
links, and may be stored and created; and execution of the 
tasks associated with the Knowbot programs may be 
advanced. Each Knowbot program includes a globally 
unique identi?er; navigation information that may de?ne a 
route through the network (when applicable); and informa 
tion concerning the task to be done. Knowbot programs 
which are clones of each other will use the same basic 
identi?er with a version number or some other delimiter to 

distinguish among them. 

[0040] In general, in another aspect, the invention features 
enabling a computer on a network of multiple computers 
interconnected by communication links to participate in a 
distributed Knowbot service environment by the steps 
recited above. 

[0041] Implementations of the invention may include one 
or more of the following features. 

[0042] A participant at a computer (e.g., a person or a 
process or a Knowbot program running on the computer) 
may de?ne the task to be executed. Information related to 
the de?ned task may be embedded in one of the Knowbot 
programs. Task information contained in Knowbot programs 
may be interpreted. The step of advancing the execution of 
tasks may include: creating additional Knowbot programs, 
interacting with other Knowbot programs, interacting with 
repositories of digital objects; querying a database of infor 
mation; applying stored expert knowledge; protocol trans 
formation; providing a directory service identifying other 
locations which provide services related to the task; making 
a security determination; providing a “what’s new” service 
to identify newly available information; providing a “clip 
ping” service which extracts information; providing a ver 
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sion control service for managing versions of the KnoWbot 
program; responding to actions of a user by obtaining 
execution of the task at another location Without necessarily 
indicating to the user that the execution occurred at the other 
location; providing a method for determining the structure of 
a KnoWbot program (e.g., to determine if a digital object is 
contained in the KnoWbot program and to access the ele 
ment; creating a derivative Work from an existing Work; 
generating a KnoWbot program that contains another KnoW 
bot program, or a digital object, or other data; and passing 
a message from a source KnoWbot program to a target 
KnoWbot program at a different location. 

[0043] The information concerning a task to be done may 
include interpretable or executable instructions. The KnoW 
bot program may include data in the form of a digital object 
or a KnoWbot program (a KnoWbot program may itself be a 
digital object). The digital object may include protocol 
transformation information. 

[0044] In general, in another aspect, the invention features 
executing a local query of a remote database (or a remote 
knoWledge-based system) via a communication channel of a 
netWork Where the local query complies With a query 
protocol and the remote database is responsive to queries 
Which comply With a database protocol. A KnoWbot pro 
gram is locally generated based on the local query and in 
compliance With a KnoWbot program protocol. The KnoW 
bot program is sent to the remote database via the commu 
nication channel of the netWork. At the remote database, the 
KnoWbot program is serviced by querying the database in 
accordance With the database protocol. The results of the 
query are returned from the remote database Within a return 
KnoWbot program Which complies With the KnoWbot pro 
gram protocol. 

[0045] Implementations of the invention may include one 
or more of the folloWing features. The return KnoWbot 
program may be received locally and results may be pro 
vided to a user based on the results contained Within the 
return KnoWbot program. Additional KnoWbot programs 
may be generated Which are based on the local query and 
comply With the KnoWbot program protocol. Each of the 
additional KnoWbot programs may Work in parallel on a 
given database or repository or may be sent to another 
database. At each of the other databases, the corresponding 
KnoWbot programs may be serviced by querying the other 
database. The results of the query from each of the other 
databases may be returned Within a return KnoWbot program 
Which complies With the KnoWbot program protocol. The 
results contained Within the return KnoWbot programs may 
be processed locally to provide a consistent presentation to 
a user. The consistent presentation to the user may be 
updated as additional return KnoWbot programs are 
received. The processing may include removing redundant 
information. The return KnoWbot program may be a modi 
?ed version of the original KnoWbot program. Additional 
KnoWbot programs may be generated locally and sent via 
communication channels of the netWork. KnoWbot programs 
may be generated as Well as received locally. 

[0046] The query protocol may include a displayable or 
machine interpretable form, obtained from another program 
or completed by a user. The KnoWbot program protocol may 
differ from the query protocol and from the database pro 
tocol. The KnoWbot program protocol may include the 
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identity and syntax of an executable programming language. 
The KnoWbot program may include an executable program 
ming language entry and a navigational entry. The KnoWbot 
program may reach the remote database site by navigating 
the netWork, and the navigational portion of the message 
may include information related to the navigating. The 
remote database site may send a status KnoWbot program 
indicating the status of execution of the query in machine 
interpretable form and/or in natural language (e.g., English). 
At the remote database, the KnoWbot program may be stored 
during the querying of the database, and the querying of the 
database and the returning of the results may be controlled 
based on control information contained in the KnoWbot 
program. A KnoWbot service station may be used to create, 
send, receive, and delete KnoWbot programs. At the remote 
database site, a KnoWbot service station may be used to 
create, send, receive, control, process, and delete KnoWbot 
programs. The remote database to Which the KnoWbot 
program Will be sent is determined locally and automatically 
based oh the local query. Sending the KnoWbot program 
may include conforming the KnoWbot program to an elec 
tronic mail protocol or a ?le transfer protocol or other 
communication method on the netWork. The KnoWbot pro 
gram protocol may include transformation information. 

[0047] The KnoWbot programs may include authentica 
tion information; scheduling information; and terms and 
conditions information. 

[0048] Other advantages and features of the invention Will 
become apparent from the folloWing description and from 
the claims. 

DESCRIPTION 

[0049] FIG. 1 is a block diagram of an Internet frame 
Work. 

[0050] FIG. 2 is a block diagram of a KnoWbot frame 
Work. 

[0051] FIG. 3 is a block diagram of a KnoWbot service 
environment. 

[0052] FIGS. 4A and 4B are block diagrams of KnoWbot 
service stations. 

[0053] 
[0054] 
[0055] FIG. 7 is a diagram of the contents of a KnoWbot 
program. 

[0056] FIGS. 8 and 9 are block diagrams of serial and 
parallel search strategies. 

[0057] FIG. 10 is a diagram of a KnoWbot program. 

FIG. 5 is a block diagram of a transaction manager. 

FIG. 6 is a block diagram of a gateWay. 

[0058] FIG. 11 is a block diagram of a KnoWbot service 
environment. 

[0059] FIG. 3 depicts the KnoWbot service environment 
50 Which provides an extremely Wide variety of functions 
52a, 52b, . . . for handling KnoWbot programs 54a, 54b, . . 

. via an essentially unlimited number and variety of KnoW 
bot service stations 56a, 56b, . . . each in the form of 
hardWare and softWare running at a location on a distributed 
netWork. Examples of KnoWbot service stations Would 
include softWare running on an individual user’s PC or 
laptop (service station 56a) or on a repository or database 
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server of a participant that is a supplier of digital objects 
(service station 566), or on a smart card or other personal 
digital equipment or artifact, or on a telephone company 
central of?ce sWitch (service station 56b). 
[0060] As seen in FIG. 11 some of the most basic func 
tions to be provided by the KnoWbot service environment 
include aggregation and presentation services 170 Which 
involve hoW information is collected and organiZed and 
presented to end user participants and hoW requests for tasks 
to be performed are elicited from end user participants 172; 
searching and consolidation services 174 Which involve hoW 
queries are presented to repository participants 176 and 
other resources and hoW results are consolidated for pre 
sentation to these resources; and assurance/protection ser 
vices 178 Which validate the authenticity of KnoWbot pro 
grams and KnoWbot service stations and their performance, 
and that rights in digital objects Will be effectively protected 
by these programs and service stations in accordance With 
stated terms and conditions. These services are discussed in 
more detail beloW. 

[0061] KnoWbot Service Stations 
[0062] The KnoWbot service station is analogous to an 
operating system but does not alloW participants to create 
arbitrary programs and ?les or to run arbitrary programs, 
although it could alloW selected users With special system 
status great ?exibility to manage the service station and to 
upgrade its performance. In general, the service station 
creates KnoWbot programs in response to participant speci 
?cations and/or its oWn internal requirements. Prospective 
KnoWbot programs may also arrive from external sources 
such as a user’s PC that is not also a service station and can 
be authenticated by a service station for use in the KnoWbot 
environment. Prospective KnoWbot programs may also 
arrive on external media such as CD-ROM. The service 
station also processes KnoWbot programs received from 
other service stations, and stores and manages KnoWbot 
programs Within its oWn environment. 

[0063] As seen in FIG. 4, the functions performed at each 
service station may generally fall into four major categories: 
i. basic administration 60 of KnoWbot programs, include 
creating, sending, receiving, authenticating, executing, stor 
ing, monitoring and deleting them; ii. interaction 62 With a 
participant 63 to aid the participant in de?ning tasks to be 
done and to provide the results of doing tasks in forms and 
at times that are useful; iii. interaction 64 With a participant 
Which is serving as a resource 65 in getting a task done, 
including conveying requests for information or actions in 
formats and at times that Will be understood by the resource 
and processing the information or results of the actions; and 
iv. interacting With other service stations 66 and interacting 
With hardWare and softWare that is not part of the KnoWbot 
frameWork to enable a limited set of external, possibly 
untrusted actions When appropriate and alloWable. 

[0064] KnoWbot programs 546 through 54p may pass from 
KnoWbot service station to KnoWbot service station in the 
KnoWbot service environment by a variety of mechanisms, 
for example by being transported in Internet packets. KnoW 
bot programs 54q through 54[ also may stay for periods of 
time in a given KnoWbot service station and in that sense the 
host KnoWbot service station may be thought of as a hotel 
and/or processing plant for KnoWbot programs. 
[0065] Referring to FIG. 4B, the general structure of a 
generic KnoWbot service station includes storage 60 for 
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KnoWbot programs and KnoWbot program interpreters 62 
for interpreting KnoWbot programs Written in languages 
such as (but not limited to) PERL or PYTHON. A core 
KnoWbot operating system 68 provides basic key functions 
(discussed beloW) and provides a KnoWbot operating system 
application program interface (API) 64 Which provides a 
prede?ned interface to and thus enables application pro 
grams to be easily Written to interact With the operating 
system. A KnoWbot operating system extensions API 66 
provides an interface to extensions 70. The extensions can 
include an almost limitless variety of services and functions 
that supplement the basic functions of the operating system, 
such as natural language processing. 

[0066] Simple KnoWbot service stations need only be able 
to perform a small set of basic functions and they may be 
implemented easily and in a straightforWard Way in the form 
of a softWare program or VLSI chip. Other more complex 
KnoWbot service stations Will have a variety of special 
functions suitable to their locations in the netWork and to the 
entities With Which they are expected to interact. 

[0067] We turn to a discussion of a simple KnoWbot 
service station With minimum basic functionality. As shoWn 
in FIG. 5, the heart of the KnoWbot service station is the 
transaction manager 70 Which acts as a kind of traf?c cop 
and status handler to supervise activities Within the service 
station. The transaction manager interacts With a KnoWbot 
program receiver 72 Where KnoWbot programs arrive at the 
service station, and With a KnoWbot program transmitter 74 
Where outgoing KnoWbot programs depart the service sta 
tion. An input scheduler 76 keeps track of the arrival of 
KnoWbot programs and assures that they are scheduled for 
handling in the service station at the appropriate time. An 
output scheduler 78 similarly keeps track of KnoWbot pro 
grams that are to be sent out of the service station and 
assures that they are transmitted in due course. 

[0068] KnoWbot programs that arrive from an external 
source go directly to the receiver. The receiver provides 
access control and evaluates Whether the incoming KnoWbot 
program may properly enter the service station. If so, it 
stores the program in a store 82. If not it may discard the 
program or take some corrective action With respect to it. 
KnoWbot programs that are generated locally, e.g., from a 
resource at the same location as the service station, are 
generated by or handled by a translator or by a speci?er and 
are passed to the transaction manager for further disposition. 
The transaction manager may place the locally generated 
program in a store for subsequent processing or transmis 
sion, or it may hand it directly to the transmitter for 
immediate dispatch. 

[0069] The input and output schedulers determine What 
action to take With respect to each entry in the KnoWbot 
program store. Actions could include performing steps 
called for by the program either immediately or at some later 
time or periodically or after some other event has occurred. 
When the time has come to perform such a processing step, 
the input scheduler noti?es the transaction manager. When 
the time comes to transmit a program, the output scheduler 
noti?es the transmitter. 

[0070] The transaction manager manages all transactions 
in the service station and carries out periodic checks of 
status. It keeps track of ongoing transactions and noti?es 
other service stations of status and error conditions (one Way 



US 2003/0208467 A1 

to provide the notice is by sending neW KnoWbot programs 
to the other service stations). The transaction manager 
maintains information about KnoWbot programs created by 
the service station, and deletes KnoWbot programs When 
appropriate. If it deletes a KnoWbot program that originated 
in another service station it Will generally notify the other 
service station of such action. 

[0071] The transaction manager invokes the aid of an 
interpreter 84 to execute a KnoWbot program. This may 
occur, for example, to determine Whether a received KnoW 
bot program is intended for a local user or for a local 
repository or for another site. The interpreter “interprets” the 
program (e.g., runs the KnoWbot program) to determine 
What actions to take. If intended for a local user, the results 
of the interpretation are passed to a speci?er Which then 
communicates With the user. For example the speci?er could 
deal With presentation matters such as What images can 
appear on a screen, or hoW many actions of a given type may 
be taken on behalf of the user. This information may be 
derived from the KnoWbot program 

[0072] If intended for a local repository 86 (e.g., if the task 
represented by the program is to access some information in 
the repository), then the interpreted KnoWbot program deter 
mines Which repository to access and plans the execution 
method (e.g., serial or parallel, level of granularity, and hoW 
to order or combine the information). It then passes the 
results of the interpretation along With the program to one or 
more translators Which then communicate With the reposi 
tory. The translators convert the requests that are represented 
by the program to the language of the local repository. The 
local repository may be able to execute the request directly. 
If appropriate for another site then the transaction manager 
passes it to the transmitter for dispatch over the netWork to 
the intended site, Which Will generally be another service 
station but Which may be a repository, a gateWay, or some 
resource outside of the KnoWbot service environment. 

[0073] The repository search results Would then be passed 
back through the translator Which Would format it, place it 
in the store 82, and notify the transaction manager. The 
transaction manager Would then mark the transaction ?n 
ished and make an entry in the output scheduler module. 

[0074] The output scheduler provides a variety of return 
policies. Normally, the results Would be returned in the form 
of a program in Which case the transmitter 74 sends the 
program When and hoW indicated by the output scheduler. In 
addition, the results could be communicated in another 
medium (e.g., e-mail or ?le transfer) or made available in a 
suitable “markup language” for delivery. The markup lan 
guage provides a self-describing form of information that 
denotes its substructure so that another interpretation is 
possible doWnstream. The results may be returned to the 
user or returned to a designated intermediate location for 
storage or processing. 

[0075] A more complicated system 90, shoWn in FIG. 6, 
could be used by a large provider of digital information 
stored in repositories 92a, 92b, . . . to make services 

accessible to a variety of users. The users may Wish to 
submit materials for inclusion in the repositories or to access 
information (digital objects, see beloW) held in the reposi 
tories. The service provider Would maintain a gateWay that 
Would include a number of servers 94a, 94b, . . . at least 

some of Which Would include KnoWbot services stations 
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96a, 96b, . . . as Well as other softWare associated With the 

management of the repositories and the gateWay. Each of the 
servers could have an IP address. The servers may be 
connected to one or more local area netWorks (LANs) 97, 
98, Which may also serve the repositories and a set of routers 
99a, 99b, . . . Each router Would be connected to a com 

munication link, including, for example, dial-up, Wireless, 
X25 link, or a connection to the Internet. 

[0076] Users Wishing to make queries to the repositories 
could form KnoWbot programs Which Would ?rst query an 
appropriate address server 102 to determine the IP address 
for the repository that could ansWer the query, and then 
Would proceed to the router 99b. Router 99b Would route the 
program to the appropriate one of the servers and the 
KnoWbot service station there Would interact With the appro 
priate repository to complete the query. Results could also be 
packaged in KnoWbot programs and then returned via the 
Internet. 

[0077] The KnoWbot service stations in FIG. 6 interact 
With one another for the purpose of coordinating search 
requests and other activities. 

[0078] Logical Structure And Operation of KnoWbot Pro 
grams 

[0079] The logical structure of a KnoWbot program is 
shoWn in FIG. 7 in the form of ?elds of information that 
may be included to help guide the program through the 
netWork and to provide instructions for its operation. The 
exact order of the ?elds is not signi?cant and ?elds may be 
added or changed by the service stations as the KnoWbot 
moves through the KnoWbot service environment. In stor 
age, various means of implementation are possible and 
many of the ?elds may be unnecessary and may be omitted. 

[0080] The ?rst ?eld is a globally unique identi?er 110 
Which distinguishes this KnoWbot program from every other 
KnoWbot program currently in existence in the KnoWbot 
service environment. It may also be useful in distinguishing 
KnoWbot programs over long periods of time. A portion of 
the identi?er may be derived from the identity of the 
KnoWbot service station that created the KnoWbot program. 
The identi?er may be used for retrieving a KnoWbot pro 
gram from storage or to refer to a KnoWbot program. If the 
unique identi?er has semantics, the KnoWbot service station 
that created it Will provide a type and version indicator to 
make clear What the semantics are, or this information may 
be contained in the system, time and date ?eld mentioned 
beloW. 

[0081] The globally unique identi?er alloWs the existence, 
location, and activities of the KnoWbot program to be 
controlled and determined With certainty While it exists in 
the KnoWbot service environment. 

[0082] The next (optional) ?eld is authentication informa 
tion 112 used to assure the authenticity of the KnoWbot 
program, in particular that it Was actually created by the 
environment that claims to have originated it. Portions or all 
of the KnoWbot program may also be encrypted if desired. 

[0083] The next ?eld contains scheduling information 114 
relating to When and hoW often the task represented by the 
KnoWbot program is to be done. This may depend on cost 
and time constraints set forth in the ?eld. This ?eld may also 
identify required status information (including error infor 
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mation noti?cations). The scheduling information Will gen 
erally assume content speci?c information is located else 
Where in the program. The scheduling information could 
indicate, for example, When the KnoWbot program executes 
functions, hoW long it should exist, and When and hoW it 
should return status information. Speci?c examples of 
instructions for starting a task include (a) “run this KnoWbot 
program tomorroW at 2 pm on repository X”; it might return 
a report on active KnoWbot programs in the repository; (b) 
“run this KnoWbot program everyday at noon on repository 
Y”; the results might be to say What has come in that is neW 
that day; (c) “Wait until event Z (e.g., We knoW Which 
currency We Want to use) and then run the KnoWbot program 
using the results of that event,” and (d) “run this KnoWbot 
program and if event W occurs (e.g., the value of this stock 
ever goes beloW 15), take action Q (e.g., sell it), and if it goes 
above 20, buy it.” The KnoWbot program 174 may also 
include other Wake-up criteria 182 and trigger conditions. 

[0084] The next ?eld, navigational information 116, may 
capture either information to control the future navigation of 
the program in the KnoWbot service environment and/or 
information about the history of the navigational path taken 
by the program. 

[0085] The next ?eld, terms and conditions 118, relates to 
areas such as authoriZation of payment for tasks performed 
on behalf of the program or terms and conditions for use. 
This information is protected by use of public key encryp 
tion or some equivalent mechanism for authenticating pay 
ments and other terms and conditions. The payment infor 
mation can indicate alloWable credit limits, ensure 
authentication of payment, and may be completely con 
tained in the KnoWbot program or may be associated With 
digital cash payment systems or other electronic payment 
mechanisms. 

[0086] The next ?eld, system, time, and date of creation 
120, provides a tracing mechanism in case the program is 
copied or a record of its history is needed. A program 
embedded in another program Will have its oWn system, 
time, and date of creation. This ?eld may also identify a 
KnoWbot program that can acquire the information. 

[0087] The next ?eld, operation 122, typically Would 
contain an instruction sequence to be executed in conjunc 
tion With the contents of the KnoWbot program. Any lan 
guage interpretable at the KnoWbot service station is per 
missible. The instruction sequence could even be a digital 
representation of natural language (e.g., English) used in 
conjunction With a natural language understanding program 
to interpret it. Simple forms of the instruction sequence 
might be formatted search commands, or access commands 
such as “access object With identi?er X,” or “search for 
objects Written by a speci?c named person.” It may also 
identify a process to be carried out, such as “execute me and 
pass the results to the destination names in the results of the 
execution.” 

[0088] The next ?eld, path 124, Will generally identify the 
most recent service station to have handled the program, and 
it may also contain information about the series of service 
stations that previously handled the program along With the 
times When it Was handled. In contrast to the navigation ?eld 
Which may contain incomplete information about future as 
Well as previous trajectories, the path ?eld is intended to 
yield the de?nitive record of the path actually taken. 
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[0089] The next ?eld, description of data 126, Will gen 
erally contain a unique identi?er (knoWn as a handle) for 
data, the rights associated With use of each part of data (see 
beloW), reporting requirements (if any), and directions for 
using the instruction sequence. The directions may be in the 
form of an executable program. 

[0090] The ?nal ?eld, data 128, contains one or more of 
the folloWing: 

[0091] a. a digital object, by Which We broadly mean 
sequences of digits (e. g., binary digits or bits) and an 
associated unique identi?er Which We call a 
“handle”. A digital object may incorporate informa 
tion or material in Which rights (e.g., copyright 
rights) or other rights or interests are or may be 
claimed. There may also be rights associated With the 
digital object itself. Thus digital objects may include 
digital representations of conventional Works (e.g., 
literary or pictorial), and more broadly any digital 
material Which is capable of producing desired mani 
festations for a computer user. Thus, a digital object 
could include programs and other data Which may be 
based on or incorporate one or more preexisting 
Works. The digital object may be delivered over a 
netWork and subsequently rendered on a computer 
screen (or other output device or devices, e.g., a 
printer) in Whole or in part. Digital objects may 
include digital representations of audio, video or 
even 3-D scenes and artifacts, as Well as bit 
sequences that have the potential to be rendered in 
many different Ways and Which renderings may be 
occurring for the ?rst time. By the notion of rights 
Which are or may be claimed in a digital object, We 
mean rights Which exist under statute (e.g., copy 
right, patent, trade secret, trademark), or as a result 
of private action (e.g., via secrecy, cooperative ven 
tures, or negotiation). 

[0092] b. a sequence of bits (possibly With a data 
type) 

[0093] c. indirect references to other entities (such as 
digital objects) 

[0094] d. a set of the above 

[0095] 
[0096] The contents description ?eld alloWs the digital 
objects to be separately identi?ed and processed With full 
cogniZance of the rights and permissions associated With the 
contents. Adigital object may itself be a KnoWbot program. 

e. a combination of the above (including sets) 

[0097] KnoWbot programs may communicate With each 
other as required to carry out tasks. Among the means for 
such communication are the folloWing. 1. Multicast com 
munication may be used to reach multiple other KnoWbot 
programs or When the location of a target KnoWbot program 
is not precisely knoWn. 2. The source KnoWbot program 
could send a message to a target KnoWbot program by 
routing it via the KnoWbot service station that created the 
target. 3. A mechanism could be used for direct communi 
cation from one KnoWbot program to another. 

[0098] In addition to a protocol or set of protocols de?ning 
hoW a KnoWbot program is to be sent and received, the 
system may include a protocol or protocols de?ning hoW a 
message is to be sent and received. In some cases it may be 
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more effective to send messages rather than to send the 
KnoWbot programs themselves. E.g., a KnoWbot program 
may arrive at a KnoWbot service station and Wait for a 
message from another KnoWbot program before proceeding. 

[0099] KnoWbot programs may interact With each other in 
a KnoWbot service station. KnoWbot programs may be 
cloned in a KnoWbot service station. Each KnoWbot pro 
gram clone may operate independently of its parent and 
siblings. KnoWbot programs and their clones may coordi 
nate their activities and cooperate in performing a task. More 
generally any KnoWbot program may coordinate its Work 
With any other KnoWbot program, Whether or not they are 
clones. 

[0100] KnoWbot programs may be persistent, that is they 
may be created With the expectation that they Will maintain 
a vigilant presence in the KnoWbot operating environment. 
Usually the persistent KnoWbot program Will reside at a 
particular KnoWbot service station, but there may also be 
persistent KnoWbot programs that are perpetually moving 
through the KnoWbot operating environment. 

[0101] A KnoWbot program carrying a simple user query 
or system query may produce a complex retrieval process or 
other distributed task execution. Several repositories or 
databases may have to be interrogated to obtain all the 
necessary components to satisfy the retrieval or other task 
execution. (A repository may contain multiple databases or 
knoWledge bases). These components may be delivered to 
the user as a single response or as multiple responses. In 
certain cases, the user may require and the system may alloW 
all or some of the components to be delivered separately. 

[0102] A KnoWbot program may carry out a complex task 
(possibly in conjunction With other KnoWbot programs, 
repositories, databases and/or knoWledge bases) that does 
not correspond to a query or a retrieval. For example, it may 
make something happen in the netWork, or in a computer, or 
a set of computers or the netWork such as activating pro 
grams, setting parameters, or inserting softWare patches. 

[0103] Authentication and Security 

[0104] KnoWbot programs and KnoWbot service stations 
Within the KnoWbot service environment may be designated 
as “quali?ed entities,” that provide certain assurances on 
system behavior although such assurances may not be 
possible for all service stations. Various levels of assurance 
may also be designated. For a service station, quali?cation 
amounts to registering the existence of the service station 
Within the KnoWbot service environment. The party apply 
ing for such registration Would agree not to modify (or 
otherWise tamper With) the service station except as autho 
riZed. The service station could contain mechanisms to 
determine its oWn integrity (e.g., if it has been altered or its 
operation otherWise modi?ed). 

[0105] KnoWbot programs arriving at a quali?ed service 
station may be alloWed to be handled there Without regard 
for the quali?cation of the service station Which originated 
the program, provided the cost of execution is acceptable. 
For executions that are costly, electronic payment may be 
required to be authoriZed or included. If digital objects 
subject to rights (e.g., computer programs) or relating to 
rights (e.g., contracts or deeds) are requested for access, the 
KnoWbot program may only be alloWed to be returned to 
quali?ed service stations at a certain level of trust. Atest may 
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be made prior to performing the access to determine if the 
source service station of the program is quali?ed or not. Or, 
in a less restrictive scheme, the program may simply be 
limited in What can be done With the digital object. 

[0106] For KnoWbot programs, quali?cation may mean 
simply that a quali?ed service station Was the creator of the 
program, assigned it a globally unique identi?er, and main 
tains a copy of the KnoWbot program along With any 
associated information. When a KnoWbot program is 
deleted, a status message is returned to the service station 
that created it. This message may be deferred in delivery if 
that station is not available. Other mechanisms for noti?ca 
tion in the event of long-lived KnoWbot programs and 
relatively short-lived stations involve transfer of responsi 
bility by noti?cation to other stations. 

[0107] A KnoWbot program may itself be vieWed as a 
digital object When stored in a repository maintained by or 
accessible to the service station Which created it. AKnoWbot 
program may be deleted at any time by any service station. 
The record of a KnoWbot program may be deleted by the 
service station that created it, When it is no longer deemed 
useful to retain it. 

[0108] KnoWbot programs may request and/or receive 
digital objects Which may be subject to claims of con?den 
tiality or proprietary rights While resident in a given com 
puter or While in transit over the netWork. Traditional 
netWork security technology such as public key encryption 
may be used for protection in transit and storage. The 
approach described here Will assist in protecting digital 
objects during computer processing, subject to stated opera 
tions or types of usage. Certain informational material Will 
have the requirement to have this form of protection While 
resident in the netWork environment. Only quali?ed service 
stations Will be trusted to have access to this material. 
KnoWbot programs resident in quali?ed service stations and 
in transit betWeen quali?ed service stations are deemed to be 
trusted. KnoWbot programs in all other environments and 
those not in transit betWeen quali?ed service stations are 
assumed not to be trusted entities. Sources of KnoWbot 
programs must be authenticated to insure that (in the return 
path) only quali?ed-destinations can receive quali?ed 
KnoWbot programs. Levels of quali?cation as Well as 
encryption may also be designated and maintained With the 
system. 

[0109] It is possible to use service stations and KnoWbot 
programs Without quali?cation, but there may be no guar 
antee made as to their ability to protect intellectual property. 

[0110] A valid KnoWbot program (e.g., one that has the 
required logical structure to be a KnoWbot program) may be 
produced by any participant softWare that is capable of 
producing an appropriate KnoWbot structure or meeting 
appropriate interface constraints to other softWare Which can 
produce one. No constraints are placed on the participant 
side of the interface in creating a KnoWbot program. The 
structure may also be in the form of an authoriZed or 
quali?ed KnoWbot program if provided by or validated by 
an authoriZed or quali?ed KnoWbot service station. The task 
description in a KnoWbot program can be expressed in any 
language that can be interpreted, e.g., PERL scripts, 
PYTHON, and others. A KnoWbot service station may 
support multiple language interpreters. A speci?c language 
interpreter may interpret certain structural portions of a 
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KnoWbot program expressed in another language. In any 
case, a quali?ed KnoWbot program is only produced by a 
quali?ed KnoWbot service station. 

[0111] By operating Within a quali?ed service station, 
quali?ed KnoWbot programs are able to protect intellectual 
property in the KnoWbot service environment. Requests for 
information from unquali?ed programs Will only be ful?lled 
if the rights oWners are Willing to have their intellectual 
property sent to unquali?ed service stations. There is no 
technical restriction assumed to be placed on communica 
tion betWeen unquali?ed programs or the type of activity 
that might take place. Thus, any information sent outside the 
quali?ed service station is subject to no further guarantees 
from a quali?ed service station. Such action Will normally 
only be taken With the permission of the rights holder, if any. 
Such permission may be indicated in the terms and condi 
tions ?eld. Within the quali?ed service stations, hoWever, 
rights and claims to rights Will continue to be protected. 

[0112] Record Keeping 

[0113] Each KnoWbot program may contain, name, or 
point to none or one or more digital objects. These Will 
generally be subject to rights and interests. Enough infor 
mation is contained in a program to determine Which opera 
tions are alloWed to be performed on each digital object and 
the reporting that is required. 

[0114] KnoWbot programs may produce retrievals from 
repositories, operations upon themselves, interactions 
betWeen programs, and deposits into repositories. They may 
also be sent to quali?ed service stations. In certain cases, 
Where permitted by the rights holders, they may also be sent 
to unquali?ed service stations. 

[0115] Each service station Will keep track of operations 
performed on each KnoWbot program and Will report back 
electronically as appropriate (on usage according to the 
terms and conditions contained in the KnoWbot program) to 
a “noti?cation authority,” a logically distributed system 
Which is a key part of the KnoWbot service environment or 
the rights administration process of the rights holder. In 
some cases, noti?cation Will be required each time a sig 
ni?cant event or operation takes place (eg executing a task 
on behalf of a KnoWbot program Which is based on or 
incorporates information or material subject to rights). In 
other cases, only periodic reporting Will be required (eg 
monthly or every N events). 

[0116] If the noti?cation authority’s system goes off the 
netWork, reporting requirements may be suspended, 
although local collection of information for later reporting 
may still be required. Alternately, users may be restricted 
from executing on behalf of the KnoWbot programs under 
such circumstances if the requested level of noti?cation is 
not possible. For example, certain applications may be time 
dependent and depend on replenishment of “electronic per 
mits” over the netWork from the collection system (or more 
generally from a rights management system) in order to 
continue usage. 

[0117] If a service station goes off the netWork and is not 
reconnected Within a speci?ed period of time, all KnoWbot 
programs Which must provide noti?cation reporting may be 
rendered inoperable (for example due to service station 
storage constraints) until the service station is connected 
again and the noti?cation system has been updated. Alter 

Nov. 6, 2003 

nately, for this case a service station may be authoriZed by 
a rightsholder to remove any restrictions on activation of or 
reporting about KnoWbot programs that contain any of his 
material. The KnoWbot program could also be made to 
delete any reports that have been collected While discon 
nected from the collection station, if they are not needed. 

EXAMPLES OF APPLICATIONS 

[0118] The KnoWbot frameWork enables a virtually end 
less variety of applications Which make use of information 
stored in and services available at one or more computers in 
a netWork. The applications may perform complex tasks not 
limited to the typical simple access request for information 
on a single computer (e.g., at What netWork address should 
I send E-mail to Jim Daniels, or What is the public key for 
Jim Daniels?) or a single command to a remote server (e.g., 
issue a one-Way plane ticket from Washington, DC, to San 
Diego for Jim Daniels anytime on Mar. 3, 1998). Instead the 
KnoWbot frameWork alloWs a participant to seek informa 
tion or to accomplish tasks Which may need to be accumu 
lated from or performed at multiple computers according to 
a strategy not knoWn in advance and in Which later steps in 
the strategy depend on the results of earlier steps in the 
strategy. The frameWork enables all of this to be accom 
plished transparently (or With noti?cation, if requested) to 
the participant. 

[0119] One broad class of applications involves respond 
ing to a single participant request for information Which can 
only be obtained by accessing separate databases located at 
different remote locations on a netWork and assembling the 
information for coherent presentation to a user. 

[0120] In a speci?c example, FIG. 8, assuming there is no 
central registry for obtaining Internet addresses, if a user at 
a local computer 130 Wants the Internet address of another 
user, the ?rst user Would enter a single request 130 identi 
fying the other user. The local KnoWbot service station 138 
Would interpret the request, create a corresponding KnoWbot 
program and send it to a series of other computers 132, 134, 
136, each of Which has its oWn KnoWbot service station, and 
each of Which is knoWn to maintain a user address directory. 
(This may be knoWn in advance if the local computer’s 
service station has a table of the addresses of computers 
Which maintain such directories; otherWise, the service 
station must get it by sending a KnoWbot program ?rst to a 
computer knoWn to have such a table.) Each of the direc 
tories 138, 140, 142 on computers 132, 134, 136 is likely to 
have its oWn naming and addressing conventions. The 
service station at computer 130 may be set up so that the 
user’s query is phrased in accordance With a common 
protocol, and the service stations at the other computers may 
include conversion routines that convert the incoming 
request at each directory from the common protocol to a 
form that permits direct querying of that directory. The result 
of the query may then be inserted into the KnoWbot pro 
gram, Which then proceeds to the next directory. Each of the 
service stations serves temporarily as a “hotel” for the 
KnoWbot program during the time When the query is being 
executed there. 

[0121] When the KnoWbot program has completed its 
rounds and returns to computer 130 carrying the results of 
the multiple accesses, an extension or enhancement of the 
local service station may convert back from the common 
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protocol to a format useful for local display of the informa 
tion. The local service station enhancement may also orga 
niZe the results in accordance With the user’s preferences, 
before displaying them. For eXample the user may have 
asked for a display in reverse chronological order based on 
the most recent update of the entry, With the display shoWing 
the database or repository Where each entry Was found. 

[0122] Having the KnoWbot program perform this search 
ing in round robin fashion as in FIG. 8 (i.e., serially, thus 
decentraliZing task management) may take an unacceptably 
long period of time. An alternative scheme involves sending 
several KnoWbot programs essentially simultaneously to the 
computers 132, 134, 136 and having them return indepen 
dently to the originating computer 130 (as shoWn in dashed 
lines in FIG. 8) hopefully Within a designated time-out 
period. This parallel approach to accumulating information 
(i.e., centraliZed task management) is especially important in 
reducing delay Where the number of computers to be visited 
is large (as it often Will be). 

[0123] In another eXample, a user at a local computer may 
Want to determine the current price of particular foreign 
long-term bonds in US dollars; the user may be unaWare that 
this simple query actually requires fetching the price in a 
foreign currency and converting it to US dollars based on the 
current eXchange rate. An extension or enhancement to the 
local KnoWbot service station may provide a user interface 
that alloWs the user simply to phrase the problem to be 
ansWered, Without naming the pieces of information that 
must be fetched. The service station Would send one or more 

KnoWbot programs to the proper remote nodes to fetch the 
needed information. Once the information has been 
returned, the local service station enhancement Would use 
the current price and the conversion rate to determine the 
ansWer and Would deliver the ansWer (but not necessarily the 
pieces of information) to the user. Since currency conversion 
may occur at multiple eXchanges, the user Will get an ansWer 
that is based on one (or more if desired) of the close but 
slightly differing eXchange rates or upon an average of rates 
from several eXchanges. 

[0124] In this eXample, We assumed that the user Would be 
able to formulate the problem to be solved, requiring only 
that the service station use KnoWbot programs to get the 
missing pieces of information and then perform the com 
putation. But suppose the user is only able to articulate the 
problem in non-mathematically precise Words and needs 
help in converting the problem to a mathematical form and 
then solving it. The user could enter his query in Words, e. g., 
“What is the likelihood of dollar sales for PCMCIA modems 
World-Wide reaching $50 million in 1999?” As seen in FIG. 
9, the local computer’s service station extension or enhance 
ment might ?rst send a KnoWbot program 151 to a remote 
service station 152 at a location Which has an eXpert-system 
153 Which contains knoWledge on hoW to estimate dollar 
sales of a product. The program might carry a query along 
the lines of “What information do I need to knoW to ansWer 
the folloWing question: . . . ?” The eXpert system 153 may 
provide the ansWer “Sales of the product in the past ?ve 
years in the United States, population of the United States as 
a percentage of World population, and an estimate of the 
viability of the product in the face of speci?c neW technol 
ogy.” Assuming that the ansWer also gave addresses of 
computers Where the ansWers could be found (if not, the 
KnoWbot program Would have to make visits to other 
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computers to get that information), the KnoWbot program 
could then, With the aid of the service station 152 spaWn 
three neW KnoWbot programs 160, 162, 164 addressed to 
three other computers 154, 156, 158 Where the information 
is located. The programs could be sent in parallel or a single 
program could be sent serially. When the information is 
returned to service station 152 embedded in KnoWbot pro 
grams 166, 168, 170, the original KnoWbot program, Which 
may have been Waiting at service station 154, may then 
cause the three spaWned programs to be deleted, and carry 
the results back to the service station 150. The ansWer then 
could be generated and displayed. 

[0125] The service stations and KnoWbot programs offer a 
rich frameWork for controlling access to, use of, and com 
pensation for digital objects located at computers in a Way 
Which should encourage creators of and other oWners of 
rights in digital objects to make them available on the 
netWork. By the notion of rights in a digital object, We mean 
rights Which eXist under statute (e.g., copyright, patent, trade 
secret, trademark), or as a result of private action (e.g., via 
secrecy, cooperative ventures, or negotiation). Additional 
information concerning repositories and control of digital 
objects is set forth in US. patent application Ser. No. 
08/142,161, ?led Oct. 22, 1993, assigned to the same 
assignee as this application, and incorporated by reference. 

[0126] Acreator or oWner of a digital object typically Will 
Want to be able to control its use, reproduction, and accesses 
or performances, and to be compensated for permitting those 
acts. For eXample, the oWner of a digital object Whose data 
Will manifest an image of George Washington When inter 
preted by the receiver (“the George Washington data”) 150 
may Wish to charge less for a single use by a high school 
teacher than for multiple uses by an advertising agency. To 
prevent the George Washington data sent to the high school 
from being delivered to an unauthoriZed third party, the 
KnoWbot program used to carry an encrypted version of the 
data on the netWork to the high school may also carry 
instructions Which, by interaction With the service station at 
the high school, restrict access to the encrypted data to a 
speci?ed computer and for use With a speci?ed registered 
copy of softWare at the high school. 

[0127] Acreator or oWner of a digital object also may Wish 
to receive reports on the uses, reproductions, and dissemi 
nations of its digital objects, for eXample to seek payment or 
to cross-check payments that have been received, or may 
merely Wish to keep statistical information. KnoWbot pro 
grams may interact With the service station to provide this 
service. In the George Washington data eXample, the oWner 
may attach a price schedule to the data Which is carried by 
the KnoWbot program that is transporting it. The oWner’s 
KnoWbot program may then, through interaction With the 
service station at the user’s site, negotiate, in effect, With the 
purchasing computer With respect to a potential use for the 
data. Or the price may have been predetermined. If the 
customer agrees to a price, the oWner’s KnoWbot program 
may permit access to the object and then report the neW 
“purchase” to the oWner. 

[0128] The KnoWbot program may use payment mecha 
nisms already available on the netWork automatically to 
collect payment for ongoing uses of the digital object, 
according to a payment schedule that is either attached to the 
digital object (KnoWbot programs could be stored in a 
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repository With the digital object and the payment schedule 
packaged together) or available elseWhere on the network. 
The owner of the George Washington data 150 could main 
tain a bank account or funds account on the netWork. The 
oWner’s KnoWbot program could then conduct complete 
transactions With purchasers of the object, ending With the 
transfer of funds from the purchasers to the oWners account 
on the netWork. The funds may take the form of direct 
money transfers, digital cash, or credit card (such as Visa or 
Mastercard) charges. In addition, other trusted authoriZation 
servers could be used. 

[0129] The KnoWbot program also could serve to control 
the use of a digital object as part of a derivative Work being 
generated by a user. For example, the oWner of the George 
Washington data could choose to permit a reduced resolu 
tion version of the representation to be altered for use in an 
on-line Work about American history or a black and White 
representation to be created from a colored version. A 
KnoWbot program could control access to the derivative 
Work in the netWork, and could report the number of 
accesses back to the oWner. The oWner could arrange for the 
KnoWbot program to take care of the payment transaction 
automatically, as discussed above. In general, KnoWbot 
programs could retain information about the derivation trail 
of a derivative Work. 

[0130] The KnoWbot program itself may be involved in 
the creation of derivative Works based on existing Works. 
This could involve the KnoWbot program adding neW mate 
rial to an existing Work recasting an existing Work. 

[0131] Just as the oWner of a digital object Wants to be 
paid for its use, the user of digital objects Wants to make sure 
he does not unknoWingly run up an intolerably high bill for 
accesses to digital objects. A KnoWbot program sent out to 
accumulate information on a topic could automatically and 
Without the sender’s knoWledge run up fees for accessing 
digital objects at many remote locations in the netWork. For 
example, a user might launch a query that Would have the 
inadvertent effect of seeking out and purchasing every 
available piece of information on sailboats. A service mod 
ule could be included in the service station located at the 
requester’s site Which Would prevent KnoWbot programs 
launched by that service station from accumulating charges 
greater than some amount decided by the user via a screen 
displayed form or it could help select the best set of sites to 
access for a given budget. 

[0132] Another use for KnoWbot programs could be in 
giving access to a combination of clinical data for a par 
ticular patient and a medical database. In a speci?c example, 
the KnoWbot program Would retrieve the patient’s tempera 
ture and related information from the netWork and compare 
the temperature to applicable norms as described in the 
medical database. If the KnoWbot program determines that 
the patient has a fever, the KnoWbot program could access 
treatment information in the medical database and then ?nd 
an appropriate treatment schedule all on the same mission. 

[0133] KnoWbot programs may be used for netWork sup 
port and assistance jobs. For example, a service station may 
serve as a layer of protection betWeen a database and the 
information consumer, to prevent overloading of the data 
base and to prevent intrusions that may damage the database. 
KnoWbot programs could also help diagnose problems in the 
netWork. KnoWbot programs may gather traf?c, use, and 
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system status information and then make reports on and also 
repairs to the netWork based on this information. 

[0134] A database gatekeeper for KnoWbot program 
inquiries Would receive KnoWbot inquiries in a buffer store 
and then apply the inquiries to the database at regular 
intervals to help prevent overloading the system containing 
the database. In addition, the gatekeeper is designed to 
provide a layer of protection for the database against intru 
sions that may damage the database during handling of 
inquiries. 
[0135] Existing database equipment and storage devices 
may be updated With neW service station softWare and 
possibly neW hardWare to provide a standard KnoWbot 
program interface to the storage devices Without losing the 
value of existing equipment and data. 

[0136] A KnoWbot program sent from a service station 
may include or indirectly access a knoWledge-based or 
expert system With knoWledge inputted using rules, frames, 
and scripts and possibly natural language. 

[0137] A KnoWbot program may be used for administra 
tive tasks such as managing library resources, organiZing 
resources, characteriZing data streams, coordinating among 
digital objects, determining structure of KnoWbot programs, 
digital objects and other data, and building links among 
digital objects. A KnoWbot program may be involved in 
managing interaction With distributed resources, including 
assisting in soliciting and managing bids. For example, the 
KnoWbot program may ask the same question of a number 
of bidders and then organiZe the ansWers for the user. In 
another example, the user may authoriZe the KnoWbot 
program to automatically select a bidder using a cost-to 
quality ratio or similar formula. If the user is not especially 
concerned With quality, the KnoWbot program automatically 
selects the loWest bid for the user. Alternatively, the KnoW 
bot program is authoriZed to take the time of delivery into 
account. 

[0138] A KnoWbot program could be used to protect 
sensitive or con?dential information. In this case, the terms 
and conditions might be based on the identity of the user and 
his need to knoW. 

[0139] A KnoWbot program may be involved in a smart 
directory service. The KnoWbot program Would take the 
user’s pro?le and seek out and organiZe directory informa 
tion for the user, updating the information as the user’s 
pro?le changes. For example, if the user’s pro?le re?ects the 
user’s interest in being aWare of all Italian restaurants Within 
a ?ve-minute drive of the user’s present location, the KnoW 
bot program Would update the user’s directory entries for 
Italian restaurants as the user’s location changes. 

[0140] KnoWbot service stations could include third-party 
value-added service providers that facilitate the transfer of 
information from information providers to information con 
sumers. These third-party providers could be clearing 
houses, catalogers, and routers; or “What’s neW” providers 
of information about neW services and resources available 
on the netWork; or a reference information server that 
provides identi?cation information about digital objects and 
other information in the netWork; or a broWsing server that 
Would help a user or a KnoWbot program to ?nd information 
based on only broad criteria about the desired information; 
or a query adviser that Would help a KnoWbot program in 
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developing proper queries for representing a user’s original 
search question; or a database rating service. 

[0141] Service providers could maintain sophisticated 
computer programs, such as Writing quality analyZers, oil 
exploration analyZers, and patent application analyZers, and 
use those Works to provide value-added services on the 
netWork. 

[0142] A KnoWbot program created by an information 
provider could carry information from a repository, and then 
return to the information provider a con?rmation of delivery. 

[0143] As shoWn in FIG. 10, KnoWbot programs may be 
nested With a ?rst KnoWbot program 160 containing a 
second KnoWbot program 162 Which in turn holds retrieved 
information 164. The second KnoWbot program helps the 
information provider With access control (e.g., authoriZed 
execution, replication protection) because it can keep track 
of and control access (e.g., execution, replication) of the 
retrieved information. Also, the second KnoWbot program 
may help With intellectual property protection because it can 
keep track of and limit access to retrieved information 
depending on the authoriZation of the party seeking access. 

[0144] A KnoWbot program may have as its mission the 
elimination of corrupted or garbage data or information from 
a system or netWork. It could do this by traveling from 
service station to service station at each of Which it could 
examine programs located there for corrupt formats or 
lapsed lifetimes. 

[0145] A KnoWbot program could provide protocol con 
version or other interpretation services betWeen heteroge 
neous systems and applications. The intervening netWork 
need take no part in the conversion process. 

[0146] An information provider such as a university Which 
Wants to make its journal articles accessible on a netWork 
could set up a KnoWbot value-added service module as part 
of a service station. The module is accessed over the netWork 
(in natural language or some structured classi?cation 
scheme) and the input received is used to guide a search of 
the repository for the digital representation of the articles, 
identify the relevant data to the potential consumer KnoWbot 
program, and negotiate a sale. The consumer KnoWbot 
program either has the capability of agreeing to terms and 
conditions or requiring that the data be sent to the user Who 
then makes the decision about Whether to purchase. 

[0147] In another application, a KnoWbot program visits a 
story board generating program and then stores the 
requested story board. Next, the KnoWbot program visits a 
music-generating program, a graphics-generating program, 
a text-generating program, and a video-generating program. 
The KnoWbot program that returns to the user contains a 

computer program (sometimes called a multimedia Work) or 
a digital representation of the components of the Work that 
incorporates digital representations of the automatically 
generated components. A similar process could be used for 
producing other digital objects. 

[0148] In another example, a KnoWbot program acts on 
behalf of a user Who Wants to buy a bed for her bedroom and 
a table for her living room. The user’s local service station 
has access to knoWledge about the kinds of questions to ask 
of the user and generally Where to ?nd information. The 
service station drives an interactive program that obtains 
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dimension information from the user, and also knoWs that it 
needs to ?nd out Who manufactures beds and tables. The 
service station sends a KnoWbot program to learn about 
manufacturers and receives multiple ansWers. 

[0149] In another illustration, multiple KnoWbot programs 
contain instructions on What to do in reaction to the actions 
of other programs. This could be used in a War games 
simulation, Where a KnoWbot program Would be analogous 
to a tank that has distinct properties and capabilities. Here 
the KnoWbot program is an active ongoing entity Whose 
existence continues throughout the simulation. 

[0150] Such a scheme could be used in assisting the 
modeling of neW complex systems such as a neW airplane. 
Computations for modeling each part of the airplane, such as 
a Wing, could be done separately and then the interactions of 
the parts could be managed through KnoWbot programs. 

[0151] In the case of database queries, a KnoWbot program 
could operate by taking a request for information from a 
form ?lled out by the user and then, for each database to be 
searched, converting the request With the aid of a specialiZed 
thesaurus in the service station, into the proper query format 
for that database. 

[0152] Alternatively, each database could be associated 
With a service station having a standard KnoWbot interface 
capable of receiving and understanding standard KnoWbot 
program requests for information. The KnoWbot program 
need only convert user requests into the standard format 
before making queries of a database. Using a standard 
format helps in maintaining the quality and integrity of the 
information retrieval capability. It also enables a data carrier 
entity to do business in information transfer, such as con 
necting a seeker of information With a source of information, 
Without having to become involved in format conversion 
activities. The carrier entity is thus enabled to add value in 
addition to simply delivering the data, such as automatically 
connecting a consumer of a data service With the most 
cost-effective provider of the service. 

What is claimed is: 
1. A method for enabling tasks to be done on a netWork 

of multiple computers interconnected by communication 
links, comprising, at each of the computers 

receiving KnoWbot programs on the communication 
links, each KnoWbot program including a globally 
unique identi?er; navigation information de?ning a 
route through the netWork; and information concerning 
a task to be done, 

advancing the execution of the tasks associated With the 
KnoWbot programs, 

storing KnoWbot programs, 

creating KnoWbot programs, and 

transmitting KnoWbot programs on the communication 
links. 

2. A method for enabling a computer on a netWork of 
multiple computers interconnected by communication links 
to participate in a distributed KnoWbot service environment, 
comprising, at the computer 

receiving KnoWbot programs on the communication 
links, each KnoWbot program including a globally 








