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storing the transmitted information in an event database; 
cataloging the stored information into hierarchical catego 
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GATHERING CHANGE DATA FROM 
INFORMATION PROVIDER NETWORK 
INDICATIVE OF EVENT CHANGES AT 

INFORMATION PROVIDER NODE RELATIVE TO 
PRE-STORED INFORMATION IN THE DATABASE 

BY INFORMATION COLLECTION AGENTS 

FIELD OF THE INVENTION 

[0001] This invention relates generally to a computer 
network information management system and method, and 
more particularly, a system and method for gathering, cata 
loging, storing, reporting and retrieving information from 
the Internet and intranets. 

BACKGROUND OF THE INVENTION 

[0002] It is Well knoWn to netWork remote computers. The 
largest current computer netWork in the World is the Internet, 
in Which users are able to access information created by Web 
site providers that are located all over the World. 

[0003] A disadvantage of the Internet is that it can be 
dif?cult to locate the information that is being provided. It is 
Well knoWn to use search engines to ?nd information, 
Wherein the user can enter keyWords relating to the infor 
mation Which is being sought. Traditional search engines 
gather information by submission from the Web site creator 
and/or by actively retrieving information from Web site on 
the Internet. The search engines utiliZe “spiders” or “craWl 
ers” to visit a Web page, read it and record the Words on each 
page. The spider then makes a list of Which Words appear on 
Which pages and returns those pages Whenever a user types 
in that keyWord. Generally, the more times a keyWord 
appears on a page, the higher it ranks on a list of results. 

[0004] HoWever, search engines often produce skeWed 
results. Many Web site providers “Wallpaper” their pages, 
loading them up With keyWords so the page Will jump to the 
top of the search list results. Also, very different results can 
be obtained merely by changing the order and/or spelling of 
the keywords. Another disadvantage of search engines is 
that the information that is available on the Internet is 
identi?ed and referenced by search engines themselves, 
Which means that neW or updated information may not 
appear straightaWay. Old references Will remain on a search 
engine and Will not be automatically removed. Thus, the user 
could be provided With a list of information Which is either 
out of date or unavailable. Another disadvantage of search 
engines is that neW providers of information can ?nd it 
dif?cult to get their information registered. 

[0005] An alternative to pure search engine schemes, are 
directories Which use pre-de?ned hierarchical categories. 
Information available on the Internet is catalogued and 
assigned to the pre-de?ned categories Which may be 
accessed via either a search engine or by a user clicking 
through the hierarchy tree. 

[0006] The popularity of the Internet has given rise to 
intranets founded on the same technological principles 
underlying the Internet. The introduction of Internet tech 
nology to compleX corporate intranets has brought a neW 
dimension to the publishing and delivering of information 
throughout the business World. This neW development has 
created a situation Where it is much easier for employees to 
produce meaningful, Well presented, understandable docu 
ments targeted at a company Wide audience. 
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[0007] With this ability comes a number of problems. The 
same problems encountered With the Intranet are found With 
intranets. Additionally, neW problems include additional 
Workload to publish information, IT resource to install client 
softWare, employee training, changing eXisting Work prac 
tices, information overload, access controls, de-centraliZa 
tion of information, difficulty in locating information, deliv 
ering information to the right targets, removing obsolete 
information, document version control, and validity of infor 
mation. 

[0008] The search engines and directories that are preva 
lent on the Internet have the same short comings When 
applied to intranets. Additionally, search engines and direc 
tories are not equipped to handle the Wider range of infor 
mation that resides in corporate intranets such as email, 
databases, and specially formatted documents (e.g., MS 
Word, PoWer Point, Word Perfect). 

[0009] What businesses require is a single solution that 
alloWs them to make the most of the bene?ts presented by 
Intranet technology Without the long list of problems. The 
present invention solves these problems by: 

[0010] 1. Providing a method of alloWing employees to 
continue to produce information as they already do. 

[0011] 2. Publishing that content Without any additional 
Workload to those employees. 

[0012] 3. Performing all tasks Without special client 
softWare. 

[0013] 4. Gathering information together at a central 
location. 

[0014] 5. Delivering information in a timely and none 
intrusive fashion to its target audience. 

[0015] 6. Assisting in ?nding required information. 
[0016] 7. Preventing access to con?dential information. 

[0017] 8. Maintaining all data automatically. 

SUMMARY OF THE INVENTION 

[0018] The present invention provides a system for man 
aging information on a computer netWork having a server by 
gathering summary data from the information provider node 
indicative of event changes at the information provider node 
by information collection agents extracting information 
from the information provider node based on the summary 
data; transmitting the extracted information to the server; 
storing the transmitted information in an event database; 
cataloging the stored information into hierarchical catego 
ries; retrieving With a delivery agent based upon the hier 
archical categories selected information from the stored 
information; and transmitting the selected information to the 
client node. 

[0019] The present invention has other objects and advan 
tages Which are set forth in the description of the Best Mode 
of Carrying Out the Invention. The features and advantages 
described in the speci?cation, hoWever, are not all inclusive, 
and particularly, many additional features and advantages 
Will be apparent to one of ordinary skill in the art in vieW of 
the draWings, speci?cation, and claims herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 is a block diagram of a computer netWork 
incorporating the system of the present invention. 
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[0021] FIG. 2 is a block diagram describing the action/ 
reaction chain of events in the present invention. 

[0022] FIG. 3 is a block diagram describing the link chain 
of events in the present invention. 

[0023] FIG. 4 is a block diagram describing the topology 
of the present invention. 

BEST MODE OF CARRYING OUT THE 
INVENTION 

[0024] The present invention provides a novel computer 
netWork information management system and method for 
gathering, cataloging, storing, reporting and retrieving infor 
mation from information sources on the Internet and intra 
nets. By deploying system 20 an organiZation can ensure 
that all the knoWledge Within it is available to all its 
members. System 20’s unique set of softWare components 
communicate and Work With each other to produce a feature 
rich solution Without making demands on either IT staff or 
any other departments. 

[0025] FIG. 1 depicts the general structure a computer 
netWork 10 Where the present invention is employed. Sys 
tem 20 of the present invention includes a system server 30 
Which is a general purpose computer con?gured as an 
Internet server With a Wide array of softWare modules 100. 
System server 30 includes a commercially available oper 
ating system (preferably Microsoft WindoWs NT), commer 
cially available Internet server softWare (preferably MS 
Internet Information server) and commercially available 
database softWare (preferably Microsoft SQL server). 

[0026] System server 30 Works preferably With the 
Microsoft® Windows@ NT operating system. HoWever, 
using customiZed agents or extracting information from Web 
links, information can be extracted from any type of remote 
system regardless of operating system. Because the interface 
to system 20 may be vieWed using a standard Web broWser, 
system 20 may be accessed by any system capable of 
running a Web enabled broWser. System server 30 uses NT 
security for determining Who can and Who may not access 
system 20. This information is extracted from the NT 
security system by the colony User Manager program. 

[0027] The core system is implemented as a number of 
standard Dynamic Link Libraries (DLLs) utiliZing 
Microsoft’s ISAPI standard With Internet Information 
Server. The DLLs use information passed to them through 
IIS to interrogate central server database 40 and build Web 
pages that are passed back through IIS. This information is 
then available through a client-side Web broWser. 

[0028] System server 30 uses Microsoft® SQL Server to 
provide the necessary database functionality. The ISAPI 
applications connect to SQL using ODBC. The standard 
SQL Server security model provides security. System server 
30 utiliZes Microsoft’s® Internet Information Server and 
SQL Server to manage all the information submitted from 
the organiZation. 

[0029] System 20 has been designed to Work With and get 
the most from the above commercially available products. 
By using industry standard, scalable technology system 
enables organiZations to get the most from their information 
and brings enterprise Wide knoWledge sharing Within reach 
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of all businesses While causing minimal impact on existing 
information systems, thereby protecting current invest 
ments. 

[0030] Instead of redirecting the current information sys 
tems strategy and forcing neW Working practices to be 
implemented, system 20 Works With existing systems and 
provides a methodology for getting existing information into 
a central repository and delivering that content to those 
employees Who need it. 

[0031] As depicted in FIG. 1, computer netWork 10 com 
prises a plurality of nodes Which are client computers 50 
(e.g., employees desktop computers in a corporate intranet 
or a home user’s computer that is connected to the Internet) 
and information provider computers 60 (e.g., the customer 
service database in a corporate intranet or a Web site server 
on the Internet) connected to an interconnection netWork 70 
(such as an ethernet or the Internet). 

[0032] In accordance With the present invention a broker 
computer or system server 30 is connected to compute 
netWork 10 and if connected to the Internet has its oWn URL. 
System server 30 has catalog database 45 in central server 
database 40 Which is split into a plurality of subject matter 
and sub-headings. For example, there may be a heading for 
recreational activities, under this there may be a heading for 
sports having a sub-heading for motor sports. Thus, the 
headings are arranged in a hierarchical fashion. 

[0033] The objectives of the present invention are carried 
out by softWare components 100 identi?ed and are described 
in detail beloW. Some of softWare components are agents, 
Which are autonomous portions of code (i.e., softWare mod 
ules) that do not require human interaction and can com 
municate and change state on its oWn based upon its goal. 

[0034] 1. Information Collection Agents 110 

[0035] a) Directory Monitors 112: These agents 
monitor events throughout the enterprise and react 
When anything relevant occurs. They are the basic 
sensors of system 20 continuously Watching over the 
activity Within the organiZation. 

[0036] b) E-Mail Readers 114: These agents read 
e-mail messages from speci?ed mailboxes and post 
the messages to system 20 server. 

[0037] c) SOL Extractors 116: These agents run SQL 
queries on existing databases. A results page is 
produced and sent to system 20 server. When the 
result set from a query changes, SOL extractor 116 
Will send the neW results to system server. 

[0038] 2. Event Coordinator Agents 120: These are fed 
event data by information collection agents 110. They 
react to the event data given to them and take the 
appropriate action to extract and transmit the desired 
information identi?ed by the event data back to system 
30. 

[0039] 3. Link Agents 130: These folloW Web links and 
extract information and pass it back to system 20 
server. 

[0040] 4. Catalog agent 140: This agent uses fuZZy logic 
to determine the proper categories information 
obtained from information collection agents 110. 
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[0041] 5. Web Builder 150: A simple client program 
Which allows employees With no knowledge of HTML 
to build simple pages and upload information to the 
Intranet. 

[0042] 6. Con?guration utility 160: This utility alloWs 
con?guration of the main system attributes. 

[0043] 7. Implementation Manager 170: This module 
assists With the initial setting up of categories for use 
Within system 20. 

[0044] 8. Category Management 180: System 20 man 
agement suite alloWs system 20 to be set up so that it 
models both the organiZational structure and the physi 
cal locations. This aids in the location and distribution 
information. 

[0045] 9. User Manager 190: The User Manager con 
trols access to all data Within system 12. This is 
completely integrated With Microsoft® WindoWs NT 
operating system. 

[0046] 10. Delivery Agents 200: System 20 uses agent 
technology to deliver all information to those employ 
ees to Whom it is relevant. 

[0047] 11. Global Searching module 210: System 20 
alloWs global searching on all content in central server 
database 40. 

[0048] 12. Category Searching module 220: System 20 
alloWs searching by category. 

Gathering Content 

[0049] The ?rst stage for system 20 is to gather the 
information content from existing information sources. The 
information gathering process is depicted in FIG. 1. 

[0050] System 20 carries out the folloWing steps: 

[0051] 221: Information collection agents 110 detect 
information (directory monitor 112 detects directory/ 
?le change events, email reader 124 detects neW 
email and SQL extractor 116 queries databases for 
changes in the data) 

[0052] 222: Information collection agents 110 com 
municate the change events to event coordinators 
120 

[0053] 223: Event coordinators 120 extract the infor 
mation 

[0054] 224: Event coordinators 120 transmit the 
extracted information to system server 30 

[0055] 225: System server 30 distributes to all 
employee/users at clients 50 that request the infor 
mation. 

[0056] The details of those agents are discussed beloW. 

[0057] Directory Monitors 112 

[0058] Directory monitors 112 are autonomous agents that 
directly monitor changes such as additions, modi?cations, 
and deletions from a directory structure on a netWork. 
Unlike craWlers and spiders, this ensures that the content 
held by system database 14 is alWays current. Each directory 
monitor 112 knoWs about the current state of the directory 
(or directories) being monitored. Each time a change occurs 
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an event is logged by directory monitor 112 that communi 
cates this change to its event database. 

[0059] Directory monitor 112 can monitor any directory 
that is visible to it, these may be shared directories on any 
node on computer netWork 10 or any directory on the 
computer on Which the agent is running. Also, directory 
monitor 112 can monitor documents of some or all ?le types, 
including HTML, Microsoft® Access, Microsoft® PoWer 
point, Microsoft® Word, Microsoft® Excel or plain text 
documents. System 20 can process 270 different ?le types 
through the use of Outside In technology from Inso. All 
commonly used ?le types can be handled Without the need 
to have the application Which created the ?le available. 

[0060] Content monitored by directory monitors 112 is 
mapped directly to an appropriate category Within central 
server database 40. Therefore, information can be automati 
cally classi?ed by directory monitor 112 based on the 
location from Which it originated. 

[0061] If no category is speci?ed system 20 Will automati 
cally place the information in the category containing simi 
lar documents utiliZing catalog agent 140, Which is dis 
cussed in detail beloW. When neW events are detected and 
Written to the event log, control of the process sWitches to 
event coordinator agent 120. 

[0062] The details of these agents are discussed beloW. 

[0063] E-Mail Readers 114 

[0064] These agents monitor selected POP3 email 
accounts and publish the messages received in either a 
category designated by the author of the email or automati 
cally categoriZes the received email utiliZing catalog agent 
140. Email reader agents 114 can be used to implement 
automated customer support or any other system Where 
rapid, intelligent responses are required to inbound mes 
sages. When neW events are detected and Written to the event 
log, control of the process sWitches to event coordinator 
agent 120. 

[0065] Email reader 114 poles the POP account it has been 
pointed at on a particular server. If there are no messages it 
stops. If there are messages it reads the messages and posts 
them back to system server 30 either to a speci?c category 
(speci?ed at the time the agent Was set up) or uses the usual 
method to determine the “best ?t” category for the incoming 
information 

[0066] SQL Extractors 116 

[0067] These agents extract data from SQL databases 
using queries on a regular timed basis. These can be used to 
monitor trends or to notify users about particular trigger 
events that may occur. The end user does not require any 
knoWledge of SQL queries and does not require access to the 
database from Where the data is extracted. Only SQL extrac 
tor agent 116 needs access. Results from SQL extractors 116 
are published as HTML documents in the categories speci 
?ed by the administrator. When neW events are detected and 
Written to the event log, control of the process sWitches to 
event coordinator agent 120. 

[0068] Event Coordinators 120 

[0069] Event coordinator agent 120 is a background pro 
cess that monitors the generation of events by information 
collection agents 110. Event coordinator agents 120 are 
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responsible for deciding What method to use for the extrac 
tion of data from the source information and transmitting 
that data back to central server database 40. 

[0070] Depending on the type of information, event coor 
dinator agent 120 may deal With the extraction using internal 
?lters, or may use Microsoft’s Component Object Model 
(COM) automation to load the required application and 
extract data using the accessible objects Within that appli 
cation. 

[0071] Once the extraction has been successfully com 
pleted, event coordinator agent 120 communicates With 
system server 30 and transmits the extracted information to 
system server 30 for processing. As Well as sending the raW 
data extract, event coordinator agent 120 also provides 
information for system server 30 enabling it to place the data 
sent into the appropriate category. In order to do this, event 
coordinator agent 120 has an HTTP link to system server 30. 

[0072] Information collection agents 110 and event coor 
dinators 120 Work together at the production end of system 
20 to extract and update information for central server 
database 40 Without any intrusion on the actions of the 
producers of that information. They require no action by the 
producer of the information. Once set up by a system 
administrator they act Without the user of MS Word, for 
example, being aWare of their actions. The employees Who 
produce this information are not required to perform any 
additional actions, do require any additional softWare, 
require no training and need not even be aWare that this 
process is occurring. 

[0073] This represents a very poWerful loW impact and 
loW cost method of getting information into a central 
resource so that it is easily accessible to those Within an 
organiZation Whom Will most bene?t from its content. 

[0074] Link Agents 130 

[0075] As Well as providing information collection agents 
110 and event coordinator agents 120 for near real time data 
collection and distribution, system 20 also provides a 
method for folloWing Web site links and placing the content 
of individual Web pages into categories Within central server 
database 40, as depicted in FIG. 3. 

[0076] Link agents 130 folloW Web links as speci?ed by 
system 20 administrator and update links as often as 
requested to do so. The activities of link agents 130 can be 
restricted to particular Web sites by specifying that only links 
With a knoWn base URL be folloWed. This prevents link 
agents 130 from folloWing links to external sites. 

[0077] Each time link agent 130 loads a neW page it 
extracts the text from the page and sends it back to system 
server 30 using HTTP. System server 30 then matches the 
information transmitted against the properties stored for 
each category and places the content into the category that 
gives the best match using catalog agent 140. 

[0078] System 20 utiliZes link agents 130 to carry out the 
folloWing steps as depicted in FIG. 3: 

[0079] 231: Link agent 150 is timer drive to check the 
content of Web site 60 

[0080] 232: If link agent 150 detects changes, it 
collects the information 
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[0081] 233: The link agent 130 analyses the infor 
mation by: 

[0082] Creating a list of Words Within the text 

[0083] Remove all common Words as de?ned in 
step 1 for catalog agent 140 

[0084] Proceed as de?ned in step 2 for catalog 
agent 140 to ?nd the most common Word 

[0085] Proceed as de?ned in step 2 for catalog 
agent 140 to extract the relevant sentences 

[0086] 234: The information is transmitted to system 
server 30 by link agent 130 

[0087] 235: System server 30 catalogs the informa 
tion to put it in the right category 

[0088] 236: System server 30 distributes the infor 
mation to all employees/users at clients 50 

[0089] Link agents 130 have the inherent restrictions of all 
craWler based technology in that they cannot update infor 
mation in real time, and the more often they are run the more 
bandWidth they consume. Their main use is Where the 
underlying directory structure is either unavailable or mean 
ingless. BandWidth consumption is kept to a minimum by 
restricting the subsequent access to pages so that only those 
that have changed are reprocessed. 

[0090] Catalog Agent 140 

[0091] This process uses a number of pattern matching 
and fuZZy logic algorithms to assign the information from 
event coordinators 120 and link agents 130 to the correct 
categories. Additionally, neW categories are created dynami 
cally When need. The logic is described beloW. 

[0092] 1. Learning Phase (generating a common World 
list) 
[0093] a. Read a sample set of documents and break 

them doWn into Words 

[0094] b. Find out Which Words occur in most docu 
ments (The value for the percentage of documents in 
Which a Word must appear is pre-de?ned by an 
optimiZation process. Different values are tested 
until the best one is identi?ed. The usual ?gure is 
around 85% of documents.) 

[0095] c. Store these Words Within a common Word 

list (CWL) 

[0096] 2. Read a document to calculate the “relevance 
factor” (RF) for each category, assign the document to 
the relevant categories and generate neW categories as 
needed by the folloWing steps. 

[0097] a. Remove from the document all common 
Words de?ned by the CWL generated in step 1 above 
to leave a relevant Word list (RWL) 

[0098] b. Do you have any Words in the current 
training Word list (TWL)? This query is carried in the 
context of automatically categoriZing a list of docu 
ments With no prior knoWledge of those documents 
and no initial categories. In normal operation in 
relation to directory/?le, e-mails, database and other 
incoming information the TWL varies. Typically, the 
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I WL is formed by the Words in the category Which 
?rst comes into existence When, by Whatever means, 
a category is created. 

[0099] c. If not, add the RWL to the training Word list 
and set the “neW category” event. In the case Where 
there are no categories, there are no training Words to 
compare anything With, so it just uses those from the 
?rst document it reads. The neW category event just 
indicates that this category didn’t eXist before so it 
has to make up a name for it before it moves on. 

[0100] d. Compare the RWL to the TWL and calcu 
late the “relevance factor” (RF) 

[0101] Algorithm is de?ned as: 

[0102] X=Number of Words present in the RWL 
that are not in the TWL 

[0103] Y=Number of Words in the RWL 

[0104] RF=(100*X)/Y 
[0105] e. If the value of RF is less than the relevance 

threshold (RT) (This value is set by an optimiZation 
process. Different values are tested until the best one 
is identi?ed. The usual ?gure is around 25%.) then: 

[0106] 
[0107] ii. Create ranked by order of occurrence the 

most frequent Word list (MFWL) from the Words 
in the RWL 

i. Add this document to the current category 

[0108] iii. Find sentences in the document contain 
ing the top 3 Words in the MFWL 

[0109] 
[0110] v. Store the top 10 Words as the document 

keyWords from the Words in the RWL 

[0111] vi. Add Words in the RWL that are not in the 
TWL to the TWL 

iv. Store these sentences as a summary 

[0112] vii. If the “neW category” event is true, give 
this category a name by: 

[0113] 1. Find a sentence containing the top 
Word from the MFWL 

[0114] 2. Extract the noun phrase from the sen 
tence and use this as the name 

[0115] 3. Send a coded instruction to system 
server 30 requesting “set up a neW category 
called <Whatever>” 

[0116] f. If the value of RF is greater than the 
relevance threshold (RT) then: 

[0117] i. Repeat for the neXt TWL from the neXt 
category 

[0118] ii. If there are no more categories, set the 
neW category ?ag and repeat 

[0119] The method applied by catalog agent 140 can be 
used to automatically categoriZe documents, email and data 
base information but is also used to enable automated 
responses to inbound messages or emails. The same tech 
nique is also applied to matching any teXt based descriptive 
information. Essentially, the method here de?ned is generic 
to the type of information being categoriZed. One of ordi 
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nary skill in the art Would be able to easily adapt the method 
described above for each particular type of information. 

[0120] The categoriZation process can be restricted by 
system 20 administrator. In essence this means that, Where 
it is knoWn that information from a particular site Will all 
belong in some high level category, only sub categories of 
that high level category Will be used to determine the end 
placing of the information from this site. 

[0121] Web Builder 150 

[0122] Sometimes employees may Wish to publish infor 
mation as a Web site in a format that requires their oWn input 
and customiZation. System 20 includes Web publishing tool. 
With no knoWledge of HTML or Web page building, Web 
builder 150 alloWs employees to build Web sites and publish 
them on the Intranet With ease. An eXample of a commer 
cially available Web page builder in Microsoft Frontpage. 
Such as commercially available softWare can be integrated 
into System 20. 

[0123] Web builder 150 integrates completely With system 
20. Once a Web site has been built the publisher decides 
Which category she Wishes to place the information in. With 
the press of a button, the information is uploaded to the 
holding server, transferred to the Web server, placed in the 
correct system category, and all employees Who are sub 
scribed to that category Will be noti?ed of the existence of 
neW content. In the event no category is speci?ed, catalog 
agent 140 makes the determination. 

Managing Content 

[0124] Once the content required has been collected and 
received by system 20 server, the management of that 
content is taken over by the database management system as 
depicted in FIG. 4. This contains a rich set of features for the 
management of that data. 

[0125] Con?guration Utility 160 

[0126] System 20 can be con?gured easily to Work in any 
environment supporting HTTP. All the main attributes of 
system 20 can be altered easily using the system server 
con?guration utility 160. These include the location of the 
server side applications, the location of all the images and 
documents used by system 20 and the location of system 20 
Homepage. 

[0127] Other con?gurable options are the address of the 
SMTP mail server and all additional POP3 information such 
as the email address for system support. The con?guration 
utility also deals With the access information required by the 
SQL Server database. 

[0128] 
[0129] The structure of any implementation of system 20 
should mirror the structure of the organiZation Where it is 
used. System 20 provides implementation manager 170 to 
assist With the initial setting up of categories for use Within 
system 20. As Well as providing these features, the program 
also has various validation procedures for checking depen 
dencies and categories Within system 20. 

[0130] Category Manager 180 

Implementation Manager 170 

[0131] Any business Will change over time. System 20 
includes category manager 180 that alloWs structural 
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changes to the system model. It also provides procedures for 
maintaining information details, chat information, mes 
sages, agents and all information associated with a particular 
category. This program provides the administrator with a 
tool for moving information from one category to another 
updating all dependencies automatically as this occurs. 

[0132] Another feature of category manager 180 is the 
association of particular phrases and keywords with a cat 
egory. This information is used internally by system 20 to 
determine the location of information submitted to system 
20. These phrases and keywords can be assigned relevance 
according to boolean attributes given to them. By using this 
information to compute a ‘relevance factor’, system 20 is 
able to best guess the category in which a particular piece of 
information belongs using fuZZy logic. Also, the adminis 
trator utiliZes category manager 180 to set the parameters 
associated with catalog agent 140. 

[0133] When a category is added to system 20, system 20 
automatically generates keywords and phrases from the full 
category name. So, if a category is created called Lawyers/ 
Patent Attorney/California it would assign the phrase 
“Patent Attorney” to the “should contain phrase” list and it 
would assign the keywords “Lawyers”, “Patent”, “Attor 
ney”, “California” to the “should contain keywords” list. 

[0134] When the system 20 receives information from 
whatever source, it uses the algorithm for catalog agent 140 
as de?ned for context extraction to establish its true home 
category. The keywords and phrases above provide the 
values for the Training Word List By comparing the 
incoming information to the auto-created TWL the relevance 
factor is calculated. The information will go into the cat 
egory with the best relevance factor. 

[0135] User Manager 190 

[0136] System 20 contains a rich set of security and access 
control functions linked closely to those of Windows NT. 
User manager 190 provides a set of features which allows 
system 20 administrator to assign users and groups access to 
speci?c categories only. System 20 links the categories to 
NT users and groups and only those users with correct 
permissions will be able to see information in system 20. 
Users who have been deleted from NT will automatically be 
removed from system 20 each time user manager 190 is run. 

Delivering Content 

[0137] Access to information is restricted by User Man 
ager 220 so only information which should be available to 
particular employees is available. These access controls are 
handled dynamically so when an employee’s access rights 
are altered, the information that is delivered to them is 
altered at the same time by system 20. The delivery of 
content is depicted in FIG. 4. 

[0138] Personal Delivery Agents 200 

[0139] System 20 contains many features for the delivery 
of content to speci?c employees based on their individual 
requirements by personal delivery agents 200. This feature 
is simple to use but extremely powerful. It requires no client 
side software with all functionality being provided through 
a standard web browser. Those who wish to monitor activity 
within a particular category or group of categories can do 
now do so with ease. 
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[0140] Individual personal delivery agents 200 are pro 
vided for employees that allow each person to subscribe to 
individual system categories. This enables every person 
within an organiZation to be informed of all changes to 
information that is relevant to them. Every time an employee 
accesses their personal system page they are presented with 
all updates that have occurred in subscribed groups. Because 
this information is contained in a single web page they are 
not swamped with update noti?cations. 

[0141] They can elect to be noti?ed of changes by email 
but even here there is strict control over the number of 
messages sent by system 20. Each user will only receive one 
noti?cation by email that contains a web link back to their 
personal page so that they may observe all changes that have 
occurred. Only one email message will be sent until they 
next visit their individual web page. 

[0142] In this manner, system 20 is able to keep employees 
informed about updates that occur in their speci?c areas of 
interest without generating excessive noti?cations and addi 
tional workload. Personal delivery agents 200 handle all of 
this. The software is invisible to the individual employee and 
requires no maintenance on their part. All they have to do is 
select their interest areas the rest is handled automatically by 
personal delivery agent 200. 

[0143] Each individual user can also make use of the Link 
agent robots for research. This research can assist with 
projects or competitor intelligence by keeping the individual 
informed of changes in the project or a competitor’s web site 
as the changes occur. The robot can be instructed to search 
the web for any subject and return to the user any relevant 
information it ?nds. Again, the software rather than the user 
does the work. 

[0144] Global Searching 210 

[0145] As well as utiliZing agents for ?nding information 
system 20 provides search facilities for ?nding information 
within the database. Global searching allows employees to 
?nd information located in any category heading or within 
the information held under any category. Rather than return 
ing results as documents which contain keywords system 20 
returns results by placing the category which contains the 
keyword most often at the top of the result list. 

[0146] This feature aids employees by providing results in 
a context oriented fashion. Often keyword searches produce 
irrelevant results. Keywords can be present in documents 
that are not in the context required by the user. By presenting 
the results by context system 20 aids the location of docu 
ments which are truly relevant to the individual’s require 
ments. 

[0147] By selecting the category, which is most relevant to 
the context of their requirements system 20 then displays 
individual documents within that category which contain the 
keywords, requested. System 20 supports a number of 
search types allowing for different combinations of key 
words. 

[0148] Category Searching 220 

[0149] As well as global searching system 20 supports 
keyword searching at the category level with category 
searching module 220. This allows narrow band searching 
for speci?c information within a category. This feature is 
functionally the same as global searching, except that in this 
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instance the search only looks at information Within the 
selected category. All search functions Will only return 
information for Which the particular employee has the 
required permissions. Information and categories that they 
should not see Will not be presented to them. 

[0150] From the above description, it Will be apparent that 
the invention disclosed herein provides a novel and advan 
tageous computer netWork information management system. 
The foregoing discussion discloses and describes merely 
exemplary methods and embodiments of the present inven 
tion. One skilled in the art Will readily recogniZe from such 
discussion that various changes, modi?cations and varia 
tions may be made therein Without departing from the spirit 
and scope of the invention. Accordingly, disclosure of the 
present invention is intended to be illustrative, but not 
limiting, of the scope of the invention, Which is set forth in 
the folloWing claims. 

I claim: 
1. A method for managing information on a computer 

netWork having a server, at least one client node and at least 
one information provider node, comprising the steps of: 

gathering summary data from the information provider 
node indicative of event changes at the information 
provider node by information collection agents extract 
ing information from the information provider node 
based on the summary data; 

transmitting the extracted information to the server; 

storing the transmitted information in an event database; 

cataloging the stored information into hierarchical cat 
egories; 

retrieving With a delivery agent based upon the hierarchi 
cal categories selected information from the stored 
information; and 

transmitting the selected information to the client node. 
2. The method recited in claim 1 Wherein the cataloging 

step is based upon a relevance factor. 
3. The method recited in claim 1 Wherein the relevance 

factor is determined by pattern matching and fuZZy logic. 
4. The method recited in claim 1 Wherein the cataloging 

step assigns the transmitted information to the hierarchical 
categories by generating a common Word list from a sample 
document. 

5. The method recited in claim 4 Wherein the generating 
a common Word list includes the folloWing steps: 

identifying the Words contained in a sample set of docu 
ments; 

determining the most frequently occurring Words; and 

storing the most frequent occurring Words in a list. 
6. The method recited in claim 1 Wherein the information 

collection agents are comprised of directory monitor agents; 
email reader agents and database extraction agents. 

7. The method recited in claim 1 Wherein the information 
collection agents extract event data from document directo 
ries, email servers and databases. 

8. The method recited in claim 1 Wherein the delivery 
agent retrieves the selected information from the hierarchi 
cal categories corresponding to pre-de?ned criteria. 
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9. The method recited in claim 2 further comprising the 
steps of: 

calculating the relevance factor of the transmitted infor 
mation for a particular category based upon a common 
Word list, Words in the transmitted information and 
keyWords associated With a particular category; 

comparing the relevance factor to a pre-determined rel 
evance threshold; and 

assigning the transmitted information to the particular 
category based upon the comparing of the relevance 
factor to the relevance threshold. 

10. The method recited in claim 1 further comprising the 
step of: 

generating a summary of the stored information based 
upon portions of the information containing the most 
frequently occurring relevant Words. 

11. The system recited in claim 1 further comprising the 
steps of: 

checking the content of the Web sites on a timed basis; 

detecting changes in the content of the Web site; 

collecting information identifying the changes; 

extracting relevant information from the collected infor 
mation; 

transmitting the relevant information to the server. 
12. A system for managing information in a computer 

netWork comprising: 

an interconnection netWork; 

a plurality of client nodes coupled to the interconnection 
netWork; 

a plurality of information provider nodes coupled to the 
interconnection netWork; 

a system server coupled to the interconnection netWork; 

means for autonomously collecting information from the 
information provider nodes; 

means for autonomously coordinating the collecting of 
information by the collecting means and for autono 
mously transmitting the collected information to the 
system server via the interconnection netWork; 

means located at the system server for cataloging the 
information transmitted from the coordinating means. 

13. The system recited in claim 12 Wherein the intercon 
nection netWork is the Internet. 

14. The system recited in claim 13 further comprising 
means for autonomously gathering information from Web 
sites on the Internet. 

15. The system recited in claim 12 Wherein the informa 
tion provider node is a data server With a plurality of ?les 
arranged in a directory structure. 

16. The system recited in claim 12 Wherein the informa 
tion provider node is an e-mail server. 

17. The system recited in claim 12 Wherein the informa 
tion provider node is a data server With a database. 

18. A system for managing information in a computer 
netWork gathered from a plurality of information provider 
nodes for transmission to a plurality of client nodes via an 
interconnection netWork comprising: 

a system server coupled to the interconnection netWork; 
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means for autonomously collecting information from the 
information provider nodes; 

means for autonomously coordinating the collecting of 
information by the collecting means and for autono 
mously transmitting the collected information to the 
system server via the interconnection netWork; 

means located at the system server for cataloging the 

information transmitted from the coordinating means. 

19. The system recited in claim 18 Wherein the intercon 
nection netWork is the Internet. 
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20. The system recited in claim 19 further comprising 
means for autonomously gathering information from Web 
sites on the Internet. 

21. The system recited in claim 18 Wherein the informa 
tion collected from the information provider node is from a 
plurality of ?les arranged in a directory structure. 

22. The system recited in claim 18 Wherein the informa 
tion collected from the information provider node is from an 
e-mail server. 

23. The system recited in claim 18 Wherein the informa 
tion collected from the information provider node is from a 
database. 


