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(57) ABSTRACT 

A method is provided for communicating betWeen a source 
node and a destination node in a mobile ad-hoc network. The 

method may include transmitting a quality-of-service (QoS) 
route request from the source node to the destination node 
via a plurality of intermediate nodes therebetWeen to dis 
cover routing to the destination node based upon a plurality 
of QoS parameters. Responsive to the QoS route request, a 
plurality of potential routes betWeen the source node and the 
destination node may be determined along With a QoS 
metric corresponding to each of the QoS parameters for each 
potential route. Further, the QoS parameters may be ranked 
in an order of importance, and each of the QoS metrics 
Weighted based upon the ranking of QoS parameters. As 
such, the Weighted QoS metrics may be compared, and one 
of the potential routes may be selected based thereon for the 
transmission of message data. 
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MOBILE AD-HOC NETWORK AND METHODS 
FOR PERFORMING FUNCTIONS THEREIN 

BASED UPON WEIGHTED QUALITY OF SERVICE 
METRICS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of US. 
application Ser. No. 10/134,715, ?led Apr. 29, 2002, and 
US. application Ser. No. 10/134,559, ?led Apr. 29, 2002, 
both of Which are hereby incorporated herein in their entire 
ties by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to the ?eld of com 
munication networks, and, more particularly, to mobile 
ad-hoc Wireless netWorks and related methods. 

BACKGROUND OF THE INVENTION 

[0003] Wireless netWorks have experienced increased 
development in the past decade. One of the most rapidly 
developing areas is mobile ad-hoc netWorks. Physically, a 
mobile ad-hoc netWork includes a number of geographi 
cally-distributed, potentially mobile nodes sharing a com 
mon radio channel. Compared With other type of netWorks, 
such as cellular netWorks or satellite netWorks, the most 
distinctive feature of mobile ad-hoc netWorks is the lack of 
any ?Xed infrastructure. The netWork is formed of mobile 
nodes only, and a netWork is created on the ?y as the nodes 
transmit With each other. The netWork does not depend on a 
particular node and dynamically adjusts as some nodes join 
or others leave the netWork. 

[0004] In a hostile environment Where a ?Xed communi 
cation infrastructure is unreliable or unavailable, such as in 
a battle ?eld or in a natural disaster area struck by earth 
quake or hurricane, an ad-hoc netWork can be quickly 
deployed and provide limited but much needed communi 
cations. While the military is still a major driving force 
behind the development of these netWorks, ad-hoc netWorks 
are quickly ?nding neW applications in civilian or commer 
cial areas. Ad-hoc netWorks Will alloW people to eXchange 
data in the ?eld or in a class room Without using any netWork 
structure eXcept the one they create by simply turning on 
their computers or PDAs. 

[0005] As Wireless communication increasingly perme 
ates everyday life, neW applications for mobile ad-hoc 
netWorks Will continue to emerge and become an important 
part of the communication structure. Mobile ad-hoc net 
Works pose serious challenges to the designers. Due to the 
lack of a ?Xed infrastructure, nodes must self-organiZe and 
recon?gure as they move, join or leave the netWork. All 
nodes are essentially the same and there is no natural 
hierarchy or central controller in the netWork. All functions 
have to be distributed among the nodes. Nodes are often 
poWered by batteries and have limited communication and 
computation capabilities. The bandWidth of the system is 
usually limited. The distance betWeen tWo nodes often 
eXceeds the radio transmission range, and a transmission has 
to be relayed by other nodes before reaching its destination. 
Consequently, a netWork has a multihop topology, and this 
topology changes as the nodes move around. 
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[0006] The Mobile Ad-Hoc NetWorks (MANET) Working 
group of the Internet Engineering Task Force (IETF) has 
been actively evaluating and standardiZing routing, includ 
ing multicasting, protocols. Because the netWork topology 
changes arbitrarily as the nodes move, information is subject 
to becoming obsolete, and different nodes often have dif 
ferent vieWs of the netWork, both in time (information may 
be outdated at some nodes but current at others) and in space 
(a node may only knoW the netWork topology in its neigh 
borhood and not far aWay from itself). 

[0007] A routing protocol needs to adapt to frequent 
topology changes and With less accurate information. 
Because of these unique requirements, routing in these 
netWorks are very different from others. Gathering fresh 
information about the entire netWork is often costly and 
impractical. Many routing protocols are reactive (on-de 
mand) protocols: they collect routing information only When 
necessary and to destinations they need routes to, and do not 
maintain unused routes. This Way the routing overhead is 
greatly reduced compared to pro-active protocols Which 
maintain optimal routes to all destinations at all time. This 
is important for a protocol to be adaptive. Ad Hoc on 
Demand Distance Vector (AODV), Dynamic Source Rout 
ing (DSR) and Temporally Ordered Routing Algorithm 
(TORA) are representatives of on-demand routing protocols 
presented at the MANET Working group. 

[0008] EXamples of other various routing protocols 
include Destination Sequenced Distance-Vector (DSDV) 
routing Which is disclosed in US. Pat. No. 5,412,654 to 
Perkins, and Zone Routing Protocol (ZRP) Which is dis 
closed in US. Pat. No. 6,304,556 to Haas. ZRP is a hybrid 
protocol using both proactive and reactive approaches. 
[0009] These conventional routing protocols use a best 
effort approach in selecting a route from the source node to 
the destination node. Typically, the number of hops is the 
main criteria in such a best effort approach. In other Words, 
the route With the least amount of hops is selected as the 
transmission route. 

[0010] Quality-of-service (QoS) routing in mobile ad-hoc 
netWorks is gaining interest. To provide quality-of-service, 
the protocol needs not only to ?nd a route but also to secure 
the resources along the route. Because of the limited, shared 
bandWidth of the netWork, and lack of central controller 
Which can account for and control these limited resources, 
nodes must negotiate With each other to manage the 
resources required for QoS routes. This is further compli 
cated by frequent topology changes. Due to these con 
straints, QoS routing is more demanding than best-effort 
routing. 
[0011] Some eXamples of QoS routing approaches are set 
forth by ChenXi Zhu in the publication entitled “Medium 
Access Control and Quality-of-Service Routing for Mobile 
Ad Hoc NetWorks,” 2001, and by M. Mirhakkak et al. in the 
publication entitled “Dynamic Quality-of-Service for 
Mobile Ad Hoc NetWorks,” MITRE Corp., 2000. Zhu dis 
cusses establishing bandWidth guaranteed QoS routes in 
small netWorks Whose topologies change at a loW to medium 
rate. Mirhakkak et al. are concerned With resource reserva 

tion requests Which specify a range of QoS values While the 
netWork makes a commitment to provide service Within this 
range. 

[0012] At each node, admission control is performed to 
forWard traf?c from other nodes. Typically, conventional 
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admission control protocols provide for full disclosure 
regarding routes and connectivity. In other Words, each node 
shares all route and connectivity data With other nodes so 
that the best-effort routes are selected overall. 

[0013] Achallenge to the advancement of ad-hoc netWork 
development is that of extending such netWorks to encom 
pass large numbers of nodes. One prior art attempt to do so 
utiliZes “spine” routing, such as in the optimal spine routing 
(OSR) approach disclosed by Das et al. in “Routing in 
Ad-Hoc Networks using Minimum Connected Dominating 
Sets,”IEEE Int. Conf On Commun. (ICC ’97), 1997. In this 
approach, a spine or “virtual backbone” is de?ned such that 
each netWork node is no more than one hop from a spine 
node. Global topology (link state) is maintained at each 
spine node, and a link-state routing algorithm is run at each 
spine node to produce current routes to every destination. 

[0014] Another related approach is clustered spine routing 
(CSR), Which is disclosed by Das et al. in “Routing in 
Ad-Hoc NetWorks using a Spine,”IEEE Int. Conf On Com 
purer Commun. and Networks (IC3N ’97), 1997. this 
approach is intended to extend the applicability of spine 
routing to larger netWork siZes by grouping the nodes in 
clusters and adding a second hierarchical level to the OSR 
approach. Yet another approach is knoWn as partial knoWl 
edge spine routing (PSR) Which is disclosed by Sivakumar 
et al. in “The Clade Vertebrata: Spines and Routing in 
Ad-Hoc NetWorks,”IEEE Symposium On Computer and 
Commun., 1998. 

[0015] One common characteristic of each of the above 
prior art cluster/spine approaches is that they each rely on 
proactive routing. One potential draWback of proactive 
routing is that it typically requires a signi?cant amount of 
routing overhead to maintain optimal routes to all destina 
tions at all times. This problem may become particularly 
acute When applied to ad-hoc netWorks including a very 
large number of nodes. Other dif?culties Which may be 
faced When implementing cluster/spine approaches are hoW 
to ef?ciently associate nodes With clusters and designate 
cluster leader nodes for each cluster. 

SUMMARY OF THE INVENTION 

[0016] In vieW of the foregoing background, it is therefore 
an object of the present invention to provide a mobile ad-hoc 
netWork and related methods Which provide for an ef?cient 
establishment of routes as Well as cluster organiZation Within 
the netWork. 

[0017] This and other objects, features, and advantages in 
accordance With the present invention are provided by a 
method for communicating betWeen a source node and a 
destination node in a mobile ad-hoc netWork including a 
plurality of intermediate nodes betWeen the source node and 
the destination node. The method may include transmitting 
a quality-of-service (QoS) route request from the source 
node to the destination node via the plurality of intermediate 
nodes to discover routing to the destination node based upon 
a plurality of QoS parameters. Responsive to the QoS route 
request, a plurality of potential routes betWeen the source 
node and the destination node may be determined along With 
a QoS metric corresponding to each of the QoS parameters 
for each potential route. Further, the QoS parameters may be 
ranked in an order of importance, and each of the QoS 
metrics Weighted based upon the ranking of QoS param 
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eters. As such, the Weighted QoS metrics may be compared 
and one of the potential routes may be selected based 
thereon. In addition, message data may be transmitted from 
the source node to the destination node via the selected 
route. 

[0018] It should be noted that the route request used in the 
above manner With link and node metrics may be used to 
perform route discovery for QoS paths for a reactive routing 
protocol. A similar approach may also be used With a 
proactive routing protocol to discover the best route and 
reserve resources among the currently knoWn proactive 
routes. 

[0019] Accordingly, the present invention thus provides a 
?exible an ef?cient method for selecting a route for com 
munication betWeen the source and destination nodes based 
upon multiple QoS parameters. Thus, performance may be 
enhanced across numerous applications and operating envi 
ronments by more heavily Weighting QoS parameters having 
the most signi?cant importance in a given application, for 
example. 
[0020] More particularly, the method may further include 
generating a Weighted sum of the QoS metrics for each 
potential route and the Weighted sums compared to select the 
appropriate route. The QoS metrics may include QoS link 
metrics and/or QoS node metrics. By Way of example, the 
QoS link metrics may include at least one of available 
bandWidth, error rate, end-to-end delay, end-to-end delay 
variation, hop count, expected path durability, priority, uni 
directionality or bidirectionality, and link capacity. Also, the 
QoS node metrics may include at least one of battery life, 
mobility, communications capacity, and position, for 
example. 
[0021] Furthermore, determining the plurality of potential 
routes may include, at each intermediate node, determining 
Whether the node can support the requested QoS parameter 
of the QoS route request and, if so, forWarding the QoS route 
request to one of other intermediate nodes and the destina 
tion node. Node resources may thus be temporarily reserved 
for QoS route requests having supportable QoS parameters 
to de?ne a path of travel. As such, determining the plurality 
of potential routes may further include, at the destination 
node, generating a reply to the source node upon receiving 
the QoS route request and sending the reply along the path 
of travel. 

[0022] The method may also include transmitting route 
con?rmations to the intermediate nodes on the selected route 
prior to transmitting message data. In addition, at each of the 
intermediate nodes and the destination node, it may be 
detected Whether the node can continue to support the 
requested QoS parameter of the QoS route request and, if 
not, generating and sending a QoS error noti?cation to the 
source node. To provide a backup in such events, for 
example, at least one standby route may be selected at the 
source node. 

[0023] Additionally, the method may also include group 
ing the nodes into a source cluster including the source node, 
a destination cluster including the destination cluster, and at 
least one intermediate cluster therebetWeen including inter 
mediate nodes. Further, an adjacent cluster target node may 
be established in the at least one intermediate cluster for 
providing a point of access therefor, Where each potential 
route includes the adjacent cluster target node. 
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[0024] Moreover, the adjacent cluster target node may 
similarly be established by determining target routes 
betWeen the source node and a plurality of potential target 
nodes in the at least one intermediate cluster and a QoS 
target metric corresponding to each of a plurality of QoS 
target parameters for each target route, and ranking the QoS 
target parameters in a target order of importance. Further, 
each of the QoS target metrics may be Weighted based upon 
the ranking of QoS target parameters. The Weighted QoS 
target metrics may thus be compared, and the adjacent 
cluster target node selected based thereon. Again, this 
approach provides for greater ?exibility in selecting the 
adjacent cluster target nodes as Well as greater efficiencies 
from Weighting based upon more signi?cant QoS parameters 
in a given situation. 

[0025] More particularly, the method may also include 
generating a Weighted sum of the QoS target metrics for 
each potential route, and the Weighted sums of the target 
metrics may be compared for selecting the adjacent cluster 
target node. In addition, the QoS target metrics may also 
include at least one of available bandWidth, error rate, 
end-to-end delay, end-to-end delay variation, hop count, 
expected path durability, priority, unidirectionality or bidi 
rectionality, and link capacity, for example. 

[0026] Another related method aspect of the invention is 
for organiZing nodes in a mobile ad-hoc netWork including 
a plurality of nodes. The method may include grouping the 
plurality of nodes into clusters, and determining quality of 
service (QoS) node metrics for each node in each cluster, 
Where each QoS node metric corresponding to a QoS node 
parameter. Furthermore, the QoS node parameters may be 
ranked in a node order of importance, and each of the QoS 
node metrics may be Weighted based upon the ranking of 
QoS node parameters. The Weighted QoS node metrics for 
each node in a given cluster may thus be compared With one 
another, and a given cluster leader node may be selected for 
the given cluster based thereon. This method aspect there 
fore similarly provides a ?exible an efficient process for 
selecting cluster leader nodes in clustered mobile ad-hoc 
netWorks using multiple QoS parameters. 

[0027] Likewise, the method may also include providing 
an additional node to be included in the mobile ad-hoc 
netWork, establishing a route from the additional node to at 
least one node in each of the clusters, and determining QoS 
link metrics for each route. Each QoS link metric preferably 
corresponds to a QoS link parameter. Also, the QoS link 
parameters may be ranked in a link order of importance, 
each of the QoS link metrics may be Weighted based upon 
the ranking of QoS link parameters, and the Weighted QoS 
link metrics may be compared. The additional node may be 
associated With one of the clusters based upon the compari 
son. 

[0028] The QoS link metrics may include at least one of 
available bandWidth, error rate, end-to-end delay, end-to-end 
delay variation, hop count, expected path durability, priority, 
unidirectionality or bidirectionality, and link capacity. The 
method may further include generating a Weighted sum of 
the QoS link metrics for each route, and comparing the 
Weighted QoS link metrics may include comparing the 
Weighted sums of the QoS link metrics. 

[0029] The method may also include generating a 
Weighted sum of the QoS node metrics for each node, and 
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comparing may include comparing the Weighted sums for 
each node in the given cluster With one another. By Way of 
example, the QoS node metrics may include at least one of 
battery life, mobility, communications capacity, and posi 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] FIGS. 1-4 are schematic diagrams of a mobile 
ad-hoc netWork including QoS routing in accordance With 
the present invention. 

[0031] FIG. 5 is a ?oWchart illustrating the method steps 
for QoS routing in a mobile ad-hoc netWork in accordance 
With the present invention. 

[0032] FIG. 6 is a ?oWchart illustrating a method aspect 
of the invention for selecting routes based upon a Weighted 
average of QoS metrics in accordance With the present 
invention. 

[0033] FIG. 7 is a ?oWchart illustrating a method aspect 
of the invention for selecting adjacent cluster target nodes 
based upon a Weighted average of QoS metrics in accor 
dance With the present invention. 

[0034] FIG. 8 is a schematic diagram of an ad-hoc net 
Work according to the present invention. 

[0035] FIG. 9 is a schematic diagram of the ad-hoc 
netWork of FIG. 8 illustrating a selected route betWeen the 
source node and the destination node thereof. 

[0036] FIG. 10 is schematic diagram illustrating grouping 
of clusters and cluster leader node designation in accordance 
With the present invention. 

[0037] FIG. 11 is a ?oWchart illustrating a method aspect 
of the invention for associating nodes With respective clus 
ters based upon a Weighted average of QoS metrics in 
accordance With the present invention. 

[0038] FIG. 12 is a ?oWchart illustrating a method aspect 
of the invention for selecting cluster leader nodes based 
upon a Weighted average of QoS metrics in accordance With 
the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0039] The present invention Will noW be described more 
fully hereinafter With reference to the accompanying draW 
ings, in Which preferred embodiments of the invention are 
shoWn. This invention may, hoWever, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein. Rather, these embodiments 
are provided so that this disclosure Will be thorough and 
complete, and Will fully convey the scope of the invention 
to those skilled in the art. Like numbers refer to like 
elements throughout. 

[0040] As Will be appreciated by those skilled in the art, 
portions of the present invention may be embodied as a 
method, data processing system, or computer program prod 
uct. Accordingly, these portions of the present invention may 
take the form of an entirely hardWare embodiment, an 
entirely softWare embodiment, or an embodiment combining 
softWare and hardWare aspects. Furthermore, portions of the 
present invention may be a computer program product on a 
computer-usable storage medium having computer readable 
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program code on the medium. Any suitable computer read 
able medium may be utilized including, but not limited to, 
static and dynamic storage devices, hard disks, optical 
storage devices, and magnetic storage devices. 

[0041] The present invention is described beloW With 
reference to ?owchart illustrations of methods, systems, and 
computer program products according to an embodiment of 
the invention. It Will be understood that blocks of the 
illustrations, and combinations of blocks in the illustrations, 
can be implemented by computer program instructions. 
These computer program instructions may be provided to a 
processor of a general purpose computer, special purpose 
computer, or other programmable data processing apparatus 
to produce a machine, such that the instructions, Which 
execute via the processor of the computer or other program 
mable data processing apparatus, implement the functions 
speci?ed in the block or blocks. 

[0042] These computer program instructions may also be 
stored in a computer-readable memory that can direct a 
computer or other programmable data processing apparatus 
to function in a particular manner, such that the instructions 
stored in the computer-readable memory result in an article 
of manufacture including instructions Which implement the 
function speci?ed in the ?oWchart block or blocks. The 
computer program instructions may also be loaded onto a 
computer or other programmable data processing apparatus 
to cause a series of operational steps to be performed on the 
computer or other programmable apparatus to produce a 
computer implemented process such that the instructions 
Which execute on the computer or other programmable 
apparatus provide steps for implementing the functions 
speci?ed in the ?oWchart block or blocks. 

[0043] Referring initially to FIGS. 1-5, a method for 
determining a route from a source node to a destination node 
in a mobile ad-hoc netWork 20 Will noW be described. The 
netWork 20 includes a plurality of mobile nodes 30 including 
the source node 1 and the destination node 4 With interme 
diate nodes 2, 3 and 5 therebetWeen. The nodes 30, such as 
laptop computers, personal digital assistants (PDAs) or 
mobile phones, are connected by Wireless communication 
links 32 as Would be appreciated by the skilled artisan. The 
method begins (Block 100) and includes transmitting a 
quality-of-service (QoS) route request RREQQ from the 
source node 1 to discover routing to the destination node 4 
based upon a QoS parameter, as indicated at Block 102 in 
FIG. 5. The QoS parameter is preferably based upon avail 
able bandWidth, error rate, end-to-end delay, end-to-end 
delay variation, hop count, expected path durability, and/or 
priority as Will be discussed in further detail beloW. Other 
QoS metrics Will be discussed further beloW. The route 
request RREQQ includes a Q05 How identi?er and an 
updatable QoS link metric. 

[0044] Furthermore, at Block 104, the method includes 
each intermediate node 2, 3 and 5 determining Whether the 
node can support the requested QoS parameter of the QoS 
route request RREQQ. If the node cannot support the QoS 
parameter of a particular request RREQQ, then the request 
is denied or simply not forWarded by the node (Block 106). 
If the node, for example node 3, can support the QoS 
parameter of a particular request RREQQ, then the node 
updates the QoS link metric, forWards the QoS route request 
to other intermediate nodes 2 and 5, and temporarily 
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reserves node resources for that QoS route request (Block 
108). Intermediate nodes 2 and 5 also must determine 
Whether they can support the requested QoS parameter of 
the QoS route request RREQQ forWarded from node 3. If so, 
the route request RREQQ With the updated QoS link metric 
is then forWarded to the destination node 4. 

[0045] The destination node 4, upon receiving the QoS 
route request RREQQ, generates a reply RREPQ to the 
source node 1 including the How identi?er and updated QoS 
link metric for each discovered route (Block 110). In other 
Words, the destination node 4 may have received the for 
Warded route request RREQQ from any of various possible 
routes including, for example, 1-2-4 or 1-3-5-4. A reply 
RREPQ is generated in each case. At Block 112, the source 
node 1 generates QoS route metrics based upon updated 
QoS link metrics in replies RREPQ from the destination 
node 4 for discovered routes. Also, at Block 114, the source 
node 1 then selects a route to the destination node 4 based 
upon the QoS route metrics. 

[0046] More particularly, in some embodiments the route 
to the destination node 4 may be selected using a Weighted 
average of a plurality of QoS route metrics. Such an embodi 
ment Will noW be described With reference to FIG. 6. The 
method illustrated in FIG. 6 provides for communication 
betWeen the source node 1 and the destination node 4 in the 
mobile ad-hoc netWork 20. The method begins (Block 60) 
With transmitting a QoS route request from the source node 
1 to the destination node 4 via the plurality of intermediate 
nodes 2, 3, 5 to discover routing to the destination node 
based upon a plurality of QoS parameters, as previously 
described above. Responsive to the QoS route request, a 
plurality of potential routes betWeen the source node 1 and 
the destination node 4 may be determined along With a QoS 
metric corresponding to each of the QoS parameters for each 
potential route, at Block 62, and as similarly discussed 
above. 

[0047] It should be noted that metric collection may be 
performed in various Ways. For example, this may be done 
by collecting the entire metric vector at the source node 1 
using a DSR-type algorithm or a link state algorithm, as Will 
be appreciated by those of skill in the art. Further, metric 
collection may be performed by incrementally calculating 
path vectors by adding contributions at intermediate nodes. 
The latter approach may place more limitations on the form 
of the overall path and netWork metric that can be supported, 
Which may or may not be desirable in some applications. Of 
course, those of skill in the art Will appreciate that the 
present invention may be implemented using numerous 
mobile ad-hoc routing protocols, including both the reactive 
and proactive prior art protocols described above. Again, the 
discussion seems to be restricted to reactive routing. Can 
also apply the technique to proactive protocols by restricting 
broadcast to those existing knoWn proactive routes. 

[0048] In accordance With this aspect of the invention, the 
QoS parameters may be ranked in an order of importance, at 
Block 63. This ranking is preferably done prior to netWork 
deployment based on a determination of netWork perfor 
mance objectives, as Will be appreciated by those skilled in 
the art. The ranking Will lead to a determination of the 
Weighting factors Which Will be precon?gured for each node 
or set via netWork management. During the actual node 
operation, the node does not need to knoW the ranking. 
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Rather, it only needs to know the weighting. Exemplary 
rankings for various mobile ad-hoc network functions are 
provided in Table 1, below. 

TABLE 1 

Exemplary Q05 Rankings 

O05 O05 Best CLN ACTN 
Link or Node Bandwidth Delay Effort Cluster Node Node 
Metric Path Path Path Join Election Selection 

Estimated Link 2 1 2 2 
Delay 
Estimated Link 3 2 3 
Delay Variance 
Effective 4 3 2 4 
Number of 
Transmissions 
Link Capacity 3 
Available Link 1 1 1 
Capacity 
Hop Count 
Bidirectionality 5 4 3 1 5 
Link Reliability 
Expected Link 
Durability 
Node & 1 
Battery Life 
Node and 2 
Communica 
tions Mobility 
and Durability 
Node 3 
Communica 
tions Capacity 
Node Position 
Relative to 
Other 
Important 
Network Nodes 
Aggregate 4 
Distance to 
Area Member 
Nodes 
Distance to 5 
Neighbor ALN 
Nodes 

[0049] As may be seen in Table 1, in the case of route 
selection various rankings may be used depending upon the 
types of routes desired. For example, the column labeled 
“QoS Bandwidth Path” provides a ranking of ?ve QoS 
parameters that would be most signi?cant to obtain routes 
having maximum bandwidth, where 1 indicates the most 
signi?cant parameter and 5 the least signi?cant. Similarly, 
the columns labeled “QoS Delay Path” and “Best Effort 
Path” respectively provide rankings for selecting routes with 
a least amount of delay or having the best probability of 
message data delivery using a best efforts approach. Of 
course, it will be appreciated by those of skill in the art that 
different rankings may be used for particular applications, 
and that other route discovery functions may be similarly 
ranked in accordance with the present invention. It will also 
be appreciated that the ranking step illustrated at Block 63 
need not be performed in the order illustratively shown (e.g., 
it may done beforehand). 

[0050] Based upon the ranking of the QoS parameters 
used in the given application, each of the QoS metrics may 
be weighted by the source node 1 based upon the ranking, 
at Block 64. Preferably, the assignment of the appropriate 
values to the components of the weight vector w is done 
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prior to operation based on the metric rankings, as described 
earlier. The actual metric weighting is preferably done 
during operation in “real time” as is shown in the equations 
presented and discussed below. As such, the weighted QoS 
metrics may be compared, and one of the potential routes 
may be selected based thereon, at Block 65. Once the route 
is selected, message data may be transmitted from the source 
node 1 to the destination node 4 via the selected route, at 
Block 66, thus concluding the method (Block 67). As used 
herein, “message data” is intended to include any data that 
may be sent between nodes in a mobile ad-hoc network 
during operation, including (but not limited to) additional 
route requests/replies, video data, audio data, alphanumeric 
data, etc. 

[0051] Depending upon the particular embodiment, the 
QoS metrics may advantageously include QoS link metrics 
and/or QoS node metrics. More speci?cally, the QoS link 
metrics may include at least one of available bandwidth, 
error rate, end-to-end delay, end-to-end delay variation, hop 
count, expected path durability, priority, unidirectionality or 
bidirectionality, and link capacity, for example. The QoS 
node metrics may include at least one of battery life, 
mobility, communications capacity, and position, for 
example. Further examples of QoS node/link metrics are 
provided in Table 1, and other QoS node/link metrics known 
to those of skill in the art may, of course, also be used. 

[0052] The above noted weighting of QoS link/node met 
rics will now be described with respect to two speci?c 
examples. Generally speaking, in the case of route selection, 
a weighted sum of the QoS metrics is preferably generated 
for each potential route, for example. The weighted sum for 
each potential route may then be compared with the 
weighted sums of the remaining potential routes, and the 
?nal route selected based upon this comparison. The fol 
lowing terminology and de?nitions are provided prior to 
discussing the speci?c examples to aid in the understanding 
thereof. 

[0053] For the following examples, link metric vectors mL 
and node metric vectors mN, are de?ned, each of which is an 
important characteristic in evaluating routes to meet various 
QoS needs in network organiZation. Further, a node metric 
form is given by mN=(CN1, CN2, CN3, . . . ) where CNi is the 
ith component of the node metric vector, and a link metric 
form is given by mL=(CL1, CL2, CL3, . . . ), where CLi is the 
ith component of the link metric vector. As will be appreci 
ated by those of skill in the art, link and node metric vectors 
can be passed over the network 20 in network control 
packets, for example. 

[0054] A raw path metric for a route from a source node 
1 to destination node k+1 can be represented as the vector of 
node and link metric vectors mP=(mL1, mm, mm, . . . , 

mL(k_1), mNk, mLk) along the path or potential route. As 
noted above, the metric components that are key in a given 
application are ranked, and then the link wL and node wN 
metric weighting vectors may be de?ned. These metric 
vectors may include both Zero and nonZero components to 
provide the desired emphasis in a given application, as will 
be appreciated by those of skill in the art. A ?nal path metric 
may be a scalar evaluated as function of the raw path metric 
vector and the node and link weighting vectors, which is 
given by MP=F(wN, wL, mp). Paths or routes are preferably 
selected based upon the best value of the ?nal path metric 



US 2003/0202468 A1 

MP, and the form of the function F( ) used to be used Will 
of course depend upon the particular application (e.g., QoS 
delay path, QoS capacity allocation, best effort, etc.). 
[0055] A ?rst QoS delay-sensitive path metric example 
Will noW be described. Here, the ?rst path metric equation 
provided beloW uses components for hop count (Weight of 
1), bidirectionality (BD=0 for a bidirectional link and BD=1 
for a unidirectional link With Weight K3), estimated link 
delay (With Weight K1), and inverse link capacity (With 
Weight K2). In this example, the best path Will result in the 
minimum path metric. Parameters for these Weight param 
eters are preferably speci?ed in advance via precon?gura 
tion based on operational performance characteristics. The 
?rst path metric equation is as folloWs: 

[0056] The second example for determining routes using 
Weighted QoS metrics is for the case When QOS guaranteed 
capacity allocation for a How allocation need of Creg is 
required. The second path metric example equation beloW 
includes components for available link capacity C A, (With a 
Weight of 1), estimated link delay (With Weight K1), esti 
mated delay standard deviation (With Weight K2), estimated 
number of transmissions per packet per link (With Weight 
K3), and bidirectionality (With Weight K4). Here again, the 
best path Will have the minimum path metric. The second 
path metric equation is as folloWs: 

Pathimet : 

anilinks [(CALi — Creq) 

[0057] Another aspect of the above method Will noW be 
described With reference to FIGS. 7-9. The exemplary 
mobile ad-hoc netWork 210 illustrated in FIGS. 8 and 9 
illustratively includes a plurality of nodes 211 connected by 
Wireless communications links 213. The nodes 211 may be 
any suitable type of Wireless communications device 
capable of communicating Within a Wireless ad-hoc net 
Work, such as computers, personal data assistants (PDAs), 
etc. With Wireless modems, as Well as others, as Will be 
appreciated by those of skill in the art. Of course, it Will also 
be appreciated that certain of the nodes 211 may optionally 
be connected to a ?xed communications infrastructure in 
some embodiments, if desired. 

[0058] The nodes 211 are preferably grouped into clusters 
212, Which are illustratively shoWn as circles surrounding 
respective groups of nodes in FIGS. 8 and 9. Grouping of 
the nodes 211 into clusters 212 Will be described in greater 
detail beloW. For each of the clusters 212, one of the nodes 
211 thereof is designated as a respective cluster leader node 
221-233. The process for designating the cluster leader 
nodes 221-233 and the function thereof Will also be 
described further beloW. For clarity of explanation, When a 
cluster 212 is discussed individually herein, the particular 
cluster Will be referred to by the reference numeral of its 
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respective cluster leader node. For example, the cluster 
leader node 221 is Within the cluster 221, etc. 

[0059] In accordance With this method aspect of the inven 
tion, the method begins (Block 70) by grouping the nodes 
into clusters (Block 71), as noted above. Thereafter, an 
adjacent cluster target node (e.g., 217a) may be established 
in at least one intermediate cluster (e.g., the cluster 225) for 
providing a point of access therefor to alloW routing through 
the cluster, as Will be explained in greater detail beloW. This 
may advantageously be done by determining target routes 
betWeen the source node 214 and a plurality of potential 
target nodes in the intermediate cluster 225, at Block 72, as 
Will also be described in greater detail beloW. As similarly 
described above, selection betWeen the various potential 
target nodes in the cluster 225 may here again be based upon 
Weighted QoS metrics. That is, a QoS target metric is 
preferably also determined corresponding to each of a 
plurality of desired QoS target parameters for each target 
route (Block 72). 

[0060] Furthermore, the QoS target parameters may again 
be ranked in a target order of importance, at Block 73, as 
previously described above. In particular, Table 1 includes 
an exemplary ranking for adjacent cluster target node des 
ignation in the column labeled “ACTN Node Selection.” Of 
course, other QoS parameters and ranking orders may be 
used in various applications, as Will be appreciated by those 
of skill in the art. 

[0061] Each of the QoS target metrics is then Weighted 
based upon the ranking of QoS target parameters (Block 74) 
as previously described above, and the Weighted QoS target 
metrics may thus be compared so that the adjacent cluster 
target node (the node 217a in the present example) can be 
selected based thereon, at Block 75. Here again, a Weighted 
sum of the QoS target metrics is generated for each potential 
route using the appropriate equation, similar to as the ?rst 
and second equations noted above, and the Weighted sums of 
the target metrics may be compared for selecting the adja 
cent cluster target node 217a. The best route betWeen the 
source node 214 and the destination node 215 is then 
selected (Block 76) Which Will be through the intermediate 
cluster 225 and include the adjacent cluster target node 
217a. 

[0062] Of course, those skilled in the art Will appreciate 
that numerous intermediate clusters may be betWeen the 
source cluster 221 and destination cluster 232, as is illus 
tratively shoWn in FIGS. 8 and 9, for example. While only 
selection of the adjacent cluster leader node 217a has been 
described for clarity of explanation, it Will be appreciated 
that the same approach may be used for determining sub 
sequent adjacent cluster target nodes 217b-217a' along the 
?nal route illustrated in FIG. 9. Thus, message data may 
then be transmitted from the source node 214 to the desti 
nation node 215 via the selected route through the interme 
diate cluster 225 (and the intermediate clusters 224, 229, 
226, and 232 in the illustrated example), at Block 77, thus 
concluding the method (Block 78). It should also be noted 
that the target metrics used for this approach may include the 
link and/or node metrics previously discussed above, for 
example. 

[0063] Referring once again to FIG. 5, at Block 116, the 
source node 1 transmits route con?rmations CONFQ to 
intermediate nodes on the selected route. This is to con?rm 
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the use of the resources on the selected route that Were 
temporarily reserved at Block 108. Other temporarily 
reserved resources on discovered but non-selected routes 
may be permitted to time out by not transmitting CONFQ on 
those routes. 

[0064] Also, the source node 1 may select at least one 
standby route either With or Without sending con?rmations 
CONFQ to the intermediate nodes on the standby route 
(Block 122). Such a standby route may be for duplicate 
transmissions, for additional reliability, or may be used as a 
backup route in case of route and/or QoS failure. At Block 
118, the intermediate nodes 2, 3 and 5, and/or the destination 
node 4, may detect at any time Whether the node can 
continue to support the requested QoS parameter of the QoS 
route request RREQQ. If the node can continue to support 
the request RREQQ throughout propagation of the traf?c, 
reserved resources and associated routes may be permitted 
to time out if determined inactive, at Block 126, and be 
released, Block 128, if not used for a period of time either 
by data traf?c or by the sending of periodic CONFQ 
messages. 

[0065] If the node cannot continue to support the request 
RREQQ, then the node generates a QoS error noti?cation 
RERRQ to the source node 1 (Block 120). Here, the source 
node 1 may maintain the selected route, upon receiving the 
QoS error noti?cation RERRQ, While again transmitting a 
quality-of-service (QoS) route request RREQQ to discover 
a neW routing path to the destination node 4 based upon the 
QoS parameter (Block 102). The source node 1 may also 
sWitch to the standby route upon receiving the QoS error 
noti?cation RERRQ (Block 124). 
[0066] Again, it should be noted that the above described 
method aspects of the invention can be applied to any type 
of On-Demand or Reactive routing protocol, such as 
Dynamic Source Routing (DSR) or Ad-Hoc On-Demand 
Distance Vector (AODV) routing, or to any hybrid proac 
tive/reactive protocol, such as Zone Routing Protocol (ZRP), 
as Would be appreciated by those skilled in the art. 

[0067] A more speci?c eXample considering minimum 
bandWidth allocation and a maXimum delay constraint as 
categories of QoS Will noW be described. For a ?Xed 
bandWidth allocation it is assumed that a node 30 is able to 
reserve a certain amount of capacity or bandWidth. Again, 
source node 1 of a traf?c How Will send the QoS Route 
Request RREQQ for each required How (the last Q in the 
notation indicates a QoS request). The RREQQ message 
performs the function of discovering a route that can support 
the required QoS. Nodes that forWard the RREQQ to the 
destination 4 Will note if they can meet the requested QoS 
before passing on the RREQQ and they Will temporarily 
reserve resources if needed. A Route Reply RREPQ packet 
is returned from the destination With an indication that the 
requested QoS can be met over that path. The source node 
1 may then collect multiple potential paths to the destination 
4 before deciding upon the best choice to provide the desired 
QoS. Once this path is determined, a Con?rm CONFQ 
message is sent to the destination 4 along the indicated path. 
Along the Way on this path any temporary resource reser 
vations are con?rmed to be permanent reservations. QoS 
reservations are timed out if not used for a speci?ed period 
of time. If a link fails along the route or if the QoS 
requirement cannot be met, a Route Error (RERRQ) packet 
is generated and returned to the source node. 
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[0068] More speci?cally, When a neW QoS route is needed 
to a given destination node 4, the source node 1 broadcasts 
a RREQQ packet to the destination node. This is a special 
type of packet similar to the conventional RREQ packet 
used in a protocol such as DSR or AODV. The conventional 
RREQ broadcast is used for “best effort” service. The 
method of the present invention may still folloW the con 
ventional procedures established by the protocol for best 
effort service. 

[0069] If a speci?ed minimum capacity or bandWidth is 
required for a traf?c ?oW, the special RREQQ packet is used 
to reserve a How at a speci?ed capacity to the destination 4. 
In this case, a How ID is assigned to the RREQQ by the 
source node 1 Which combined With the source node address 
uniquely identi?es the How to any node in the netWork 20 
that is forWarding the ?oW. The RREQQ packet also indi 
cates the capacity that is to be reserved. 

[0070] At each node 2, 3 and 5 in the path to the desti 
nation 4, the minimum capacity or bandWidth requirement is 
checked against available capacity to determine if a reser 
vation can be made for the ?oW. If the node can accommo 
date the required traf?c ?oW, then the capacity is temporarily 
reserved for that How ID. This temporary reservation is 
released if a CONFQ message is not received Within a short 
period of time. If the RREQQ is meant to insure that a path 
can be found that does not eXceed a speci?ed maXimum 
delay, then each node along the path must be able to estimate 
its contribution to the total path delay and check to see if the 
total delay along the path so far plus its contribution exceeds 
the speci?ed maximum delay bound. 
[0071] Unlike conventional application of DSR and 
AODV for “best effort” traf?c, the RREQQ must be alloWed 
to propagate all the Way to the destination node 4 to 
determine if a valid path eXists that satis?es the QoS 
requirement. If such a path is found, then the destination 
node 4 generates a RREPQ message to be returned to the 
source node 1. This message indicates to the source node 
that a valid path has been found to the destination node 4 that 
satis?es the requested QoS and a route has been established 
(in the case of DSR a source route is returned). Estimated 
path delay is included in the RREPQ for a request seeking 
a delay guarantee as Well as for a path guaranteeing capacity. 

[0072] The source node 1 may receive multiple RREPQ 
for paths to the destination node 4 that can meet the required 
QoS. It Will rank order these and send out a CONFQ 
message indicating its selection of a path on the highest 
ranked path. The other paths may be kept as backup paths, 
but if the CONFQ is not sent on these paths, there is no 
guarantee that the required resources Will be available if 
needed as a backup alternate path. 

[0073] If at any intermediate node 2, 3 and 5 or the 
destination node 4, the requested QoS is violated and cannot 
be satis?ed, then the RREQQ packet is discarded knoWing 
that the path through this node cannot satisfy the requested 
QoS. HoWever, other paths may be found by the discovery 
process. If at any time a link fails along the route or if the 
QoS requirement cannot be met, a Route Error RERRQ 
packet is generated and returned to the source node 1 for 
each traf?c ?oW affected by the failure. In this case either a 
backup path must be used or the route discovery process is 
initiated again. 
[0074] The described procedures are easily applied to the 
DSR protocol. The conventional DSR message types RREQ, 
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RREP, RRER are de?ned as optional packet types, and can 
be used as de?ned for the conventional operation of the 
protocol to support “best effort” traf?c in a backwards 
compatibility mode. NeW optional packet types are de?ned 
to support QoS including the RREQQ, RREPQ, RRERQ, 
and CONFQ packet types to be used for managing QoS 
paths. De?nition of the required header ?elds for these types 
is straightforward based on the functions de?ned above. A 
special type of QoS source routed packet for QoS mission 
data Would also be included. This packet Would include the 
How ID to identify Which How the packet belonged and to 
alloW for metering of How traffic. 

[0075] The folloWing procedures Would be used if a 
failure causes a node to issue a RERRQ packet. If a RERRQ 
packet is received at the source node, then the current route 
is discarded and a backup route is tried. The ?rst packet sent 
on the backup route Will be another type of special QoS 
source routed packet, the RREQT, that includes the How ID 
and the QoS parameters. This packet could also include 
mission data. Each node along the path Will have to check 
to see if they are still maintaining a temporary reservation 
for the ?oW. If not they Will recheck to see if they can 
support the How and make a temporary reservation. If the 
packet reaches the destination With the How supported at 
each intermediate node, then the destination node Will return 
a RREPQ packet notifying the source that the path is valid. 

[0076] If any node cannot support the ?oW, then the packet 
is discarded and the node returns a RERRQ packet to the 
source node notifying it that the path cannot support the 
requested QoS parameters. If the source node receives a 
RREPQ packet, then it sends a CONFQ message along the 
selected path con?rming the choice of path in addition to 
continuing to send the mission data for that traf?c ?oW. 

[0077] If the source node 1 receives a RERRQ packet, 
then it tries the same procedure on the neXt available backup 
path. If the source node has no more backup source routes 
to the destination, the source node begins another route 
discovery process for a neW QoS path to the destination 
node. Data How is interrupted until a neW route is found. For 
any speci?c protocol, the data structures required to manage 
the resources allocated to each traf?c How can be de?ned, 
and hoW to identify the ?oWs and hoW to look up the routes 
assigned to each How can also be de?ned. Further details 
regarding routing selection based upon QoS parameters may 
be found in the above noted U.S. application Ser. No. 
10/134,715. 
[0078] Operational details of the above noted cluster asso 
ciation and election of cluster leader nodes Will noW be 
discussed further With reference to FIG. 10, in Which a 
scenario for the election of a neW cluster leader node is 
schematically illustrated. Clusters 301 and 302 include 
designated cluster leader nodes 301 and 202, respectively. 
Using the eXample illustrated in FIG. 10, operational details 
associated With node poWer-up election and cluster associa 
tion Will noW be discussed. 

[0079] Regarding node poWer-up and cluster association, 
upon poWering up a node 303 may perform the folloWing 
steps. The node 303 may “listen” for periodic cluster leader 
node announce (CLNANN) messages from cluster leader 
nodes in neighboring clusters (here, the cluster leader nodes 
301 and 302) to identify potential clusters that it may join. 
Further, it may listen for the periodic HELLO messages 
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from nodes 211 in the kN-hop neighborhood to gather path 
metric information to all nodes in its kN-hop neighborhood. 
Additionally, it may broadcast periodic HELLO messages to 
all nodes in its kN-hop neighborhood. A cluster association 
metric MmCA may then be formed for each adjacent cluster 
leader m and the cluster leader node m, may be selected With 
the minimum cluster association metric MmCA as the cluster 
to join. 

[0080] The metric MmCA Will preferably be less than a 
threshold TJ to indicate that the node to be considered is 
close enough to the cluster to join. If this threshold is 
satis?ed, then a cluster join message CIJOIN is sent to the 
cluster leader node In If the cluster has less than the limit 
LCL on the number of nodes per cluster, then the cluster leader 
node accepts the node in the cluster and sends the acceptance 
message CLACCEPT to the node. If the cluster leader node 
cannot accept another member, then it sends a reject mes 
sage CLREJECT to the node. Additionally, if the node is 
rejected, it may then select the neXt best cluster leader node 
as its backup and repeat the process to join that cluster. A 
node 303 folloWing the above processes Will ordinarily 
become a member of a cluster 212 soon after poWering up, 
for eXample. 

[0081] Yet another approach for associating the node 303 
With a cluster Will noW be described With reference to FIG. 
11. Continuing With the eXample illustrated in FIG. 10, this 
method aspect begins (Block 90) With grouping the nodes 
211 into the clusters 212, as described above. When an 
additional node 303 is provided or presented to the netWork 
for association With a cluster 212 (e.g., upon poWer up 
thereof), at Block 82, routes are established from the addi 
tional node to at least one node in each of the clusters (here, 
the clusters 301 and 302), at Block 83, Which may be done 
using the techniques described above. In some embodi 
ments, the node to Which the routes are established in the 
clusters 212 is the cluster leader node thereof. In other 
embodiments, this node may be the closest node in a cluster 
212 to the additional node 303 in terms of hop count. Other 
nodes (or more than one node) may also be used in other 
embodiments, as Will be appreciated by those of skill in the 
art. 

[0082] The method further includes determining QoS link 
metrics for each route, at Block 84, Which may be done as 
similarly described above With reference to FIG. 6. Here 
again, each QoS link metric corresponds to a QoS link 
parameter, such as those previously noted above. The QoS 
link parameters are also ranked in a link order of importance, 
at Block 85, again as Was described above. One such 
exemplary ranking approach is provided in the column 
labeled “Cluster Join” in Table 1. Again, other QoS param 
eters and rankings may be used in various embodiments. 

[0083] The QoS link metrics are Weighted based upon the 
ranking of QoS link parameters (Block 86) as previously 
described above, and the Weighted QoS link metrics com 
pared to determine Which cluster is best for the node 303 to 
associate With, at Block 87, thus concluding the method 
(Block 88). Once again, a Weighted sum of the QoS link 
metrics may be generated for each route, and the Weighted 
sums of the QoS link metrics compared to determine the best 
cluster 212 With Which to associate. 

[0084] Speci?c eXamples of equations Which may be used 
for node association Will noW be presented. For this 
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example, it Will be assumed that the node 303 is deciding 
Which cluster 301, 302 to join, and this node collects path 
metric information to nodes in the adjacent clusters thereto 
(here, the clusters 301, 302) to form an area metric, as 
previously described above. The following equations 
include the QoS parameters inverse link capacity (With 
Weight 1), estimated number of transmissions per packet per 
link (With Weight K1), and bidirectionality (With Weight K2). 
Also, in this eXample a path metric to the adjacent cluster 
leader nodes 301, 302 is Weighted greater than the others, 
and the cluster metric is normaliZed by the number of nodes 
in the cluster. The best cluster With Which to associate Will 
provide the minimum area metric using the folloWing equa 
tions: 

1 
Pathfmet: Z [— + K1 -NU + K2 -BDL;]; and Clusterfmet: 

allilinks Li 

1 
—. - Path me- + K -Path met 
Numinodesimicluster ’ t’ 3 ’ ALN 

allfpathsfbutfCLN 

[0085] In some cases, such as netWork initiation, for 
eXample, the node 303 Will ?nd no acceptable cluster leader 
node 221-233 With Which to complete the association. In this 
case the node 211 may decide to contend to become a cluster 
leader node. If an ordinary node 303 decides to contend to 
become a cluster leader node, it may initiate the folloWing 
procedures. The node 303 may broadcast a special type of 
CLNANN message to all nodes 211 in its kN-hop neighbor 
hood that announces its bid to become a cluster leader node, 
Which includes the cluster leader metric calculated by the 
node. For reliability purposes, each node 211 in the kN-hop 
neighborhood Will preferably respond to the CLNANN 
message. Any node 211 that does not respond may be sent 
a folloW-up CLNANN message via unicast, for eXample, as 
Will be understood by those of skill in the art. 

[0086] Anode 211 responding positively to the CLNANN 
message returns a CLNANN message indicating agreement 
that the node 303 can become a cluster leader node. It does 
this either because it is not in a position to become a cluster 
leader node itself or it has a larger cluster leader metric than 
that received in the original CLNANN message. Anode 211 
responding negatively to the CLNANN message returns a 
CLNAN N message that announces that it has a better cluster 
leader metric than that received in the original CLNANN 
message and that it Will make a better cluster leader. In the 
event of a cluster leader metric tie, the cluster leadership role 
may be aWarded to the node With the loWest node ID, for 
eXample, though other tiebreakers may also be used. 

[0087] If all CLNANN message responses are positive, or 
if there is contention but the node 303 Wins the cluster leader 
node role, then the node assumes the cluster leader node 
role. It then begins the periodic broadcast of regular 
CLNANN messages to be propagated for nCL hops to reach 
all nodes 211 in adjacent clusters 212 and the adjacent 
cluster leader nodes. Other nodes 211 may noW begin to 
consider if they should join this neW cluster. Yet, if another 
node Wins, then the node 303 Will consider if it should join 
the cluster of this neW cluster leader node. 

[0088] In accordance With the present invention, cluster 
leader node designation may also advantageously be per 

Oct. 30, 2003 

formed using a Weighted sum of QoS metrics. Referring 
more particularly to FIG. 12, this method aspect of the 
invention may begin (Block 90) With grouping the plurality 
of nodes 211 into clusters as previously described above and 
determining QoS node metrics for each node in each cluster, 
Where each QoS node metric again corresponds to a QoS 
node parameter, at Block 92. 

[0089] The QoS node parameters are ranked in a node 
order of importance (Block 93), as described above. One 
speci?c ranking eXample is given in the column labeled 
“CLN Node Election” in Table 1, although other suitable 
rankings and/or QoS parameters may be used in other 
embodiments. Each of the QoS node metrics is again 
Weighted based upon the ranking of QoS node parameters, 
at Block 94, as similarly described above. Again, this may 
include generating a Weighted sum of the QoS node metrics. 
The Weighted QoS node metrics (or Weighted sum thereof) 
for each node in a given cluster is thus compared With one 
another, and a cluster leader node is selected for the given 
cluster based thereon, at Block 95, concluding the method 
(Block 96). Also, the QoS node metrics may be the same as 
those described above. Further details regarding cluster 
leader node designation and node association may be found 
in the above noted US. application Ser. No. 10/134,559. 

[0090] It Will therefore be appreciated by those of skill in 
the art that the present invention thus provides a mechanism 
for representing and using generaliZed link and node metrics 
to be used in a Wide variety of applications ranging from 
selection of a variety of types of QoS routes to netWork 
self-organiZation. While the above approaches have been 
described With respect using a Weighted sum of QoS metrics, 
it Will also be appreciated that other suitable mathematical 
operations in addition to summations may be used to provide 
the appropriate data for comparison. Also, even though in 
some of the above embodiments only QoS node metrics or 
link metrics Were discussed, it Will be appreciated that in 
various embodiments either one or both types of metrics 
may potentially be used. 

[0091] Many other modi?cations and embodiments of the 
invention Will come to the mind of one skilled in the art 
having the bene?t of the teachings presented in the forego 
ing descriptions and the associated draWings. Therefore, it is 
understood that the invention is not to be limited to the 
speci?c embodiments disclosed, and that modi?cations and 
embodiments are intended to be included Within the scope of 
the appended claims. 

That Which is claimed is: 
1. A method for communicating betWeen a source node 

and a destination node in a mobile ad-hoc netWork com 
prising a plurality of intermediate nodes betWeen the source 
node and the destination node, the method comprising: 

transmitting a quality-of-service (QoS) route request from 
the source node to the destination node via the plurality 
of intermediate nodes to discover routing to the desti 
nation node based upon a plurality of QoS parameters; 

determining a plurality of potential routes betWeen the 
source node and the destination node and a QoS metric 
corresponding to each of the QoS parameters for each 
potential route responsive to the QoS route request; 

ranking the QoS parameters in an order of importance; 
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Weighting each of the QoS metrics based upon the ranking 
of QoS parameters; 

comparing the Weighted QoS metrics and selecting one of 
the potential routes based thereon; and 

transmitting message data from the source node to the 
destination node via the selected route. 

2. The method of claim 1 further comprising generating a 
Weighted sum of the QoS metrics for each potential route; 
and Wherein comparing comprises comparing the Weighted 
sums. 

3. The method of claim 1 Wherein the QoS metrics 
comprise QoS link metrics and QoS node metrics. 

4. The method of claim 3 Wherein the QoS link metrics 
comprise at least one of available bandWidth, error rate, 
end-to-end delay, end-to-end delay variation, hop count, 
eXpected path durability, priority, unidirectionality or bidi 
rectionality, and link capacity. 

5. The method of claim 3 Wherein the QoS node metrics 
comprise at least one of battery life, mobility, communica 
tions capacity, and position. 

6. The method of claim 1 Wherein determining the plu 
rality of potential routes comprises, at each intermediate 
node: 

determining Whether the node can support the requested 
QoS parameter of the QoS route request and, if so, 
forWarding the QoS route request to one of other 
intermediate nodes and the destination node; and 

temporarily reserving node resources for QoS route 
requests having supportable QoS parameters to de?ne 
a path of travel. 

7. The method of claim 6 Wherein determining the plu 
rality of potential routes further comprises, at the destination 
node, upon receiving the QoS route request, generating a 
reply to the source node and sending the reply along the path 
of travel. 

8. The method of claim 1 further comprising transmitting 
route con?rmations to the intermediate nodes on the selected 
route prior to transmitting message data. 

9. The method of claim 1 further comprising, at each of 
the intermediate nodes and the destination node, detecting 
Whether the node can continue to support the requested QoS 
parameter of the QoS route request and, if not, generating 
and sending a QoS error noti?cation to the source node. 

10. The method of claim 1 further comprising, at the 
source node, selecting at least one standby route. 

11. The method of claim 1 further comprising: 

grouping the nodes into a source cluster including the 
source node, a destination cluster including the desti 
nation cluster, and at least one intermediate cluster 
therebetWeen including intermediate nodes; 

establishing an adjacent cluster target node in the at least 
one intermediate cluster for providing a point of access 
therefor, each potential route including the adjacent 
cluster target node. 

12. The method of claim 11 Wherein establishing the 
adjacent cluster target node comprises: 

determining target routes betWeen the source node and a 
plurality of potential target nodes in the at least one 
intermediate cluster and a QoS target metric corre 
sponding to each of a plurality of QoS target parameters 
for each target route; 
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ranking the QoS target parameters in a target order of 
importance; 

Weighting each of the QoS target metrics based upon the 
ranking of QoS target parameters; and 

comparing the Weighted QoS target metrics and selecting 
the adjacent cluster target node based thereon. 

13. The method of claim 12 further comprising generating 
a Weighted sum of the QoS target metrics for each potential 
route; and Wherein comparing comprises comparing the 
Weighted sums of the target metrics. 

14. The method of claim 12 Wherein the QoS target 
metrics comprise at least one of available bandWidth, error 
rate, end-to-end delay, end-to-end delay variation, hop 
count, eXpected path durability, priority, unidirectionality or 
bidirectionality, and link capacity. 

15. A method for communicating betWeen a source node 
and a destination node in a mobile ad-hoc netWork com 
prising a plurality of intermediate nodes betWeen the source 
node and the destination node, the method comprising: 

grouping the nodes into a source cluster including the 
source node, a destination cluster including the desti 
nation node, and at least one intermediate cluster ther 
ebetWeen including intermediate nodes; 

determining target routes betWeen the source node and a 
plurality of potential target nodes in the at least one 
intermediate cluster and a QoS metric corresponding to 
each of a plurality of QoS parameters for each target 
route; 

ranking the QoS parameters in an order of importance; 

Weighting each of the QoS metrics based upon the ranking 
of QoS parameters; 

comparing the Weighted QoS metrics and selecting an 
adjacent cluster target node based thereon; 

selecting a route betWeen the source node and the desti 
nation node through the at least one intermediate clus 
ter and including the adjacent cluster target node; and 

transmitting message data from the source node to the 
destination node via the selected route. 

16. The method of claim 15 further comprising generating 
a Weighted sum of the QoS metrics for each potential route; 
and Wherein comparing comprises comparing the Weighted 
sums. 

17. The method of claim 15 Wherein the QoS metrics 
comprise at least one of available bandWidth, error rate, 
end-to-end delay, end-to-end delay variation, hop count, 
eXpected path durability, priority, unidirectionality or bidi 
rectionality, and link capacity. 

18. The method of claim 15 further comprising selecting 
at least one standby route. 

19. A node organiZation method for a mobile ad-hoc 
netWork comprising a plurality of nodes, the method com 
prising: 

grouping the plurality of nodes into clusters; 

determining quality of service (QoS) node metrics for 
each node in each cluster, each QoS node metric 
corresponding to a QoS node parameter; 

ranking the QoS node parameters in a node order of 
importance; 
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Weighting each of the QoS node metrics based upon the 
ranking of QoS node parameters; and 

comparing the Weighted QoS node metrics for each node 
in a given cluster With one another and selecting a given 
cluster leader node for the cluster based thereon. 

20. The method of claim 19 further comprising generating 
a Weighted sum of the QoS node metrics for each node; and 
Wherein comparing comprises comparing the Weighted sums 
for each node in the given cluster With one another. 

21. The method of claim 19 further comprising: 

providing an additional node to be included in the mobile 
ad-hoc netWork; 

establishing a route from the additional node to at least 
one node in each of the clusters; 

determining QoS link metrics for each route, each QoS 
link metric corresponding to a QoS link parameter; 

ranking the QoS link parameters in a link order of 
importance; 

Weighting each of the QoS link metrics based upon the 
ranking of QoS link parameters; and 

comparing the Weighted QoS link metrics and associating 
the additional node With one of the clusters based 
thereon. 

22. The method of claim 21 Wherein the QoS link metrics 
comprise at least one of available bandWidth, error rate, 
end-to-end delay, end-to-end delay variation, hop count, 
eXpected path durability, priority, unidirectionality or bidi 
rectionality, and link capacity. 

23. The method of claim 21 further comprising generating 
a Weighted sum of the QoS link metrics for each route; and 
Wherein comparing the Weighted QoS link metrics com 
prises comparing the Weighted sums of the QoS link metrics. 

24. The method of claim 21 Wherein establishing a note 
from the additional node to each cluster leader node. 

25. The method of claim 19 Wherein the QoS node metrics 
comprise at least one of battery life, mobility, communica 
tions capacity, and position. 

26. A node organiZation method for a mobile ad-hoc 
netWork comprising a plurality of nodes, the method com 
prising: 

grouping the plurality of nodes into clusters; 

providing an additional node to be included in the mobile 
ad-hoc netWork; 

establishing a route from the additional node to at least 
one node in each of the clusters; 

determining QoS link metrics for each route, each QoS 
link metric corresponding to a QoS link parameter; 

ranking the QoS link parameters in a order of importance; 

Weighting each of the QoS link metrics based upon the 
ranking of QoS link parameters; and 

comparing the Weighted QoS link metrics and associating 
the additional node With one of the clusters based 
thereon. 

27. The method of claim 26 further comprising generating 
a Weighted sum of the QoS link metrics for each route; and 
Wherein comparing the Weighted QoS link metrics com 
prises comparing the Weighted sums of the QoS link metrics. 
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28. The method of claim 26 Wherein the QoS link metrics 
comprise at least one of available bandWidth, error rate, 
end-to-end delay, end-to-end delay variation, hop count, 
eXpected path durability, priority, unidirectionality or bidi 
rectionality, and link capacity. 

29. The method of claim 26 further comprising designat 
ing a cluster leader node for each of the clusters; and 
Wherein establishing comprises establishing a route from the 
additional node to each cluster node. 

30. A mobile ad-hoc netWork comprising: 

a source node; 

a destination node; and 

a plurality of intermediate nodes betWeen said source 
node and said destination node; 

said source node for 

transmitting a quality-of-service (QoS) route request to 
said destination node via said plurality of interme 
diate nodes to discover routing to said destination 
node based upon a plurality of QoS parameters, 

receiving a plurality of potential routes to said desti 
nation node and a QoS metric corresponding to each 
of the QoS parameters for each potential route 
responsive to the QoS route request, 

ranking the QoS parameters in an order of importance, 

Weighting each of the QoS metrics based upon the 
ranking of QoS parameters, 

comparing the Weighted QoS metrics and selecting one 
of the potential routes based thereon, and 

transmitting message data to said destination node via 
the selected route. 

31. The mobile ad-hoc netWork of claim 30 Wherein said 
source node generates a Weighted sum of the QoS metrics 
for each potential route and compares the Weighted QoS 
metrics by comparing the Weighted sums. 

32. The mobile ad-hoc netWork of claim 30 Wherein the 
QoS metrics comprise QoS link metrics and QoS node 
metrics. 

33. The mobile ad-hoc netWork of claim 32 Wherein the 
QoS link metrics comprise at least one of available band 
Width, error rate, end-to-end delay, end-to-end delay varia 
tion, hop count, eXpected path durability, priority, unidirec 
tionality or bidirectionality, and link capacity. 

34. The mobile ad-hoc netWork of claim 32 Wherein the 
QoS node metrics comprise at least one of battery life, 
mobility, communications capacity, and position. 

35. A mobile ad-hoc netWork comprising: 

a source node; 

a destination node; and 

a plurality of intermediate nodes betWeen said source 
node and said destination node; 

said nodes being grouped into a source cluster including 
said source node, a destination cluster including said 
destination node, and at least one intermediate cluster 
therebetWeen including intermediate nodes; 

said source node for 




