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(57) ABSTRACT 

A method for disaster recovery includes copying at least a 
portion of information from a ?rst database to a backup 
system as backup information. The method also includes 
storing an incremental change in a second database. The 

Appl, No; 10/397,511 incremental change represents a change to at least a portion 
of the information in the ?rst database. The method further 

. includes‘ restoring the ?rst database using at least one of the 
Filed: Mar. 25, 2003 backup information and the incremental change. 
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METHOD AND SYSTEM FOR DISASTER 
RECOVERY 

RELATED APPLICATIONS 

[0001] This application claims priority to co-pending US. 
provisional application No. 60/373,943 entitled “System and 
Method for Disaster Recovery” ?led Apr. 19, 2002, Which is 
incorporated herein by reference. 

TECHNICAL FIELD 

[0002] This disclosure relates generally to the ?eld of 
computing systems, and more particularly to a method and 
system for disaster recovery. 

BACKGROUND 

[0003] Disaster recovery systems typically backup com 
puter ?les to protect against data loss. In a typical disaster 
recovery system, ?les are periodically copied to a tape or 
other backup system. This typically occurs during a set time 
period, such as during off times at night or on Weekends. 
When a computer system fails, the disaster recovery system 
may use the latest backup to restore the computer system. 
This typically involves copying the ?les from the backup 
system back to the computer system. 

[0004] A problem With conventional disaster recovery 
systems is that they may only restore a computer system to 
the state that existed at the time of the last backup. Any 
changes to the ?les that occurred after the last backup are 
typically lost. 

SUMMARY 

[0005] The present disclosure provides an improved 
method and system for disaster recovery to substantially 
reduce or eliminate problems and disadvantages associated 
With previous systems and methods. In particular, incremen 
tal changes to a database are recorded and may be archived 
as incremental backups, in addition to performing a full 
backup of the database. The database may then be restored 
using the full backup, one or more incremental backups, 
and/or the current unarchived incremental changes. 

[0006] In one embodiment, a method for disaster recovery 
includes copying at least a portion of information from a ?rst 
database to a backup system as backup information. The 
method also includes storing an incremental change in a 
second database. The incremental change represents a 
change to at least a portion of the information in the ?rst 
database. The method further includes restoring the ?rst 
database using at least one of the backup information and the 
incremental change. 

[0007] In a particular embodiment, the method further 
includes copying a second incremental change from the 
second database to the backup system. In this embodiment, 
restoring the ?rst database includes using at least one of the 
backup information, the incremental change stored in the 
second database, and the second incremental change stored 
in the backup system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] For a more complete understanding of the present 
disclosure, reference is noW made to the folloWing descrip 
tions, taken in conjunction With the accompanying draWings, 
in Which: 
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[0009] FIG. 1 is an exemplary block diagram illustrating 
a disaster recovery system according to one embodiment of 
the present disclosure; 

[0010] FIGS. 2A and 2B are exemplary block diagrams 
illustrating primary and secondary databases according to 
one embodiment of the present disclosure; 

[0011] FIG. 3 is an exemplary block diagram illustrating 
a portion of a disaster recovery architecture according to one 
embodiment of the present disclosure; 

[0012] FIG. 4 is an exemplary ?oW diagram illustrating a 
method for disaster recovery according to one embodiment 
of the present disclosure; 

[0013] FIG. 5 is an exemplary ?oW diagram illustrating a 
method for ?le backup at a primary server according to one 
embodiment of the present disclosure; 

[0014] FIG. 6 is an exemplary ?oW diagram illustrating a 
method for ?le backup at a secondary server according to 
one embodiment of the present disclosure; 

[0015] FIG. 7 is an exemplary ?oW diagram illustrating a 
method for ?le restoration at a secondary server according to 
one embodiment of the present disclosure; and 

[0016] FIG. 8 is an exemplary ?oW diagram illustrating a 
method for ?le restoration at a primary server according to 
one embodiment of the present disclosure 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS 

[0017] FIG. 1 is an exemplary block diagram illustrating 
a disaster recovery system 100 according to one embodi 
ment of the present disclosure. In the illustrated embodi 
ment, system 100 includes a primary server 102, a secondary 
server 104, a netWork 106, and one or more clients 108. 
Other embodiments of system 100 may be used Without 
departing from the scope of the present disclosure. 

[0018] In one aspect of operation, a primary database 110 
stores information used by primary server 102. Database 110 
may, for example, store information used by primary server 
102 to provide on-line Web services to clients 108. Database 
110 may also store registry information, such as con?gura 
tion information used by an operating system. The informa 
tion in database 110 may change over time, such as When 
information is added, modi?ed, or deleted by a client 108. 
Database 110 in primary server 102 may also fail or become 
inoperable, such as When a hardWare or poWer failure 
occurs. 

[0019] After primary database 110 becomes operational 
again, the information in database 110 may need to be 
restored. As a particular example, database 110 may lose 
information after it fails, and that information may need to 
be copied to database 110 before database 110 may reenter 
service. In one embodiment, at least a portion of the infor 
mation stored in primary database 110 may routinely be 
copied to or archived in a backup system 112. As changes are 
made to the information in database 110, the changes may be 
stored in a secondary database 114. The changes in second 
ary database 114 may or may not be routinely archived in 
backup system 112. Primary database 110 may then be 
restored using the information in backup system 112 and/or 
secondary database 114. 
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[0020] Primary server 102 is coupled to network 106. In 
this document, the term “couple” refers to any direct or 
indirect communication betWeen tWo or more components, 
Whether or not those components are in physical contact 
With one another. Also, the term “communication” may refer 
to communication betWeen physically separate components 
or betWeen components Within a single physical unit. Pri 
mary server 102 is operable to perform one or more of a 
variety of functions in system 100. Primary server 102 
could, for example, represent a Web server operable to 
provide on-line Web services to clients 108 over netWork 
106. Primary server 102 could also represent a database 
server operable to store information used by employees of 
an organiZation. Primary server 102 could perform any other 
and/or additional functions in system 100 Without departing 
from the scope of the present disclosure. Primary server 102 
may include any hardWare, softWare, ?rmWare, or combi 
nation thereof operable to perform at least one function in 
system 100. In the illustrated embodiment, primary server 
102 includes a database 110 operable to store information 
used by clients 108. Other embodiments of primary server 
102 may be used Without departing from the scope of the 
present disclosure. 

[0021] Secondary server 104 is coupled to netWork 106. 
Secondary server 104 stores information used by system 100 
to perform disaster recovery operations. For example, sec 
ondary server 104 may store information used to restore 
database 110 in primary server 102. In this document, the 
term “restore” refers to returning the information stored in a 
database to a previous state. The previous state may, for 
example, have existed at or near the time of a failure of 
database 110. The previous state may also have existed at a 
time preceding the failure of database 110. In one embodi 
ment, secondary server 104 may store a full backup of the 
information in database 110 of primary server 102. Second 
ary server 104 may also store the changes made to the 
information in database 110. After database 110 fails and 
becomes operational again, secondary server 104 may com 
municate the backup information and the incremental 
changes to primary server 102, and primary server 102 may 
use the information to restore database 110. Secondary 
server 104 may include any hardWare, softWare, ?rmWare, or 
combination thereof operable to store and facilitate retrieval 
of information used to restore at least one primary database 
110. In the illustrated embodiment, secondary server 104 
includes a backup system 112 and a secondary database 114. 
Other embodiments of secondary server 104 may be used 
Without departing from the scope of the present disclosure. 

[0022] NetWork 106 is coupled to primary server 102, 
secondary server 104, and client 108. NetWork 106 facilities 
communication betWeen components of system 100. Net 
Work 106 may, for example, communicate Internet Protocol 
(IP) packets, frame relay frames, Asynchronous Transfer 
Mode (ATM) cells, and/or any other suitable information in 
any suitable format betWeen netWork addresses. NetWork 
106 may include one or more local area netWorks (LANs), 
metropolitan area netWork (MANs), Wide area netWorks 
(WANs), all or a portion of the global computer netWork 
knoWn as the Internet, and/or any other communications 
system or systems at one or more locations. 

[0023] Client 108 is coupled to netWork 106. Client 108 is 
operable to alloW a user to access and/or alter the informa 
tion contained in database 110 of primary server 102. For 
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example, client 108 may submit a database query to primary 
server 102 over netWork 106, such as a request to retrieve 
speci?ed information from database 110. Client 108 could 
also submit commands to primary server 102 instructing 
primary server 102 to add, change, or delete information 
contained in database 110. Client 108 may include any 
hardWare, softWare, ?rmWare, or combination thereof oper 
able to communicate and/or receive information over net 
Work 106. Client 108 may, for example, include a desktop 
computer executing a Web broWser. 

[0024] Primary database 110 is operable to store informa 
tion used by primary server 102 to perform one or more 
functions in system 100. In this document, the term “data 
base” may refer to a collection of information. The infor 
mation may reside in a document or other ?le, in a registry, 
in a collection of ?les and/or registries, and/or in any other 
suitable structure or structures. In one embodiment, database 
110 may store information used by primary server 102 to 
provide Web services to clients 108 over netWork 106. As 
particular examples, database 110 may store the names, 
addresses, and product orders of customers of a business 
using primary server 102. Database 110 may store any other 
and/or additional information Without departing from the 
scope of the present disclosure. Database 110 may include 
any hardWare, softWare, ?rmWare, or combination thereof 
operable to store and facilitate retrieval of information. 
Database 110 may store information using any of a variety 
of data structures, arrangements, and/or compilations. Data 
base 110 may, for example, include a dynamic random 
access memory (DRAM), a static random access memory 
(SRAM), or any other suitable volatile or nonvolatile stor 
age and retrieval device or devices. Although FIG. 1 illus 
trates primary database 110 residing in primary server 102, 
primary database 110 could reside at any location or loca 
tions accessible by primary server 102. 

[0025] Backup system 112 is operable to store or archive 
information from primary database 110 and/or secondary 
database 114. For example, backup system 112 may receive 
all or a portion of the information in primary database 110 
and store the information. As a particular example, backup 
system 112 may receive information from primary database 
110 during a full backup 116 of database 110. When database 
110 fails and becomes operational again, backup system 112 
may communicate the backup information to primary server 
102, and primary server 102 may use the backup information 
to restore database 110. In addition, in one embodiment, 
backup system 112 may store or archive at least a portion of 
the information stored in secondary database 114. The 
archival of information from secondary database 114 to 
backup system 112 may be referred to as an incremental 
backup 120. Backup system 112 may include any hardWare, 
softWare, ?rmWare, or combination thereof operable to store 
and facilitate retrieval of information. In the illustrated 
embodiment, backup system 112 includes a tape backup 
system. Other embodiments of backup system 112 may be 
used Without departing from the scope of the present dis 
closure. 

[0026] Secondary database 114 is operable to store infor 
mation identifying the changes made to the information in 
database 110. In one embodiment, secondary database 114 
stores one or more incremental changes 118. An incremental 
change 118 may describe hoW the information in primary 
database 110 has changed since a last full backup 116. In one 
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embodiment, an incremental change 118 corresponds to a 
database operation, such as an operation that Writes data to, 
deletes data from, or modi?es data in primary database 110. 
In a particular embodiment, an incremental change 118 may 
identify a segment of primary database 110 that has been 
changed. As particular examples, if information is added to 
a table in primary database 110, an incremental change 118 
may identify that table, the information added to the table, 
and Where the information is added in the table. If informa 
tion is deleted from a table in primary database 110, an 
incremental change 118 may identify that table and What 
information Was deleted from the table. If information is 
modi?ed in a table in primary database 110, an incremental 
change 118 may identify that table and the neW modi?ed 
information contained in that table. Other information may 
be contained in incremental change 118 and/or stored in 
secondary database 114 Without departing from the scope of 
the present disclosure. Although this speci?cation may 
describe incremental changes 118 as representing changes to 
?les in primary database 110, incremental changes 118 may 
represent changes to any information in primary database 
110. As a particular example, an incremental change 118 
could represent a change made to a registry in primary 
database 110. Secondary database 114 may include any 
hardWare, softWare, ?rmWare, or combination thereof oper 
able to store and facilitate retrieval of information. Second 
ary database 114 may store information using any of a 
variety of data structures, arrangements, and/or compila 
tions. Although FIG. 1 illustrates secondary database 114 
residing in secondary server 104, secondary database 114 
could reside at any location or locations accessible by 
secondary server 104. 

[0027] In one aspect of operation, system 100 uses sec 
ondary server 104 to perform disaster recovery When pri 
mary database 110 in primary server 102 fails. In a particular 
embodiment, the disaster recovery operation involves tWo 
general phases, a backup phase and a recovery phase. The 
backup phase may include copying at least a portion of the 
information from primary database 110 to secondary server 
104 to backup system 112 and/or secondary database 114. 
The recovery phase may include copying at least a portion 
of the information from backup system 112 and/or second 
ary database 114 back to primary database 110, thereby 
restoring primary database 110 to a previous state. 

[0028] In one embodiment, the backup phase of the disas 
ter recovery operation involves the performance of a full 
backup 116 and the storage of incremental changes 118 in 
secondary server 104. The full backup 116 copies at least a 
portion of the information from primary database 110 to 
backup system 112 in secondary server 104. In a particular 
embodiment, a full backup 116 involves copying all of the 
information from primary database 110 to backup system 
112. In another particular embodiment, a full backup 116 
involves copying a subset of the information in primary 
database 110 to backup system 112. The information 
involved in the full backup 116 may be speci?ed by a user, 
such as a user using client 108 or an interface to primary 
server 102 or secondary server 104, or in any other suitable 
manner. 

[0029] In this embodiment, in addition to the full backup 
116, changes made to the information in primary database 
110 may be recorded as incremental changes 118 in second 
ary database 114. In one embodiment, the incremental 
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changes 118 are stored in secondary database 114 until the 
next full backup 116 begins. After the next full backup 116 
begins, secondary database 114 may be reinitialiZed, such as 
by deleting any incremental changes 118 stored in secondary 
database 114. In a particular embodiment, the incremental 
changes 118 stored in secondary database 114 may be 
divided according to time. For example, the incremental 
changes 118 may be stored in different ?les or data stores 
based on When the incremental changes 118 occurred, and 
each ?le or data store may correspond to a different time 
period. In this document, the term “each” refers to each of 
at least a subset of the identi?ed items. 

[0030] In this embodiment, the backup information stored 
in backup system 112 and the incremental changes 118 
stored in secondary database 114 may be used to restore 
primary database 110 in the event of a database failure. In 
other Words, the previous state of primary database 110 
could be recreated using the backup information stored in 
backup system 112 and the incremental changes 118 stored 
in secondary database 114. In particular, primary server 102 
could copy the backup information from backup system 112 
to primary database 110, Which restores primary database 
110 to the state that existed at or near the time of the last full 
backup 116. Primary server 102 could leave primary data 
base 110 in this state. Primary server 102 could also receive 
some or all of the incremental changes 118 from secondary 
database 114 and recreate those incremental changes 118 in 
primary database 110. For example, primary server 102 
could receive an incremental change 118 representing a 
deletion of information from a database table, and primary 
server 102 could implement the change in primary database 
110 by deleting the identi?ed information from the database 
table. In this Way, primary server 102 could use the incre 
mental changes 118 stored in secondary database 114 to 
restore primary database 110 to a state that existed betWeen 
the time of the last full backup 116 and the time of the 
database failure. In a particular embodiment, primary server 
102 recreates the incremental changes 118 sequentially, 
starting at the time of the last full backup 116 and proceeding 
until the time of the database failure is reached or until a 
desired time is reached. A user may be alloWed to specify 
Whether the primary database 110 should be restored to the 
time of the database failure or to another time. 

[0031] In another embodiment, secondary server 104 may 
perform one or more incremental backups 120 during the 
backup phase of the disaster recovery operation. In this 
embodiment, the incremental changes 118 stored in second 
ary database 114 may be copied or archived in backup 
system 112, and the archived incremental changes 118 may 
but need not be deleted from secondary database 114. As a 
particular example, secondary server 104 could archive 
incremental changes 118 in backup system 112 every ?fteen 
or thirty minutes, although any other suitable time period 
may be used. In this Way, secondary database 114 may store 
incremental changes 118 for a limited time period. In a 
particular embodiment, the incremental changes 118 in 
secondary server 104 may be stored in different ?les or data 
stores depending on When the incremental changes 118 
occurred, and an incremental backup 120 copies one or more 
of the ?les or data stores to backup system 120. 

[0032] In this embodiment, the full backup information 
stored in backup system 112, the incremental changes 118 
stored in backup system 112 as incremental backups 120, 
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and the incremental changes 118 stored in secondary data 
base 114 may be used to restore primary database 110. In this 
embodiment, primary server 102 could copy the backup 
information from backup system 112 to primary database 
110, Which restores primary database 110 to the state that 
existed at or near the time of the last full backup 116. 
Primary server 102 could leave primary database 110 in this 
state. Primary server 102 could also receive some or all of 
the incremental backups 120 from backup system 112 and 
recreate the incremental changes 118 contained in those 
incremental backups 120. This restores primary database 
110 to the state that existed at or near the time of the last 
incremental backup 120 received and implemented. Again, 
primary server 102 could leave primary database 110 in this 
state, or primary server 102 could receive and implement the 
incremental changes 118 stored in secondary database 114. 
In a particular embodiment, primary server 102 recreates the 
incremental changes 118 in both backup system 112 and 
secondary database 114 sequentially. Also, a user may be 
given the option of specifying the time to Which primary 
database 110 Will be restored. 

[0033] The previous description describes various Ways in 
Which information may be stored in secondary server 104 
during the backup phase of the disaster recovery operation. 
It also describes various Ways in Which primary database 
110 may be restored during the recovery phase of the 
disaster recovery operation using the information in second 
ary server 104. Any other and/or additional methods and 
techniques may be used to store information in secondary 
server 104 during the backup phase and/or restore primary 
database 110 during the recovery phase Without departing 
from the scope of the present disclosure. For example, 
system 100 could be programmed to alWays restore primary 
database 110 to the state that existed at or near the time of 
the failure of database 110. In this embodiment, a user may 
not be given the option of restoring primary database 110 to 
a state that existed before the failure of database 110. 

[0034] Although FIG. 1 illustrates one example embodi 
ment of a disaster recovery system 100, various changes 
may be made to system 100 Without departing from the 
scope of the present disclosure. For example, While FIG. 1 
illustrates one primary server 102 and one secondary server 
104, system 100 may include any suitable number of pri 
mary servers 102 and/or secondary servers 104. As a par 
ticular example, system 100 could include multiple primary 
servers 102, such as betWeen one and eight primary servers 
102, for each secondary server 104. Also, While FIG. 1 
illustrates secondary server 104 as including backup system 
112 and secondary database 114, backup system 112 and 
database 114 could reside on separate platforms. In addition, 
While FIG. 1 illustrates the use of servers 102 and 104, any 
other suitable computing or communicating device or 
devices may be used in system 100. 

[0035] FIGS. 2A and 2B are exemplary block diagrams 
illustrating primary and secondary databases 110 and 114 
according to one embodiment of the present disclosure. In 
particular, FIG. 2A illustrates tWo example primary data 
bases 110 in tWo primary servers 102, and FIG. 2B illus 
trates an example secondary database 114 in secondary 
server 104. The database contents shoWn in FIGS. 2A and 
2B are for illustration only. Databases 110 and 114 may 
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include any other and/or additional information in any 
suitable arrangement Without departing from the scope of 
the present disclosure. 

[0036] In FIG. 2A, the contents of tWo primary databases 
110a and 110b are subdivided using a standard folder 
system. In a folder system, contents may be divided into a 
hierarchy of folders. Each folder may contain information, 
applications, additional folders, ?les, registries, no contents, 
and/or any other contents. Although this speci?cation may 
describe incremental changes 118 being made to ?les in 
folders 200 and 202, incremental changes 118 may affect 
any other contents of folders 200 and 202 Without departing 
from the scope of the present disclosure. 

[0037] In the illustrated embodiment, the contents of data 
base 110a are divided into tWo drive folders 200a and 200b, 
While the contents of database 110b reside in a single drive 
folder 200c. In one embodiment, a database 110 may include 
multiple physical drives and/or logical drives. In the illus 
trated embodiment, database 110a has tWo physical and/or 
logical drives represented by drive folders 200a and 200b, 
and database 110b has one physical and/or logical drive 
represented by drive folder 200c. 
[0038] Within each drive folder 200, the contents of a 
database 110 may be further subdivided into ?le system 
folders 202. The ?le system folders 202 could, for example, 
represent different categories of information in a database 
110. In the illustrated embodiment, drive folder 200a is 
divided into three ?le system folders 202a-202c. Folder 
202a may contain applications that can be executed by 
primary server 110a. Folder 202b may contain instructions 
and information that alloW users to communicate and share 
information using an exchange server application. Folder 
202c may contain information to be stored temporarily. The 
contents of ?le system folders 202 could include speci?c 
?les used by applications executed by a primary server 102, 
additional folders, database tables, and/or any other infor 
mation. Folders 200-202 may be further subdivided using 
additional layers of folders Without departing from the scope 
of the present disclosure. 

[0039] In one aspect of the disaster recovery operation, at 
least a portion of the information in a primary database 110 
may be copied to backup system 112 during a full backup 
116 and monitored for incremental changes 118. In one 
embodiment, all of the information in a primary database 
110 is copied to backup system 112 and monitored for 
incremental changes 118. In another embodiment, a subset 
of the information in a primary database 110 is copied to 
backup system 112 and monitored for incremental changes 
118. In a particular embodiment, a user may specify Which 
folders 200-202 and/or ?les in primary database 110 are to 
be copied to backup system 112 and/or monitored for 
incremental changes 118. This may be useful, for example, 
When some information in primary database 110 does not 
change over time. 

[0040] In another aspect of the disaster recovery opera 
tion, incremental changes 118 to the information in a pri 
mary database 110 may be stored in secondary database 114 
of secondary server 104. For example, information may be 
added, changed, or deleted in primary databases 110a and 
110b, and these changes may be recorded in secondary 
database 114. 

[0041] FIG. 2B illustrates one example of secondary 
database 114. In the illustrated embodiment, secondary 
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database 114 uses a standard folder system to store incre 
mental changes 118. In the illustrated embodiment, second 
ary database 114 includes an application folder 250, an 
incremental changes folder 252, one or more server folders 
254, one or more timestamp folders 256, one or more drive 
folders 258, and one or more ?le system folders 260. In this 
embodiment, secondary server 104 may store incremental 
changes 118 in ?les located in drive folders 258 and/or ?le 
system folders 260. Other embodiments and/or arrange 
ments may be used Without departing from the scope of the 
present disclosure. 

[0042] Application folder 250 may represent the folder in 
Which information associated With a disaster recovery appli 
cation is stored in secondary database 114. As a particular 
example, the application folder 250 may include the incre 
mental changes 118 made to one or more primary databases 
110, the application ?les used to restore primary databases 
110, and/or any other suitable information. 

[0043] Incremental changes folder 252 may store the 
incremental changes 118 made to one or more primary 
databases 110. Incremental changes folder 252 may, for 
example, help to keep the incremental changes 118 separate 
from other information stored in the application folder 250. 

[0044] Each server folder 254 may store the incremental 
changes 118 made by a speci?c primary server 102. In the 
illustrated embodiment, secondary database 114 includes 
tWo server folders 254a and 254b, one for a ?rst primary 
server 102 having primary database 110a and one for a 
second primary server 102 having primary database 110b. 
This may alloW, for example, a single secondary database 
114 to separate and store incremental changes 118 for 
multiple primary servers 102. Any suitable number of pri 
mary servers 102 may be served by secondary database 114. 
In one embodiment, secondary database 114 may serve 
betWeen one and eight primary servers 102. 

[0045] Timestamp folders 256 represent different time 
periods during Which an incremental change 118 may be 
made. In the illustrated embodiment, each server folder 254 
includes at least tWo timestamp folders 256. One timestamp 
folder 256 labeled “CURRENT” stores the incremental 
changes 118 from a current time period, and at least one 
other timestamp folder 256 stores the incremental changes 
118 from a previous time period. Other embodiments using 
any number of timestamp folders 256 may be used Without 
departing from the scope of the present disclosure. For 
example, secondary database 114 could include a timestamp 
folder 256 for each time period that has elapsed since the last 
full backup 116. 

[0046] In the illustrated embodiment, timestamp folders 
256 representing time periods other than the current time 
period include a timestamp label. In this document, the term 
“timestamp” refers to any information or structure operable 
to at least partially identify or represent a date and/or a time. 
In a particular embodiment, each of these timestamp folders 
256 may include a timestamp identifying When secondary 
server 104 started or stopped storing incremental changes 
118 in that timestamp folder 256. For example, in one 
embodiment, timestamp folders 256 may store incremental 
changes 118 that occurred during different hours of the day, 
and each timestamp may identify a particular hour of the 
day. Other labels may be given to timestamp folders 256 
With or Without reference to a date and/or a time Without 
departing from the scope of the present disclosure. 
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[0047] Each drive folder 258 in secondary database 114 
may correspond to a drive folder 200 in a primary database 
110. Each ?le system folder 260 in secondary database 114 
may correspond to a ?le system folder 202 in a primary 
database 110. 

[0048] In one aspect of operation, incremental changes 
118 are stored Within ?les located in drive folders 258, ?le 
system folders 260, and/or other folders in secondary data 
base 114. In a particular embodiment, the ?les in secondary 
database 114 are sparse ?les. In the folloWing description, 
the collection of ?les located in a timestamp folder 256 may 
be referred to as a data store. 

[0049] When a change is made to information in a primary 
database 110, the change may be communicated to second 
ary server 104 as an incremental change 118. Secondary 
server 104 may identify the primary server 102 associated 
With the incremental change 118. Secondary server 104 may 
also identify Where the incremental change 118 Was made in 
that primary server 102. For example, if the incremental 
change 118 affected a ?le in a drive folder 200 of primary 
database 110, secondary server 104 may identify that drive 
folder 200. If the incremental change 118 affected a ?le in a 
?le system folder 202 of primary database 110, secondary 
server 104 may identify that ?le system folder 202 and the 
drive folder 200 associated With that ?le system folder 202. 
Secondary server 104 may further identify the ?le in primary 
database 110 affected by the incremental change 118. 

[0050] Secondary server 104 may use this and/or other 
information to access the appropriate folders in secondary 
database 114. For example, secondary server 104 may 
access the server folder 254 associated With the identi?ed 
primary server 102. Secondary server 104 may also access 
the current timestamp folder 256 contained in that server 
folder 254. Secondary server 104 may further access the 
drive folder 258 associated With the identi?ed drive folder 
200 and/or the ?le system folder 260 associated With the 
identi?ed ?le system folder 202. After accessing the appro 
priate folder in secondary database 114, secondary server 
104 may store the incremental change 118 in that folder. For 
example, secondary server 104 may store the incremental 
change 118 in a ?le in secondary database 114 that is 
associated With the identi?ed ?le. In one embodiment, 
secondary server 104 may store an incremental change 118 
in a ?le that has the same name as the ?le in primary 
database 110 affected by that incremental change 118. As a 
particular example, if the incremental change 118 affects a 
?le named “pub1.edb” in primary database 110, secondary 
server 104 may store the incremental change 118 in a ?le 
named “pub1.ed ” in secondary database 114. In this Way, 
secondary server 104 may recreate at least a portion of the 
folder hierarchy of a primary database 110 in secondary 
database 114. 

[0051] In a particular embodiment, secondary server 104 
may continue to store incremental change 118 in the “CUR 
RENT” timestamp folders 256 of secondary database 114 
until a given time period elapses. After the time period 
elapses, secondary server 104 closes and renames the “CUR 
RENT” timestamp folders 256. For example, secondary 
server 104 may label the timestamp folders 256 using a date 
and an hour of the day. Secondary server 104 may also create 
neW “CURRENT” timestamp folders 256 and begin storing 
more incremental changes 118 in the neW timestamp folders 
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256. While the incremental changes 118 are being stored in 
the neW timestamp folders 256, secondary database 114 may 
communicate the incremental changes 118 in the renamed 
timestamp folders 256 to backup system 112 as an incre 
mental backup 120. After the incremental backup 120 com 
pletes, secondary database 114 may delete the renamed 
timestamp folders 256. Secondary server 104 may then 
repeat the process after the next time period elapses by 
renaming the “CURRENT” timestamp folders 256 and 
creating neW timestamp folders 256. In another embodi 
ment, secondary server 104 may Wait until multiple time 
periods elapse before performing an incremental backup 
120. 

[0052] Secondary server 104 has been described as enter 
ing the appropriate timestamp folder 256, drive folder 258, 
and/or ?le system folder 260 to store an incremental change 
118. This assumes that folders 256-260 exist and can be 
accessed by secondary server 104. In a particular embodi 
ment, at the start of a full backup 116 for a primary database 
110, the incremental changes 118 associated With that pri 
mary database 110 may be deleted from secondary database 
114. This may occur, for example, by deleting the contents 
of the appropriate server folder 254. As a result, secondary 
server 104 may need to create a timestamp folder 256, a 
drive folder 258, and/or a ?le system folder 260 before 
storing an incremental change 118. Also, secondary server 
104 may need to create a ?le in Which to store the incre 
mental change 118 in secondary database 114. In this 
embodiment, When secondary server 104 receives an incre 
mental change 118, secondary server 104 may determine 
Whether the appropriate folders 256-260 and ?le exist in 
secondary database 114. If not, secondary server 104 may 
create the needed folders 256-260 and/or the needed ?le. 

[0053] In one embodiment, if an incremental change 118 
is not made to the contents of a drive folder 200 or a ?le 
system folder 202 of primary database 110, secondary 
database 114 may lack a corresponding drive folder 258 or 
?le system folder 260. For example, in the illustrated 
embodiment, drive folder 2586 includes ?le system folders 
260i-260j named “APPS” and “EXCHANGE SERVER.” 
These ?le system folders 260i-260j correspond to ?le system 
folders 202a-202b of FIG. 2A. This indicates that incre 
mental changes 118 Were made to the contents of ?le system 
folders 202a-202b. HoWever, in another embodiment, drive 
folder 2586 could lack ?le system folder 260i. This might 
indicate that no incremental changes 118 Were made to the 
contents of the “APPS” ?le system folders 202a during the 
time period represented by timestamp folder 256c. 

[0054] The incremental changes 118 monitored by system 
100 and stored in secondary database 114 may vary depend 
ing on particular needs. In one embodiment, some database 
operations involving a primary database 110 need not lead to 
the creation and storage of incremental changes 118 in 
secondary database 114. As particular examples, a user may 
open, close, or read information from a ?le in primary 
database 110. These operations do not alter the data in the 
database ?le, so no incremental changes 118 need to be 
stored in secondary database 114. 

[0055] Other database operations may lead to the creation 
and storage of incremental changes 118 in secondary data 
base 114. For example, a user may Write data to a ?le in 
primary database 110. When that occurs, secondary server 
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104 may determine Whether a ?le With the same name 
appears in the appropriate folder 258 or 260 of secondary 
database 114, create the ?le if it does not exist, and store the 
neWly-Written data in that ?le as an incremental change 118. 
The user may also delete a ?le in primary database 110. In 
this instance, secondary server 104 may mark the corre 
sponding ?le in secondary database 114 as deleted. Simi 
larly, the user may delete a subtree in primary database 110, 
Which deletes the contents of a folder 200 or 202 in primary 
database 110. When that occurs, secondary server 104 may 
delete the contents of the corresponding folder 258 or 260 in 
secondary database 114 and mark the corresponding folder 
258 or 260 as deleted. The user may further rename a ?le in 

primary database 110. In that case, secondary server 104 
may rename the corresponding ?le in secondary database 
114 from the old name to the neW name, create a neW ?le in 
secondary database 114 having the old name, and mark the 
neW ?le as deleted. In addition, the user may execute various 
other commands affecting one or more characteristics of the 
?les in primary database 110. For example, the user may 
execute commands such as SetBasicInfo and SetCompres 
sion, Which alter the information and/or compression asso 
ciated With a ?le in primary database 110. The user may also 
execute commands such as SetSecurity and SetSecurity 
ByName, Which alter the security characteristics of a ?le in 
primary database 110. The user may further truncate a ?le in 
primary database 110, Which may reduce the siZe of the ?le. 
For these operations, secondary server 104 may store the 
neW ?le information, ?le security information, and ?le 
length in the corresponding ?le in secondary database 114. 
Beyond that, changes made to a registry in primary database 
110, such as When an operating system adds, updates, or 
removes con?guration information in the registry, may be 
stored in secondary database 114. Other incremental 
changes 118 may be stored in secondary database 114 
Without departing from the scope of the present disclosure. 

[0056] Although FIGS. 2A and 2B illustrate example 
primary and secondary databases 110 and 114, various 
changes may be made to databases 110 and 114 Without 
departing from the scope of the present disclosure. For 
example, folders 200-202 and folders 250-260 are for illus 
tration only. Any other and/or additional folders may be used 
in databases 110 and/or 114. Also, any suitable arrangement 
of information may be used in place of a folder system. 

[0057] FIG. 3 is an exemplary block diagram illustrating 
a portion of a disaster recovery architecture 300 according to 
one embodiment of the present disclosure. Architecture 300 
may, for example, represent softWare routines executed on 
primary server 102 and secondary server 104. In the illus 
trated embodiment, architecture 300 includes a ?le system 
monitor (FSM) 302, a ?le system transaction server (FSTS) 
304, a primary service 306, a secondary service 308, and a 
console application 310. Other embodiments of architecture 
300 may be used Without departing from the scope of the 
present disclosure. 

[0058] File system monitor 302 is operable to monitor and 
detect incremental changes 118 to ?les in one or more ?le 
systems 312a-312c (referred to collectively as ?le systems 
312). A ?le system 312 may, for example, support the 
database architecture shoWn in FIG. 2A. In a particular 
embodiment, ?le system monitor 302 may detect Write, 
create, rename, and delete operations that are performed on 
?les or registries in ?le systems 312. When ?le system 
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monitor 302 detects an incremental change 118, ?le system 
monitor 302 may inform ?le system transaction server 304. 
For example, if ?le system monitor 302 detects an addition 
of a block of data to a ?le, ?le system monitor 302 may 
inform ?le system transaction server 304 of the name of the 
affected ?le, the address Where the block of data Was Written 
to, and the siZe of the data block. File system monitor 302 
may include any hardWare, softWare, ?rmWare, or combi 
nation thereof operable to detect incremental changes 118 in 
one or more ?le systems 312. File system monitor 302 may, 
for example, include a kernel-mode softWare driver 
executed by one or more processors in primary server 102. 

[0059] File system transaction server 304 is operable to 
receive the incremental changes 118 identi?ed by ?le system 
monitor 302 and accumulate incremental changes 118 for a 
given time period. For example, ?le system transaction 
server 304 may accumulate incremental changes 118 during 
?ve-second WindoWs. File system transaction server 304 
may include any hardWare, softWare, ?rmWare, or combi 
nation thereof operable to receive and accumulate incremen 
tal changes 118. File system transaction server 304 may, for 
example, include a kernel-mode softWare driver executed by 
one or more processors in primary server 102. In a particular 
embodiment, ?le system transaction server 304 acts as a 
client process of ?le system monitor 302. In another embodi 
ment, accumulation of incremental changes 118 may not be 
performed, and ?le system transaction server 304 may be 
omitted from architecture 300. 

[0060] Primary service 306 and secondary service 308 are 
operable to facilitate communication betWeen primary 
server 102 and secondary server 104. For example, primary 
service 306 may receive accumulated incremental changes 
118 from ?le system transaction server 304 and communi 
cate the incremental changes 118 to secondary service 308. 
Secondary service 308 may receive the incremental changes 
118 from primary service 306 and Write the incremental 
changes 118 to a ?le system 314. File system 314 may, for 
example, support the database architecture shoWn in FIG. 
2B. Primary service 306 and secondary service 308 may 
include any hardWare, softWare, ?rmWare, or combination 
thereof operable to facilitate communication betWeen pri 
mary server 102 and secondary server 104. Primary service 
306 and secondary service 308 may, for example, include 
user-mode applications executed by one or more processors 
in primary server 102 and secondary server 104, respec 
tively. 

[0061] Console application 310 is operable to provide an 
interface to control the disaster recovery operation in system 
100. Console application 310 may, for example, alloW a user 
to control the disaster recovery operation using script ?les. 
As particular examples, a user may rename or delete a data 
store in secondary database 114 through the use of appro 
priate script commands. Auser could also cause system 100 
to restore primary database 110 using an appropriate script 
command. Other methods of controlling the disaster recov 
ery operation, such as through the use of Application Pro 
gramming Interfaces (APIs), may be used Without departing 
from the scope of the present disclosure. 

[0062] In one embodiment, primary service 306 and/or 
secondary service 308 support the execution of one or more 
tasks. A task may represent a process run by primary service 
306 and/or secondary service 308 that implement some or all 
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of the disaster recovery functionality. For example, one or 
more replication tasks may be responsible for replicating 
incremental changes 118 made to primary database 110 in 
secondary database 114. In a particular embodiment, a user 
may start, stop, and control the replication task, such as 
through the use of appropriate script commands entered 
through console application 310. 

[0063] In this embodiment, a task?le may be used by the 
replication task to replicate incremental changes 118 in 
secondary database 114. The task?le may, for example, 
identify the ?les, folders 200-202, registries, and/or registry 
branches in primary database 110 that are to be monitored 
for incremental changes 118. The task?le may also identify 
the ?les, folders 200-202, registries, and/or registry branches 
in primary database 110 that are to be excluded and not 
monitored for incremental changes 118. The task?le may 
further identify timeout parameters and other parameters 
used in the disaster recovery operation. The task?le may, for 
example, represent an .INI ?le that can be edited manually 
and/or programmatically using standard APIs. 

[0064] In one aspect of operation, a user may activate the 
replication task for a particular primary server 102. In a 
particular embodiment, the replication task may be activated 
before a full backup 116 begins, thus helping to ensure that 
any incremental changes 118 made by that primary server 
102 during the full backup 116 are captured in system 100. 
The primary service 306 may read the task?le and identify 
Which ?les, folders 200-202, registries, and/or registry 
branches need to be monitored. Primary service 306 may 
also con?gure the ?le system transaction server 304 to 
monitor those ?les, folders 200-202, registries, and/or reg 
istry branches. File system transaction server 304 may then 
monitor any incremental changes 118 detected by ?le system 
monitor 302, report incremental changes 118 made to the 
monitored ?les, folders 200-202, registries, and/or registry 
branches, and ignore incremental changes 118 made to the 
excluded ?les, folders 200-202, registries, and/or registry 
branches. Secondary service 308 may initialiZe the second 
ary database 114 for storage of incremental changes 118. For 
example, secondary service 308 may create a “CURRENT” 
timestamp folder 256 under the appropriate server folder 
254. Primary service 306 and secondary service 308 may 
also establish a communication link, such as a link over 
netWork 106. 

[0065] The user may also deactivate the replication task. 
When that occurs, primary service 306 and secondary ser 
vice 308 may stop communicating incremental changes 118. 
The user may proceed to delete the current data store, Which 
may delete the current timestamp folder 256 in secondary 
database 114. The user could also rename the current data 
store, such as by renaming the current timestamp folder 256 
in secondary database 114 to re?ect a date and time. After 
renaming the current data store, the user may then restart the 
replication task. This causes system 100 to again monitor 
and record incremental changes 118 in a neW current data 
store, such as a neW timestamp folder 256. 

[0066] FIG. 3 has been described as alloWing a user to use 
console application 310 to control the disaster recovery 
operations in system 100. System 100 could also be con 
?gured to automatically start and stop the replication task, 
rename a data store, and/or delete a data store as needed. 

[0067] Although FIG. 3 illustrates an example of a portion 
of a disaster recovery architecture 300, various changes may 
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be made to architecture 300 Without departing from the 
scope of the present disclosure. For example, the functional 
divisions in FIG. 3 are for illustration only. Various func 
tional components could be combined With one another or 
removed, depending on particular needs, Without departing 
from the scope of the present disclosure. Also, the functions 
of the components 302-310 of architecture 300 may be 
implemented using any hardWare, softWare, ?rmWare, or 
combination thereof. This may include, for example, logic 
stored in any suitable device, such as a random access 
memory, a read-only memory, an application-speci?c inte 
grated circuit (ASIC), or a ?eld programmable gate array 
(FPGA). 
[0068] FIG. 4 is an exemplary ?oW diagram illustrating a 
method 400 for disaster recovery according to one embodi 
ment of the present disclosure. Although method 400 may be 
described With respect to system 100 of FIG. 1, method 400 
may be used by any other suitable system Without departing 
from the scope of the present disclosure. 

[0069] System 100 performs a full backup 116 of infor 
mation in a primary database 110 at step 402. This may 
include, for example, primary server 102 communicating 
some or all of the information in the primary database 110 
to backup system 112. Backup system 112 may reside on 
secondary server 102 and/or another suitable platform. 

[0070] System 100 monitors incremental changes 118 
made to the information in the primary database 110 at step 
404. This may include, for example, primary server 102 
identifying the incremental changes 118 made to the infor 
mation in the primary database 110 and communicating the 
incremental changes 118 to secondary server 104. This may 
also include secondary server 104 storing the incremental 
changes 118 in secondary database 114. This may further 
include secondary server 104 performing one or more incre 
mental backups 120 in Which secondary server 104 stores at 
least some of the incremental changes 118 from secondary 
database 114 in backup system 112. 

[0071] Primary database 110 fails at step 406. This may 
include, for example, primary database 110 suffering a 
hardWare or softWare error that renders primary database 
110 inoperable. This may also include primary server 102 
suffering a poWer failure. Other causes of the database 
failure at step 406 may occur Without departing from the 
scope of the present disclosure. Primary database 110 
becomes operational again at step 408. This may include, for 
example, a technician resolving the hardWare or softWare 
error, the restoration of poWer to primary server 102, and/or 
any other suitable corrective action that resolves the data 
base failure. 

[0072] System 100 restores primary database 110 at step 
410. This may include, for example, backup system 112 
communicating the information from the last full backup 
116 to primary server 102. This may also include backup 
system 112 communicating incremental changes 118 from 
one or more incremental backups 120 to primary server 102. 
This may further include secondary database 114 commu 
nicating at least one incremental change 118 to primary 
server 102. In addition, this may include primary server 102 
using the information from secondary server 104 to restore 
primary database 110. Primary server 102 may restore 
primary database 110 to a state that existed at or near the 
time of the database failure, a state that existed before the 
failure of database 110, and/or to any other suitable state. 
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[0073] Although FIG. 4 illustrates one example of a 
method 400 for disaster recovery, various changes may be 
made to method 400 Without departing from the scope of the 
present disclosure. For example, system 100 could restore 
primary database 110 using information from the last full 
backup 116 Without using incremental changes 118. This 
may occur, for example, When system 100 is restoring 
primary database 110 to a state that existed at the time of the 
last full backup 116. Other changes may be made to method 
400 Without departing from the scope of the present disclo 
sure. 

[0074] FIG. 5 is an exemplary ?oW diagram illustrating a 
method 500 for ?le backup at primary server 102 according 
to one embodiment of the present disclosure. Method 500 
may, for example, be used by primary server 102 during the 
backup phase of the disaster recovery operation. Although 
method 500 may be described With respect to primary server 
102 of FIG. 1, method 500 may be used by any other 
suitable platform or platforms Without departing from the 
scope of the present disclosure. 

[0075] Primary server 102 identi?es information to be 
monitored in primary database 110 at step 502. This may 
include, for example, activation of the replication task 
executed by primary service 306 and/or secondary service 
308. This may also include the replication task accessing a 
task?le that identi?es one or more ?les, folders 200-202, 
registries, and/or registry branches in primary database 110. 
The ?les, folders 200-202, registries, and/or registry 
branches in the task?le may, for example, be identi?ed by a 
user of system 100. 

[0076] Primary server 102 communicates the identi?ed 
information to backup system 112 during a full backup 116 
at step 504. This may include, for example, primary server 
102 communicating any identi?ed ?les to backup system 
112. This may also include primary server 102 communi 
cating the contents of any selected folders 200-202 to 
backup system 112. 
[0077] Primary server 102 detects the occurrence of one or 
more ?le events at step 506. A ?le event may, for example, 
represent an addition of neW information to an existing or 
neW ?le in database 110, a modi?cation of existing infor 
mation in database 110, or a deletion of existing information 
from database 110. The ?le events could occur before, 
during, and/or after the full backup 116 performed at step 
104. In one embodiment, ?le events may be detected by ?le 
system monitor 302. 

[0078] Primary server 102 accumulates ?le events for a 
given period of time at step 508. This may include, for 
example, ?le system transaction server 304 receiving mul 
tiple ?le events from ?le system monitor 302 in a given 
period of time, such as during a ?ve-second WindoW. This 
may also include ?le system transaction server 304 com 
bining the ?le events received during the ?ve-second Win 
doW into one or a series of messages. 

[0079] Primary server 102 communicates the ?le events to 
secondary database 114 as incremental changes 118 at step 
510. This may include, for example, ?le system transaction 
server 304 communicating the message or series of mes 
sages to primary service 306 and primary service 306 
communicating the messages to secondary service 308. 

[0080] Primary server 102 determines Whether the time 
since the last full backup 116 exceeds a threshold at step 512. 
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This may include, for example, primary server 102 deter 
mining Whether the time since the last full backup 116 
exceeds a threshold time period established by a user. If the 
time since the last full backup 116 does not exceed the 
threshold, primary server 102 returns to step 506 to detect 
the occurrence of additional ?le events. OtherWise, primary 
server 102 returns to step 504 to perform another full backup 
116. In particular embodiments, primary server 102 may 
perform a full backup 116 once a day or once a Week. 

[0081] Although FIG. 5 illustrates one example of a 
method 500 for ?le backup at a primary server 102, various 
changes may be made to method 500 Without departing from 
the scope of the present disclosure. For example, primary 
server 102 could monitor all of the information in primary 
database 102. In this embodiment, primary server 102 may 
not need to identify information to be monitored at step 502. 
Also, primary server 102 could communicate ?le events to 
secondary server 104 Without accumulating the ?le events at 
step 508. In addition, primary server 102 could use any 
suitable method for determining When to perform a full 
backup 116, and is not limited to determining Whether a time 
since the last full backup 116 exceeds a threshold time. 

[0082] FIG. 6 is an exemplary ?oW diagram illustrating a 
method 600 for ?le backup at secondary server 104 accord 
ing to one embodiment of the present disclosure. Method 
600 may, for example, be used by secondary server 104 
during the backup phase of the disaster recovery operation. 
Although method 600 may be described With respect to 
secondary server 104 of FIG. 1, method 600 may be used by 
any other suitable platform or platforms Without departing 
from the scope of the present disclosure. Also, although 
method 600 may be described With respect to a single 
primary server 102, multiple primary servers 102 may be 
supported by secondary server 104. 

[0083] Secondary server 104 receives backup information 
from a primary database 110 during a full backup 116 at step 
602. This may include, for example, secondary server 104 
receiving the information from primary server 102 over 
netWork 106. Secondary server 104 stores the backup infor 
mation in backup system 112 at step 604. This may include, 
for example, backup system 112 recording the backup 
information from primary database 110 onto one or more 
computer-readable media, such as magnetic tape or compact 
disc. This may also include secondary server 104 initialiZing 
secondary database 114, such as by deleting any contents of 
the server folder 254 associated With the primary server 102. 

[0084] Secondary server 104 receives incremental 
changes 118 from primary database 110 at step 606. This 
may include, for example, secondary service 308 receiving 
one or more messages containing the incremental changes 
118 from primary service 306. The incremental changes 118 
may be received before, during, and/or after the storage of 
the backup information in backup system 112 at step 604. 
Secondary server 104 stores the incremental changes 118 in 
a current data store at step 608. This may include, for 
example, secondary service 308 storing the incremental 
changes 118 in one or more ?les contained Within a “CUR 
RENT” timestamp folder 256 in secondary database 114. 
This may also include secondary service 308 creating one or 
more folders 256-260 and/or one or more ?les in Which to 
store the incremental changes 118 in secondary database 
114. 
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[0085] Secondary server 104 determines Whether a trigger 
event occurs at step 610. The trigger event may, for example, 
represent the passing of a given time period or receipt of a 
command from a user. If a trigger event is not detected, 
secondary server 104 returns to step 606 to receive and store 
additional incremental changes 118. If secondary server 104 
detects a trigger event, secondary server 104 proceeds to 
perform an incremental backup 120. Secondary server 104 
closes and renames the current data store at step 612. This 
may include, for example, secondary server 104 renaming 
the current timestamp folder 256 in secondary database 114 
to include a label re?ecting a date and a time. Secondary 
server 104 stores the renamed data store in backup system 
112 during an incremental backup 120 at step 614. This 
mayinclude, for example, secondary database 112 commu 
nicating the information in the renamed timestamp folder 
256 to backup system 112. Secondary server 104 creates a 
neW current data store in secondary database 114 at step 616. 
This may include, for example, secondary server 104 cre 
ating a neW timestamp folder 256 in secondary database 114 
having the name “CURRENT.” Secondary server 104 may 
create the neW data store before, during, and/or after the 
incremental backup 120 that occurs at step 614. Secondary 
server 104 deletes the renamed data store from secondary 
database 114 at step 618. This may include, for example, 
secondary server 104 deleting the renamed timestamp folder 
256, and all of the contents of that timestamp folder 256, 
from database 114. Secondary server 104 returns to step 606 
to receive and store additional incremental changes 118 in 
the neW data store. 

[0086] Although FIG. 6 illustrates one example of a 
method 600 for ?le backup at a secondary server 104, 
various changes may be made to method 600 Without 
departing from the scope of the present disclosure. For 
example, in another embodiment, secondary server 104 does 
not perform incremental backups 120. Also, While method 
600 illustrates secondary server 104 copying a single data 
store to backup system 112 during each incremental backup 
120, secondary server 104 could copy more data stores to 
backup system 112 during an incremental backup. In this 
embodiment, method 600 could be modi?ed to create a neW 
data store after a ?rst trigger event and perform an incre 
mental backup 120 after a second trigger event. Further, 
method 600 assumes that backup system 112 and secondary 
database 114 are located on the same platform, such as 
secondary server 104. In another embodiment, backup sys 
tem 112 and secondary database 114 may be located on 
different platforms, and each platform may perform a subset 
of the illustrated steps. 

[0087] FIG. 7 is an exemplary ?oW diagram illustrating a 
method 700 for ?le restoration at secondary server 104 
according to one embodiment of the present disclosure. 
Method 700 may, for example, be used by secondary server 
104 during the recovery phase of the disaster recovery 
operation. Although method 700 may be described With 
respect to secondary server 104 of FIG. 1, method 700 may 
be used by any other suitable platform or platforms Without 
departing from the scope of the present disclosure. Also, 
although method 700 may be described With respect to a 
single primary server 102, multiple primary servers 102 may 
be supported by secondary server 104. 

[0088] Secondary server 104 identi?es a time frame at step 
702. The time frame may represent a time to Which primary 
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database 110 is to be restored. The time frame may, for 
example, represent a time at or near the time of the failure 
of primary database 110, a time before the failure of data 
base 110, and/or any other suitable time. Secondary server 
104 may receive the identi?ed time frame from a user, such 
as a user using client 108 or console application 310, or in 
any other suitable manner. 

[0089] Secondary server 104 communicates backup infor 
mation from the last full backup 116 to primary database 110 
at step 704. This may include, for example, backup system 
112 communicating the backup information from the last 
full backup 116 to primary server 102 over netWork 106. 

[0090] Secondary server 104 determines Whether the time 
that the last full backup 116 occurred exceeds the identi?ed 
time at step 706. This may include, for example, secondary 
server 104 comparing the time that the last full backup 116 
began to the identi?ed time received at step 702. If the time 
associated With the last full backup 116 exceeds the identi 
?ed time, method 700 ends. Secondary server 104 need take 
no further action to restore primary database 110. 

[0091] OtherWise, secondary server 104 selects the earliest 
incremental backup 120 at step 708. Secondary server 104 
determines Whether the time associated With the selected 
incremental backup 120 exceeds the identi?ed time at step 
710. If so, secondary server 104 need take no further action 
to restore primary database 110, and method 700 ends. 
OtherWise, secondary server 104 communicates the incre 
mental changes 118 contained in the selected incremental 
backup 120 to primary database 110 at step 712. This may 
include, for example, backup system 112 communicating the 
incremental changes 118 in the selected incremental backup 
120 to primary server 102 over netWork 106. 

[0092] Secondary server 104 determines Whether more 
incremental backups 120 remain to be processed in backup 
system 112 at step 714. If additional incremental backups 
120 remain, secondary server 104 selects the next incremen 
tal backup 120 at step 716. This may include, for example, 
secondary server 104 selecting the next incremental backup 
120 that occurred sequentially after the current incremental 
backup 120. Secondary server 104 then returns to step 710 
to determine Whether the incremental changes 118 in the 
neW selected incremental backup 120 should be communi 
cated to primary database 110. 

[0093] If no incremental backups 120 remain at step 714, 
secondary server 104 selects the earliest timestamp folder 
256 in secondary database 114 at step 718. This may include, 
for example, secondary server 104 identifying the timestamp 
folder 256 having the earliest timestamp label. This may also 
include secondary server 104 identifying the earliest times 
tamp folder 256 in the server folder 254 associated With the 
primary database 110. 

[0094] Secondary server 104 determines Whether a time 
associated With the selected timestamp folder 256 exceeds 
the identi?ed time at step 720. This may include, for 
example, secondary server 104 comparing the timestamp of 
the selected timestamp folder 256 to the identi?ed time. If 
the identi?ed time exceeds the time associated With the 
selected timestamp folder 256, method 700 ends. OtherWise, 
secondary server 104 communicates the incremental 
changes 118 contained in the selected timestamp folder 256 
to primary database 110 at step 722. This may include, for 
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example, secondary server 104 communicating the incre 
mental changes 118 to primary server 102 over netWork 106. 

[0095] Secondary server 104 determines Whether addi 
tional timestamp folders 256 exist in secondary database 114 
at step 724. If no additional timestamp folders 256 remain to 
be processed, method 700 ends. If additional timestamp 
folders 256 remain, secondary server 104 selects the next 
timestamp folder 256 at step 726. This may include, for 
example, secondary server 104 selecting the timestamp 
folder 256 having the next sequential timestamp. Secondary 
server 104 then returns to step 720 to process the neW 
selected timestamp folder 256. 

[0096] Although FIG. 7 illustrates one example of a 
method 700 for ?le restoration at secondary server 104, 
various changes may be made to method 700 Without 
departing from the scope of the present disclosure. For 
example, secondary server 104 could be programmed to 
automatically restore primary database 110 to a state that 
existed at or near the time of failure of database 110. In this 
case, secondary server 104 need not receive a time frame or 
compare the received time to the times associated With the 
last full backup 116, the incremental backups 120, and the 
timestamp folders 256. Also, each incremental change 118 
stored in backup system 112 and/or secondary database 114 
could be timestamped to shoW the time that the incremental 
change 118 Was made. In this embodiment, secondary server 
104 could compare the timestamp associated With each 
incremental change 118 to the time received at step 702. In 
this Way, secondary server 104 need not communicate all of 
the incremental changes 118 contained in an incremental 
backup 120 and/or a timestamp folder 256 to primary server 
102. Further, method 700 assumes that backup system 112 
and secondary database 114 are located on the same plat 
form, such as secondary server 104. In another embodiment, 
backup system 112 and secondary database 114 may be 
located on different platforms, and each platform may per 
form a subset of the illustrated steps. In addition, FIG. 7 
illustrates secondary server 104 determining Whether infor 
mation should be communicated to primary server 102 using 
the identi?ed time. In another embodiment, secondary server 
104 could communicate all appropriate information to pri 
mary server 102, and primary server 102 determines Whether 
information should be communicated to primary server 102 
using the identi?ed time. 

[0097] FIG. 8 is an exemplary ?oW diagram illustrating a 
method 800 for ?le restoration at primary server 102 accord 
ing to one embodiment of the present disclosure. Method 
800 may, for example, be used by primary server 102 during 
the recovery phase of the disaster recovery operation. 
Although method 800 may be described With respect to 
primary server 102 of FIG. 1, method 800 may be used by 
any other suitable platform or platforms Without departing 
from the scope of the present disclosure. 

[0098] Primary server 102 receives backup information 
from backup system 112 at step 802. This may include, for 
example, primary server 102 receiving the information 
stored during the last full backup 116 that occurred before 
the failure of primary database 110. Primary server 102 
stores the backup information in primary database 110 at 
step 804. This may include, for example, primary server 102 
storing the backup information received from backup system 
112 in the appropriate folders 200-202 in primary database 
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110. This restores primary database 110 to a state that existed 
at or near the time of the last full backup 116. 

[0099] Primary server 102 receives one or more incremen 
tal changes 118 from backup system 112 at step 806. The 
incremental changes 118 may, for example, have been stored 
in backup system 112 during one or more incremental 
backups 120. Primary server 102 recreates the incremental 
changes 118 to the information stored in primary database 
110 at step 808. This may include, for example, primary 
server 102 receiving an incremental change 118 and per 
forming the same change to the information in primary 
database 110. This restores primary database 110 to a state 
that existed at or near the time of the last incremental backup 
120. 

[0100] Primary server 102 receives one or more incremen 
tal changes 118 from secondary database 114 at step 810. 
This may include, for example, secondary server 104 com 
municating the incremental changes 118 from one or more 
timestamp folders 256 to primary server 102 over netWork 
106. Primary server 102 recreates the incremental changes 
118 received from secondary database 114 in primary data 
base 110 at step 812. This restores primary database 110 to 
a state that existed at or near the time of the failure of 
primary database 110. 

[0101] Although FIG. 8 illustrates one example of a 
method 800 for ?le restoration at primary server 102, 
various changes may be made to method 800 Without 
departing from the scope of the present disclosure. For 
example, method 800 is illustrated as restoring primary 
database 110 to a state that existed at or near the time of the 
database failure. Primary database 110 could also be restored 
to a state that existed before the failure of database 110. In 
one embodiment, primary server 102 could restore primary 
database 110 using steps 802-804 Without using steps 806 
812. Primary server 102 could also restore primary database 
110 using steps 802-808 Without using steps 810-812. Other 
embodiments using a subset of the illustrated steps may be 
used Without departing from the scope of the present dis 
closure. 

[0102] While the present disclosure has been described in 
terms of preferred embodiments and generally associated 
methods, alterations and permutations of the preferred 
embodiments and method Will be apparent to those skilled in 
the art. Accordingly, the above description of preferred 
exemplary embodiments does not de?ne or constrain the 
present disclosure. Other changes, substitutions, and alter 
ations are also possible Without departing from the spirit and 
scope of the present disclosure, as de?ned by the folloWing 
claims. 

What is claimed is: 
1. A method for disaster recovery, comprising: 

communicating an incremental change for storage in a 
?rst database, the incremental change representing a 
change to at least a portion of information in a second 
database; 

receiving at least one of backup information and the 
incremental change, the backup information compris 
ing at least a portion of the information from the second 
database previously stored in a backup system; and 
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restoring the second database using at least one of the 
backup information and the incremental change. 

2. The method of claim 1, Wherein restoring the second 
database comprises: 

storing the backup information in the second database; 
and 

implementing the incremental change to at least a portion 
of the information in the second database. 

3. The method of claim 1, Wherein receiving the incre 
mental change comprises: 

receiving a ?rst incremental change from the backup 
system; and 

receiving a second incremental change from the ?rst 
database. 

4. The method of claim 3, Wherein restoring the second 
database comprises: 

storing the backup information in the second database; 

implementing the ?rst incremental change to at least a 
portion of the information in the second database; and 

implementing the second incremental change to at least a 
portion of the information in the second database after 
implementing the ?rst incremental change. 

5. The method of claim 3, further comprising receiving a 
restoration time; and 

Wherein restoring the second database comprises: 

storing the backup information in the second database; 

implementing the ?rst incremental change to at least a 
portion of the information in the second database 
When a ?rst time associated With the ?rst incremental 
change does not exceed the restoration time; and 

implementing the second incremental change to at least 
a portion of the information in the second database 
When a second time associated With the second 
incremental change does not exceed the restoration 
time. 

6. The method of claim 1, Wherein communicating the 
incremental change for storage in the ?rst database com 
prises: 

detecting incremental changes in at least one ?le system; 

accumulating a plurality of incremental changes detected 
during each of a plurality of time WindoWs; and 

communicating the accumulated incremental changes for 
storage in the ?rst database after each time WindoW. 

7. The method of claim 1, further comprising communi 
cating at least a portion of the information from the second 
database for storage in the backup system as the backup 
information. 

8. The method of claim 7, further comprising starting a 
replication task before communicating at least a portion of 
the information from the second database to the backup 
system, the replication task operable to detect and commu 
nicate the incremental change for storage in the ?rst data 
base. 

9. The method of claim 8, further comprising accessing a 
task?le to identify at least one of a ?rst ?le to be monitored 
for incremental changes, a ?rst folder to be monitored for 
incremental changes, a ?rst registry to be monitored for 
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incremental changes, a second ?le to be excluded from 
monitoring, a second folder to be excluded from monitoring, 
and a second registry to be excluded from monitoring. 

10. The method of claim 1, Wherein the incremental 
change represents a change to at least a portion of a ?le or 
a registry in the second database. 

11. A system for disaster recovery, comprising: 

at least one computer readable medium; and 

logic encoded on the at least one computer readable 
medium and operable When executed to: 

communicate an incremental change for storage in a 
?rst database, the incremental change representing a 
change to at least a portion of information in a 
second database; 

receive at least one of backup information and the 
incremental change, the backup information com 
prising at least a portion of the information from the 
second database previously stored in a backup sys 
tem; and 

restore the second database using at least one of the 
backup information and the incremental change. 

12. The system of claim 11, Wherein the logic is operable 
to restore the second database by: 

storing the backup information in the second database; 
and 

implementing the incremental change to at least a portion 
of the information in the second database. 

13. The system of claim 11, Wherein the logic is operable 
to receive the incremental change by: 

receiving a ?rst incremental change from the backup 
system; and 

receiving a second incremental change from the ?rst 
database. 

14. The system of claim 13, Wherein the logic is operable 
to restore the second database by: 

storing the backup information in the second database; 

implementing the ?rst incremental change to at least a 
portion of the information in the second database; and 

implementing the second incremental change to at least a 
portion of the information in the second database after 
implementing the ?rst incremental change. 

15. The system of claim 13, Wherein: 

the logic is further operable to receive a restoration time; 
and 

the logic is operable to restore the second database by: 

storing the backup information in the second database; 

implementing the ?rst incremental change to at least a 
portion of the information in the second database 
When a ?rst time associated With the ?rst incremental 
change does not exceed the restoration time; and 

implementing the second incremental change to at least 
a portion of the information in the second database 
When a second time associated With the second 
incremental change does not exceed the restoration 
time. 

Oct. 23, 2003 

16. The system of claim 11, Wherein the logic is further 
operable to communicate at least a portion of the informa 
tion from the second database for storage in the backup 
system as the backup information. 

17. A system for disaster recovery, comprising: 

a ?rst database operable to store information; and 

one or more processors collectively operable to: 

communicate an incremental change for storage in a 
second database, the incremental change represent 
ing a change to at least a portion of the information 
in the ?rst database; 

receive at least one of backup information and the 
incremental change, the backup information com 
prising at least a portion of the information from the 
?rst database previously stored in a backup system; 
and 

restore the ?rst database using at least one of the 
backup information and the incremental change. 

18. The system of claim 17, Wherein the one or more 
processors are collectively operable to restore the ?rst 
database by: 

storing the backup information in the ?rst database; and 

implementing the incremental change to at least a portion 
of the information in the ?rst database. 

19. The system of claim 17, Wherein the one or more 
processors are collectively operable to receive the incremen 
tal change by: 

receiving a ?rst incremental change from the backup 
system; and 

receiving a second incremental change from the ?rst 
database. 

20. The system of claim 19, Wherein the one or more 
processors are collectively operable to restore the ?rst 
database by: 

storing the backup information in the ?rst database; 

implementing the ?rst incremental change to at least a 
portion of the information in the ?rst database; and 

implementing the second incremental change to at least a 
portion of the information in the ?rst database after 
implementing the ?rst incremental change. 

21. The system of claim 19, Wherein: 

the one or more processors are further collectively oper 
able to receive a restoration time; and 

the one or more processors are collectively operable to 
restore the ?rst database by: 

storing the backup information in the ?rst database; 

implementing the ?rst incremental change to at least a 
portion of the information in the ?rst database When 
a ?rst time associated With the ?rst incremental 
change does not exceed the restoration time; and 

implementing the second incremental change to at least 
a portion of the information in the ?rst database 
When a second time associated With the second 
incremental change does not exceed the restoration 
time. 
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22. The system of claim 17, wherein the one or more 
processors are further collectively operable to communicate 
at least a portion of the information from the ?rst database 
for storage in the backup system as the backup information. 

23. A system for disaster recovery, comprising: 

a ?le system monitor operable to detect a plurality of 
incremental changes to information in at least one ?rst 
?le system; 

a transaction accumulator operable to receive the plurality 
of incremental changes and to accumulate the plurality 
of incremental changes received during a determined 
time period; and 

a service operable to execute a replication task, the 
replication task operable to receive the accumulated 
incremental changes and to communicate the accumu 
lated incremental changes for storage in a second ?le 
system, Wherein the at least one ?rst ?le system may be 
restored using at least one of backup information and 
the incremental change, the backup information com 
prising at least a portion of the information from the at 
least one ?rst ?le system previously stored in a backup 
system. 

24. A system for disaster recovery, comprising: 

means for communicating an incremental change for 
storage in a ?rst database, the incremental change 
representing a change to at least a portion of informa 
tion in a second database; 

means for receiving at least one of backup information 
and the incremental change, the backup information 
comprising at least a portion of the information from 
the second database previously stored in a backup 
system; and 

means for restoring the second database using at least one 
of the backup information and the incremental change. 

25. A method for disaster recovery, comprising: 

receiving an incremental change representing a change to 
at least a portion of information in a ?rst database; 

storing the incremental change in a second database; and 

communicating the incremental change for use in restor 
ing the ?rst database, the ?rst database restored using 
at least one of backup information and the incremental 
change, the backup information comprising at least a 
portion of the information from the ?rst database 
previously stored in a backup system. 

26. The method of claim 25, Wherein the incremental 
change comprises a ?rst incremental change; and 

further comprising: 

receiving a second incremental change; 

storing the second incremental change in the second 
database; and 

communicating the second incremental change for stor 
age in the backup system, the backup system oper 
able to communicate the second incremental change 
for use in restoring the ?rst database. 
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27. The method of claim 26, Wherein: 

storing the ?rst incremental change in the second database 
comprises storing the ?rst incremental change in a ?rst 
folder; and 

communicating the second incremental change for stor 
age in the backup system comprises communicating at 
least a portion of a second folder containing the second 
incremental change for storage in the backup system. 

28. The method of claim 27, further comprising: 

renaming the second folder from an old name to a neW 
name before communicating at least a portion of the 
second folder for storage in the backup system, the neW 
name comprising a timestamp; and 

creating the ?rst folder, the ?rst folder having the old 
name of the second folder. 

29. The method of claim 25, Wherein: 

the incremental change is associated With a ?rst ?le 
located in a ?rst ?le system folder in the ?rst database, 
the ?rst ?le system folder located in a ?rst drive folder, 
the ?rst ?le having a ?le name; and 

storing the incremental change in the second database 
comprises storing the incremental change in a second 
?le located in a second ?le system folder, the second 
?le system folder associated With the ?rst ?le system 
folder, the second ?le system folder located in a second 
drive folder associated With the ?rst drive folder, the 
second ?le having the ?le name. 

30. The method of claim 29, Where in storing the incre 
mental change in the second ?le comprises: 

determining if the second drive system folder eXists; 

creating the second drive system folder if it does not eXist; 

determining if the second ?le system folder eXists; 

creating the second ?le system folder if it does not eXist; 

determining if the second ?le eXists; and 

creating the second ?le if it does not eXist. 
31. The method of claim 25, Wherein the incremental 

change is stored in one of a plurality of timestamp folders, 
one of the timestamp folders representing a current time 
period, at least one of the remaining timestamp folders 
representing at least one previous time period. 

32. The method of claim 31, further comprising receiving 
a restoration time; and 

Wherein communicating the incremental change for use in 
restoring the ?rst database comprises: 

determining Whether a time associated With the times 
tamp folder in Which the incremental change is 
stored eXceeds the restoration time; and 

communicating the incremental change for use in 
restoring the ?rst database When the time associated 
With the timestamp folder does not eXceed the res 
toration time. 

33. The method of claim 25, further comprising: 

receiving the backup information; and 
storing the backup information in the backup system. 
34. The method of claim 25, Wherein the incremental 

change represents a change to at least a portion of a ?le or 
a registry in the ?rst database. 
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35. A system for disaster recovery, comprising: 

at least one computer readable medium; and 

logic encoded on the at least one computer readable 
medium and operable When executed to: 

receive an incremental change representing a change to 
at least a portion of information in a ?rst database; 

store the incremental change in a second database; and 

communicate the incremental change for use in restor 
ing the ?rst database, the ?rst database restored using 
at least one of backup information and the incremen 
tal change, the backup information comprising at 
least a portion of the information from the ?rst 
database previously stored in a backup system. 

36. The system of claim 35, Wherein: 

the incremental change comprises a ?rst incremental 
change; and 

the logic is further operable to: 

receive a second incremental change; 

store the second incremental change in the second 
database; and 

communicate the second incremental change for stor 
age in the backup system, the backup system oper 
able to communicate the second incremental change 
for use in restoring the ?rst database. 

37. The system of claim 36, Wherein: 

the logic is operable to store the ?rst incremental change 
in a ?rst folder in the second database; 

the logic is operable to store the second incremental 
change in a second folder in the second database; 

the logic is operable to communicate the second incre 
mental change for storage in the backup system by 
communicating at least a portion of the second folder 
for storage in the backup system; and 

the logic is further operable to: 

rename the second folder from an old name to a neW 

name before communicating at least a portion of the 
second folder for storage in the backup system, the 
neW name comprising a timestamp; and 

create the ?rst folder, the ?rst folder having the old 
name of the second folder. 

38. The system of claim 35, Wherein: 

the incremental change is associated With a ?rst ?le 
located in a ?rst ?le system folder in the ?rst database, 
the ?rst ?le system folder located in a ?rst drive folder, 
the ?rst ?le having a ?le name; and 

the logic is operable to store the incremental change by: 

determining if a second drive system folder associated 
With the ?rst drive system folder exists in the second 
database; 

creating the second drive system folder if it does not 
exist; 

determining if a second ?le system folder associated 
With the ?rst ?le system folder exists in the second 
database; 
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creating the second ?le system folder if it does not 
exist; 

determining if a second ?le having the ?le name exists; 

creating the second ?le if it does not exist; and 

storing the incremental change in the second ?le. 
39. The system of claim 35, Wherein: 

the incremental change is stored in one of a plurality of 
timestamp folders, one of the timestamp folders repre 
senting a current time period, at least one of the 
remaining timestamp folders representing at least one 
previous time period; 

the logic is further operable to receive a restoration time; 
and 

the logic is operable to communicate the incremental 
change for use in restoring the ?rst database by: 

determining Whether a time associated With the times 
tamp folder in Which the incremental change is 
stored exceeds the restoration time; and 

communicating the incremental change for use in 
restoring the ?rst database When the time associated 
With the timestamp folder does not exceed the res 
toration time. 

40. The system of claim 35, Wherein the logic is further 
operable to: 

receive the backup information; and 

store the backup information in the backup system. 
41. A system for disaster recovery, comprising: 

a ?rst database operable to store an incremental change; 
and 

one or more processors collectively operable to: 

receive the incremental change, the incremental change 
representing a change to at least a portion of infor 
mation in a second database; 

store the incremental change in the ?rst database; and 

communicate the incremental change for use in restor 
ing the second database, the second database 
restored using at least one of backup information and 
the incremental change, the backup information 
comprising at least a portion of the information from 
the second database previously stored in a backup 
system. 

42. The system of claim 41, Wherein: 

the incremental change comprises a ?rst incremental 
change; and 

the one or more processors are further collectively oper 
able to: 

receive a second incremental change; 

store the second incremental change in the ?rst data 
base; and 

communicate the second incremental change for stor 
age in the backup system, the backup system oper 
able to communicate the second incremental change 
for use in restoring the second database. 








