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(57) ABSTRACT 

The present invention discloses ef?cient devices, systems, 
and methods for updating digital information sequences that 
are comprised by softWare (110a), devices (104a), and data 
(1106). In addition, these digital information sequences may 
be stored and used in various forms, including but not 
limited to ?les, memory locations, and/or embedded storage 
locations. The disclosed invention is thus suitable for updat 
ing many types of digital information sequences and in the 
context of updating softWare comprised of multiple ?les. 
Furthermore, the devices, systems, and methods described 
herein provide a developer skilled in the art With an 
improved ability to generate update information as needed 
and, additionally, alloW users to proceed through a simpli 
?ed update path, Which is not error-prone, and may be 
performed more quickly than through the use of existing 
technologies. 
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Figure 1A 
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Figure 1D 
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Figure 2A 
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Figure 2B 
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Figure 4 
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Figure 5 
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Figure 6A Figure 68 
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Figure 7 
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SYSTEM AND METHOD FOR UPDATING AND 
DISTRIBUTING INFORMATION 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention generally relates to informa 
tion updating systems, and more particularly, to a software 
system and method for updating information Which reduces 
the siZe of an update and distributes the update in a platform 
independent manner. 

[0003] 2. Description of the Related Art 

[0004] With the rapid and continuous advancement of 
softWare and hardWare technology, maintenance of existing 
devices and softWare components presents an ever-increas 
ing challenge. Routine installation of information updates 
and patches has become a recogniZed necessity to insure that 
computers, devices, and softWare applications are kept fully 
functional over their operational lifetimes. Unfortunately, 
for many devices and applications, update management can 
be a cumbersome, time consuming, and error prone process. 
These problems are often exacerbated in portable electronic 
devices such as cellular phones and personal digital assis 
tants due to memory constraints and bandWidth restrictions. 
Furthermore, portable electronic devices often lack the abil 
ity to perform automated update operations in a convenient 
and reliable manner. As a result, there is an ongoing need for 
improved update processes that can be used in conjunction 
With both hardWare and softWare systems. Furthermore, 
there is a need for an update methodology that reduces the 
siZe of the update package to help alleviate potential prob 
lems that arise due to memory constraints and bandWidth 
limitations. 

[0005] Increased sophistication of updateable electronic 
devices and softWare often necessitates frequent mainte 
nance Where updates are made available and desirably 
applied on Weekly or monthly basis. During the update 
process, problems often arise When the update is improperly 
performed or interrupted and may result in data corruption, 
loss of program functionality, or hardWare failure. This 
presents developers and consumers alike With signi?cant 
obstacles to insure that available updates are installed in a 
timely and effective manner. Additionally, developers must 
dedicate a substantial amount of time and resources to insure 
their users are provided With necessary updates, patches, and 
neW versions of existing softWare and/or hardWare compo 
nents. 

[0006] Some of the concerns Which the developer must 
address include the substantial amount of resources required 
to store and provide updates to a large customer base, 
technical support issues related to helping customers prop 
erly apply the updates, and the methods by Which the 
updates are distributed to the customers in a timely and 
ef?cient manner. A further problem exists Where a high 
degree of requisite of skill is needed to acquire and install an 
available update and may involve technical skills beyond 
that of the average customer. Even if a customer is able to 
retrieve the update, he is faced With the problem of insuring 
its proper installation. Improper installation of an update 
package may result in softWare failure or render the device 
to Which the update is applied inoperative and place a further 
burden on the developer in resolving customer-related 
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update problems. With increased dependence on electronic 
devices having updateable components, there is a need for 
faster and more intuitive updating capabilities and smaller 
update ?le siZes to insure that updates can be readily 
retrieved and properly installed as necessary or desired. In 
many instances, the ease, reliability, and availability of an 
update package can signi?cantly affect customer number 
and loyalty and is a distinguishing characteristic for a 
successful developer or merchant. 

[0007] Although the importance of a superior updating 
system is apparent, conventional updating solutions typi 
cally suffer from a number of draWbacks. These problems 
are particularly prevalent in portable electronics devices and 
arise from a number of factors related to creation, distribu 
tion, and installation of the update package. For example, 
electronic devices such as cellular phones are often limited 
With respect to the available memory or storage space 
available for update processing. The siZe of the update 
package must be kept to a minimum in order to accommo 
date the reduced availability of resources on these devices 
and, as a result, the ability to perform signi?cant alterations 
or modi?cations of the embedded code in these devices may 
be limited. Furthermore, conventional update methods for 
portable electronic devices Which are directed toWards com 
plete operating system replacement or maintenance require 
the device to be physically connected by a Wired connection 
to a dedicated apparatus Which applies the update. Updating 
in this manner requires specialiZed hardWare and necessi 
tates the device to be updated to be returned to the manu 
facturer or a suitable service location. This is inconvenient 
for the user and may not be practical When the number of 
devices to be updated is large. 

[0008] In devices that support Wireless acquisition and 
installation of update packages, problems are frequently 
encountered due to bandWidth limitations needed to distrib 
ute available update packages. Furthermore, acquisition of 
the update package by Wireless methods may take long 
periods of time and be subject to interruption or data 
corruption. Even When the update package has been 
acquired, the installation of the update often requires sig 
ni?cant technical expertise at the user end complicating the 
proper installation of the update package. During this time 
the user may be faced With problems associated With unin 
stalling a previous version of the code to be updated or 
applying the update in manner that Will be successful. This 
can present a further problem as it discourages the user from 
performing update operations for long periods of time or in 
some cases altogether. 

[0009] A further problem exists With update management 
systems that rely on publicly accessible servers to provide 
updates to large number of users. These servers often 
become busy or croWded and reduce the ef?ciency by Which 
the update can be acquired. Additional complexities result 
ing from update requirements arise from shortened product 
version lifecycles. It is not uncommon for neW softWare 
releases to be available every feW months (or even Weeks, in 
the case of ‘bug ?xes’ and intra-version updates). This places 
increased demands on developer resources required to main 
tain the update services and results in developers expending 
added resources for existing softWare maintenance poten 
tially shifting their focus from developing neW product 
capabilities to supporting and updating older versions. From 
a business perspective softWare updating is generally rec 
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ogniZed as a non-revenue producing activity and may con 
sume an inordinate percentage of developer resources. 
Therefore there is an ongoing need to reduce the time, 
resources, and personnel needed to service existing softWare 
While at the same time insuring the customers are presented 
With the most up-to-date softWare versions. 

[0010] Attempts to make updates faster and more intuitive 
have led to the development of internally-designed and 
supported update solutions. A number of problems are 
associated With these solutions Which are typically expen 
sive, proprietary, and platform-speci?c. Other methods for 
update creation use commercial softWare packages designed 
to create updates or to generate patches for softWare. Both 
of these methods have inherent problems With ?exibility and 
?le siZe. Commercially available softWare updaters can be 
expensive and typically create updates Which have unnec 
essarily large ?le siZes. In some instances, the neW version 
or update generated by the updater is actually a full version 
of the softWare rather than an actual patch. Because of the 
problems associated With large update ?le siZes, developers 
may be hesitant to release frequent patches and as a result, 
pursue longer softWare development cycles. This may be a 
disservice to the customer due to the limited number of 
updates, Which may be released only When there are sub 
stantial enough changes and/or improvements to Warrant the 
creation and disbursement of large update ?les. 

[0011] From the foregoing, it can be appreciated that there 
is an ongoing need for a convenient and reliable update 
management system. To this end, there is a need for a system 
Which generates and distributes updates that are of reduced 
siZe to alloW for more rapid acquisition. Additionally there 
is a need for an automated process that provides a conve 
nient trouble-free method for installing desired. updates to 
both hardWare and softWare systems alike. 

SUMMARY OF THE INVENTION 

[0012] The present invention satis?es aforementioned 
needs for ef?cient updating of digital information sequences 
that comprise softWare, devices, and data. Further, these 
digital information sequences may be stored and used in 
various forms, including but not limited to ?les, memory 
locations, or embedded storage locations. The system and 
methods described herein provide a developer With an 
improved ability to create update information as needed and 
additionally alloW users to proceed through a simpli?ed 
update path Which is not error-prone and can be performed 
more quickly than through the use of existing technologies. 

[0013] In one embodiment the invention comprises a 
system for updating a plurality of distributed electronic 
devices With an updated operating code comprising a ?rst 
plurality of digital information sequences Wherein each of 
the plurality of electronic devices include a resident oper 
ating code comprising a second plurality of digital informa 
tion sequences that are stored Within the electronic device. 
The system further comprises an update generator that 
compares an image of the ?rst plurality of digital informa 
tion sequences comprising the updated operating code to an 
image of the second plurality of digital information 
sequences comprising the resident operating code and iden 
ti?es differences betWeen of the updated operating code and 
the resident operating code and thereafter generates an 
update package comprising an instruction set Which speci 
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?es hoW to generate the updated operating code utiliZing at 
least a portion of the second plurality of digital information 
sequences of the resident operating code. The system further 
comprises a distribution system that distributes the update 
package to the electronic devices such that the update 
package is received by the electronic devices and stored 
therein. The system further comprises a plurality of client 
modules that are respectively resident on each of the plu 
rality of electronic devices, Wherein the plurality of client 
modules access the distribution system and receive the 
update package and Wherein the instruction set of the update 
package is executed by the client modules so as to generate 
the updated operating code by utiliZing a least a portion of 
the second plurality of digital information sequences from 
the resident operating code. 

[0014] In another aspect the invention comprises a system 
for updating an electronic device containing a ?rst plurality 
of data sequences comprising a ?rst code version to a second 
code version comprising a second plurality of data 
sequences using a update package comprising a plurality of 
transformation instructions Which transform the ?rst code 
version into the second code version. The system further 
comprises an update generator that performs a version 
comparison betWeen the ?rst code version and the second 
code version to identify pattern differences betWeen the ?rst 
plurality of data sequences and the second plurality of data 
sequences, Wherein the identi?ed pattern differences are 
encoded using the transformation instructions Which iden 
tify portions of the ?rst plurality of data sequences that can 
be used in the construction of the identi?ed pattern differ 
ences, and thereafter forming the update package using the 
transformation instructions. The system further comprises a 
distribution system that receives the update package from 
the update generator and distributes the update package to 
the electronic device. The system further comprises an 
update agent resident on the electronic device that executes 
the transformation instructions of the update package 
thereby transforming the ?rst code version resident in the 
electronic device into the updated second code version. 

[0015] In yet another aspect the invention comprises a 
system for updating a plurality of distributed electronic 
devices With an updated operating code that comprises a 
plurality of data blocks Wherein each of the plurality of 
distributed electronic devices include a resident operating 
code that is stored as plurality of data blocks. The system 
further comprises an update generator that compares the 
plurality of data blocks of the resident operating code With 
the plurality of data blocks of the updated operating code 
and thereby generates an update package comprising an 
instruction set Which indicates hoW to generate the updated 
operating code utiliZing at least in part the plurality of data 
blocks of the resident operating code. The system further 
comprises a distribution system that includes the update 
package and is accessible by each of the plurality of dis 
tributed electronic devices. The system further comprises a 
plurality of client modules that are respectively resident on 
each of the plurality of distributed electronic set, Wherein the 
plurality of client modules accesses the distribution system 
so as to be able to receive the update package, Wherein the 
instruction set provides instructions to the client modules 
such that the client modules generates at least a portion of 
the plurality of data blocks comprising the updating oper 
ating code by utiliZing the plurality of data blocks compris 
ing the resident operating code. 
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[0016] In still another aspect the invention comprises a 
system for updating a plurality of distributed electronic 
devices With an updated operating code that comprises a 
plurality of data blocks Wherein each of the plurality of 
distributed electronic devices include a resident operating 
code that is stored as plurality of data blocks. The system 
further comprises an update generator that compares the 
plurality of data blocks of the resident operating code With 
the plurality of data blocks of the updated operating code 
and thereby identi?es update data blocks that are different 
betWeen the update operating code and the resident operat 
ing code Wherein the update generator generates an update 
package comprising an instruction set Which indicates hoW 
to transform the resident operating code into the updated 
operating code and hoW to generate the update data blocks 
utiliZing at least in part the plurality of data blocks of the 
resident operating code. The system further comprises a 
distribution system that includes the update package and is 
accessible by each of the plurality of distributed electronic 
devices. The system further comprises a plurality of client 
modules that are respectively resident on each of the plu 
rality of distributed electronic set, Wherein the plurality of 
client modules accesses the distribution system so as to be 
able to receive the update package, Wherein the instruction 
set provides instructions to the client modules such that the 
client modules modi?es the resident operating code into the 
updated operating code and Wherein the client modules 
generates at least a portion of the update data blocks by 
utiliZing the received instruction set to perform operations 
on the data blocks of the resident operating code to generate 
the update data blocks. 

[0017] In a further embodiment the invention comprises a 
method of updating a resident operating code stored in a ?rst 
storage section of an electronic device into an updated 
operating code. The method further comprises the step of 
developing an update package comprising a plurality of 
transformation operations to transform the resident operat 
ing code into the updated operating code. The method 
further comprises the step of transferring the update package 
to the electrical device. The method further comprises the 
step of copying a portion of the resident operating code into 
a second storage section. The method further comprises the 
step of updating the portion of the resident operating code 
stored in the second storage section using the transformation 
operations of the update package to transform the resident 
operating code into updated operating code. The method 
further comprises the step of replacing the portion of resi 
dent operating code stored in the ?rst storage section With 
the portion of updated operating code stored in the second 
storage section. The method further comprises the step of 
repeating steps of copying, updating, and replacing noted 
above until the resident operating code has been fully 
updated to the updated operating code. 
[0018] In a still further embodiment the invention com 
prises an updatable electronic device comprising a non 
volatile storage section having operating code stored therein, 
a volatile storage section that is adapted to receive an update 
package comprising a plurality of instructions via a com 
munications medium, and a controller that implements the 
instructions of the update package to update the operating 
code stored in the non-volatile storage section. In this 

embodiment the controller is con?gured to sequentially retrieve original portions of operating code from the non 

volatile storage section into the volatile storage section and 
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(ii) apply the instructions of the update package to the 
retrieved portions in the volatile storage section to thereby 
transform the retrieved original operating code portion into 
an updated operating code portion and then (iii) replace the 
original operating code portion With the updated operating 
code portion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] These and other aspects, advantages, and novel 
features of the invention Will become apparent upon reading 
the folloWing detailed description and upon reference to the 
accompanying draWings. In the draWings, similar elements 
have similar reference numerals. 

[0020] FIG. 1A is a block diagram illustrating one 
embodiment of an update management and distribution 
system. 

[0021] FIG. 1B is a block diagram illustrating another 
embodiment of an update management and distribution 
system including an update server array. 

[0022] FIG. 1C is a block diagram illustrating another 
embodiment of an update management and distribution 
system including an update server array having an update 
store and an update device server. 

[0023] FIG. 1D is a block diagram illustrating another 
embodiment of an update distribution system including an 
update server array having an update store and a plurality of 
update device servers. 

[0024] FIG. 2A is a floWchart illustrating one embodiment 
of an update installation process. 

[0025] FIG. 2B is a ?oWchart illustrating another embodi 
ment of an update installation process. 

[0026] FIG. 3 is a ?oWchart illustrating one embodiment 
of an update creation process. 

[0027] FIG. 4 illustrates one embodiment of a hash array. 

[0028] FIG. 5 is a ?oWchart illustrating one embodiment 
of an instruction set generation process. 

[0029] FIG. 6A illustrates one embodiment of a run length 
encoding instruction. 

[0030] FIG. 6B illustrates one embodiment of an eXisting 
sequence instruction. 

[0031] FIG. 6C illustrates one embodiment of a hash 
instruction. 

[0032] FIG. 6D illustrates one embodiment of a default 
instruction. 

[0033] FIG. 7 illustrates one embodiment of a recon 
structed digital information sequence. 

[0034] FIG. 8A illustrates one embodiment of an eXem 
plary memory or storage architecture. 

[0035] FIG. 8B illustrates one embodiment of a non 
volatile memory or storage area. 

[0036] FIG. 9 is a ?oWchart illustrating one embodiment 
of a bank-by-bank update method. 

[0037] FIG. 10 illustrates one embodiment of the appli 
cation of an update package using the bank-by-bank update 
process. 
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[0038] FIG. 11 is a ?owchart illustrating one embodiment 
of a fault tolerance process. 

[0039] FIG. 12 is a ?owchart illustrating one embodiment 
of a signature creation and authentication process. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0040] Reference Will noW be made to the draWings 
Wherein like numerals refer to like parts throughout. FIG. 
1A illustrates one embodiment of an update distribution 
system 100. The update distribution system 100 includes an 
update generator 102 and a client device 104. In one 
embodiment, the update generator 102 receives a ?rst code 
version 106, such as an old version of a softWare application, 
and a second code version 108, such as a neW version of a 
softWare application. The update generator 102 produces an 
update package 110 comprising an instruction set Which 
represents a plurality of operations that are desirably used to 
transform the ?rst original code version 106 into the second 
updated code version. The update package 110 is then 
transferred to a client device 104 via a communications 
medium. Viable communications media may include hard 
Wired media, removable storage media, Wireless media, 
volatile and non-volatile memory based media, and the 
Internet. Other communications media may include by Way 
of example, local area netWorks (LAN s), Wide area netWorks 
(WANs), public Internets, private Internets, a private com 
puter netWork, a secure Internet, a private netWork, a public 
netWork, a value-added netWork, interactive television net 
Works, Wireless data transmission netWorks, tWo-Way cable 
netWorks, interactive kiosk netWorks, and the like. In addi 
tion, the client device 104 may comprise numerous types of 
devices capable of receiving and processing the update 
package 110, such as computers, personal digital assistants 
(PDAs), hardWired phones, mobile phones, pagers, elec 
tronic peripheral devices, appliances, and other such devices 
capable of being con?gured to receive the update package. 

[0041] In one aspect, the instruction set utiliZes a conver 
sion process employed by the client device 104 to ef?ciently 
convert the eXisting ?rst code version 106 to the second code 
version 108. The instruction set and the implementation of 
the conversion process Will be discussed in greater detail 
herein beloW. 

[0042] At least one method by Which the client device 104 
may securely and reliably obtain the update package 110 
from the update generator 102 may occur by transfer of 
information in the form of the update package 110 through 
at least one of the above-mentioned communications media 
types. The client device 104 may further be equipped With 
the capability to bi-directionally communicate With the 
update generator 102. In one embodiment, the client device 
104 transfers identity information, including type, model, 
and/or make of the device, as Well as the version of 
operational softWare or applications currently in use by the 
client device 104. The update generator 102 receives the 
identity information from the client device 104 and subse 
quently generates the desired update package 110 required 
and/or requested by the client device 104. Alternatively, the 
update generator 102 may be equipped With the ability to 
generate and provide a plurality of update packages 110, 
Which reference a plurality of operational softWare versions 
or applications, prior to receiving the identity information. 
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In this embodiment, the update generator 102 may retrieve 
from memory or storage an archived version of the desired 
update package 110a. In addition, the update generator 102 
may create a version manifest, Which comprises a list of 
archived update packages 110 including operational soft 
Ware version information for a Wide range of particular 
client devices 104. Once the update package 110 is gener 
ated, validated, and deemed available, the update generator 
102 may function as a server and transfer the desired update 
package 110 to the client device 104 as requested or 
required. It Will be appreciated that one or more update 
packages 110 may be generated and archived as updated 
versions of operational softWare become available. Further 
more, update packages 110 can be prepared for use With 
hardWare update systems, such as may be required, for 
eXample, to update non-volatile memory components or 
portable electronic devices. One desirable feature of the 
update management system is that it may be readily adapted 
for use in Wireless update procedures or over the air (OTA) 
updating. This method alloWs updates for softWare or ?rm 
Ware components in devices Without hardWare changes. The 
updating methods described herein can further be used to 
update a client device including applications, operational 
functionality, operating system softWare and the like. Fur 
thermore, the updating operations can correct errors or 
problems With eXisting code resident in the device, add neW 
features or functionality, change or modify resident appli 
cations, or perform other desired update operations in a 
manner that Will be described in greater detail herein beloW. 

[0043] In one embodiment, the update generator 102 com 
prises a single computing device or server component Which 
is responsible for both generating and distributing update 
packages 110. The update generator 102 is equipped to run 
specialiZed softWare to construct the instruction set of the 
update package 110 for the client device 104. Moreover, the 
update generator 102 creates the update package 110 by 
comparing the ?rst code version 106 to the second code 
version 108. The update package 110 desirably includes 
mathematical operations and instructions coded into the 
instruction set Which transform the ?rst code version 106 
into the second code version 108. A principle feature of the 
update management system is that update packages 110 are 
generated in such a Way so as to utiliZe eXisting code or 
information resident on the device. The methods for update 
package generation are speci?cally designed to analyZe the 
differences betWeen the code versions 106, 108 and make 
use of eXisting information sequences in the device When 
possible to transform the ?rst code version 106 into the 
second code version 108. This feature is signi?cant in that it 
signi?cantly reduces the siZe of the update package com 
pared to conventional methods. In one aspect, the ?le siZe of 
the update package 1107 may be reduced by more than 90 
percent With respect to the ?rst code version 106. Advanta 
geously, since the ?le siZe of the update package 110 is 
relatively small and compact, the update package 110 may 
be easily transferred and stored in a memory component of 
the client device 104 Without signi?cantly altering the 
memory allocation siZe and bandWidth speci?cations of the 
client device 104. In one aspect the update generator 102 
generates and archives a plurality of update packages 110 for 
distribution to one or more different types of client devices 
104. Each client device 104 may then request transfer of the 
desired update package 110 Which is selectively sent by the 
server. 
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[0044] FIG. 1B illustrates another embodiment of an 
update distribution system 120. The update distribution 
system 120 is similar in scope and functionality to the update 
distribution system 100 of FIG. 1A except that the update 
distribution system 120 is illustrated With separate comput 
ing components including an update server array 122. The 
update distribution system 120 includes the update generator 
102, the update server array 122, and a plurality of client 
devices 104a, 104b, 104c. In this particular embodiment, the 
update generator 102 is shoWn to generate the plurality of 
update packages 110a, 110b, 110c and transfer the plurality 
of update packages 110a, 110b, 110c to the update server 
array 122. Additionally, the update server array 122 subse 
quently transfers the plurality of update packages 110a, 
110b, 110c to the plurality of client devices 104a, 104b, 
104c. 

[0045] In one aspect, the update server array 122 com 
prises one or more computing devices, Which may be 
con?gured to store and archive the plurality of update 
packages 110a, 110b, 110c transferred from the update 
generator 100. Storage components include, but are not 
limited to, hard drives, magnetic tape drives, random access 
memory (RAM), read only memory (ROM), and removable 
RAM and/or ROM-based storage media including compact 
discs, ?oppy disks, magnetic tape. Additionally, the update 
server array 122 may be equipped With the capability to 
independently and bi-directionally communicate With the 
plurality of client devices 104a, 104b, 104c, Wherein the 
update server array 122 receives identity information, 
including, type, model, and make of the device, and version 
of operational softWare or ?rmWare currently in use on client 
devices 104a, 104b, 104c. In addition, the client devices 
104a, 104b, 104c may request update packages 110a, 110b, 
110c as needed or desired. 

[0046] In one aspect, the update server array 122 receives 
the identity information from individual client devices 104a, 
104b, 104c along With a request for transfer of a speci?ed 
update package 110a, 110b, 110c. The update server array 
122 subsequently locates the requested archived update 
packages and transfers the requested update package to the 
client device. The update server array 122 may further 
automatically transfer the update package 110 to the client 
device 104 Without a request from the client device 104. 

[0047] Advantageously, the update server array 122 may 
coordinate the transfer of a plurality of update packages 
110a, 110b, 110c to the plurality of client devices 104a, 
104b, 104c through at least one of the various above 
mentioned communication media types for the purpose of 
increased ?exibility and efficiency of update distribution. 
After receiving the identity information from at least one of 
the plurality of client devices 104a, 104b, 104c, the update 
server array 122 retrieves from memory or storage archive 
the required version of the update packages 110a, 110b, 110c 
and subsequently transfers the desired update package 110a, 
110b, 110c to the particular client device 104a, 104b, 104c. 
In one embodiment, the update server array 122 may auto 
matically transfer the update packages 110a, 110b, 110c to 
the client devices 104a, 104b, 104c Without a request from 
the client devices 104a, 104b, 104c. 

[0048] Alternatively, the update server array 122 may 
create a server manifest comprising a list of archived update 
packages 110a, 110b, 110c including operational softWare 
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version information, Which pertain to a Wide range of 
particular client devices 104a, 104b, 104c depending on the 
identity, make, and model of the client devices 104a, 104b, 
104c. Upon recognition of one or more client devices 104a, 
104b, 104c, the update server array 122 may transfer the 
server manifest to the one or more client devices 104a, 104b, 
104c. The one or more client devices 104a, 104b, 104c then 
revieW the manifest and submit a request for the update 
package 110a, 110b, 110c to be transferred from the update 
server array 122 to the one or more client devices 104a, 
104b, 104c making the request. 

[0049] In another aspect, the update package 110 may be 
sent from the update generator 100 to the update server array 
122 through at least one of the above-mentioned commu 
nications media, Which promotes increased availability of 
the update packages 110a, 110b, 110c to the one or more 
client devices 104a, 104b, 104c. In one embodiment, the 
update server array 122 is a multi-platform computing 
device capable of conveniently storing a plurality of update 
packages 110a, 110b, 110c for the various client-based 
devices 104a, 104b, 104c and independently establishes 
communication With each client device 104a, 104b, 104c. 
The update server array 122 may recogniZe the one or more 
client devices 104a, 104b, 104c to determine the required 
and/or desired update packages 110a, 110b, 110c needed by 
the one or more client devices 104a, 104b, 104c. For 
eXample, the update package 110 may be sent to the client 
device 104 and further processed by the client device 104 
using softWare components capable of decoding the update 
package 110 

[0050] and altering the operational softWare components 
designed and designated to be updated and/or converted. 
Aspects of the client side update process Will be discussed 
in greater detail herein beloW. Although illustrated as sepa 
rate computing components in FIG. 1B, it Will be appreci 
ated that the update server array 122 and update generator 
102 may comprise a singular entity With the necessary scope 
and functionality to serve as both the update server array 122 
and the update generator 102. 

[0051] In another embodiment, the update computing 
architecture of the update server array 122 includes an 
additional component referred to as a collector, Which 
collects information and updates for other devices capable of 
being updated using at least one of the update packages 
110a, 110b, 110c generated by the update generator 102. In 
this particular embodiment, the collector may communicate 
With both the update server array 122 and the one or more 
client devices 104a, 104b, 104c to determine Which client 
devices 104a, 104b, 104c require updating and if any 
updates are available. The collector may additionally 
acquire the necessary updates and, at that time or at a later 
time, distribute them to the client devices 104a, 104b, 104c. 
In this manner, the large numbers of client devices 104a, 
104b, 104c may be subsequently updated in such a Way to 
distribute the bandWidth requirements over the update server 
array 122. Additionally, the update packages 110 may be 
scheduled for delivery at various times to stagger the dis 
tribution load so that the servers are not overrun by simul 
taneous update requests from large numbers of client 
devices. 

[0052] In one aspect, this method of distributing updates 
comprises caching the information on one or more servers to 














































