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(57) ABSTRACT 

The present invention offers a ?le distribution system that 
can restrict the use of ?les Within a certain limit. The system 
includes a ?le distribution server. The ?le distribution server 
2 is set up so that it can be connected With user terminals via 
communication network 3. The server 2 consists of several 
units. The units included are: the ?le data memory 24 to 
store digital ?le data to distribute, the program memory 25 
to store a computer program to manage and play back digital 
?le data, and the transfer-processing unit 26 to transfer 
management/playback program and digital ?le data in 
response to the request from user terminals. The manage 
ment/playback program carries out the following processes: 
making storage space on the user terminals to store digital 
?le data, storing the distributed digital ?le data after con 
verting it to divided-and-spread data group according to 
certain rules, restoring the stored converted-?le data to 
original digital ?le data by re-converting the converted-?le 
data according to the rules, and playing back the restored 
digital ?le data. 
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CONTENT DELIVERY SERVER AND CONTENT 
DELIVERY SYSTEM HAVING THE SAME 

FIELD OF THE INVENTION 

[0001] The present invention relates to a server for ?le 
distribution and ?le distribution system thereWith. The 
server and the system are constructed to distribute various 
?les to user computers, Which are connected to a commu 
nication netWork such as the Internet. 

BACKGROUND 

[0002] In general, music productions are copied onto 
various media, such as records, CDs (compact discs), and 
cassettes, and then they are sold in stores, or rented for a 
limited period. Movie productions are also copied into 
media such as videotapes and DVDs (digital video discs), 
and are sold or rented in stores. In addition, game programs 
for playing on computers (softWare games) are recorded in 
media such as CD-ROMs, and sold in stores. Novels are also 
sold in stores as publications. 

DISCLOSURE OF THE INVENTION 

[0003] HoWever, these measures for selling or renting 
productions require users to come to stores. If users have 
little spare time, they may miss the opportunities for pur 
chasing or renting those productions. Therefore, these mea 
sures are not necessarily convenient for users. 

[0004] On the other hand, recently the Internet has pro 
liferated, and transactions using the Internet (online trans 
actions) have increased. These online transactions are highly 
convenient because users need not go to stores. In this 
regard, noWadays distribution systems for digital ?les 
(music, movies, softWare games, novels, etc) are constructed 
on the Internet as Web pages. Users can access the Web pages 

With their computers (terminals), and doWnload the digital 
?les. 

[0005] The digital ?les, Which are the objects of the 
distribution system, are often copies of productions. Since 
copyrights of authors are valid for these digital ?les, further 
production and renting of the ?les are basically prohibited 
Without permission of the authors. Therefore, in those dis 
tribution systems, When distributing the digital ?les, it is 
necessary to properly acquire permission of the authors. 

[0006] HoWever, regardless of Whether users are aWare of 
it or not, those distribution systems make copies of the ?les 
on the users’ computers When the ?les are distributed, and 
make it possible for the users to use the copies continually. 
Therefore, in the case of rental, for Which users are supposed 
to use the ?les for a limited period, rights of authors are 
invaded if the copies made on user computers cannot be 
properly deleted after the end of rental periods. 

[0007] In spite of this fact, effective techniques for delet 
ing copies from user computers, after rental periods, have 
not been developed, so far. Thus, the present-day distribu 
tion systems inevitably adopt the method of selling the ?les, 
rather than that of renting. In order to activate online 
transactions further, the development of the copy-deleting 
techniques has been sought. 

[0008] Additionally, since digital ?les are easy to copy, 
from the point of vieW of proper copyright protection, it is 
desirable to develop effective techniques to prevent piracy of 
the ?les. 
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[0009] The present invention has been made in consider 
ation of the above. The present invention relates to a server 
for ?le distribution and to a ?le distribution system there 
With. The server and the system make it dif?cult to copy 
digital ?les, and they can delete distributed digital ?les 
properly after the eXpiration of user licenses. Therefore, the 
server and the system make it possible to effectively restrict 
the use of ?les to a certain limit. 

[0010] The present invention, indicated in claim 1, for 
attaining the above purpose is: 

[0011] A server for ?le distribution connected to a 
user terminal through a communication netWork 
comprising: 

[0012] a ?le data memory having digital ?le data to 
be transmitted; 

[0013] a program memory having a computer pro 
gram managing and playing back said digital ?le 
data; 

[0014] a management/playback program stored in 
said program memory requested from said user 
terminal; and 

[0015] a transfer processing unit transferring said 
digital ?le data stored in said ?le data memory; 

[0016] Wherein said management/playback pro 
gram performs a step of setting a storage space of 
said digital ?le data transferred from said ?le 
distribution server into a memory of said user 

terminal, 

[0017] a step of storing said digital ?le data con 
verted to a data group divided and spread by a 
setting rule in said storage space of said digital ?le 
data, 

[0018] a step of decoding said data group stored in 
said memory of said user terminal to said digital 
?le data by said setting rule, and 

[0019] a step of playing back said decoded digital 
?le data on said user terminal. 

[0020] According to this ?le distribution server, if a user 
terminal accesses the ?le distribution server via a commu 

nication netWork, and then the server receives requests for 
distribution of certain or user-selected digital ?les, the server 
transfers the management/playback program stored in the 
program memory to the user terminal that accessed the 
server. 

[0021] Next, When the management/playback program is 
started on the user terminal, the program makes storage 
space in the user terminal for data that are to be transferred 
from the ?le distribution server. Then, after completing this 
process, the server transfers the requested digital ?le data to 
the user terminal. 

[0022] In the user terminal, the transferred digital ?le data 
are then converted into divided-and-spread data group by the 
management/playback program in accordance With a certain 
setting rule. The digital ?le data are ?nally stored in the 
storage space of the user terminal made in the preceding 
process. 
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[0023] This ends the distribution process of the digital ?le 
in the ?le distribution server. 

[0024] When the digital ?le data are distributed to the user 
terminal in the Way described above, the user can play back 
the digital ?le by starting and running the management/ 
playback program, Which is stored in the user terminal. In 
other Words, When the management/playback program is 
run, the digital ?le data stored in the memory of the user 
terminal are re-converted and restored according to the 
setting rule, and then the restored digital ?le data are played 
on the user terminal. 

[0025] In this Way, With the ?le distribution server, the 
requested digital ?le data are stored in user terminals in the 
form of divided-and-spread data group, Which are converted 
according to the setting rule. Therefore, Without the man 
agement/playback program, Which can re-convert the ?le 
data by using the setting rule sent With the data, the 
transferred ?le cannot be played back. Thus, even if trans 
ferred digital ?le (converted digital ?le) are copied, general 
playback programs cannot play back the copied ?le. Fur 
thermore, by converting ?le data into divided-and-spread 
data group, analyZing and restoring the data become dif? 
cult. Therefore, the system makes it possible to effectively 
prevent illegal use of transferred ?les and to prevent ?le 
piracy and distribution. 

[0026] According to the invention indicated in claim 2 of 
the present invention, there is a setting rule that is unique to 
each one of its users. The setting rule corresponds to the 
above setting rule of the ?le distribution server indicated in 
the above claim 1. According to this ?le distribution server, 
digital ?le data cannot be played back Without the manage 
ment/playback program transferred to the user terminal even 
When the ?le distribution server transfers the management/ 
playback program to other user terminals because the setting 
rule is unique to each one of its users and each management/ 
playback program is not compatible With other management/ 
playback programs. Therefore, the ?le distribution server 
makes it possible to prevent piracy by illegal copying of the 
transferred digital ?les among users. 

[0027] According to the invention indicated in claim 3 of 
the present invention, there is a transfer processing unit (that 
corresponds to the transfer processing unit of the ?le distri 
bution server indicated in the claim 1 or 2) transferring the 
digital ?le data requested from the user terminal With a 
deletion condition data, the management/playback program 
performing a step of setting a storage space of the digital ?le 
data and the deletion condition data transferred from the ?le 
distribution server into the memory of the user terminal, a 
step of storing the digital ?le data converted to data group 
divided and spread by the setting rule in the storage space 
With the deletion condition data, a step of decoding the 
converted ?le data group stored in the memory of the user 
terminal to the digital ?le data by the setting rule, a step of 
playing back the decoded digital ?le data on the user 
terminal, a step of comparing the deletion condition, and a 
step of deleting the converted digital ?le data stored in the 
memory of the user terminal When the deletion condition is 
satis?ed. 

[0028] According to this ?le distribution server, besides 
the above steps of the ?le distribution server indicated in 
claim 1 or 2, When the management/playback program is 
run, in playing back of the digital ?le, the deletion condition 
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data are transferred With the digital ?le data and are checked 
Whether the deletion condition data stored in the memory of 
the user terminal are satis?ed. If the deletion condition is 
satis?ed, the converted ?le data stored in the memory of the 
user terminal are deleted. 

[0029] Thus, it is possible to do rental transaction through 
the Internet by such a deletion process. Furthermore, the 
deletion condition data can be set as the available term after 
receiving the digital ?le or the available repeat-number. And 
the deletion process is a process to overWrite a part or all of 
the digital ?le data divided and spread in the memory of the 
user terminal With other data. 

[0030] And, according to the invention indicated in claim 
4 of the present invention, the server for ?le distribution 
connected to a user terminal through a communication 
netWork according to claim 1 or 3 Wherein said manage 
ment/playback program performing a step of dividing said 
transferred digital ?le data into a plurality of data groups by 
the setting rule, 

[0031] a step of converting said divided data groups 
to discontinuously spread data, and 

[0032] a step of storing said discontinuously spread 
data in said storage space With said deletion condi 
tion data. 

[0033] According to this ?le distribution server, there is a 
management/playback program performing a step of divid 
ing the transferred digital ?le data into a plurality of data 
groups by a setting rule, a step of converting the divided data 
groups to discontinuously spread data, and a step of storing 
the discontinuously spread data in the storage space With the 
deletion condition data. Thus, according to this ?le distri 
bution server, it is very difficult to analyZe and restore the 
digital ?le data because the data are divided to discontinu 
ously spread data. Therefore, this fact makes it possible to 
prevent illegal usage of transferred ?les and piracy by illegal 
copying and distribution. 

[0034] And, according to the invention indicated in claim 
5 of the present invention, there is a server for ?le distri 
bution connected to a user terminal through a communica 
tion netWork comprising: 

[0035] a ?le data memory having digital ?le data to 
be transmitted, a program memory having a com 
puter program managing and playing back the digital 
?le data, a management/playback program stored in 
the program memory requested from the user termi 
nal, and a transfer processing unit transferring the 
digital ?le data stored in the ?le data memory, 
Wherein the transfer processing unit converting the 
digital ?le data requested from the user terminal into 
data group divided and spread by the setting rule and 
transferring the converted digital ?le data to the user 
terminal, Wherein the management/playback pro 
gram performing a step of setting a storage space of 
the converted digital ?le data transferred from the 
?le distribution server into a memory of the user 
terminal, a step of storing the converted digital ?le 
data in the setting storage space, a step of decoding 
the converted digital ?le data in the memory of the 
user terminal to the digital ?le data by the setting 
rule, and a step of playing back the decoded digital 
?le data on the user terminal. 
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[0036] If a user terminal accesses the ?le distribution 
server via a communication netWork, and then the server 
receives requests for distribution of certain or user-selected 
digital ?les, the server transfers management/playback pro 
gram stored in the program memory to the user terminal that 
accessed the server. Next, When the management/playback 
program is started on the user terminal, the program makes 
storage space in the terminal for data that are to be trans 
ferred from the ?le distribution server. 

[0037] Then, after completing this process, the server 
transfers the requested digital ?le data to the user terminal. 
The digital ?le data to be transferred are then converted into 
divided-and-spread data groups by the management/play 
back program in accordance With a certain setting rule. The 
digital ?le data are ?nally stored in the storage space of the 
user terminal made in the preceding process. This ends the 
distribution process of digital ?le in the ?le distribution 
server. 

[0038] When the digital ?le data are distributed to the user 
terminal in the Way described above, the user can play back 
the digital ?le by starting and running the management/ 
playback program, Which is stored in the user terminal. In 
other Words, When the management/playback program is 
run, the digital ?le data stored in the memory of the user 
terminal are re-converted and restored according to the 
setting rule, and then the restored digital ?le is played on the 
user terminal. 

[0039] Therefore, according to this ?le distribution server, 
Without the management/playback program, Which can re 
convert ?le data by using the setting rule sent With the data, 
the transferred ?le cannot be played back because the 
requested digital ?le data are converted into divided-and 
spread data group according to the setting rule and then 
transferred. Hence, by converting ?le data into divided-and 
spread data group, analyZing and restoring the data become 
dif?cult. Thus, even if transferred digital ?les (converted 
digital ?les) are copied, general playback programs cannot 
play back the copied ?les. And, the system makes it possible 
to effectively prevent illegal use of transferred ?les and to 
prevent piracy of the digital ?le data and distribution. 

[0040] According to the invention indicated in claim 6 of 
the present invention, a setting rule, that corresponds to the 
above setting rule of the ?le distribution server indicated in 
claim 5, is unique to each one of its users. By the ?le 
distribution server, digital ?le data cannot be played back 
Without the management/playback program transferred to 
the user terminal When the ?le distribution server transfers 
the management/playback program to some user terminals 
because the setting rule is unique to each one of its users and 
each management/playback program is not compatible With 
other management/playback programs. Therefore, the ?le 
distribution server makes it possible to prevent piracy by 
illegal copying of the transferred digital ?les among users. 

[0041] According to the invention indicated in claim 7 of 
the present invention, there is a transfer processing unit, that 
corresponds to the transfer processing unit indicated in the 
above claim 5 or 6, transferring the converted digital ?le 
data With a deletion condition data to the user terminal, 
Wherein the management/playback program performs a step 
of setting a storage space of the converted digital ?le data 
and the deletion condition data transferred from the ?le 
distribution server into the memory of the user terminal, a 
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step of storing the converted digital ?le data With the 
deletion condition data in the storage space, a step of 
decoding the converted digital ?le data stored in the memory 
to the digital ?le data by the setting rule, a step of playing 
back the decoded digital ?le data on the user terminal, a step 
of comparing the deletion condition, and a step of deleting 
the converted digital ?le data stored in the memory of the 
user terminal When the deletion condition is satis?ed. 

[0042] According to the ?le distribution server, When the 
management/playback program is run, the deletion condi 
tion data are compared Whether satis?ed or not. The deletion 
condition data are transferred With the digital ?le and stored 
in the memory of the user terminal. When the deletion 
condition data are satis?ed, the converted ?le data stored in 
the memory of the user terminal are deleted. 

[0043] Furthermore, the deletion condition data can be set 
as the available term after receiving the digital ?le or the 
available repeat-number. And the deletion process is a 
process to overWrite a part or all of the digital ?le data 
divided and spread in the memory of the user terminal With 
other data. By the ?le distribution server, it is possible to do 
rental transaction through the Internet by such a deletion 
process. 

[0044] According to the invention indicated in claim 8 of 
the present invention, there is a transfer processing unit of 
the ?le distribution server, that corresponds to the transfer 
processing unit indicated in claim 5 or 7, dividing the digital 
?le data requested from the user terminal into a plurality of 
data groups by the setting rule, converting the divided data 
groups to discontinuously spread data, and transferring the 
converted digital ?le data to the user terminal. 

[0045] According to this ?le distribution server, the 
requested digital ?le data are divided into a plurality of data 
groups by the setting rule and the divided data groups are 
converted to discontinuously spread data and the converted 
digital ?le data are transferred to the user terminal. 

[0046] Thus, by the ?le distribution server, it is very 
dif?cult to analyZe and restore the digital ?le data because 
the data are divided to discontinuously spread data. There 
fore, this fact makes it possible to prevent illegal usage of 
transferred ?les and piracy by illegal copying and the 
distribution. 

[0047] According to the invention indicated in claim 9 of 
the present invention, there is a transfer processing unit of 
the ?le distribution server, that corresponds to the transfer 
processing unit indicated in the above claim 1 or 8, coding 
transferring data, and Wherein the management/playback 
program performing a step of decoding the coded transfer 
ring data and a step of playing back the decoded transferring 
data. By the ?le distribution server, the digital ?le data to be 
transferred are coded and then transferred. Therefore, this 
fact makes it possible to prevent illegal usage of transferred 
?les and piracy by illegal copying and the distribution. 

[0048] Therefore, a ?le distribution system having any 
server for ?le distribution indicated in the above claim 1 or 
9, a user terminal connected through a communication 
netWork, makes it possible to effectively prevent illegal use 
of transferred ?les and to prevent ?le piracy and distribution. 

[0049] Note that the term digital ?le in this invention 
corresponds to digital information and data, such as char 
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acters, voices, and images, and computer programs. It 
includes digital music, movies, and novels, and also includes 
software games. 

[0050] In addition, the term playback corresponds to the 
following: (1) outputting music sounds to the speakers of 
user terminals designed for digital music, (2) shoWing 
movies on the displays of user terminals designed for digital 
movies, (3) shoWing novels on the displays designed for 
digital novels, (4) making softWare games available on the 
user terminals designed for softWare games. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0051] FIG. 1 is a block diagram shoWing the general 
structure of the ?le distribution system of the present inven 
tion for one Way of its implementation. 

[0052] FIG. 2 is a block diagram shoWing the general 
structure of the ?le distribution server for the Way of its 
implementation. 
[0053] FIG. 3 is a How chart to demonstrate registering 
process at the user-registering module for the Way of its 
implementation. 
[0054] FIG. 4 is a diagram to illustrate the divide-and 
spread process of the digital ?le data for the Way of its 
implementation. 
[0055] FIG. 5 is a How chart to illustrate the distribution 
process at the transferring module for the Way of its imple 
mentation. 

[0056] FIG. 6 is a How chart to shoW the playback process 
for the Way of its implementation. 

[0057] FIG. 7 is a How chart to illustrate the distribution 
process at the transferring module for another Way of its 
implementation. 
[0058] FIG. 8 is a How chart to shoW the playback process 
module for another Way of its implementation. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0059] Details of one Way of implementation for the 
present invention Will be described beloW using attached 
?gures. NoW, FIG. 1 and FIG. 2 are block diagrams 
shoWing the general structures of the ?le distribution system 
and the ?le distribution server for the present implementa 
tion, respectively. 
[0060] As shoWn in FIG. 1, the ?le distribution system 1 
of this particular Way of implementation is composed of ?le 
distribution server 2 and multiple user terminals 4, all of 
Which are connected via the Internet 3. The ?le distribution 
server 2 functions as a server With CGI script and the 
Internet servers such as W servers. Each of the user 
terminals 4 functions as a client With broWsers. 

[0061] The ?le distribution server 2 is a computer With 
CPU, ROM, RAM, and hard discs. As shoWn in FIG. 2, it 
has some function components such as a Web page process 
ing unit 21, a user-registration processing unit 22, a user 
registration information memory 23, a ?le data memory 24, 
a program memory 25, a transfer-processing unit 26, and a 
communication interface 27. The server is connected to the 
Internet 3 With the communication interface 27. 
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[0062] The Web page processing unit 21 opens up home 
pages on the Internet 3 for ?le distribution. Through these 
home pages, several processes are carried out such as user 
registration, transference of the management/playback pro 
gram, and distribution of digital ?les. 

[0063] The user-registration processing unit 22 registers 
system-user information inputted from the user terminals 4 
With the home pages. In detail, as shoWn in FIG. 3, When a 
user’s registration information such as name, address, credit 
card number, e-mail address, passWord, etc, is input through 
the user terminal 4 (step S1), the user-registration processing 
unit 22 receives the information (step S2). Then the unit 
assigns an ID number to the user, and transfers it to the user 
terminal 4 (step S3). Each of the received user information 
and the assigned ID number is then stored in the user 
registration information memory 23 (step S4). The screen of 
the user terminal 4 displays transferred ID number (step S5) 
so that the user can commit the number to, for eXample, 
Writing. 
[0064] The ?le data memory 24 stores various digital ?le 
data such as information data including characters, voices, 
and images (novels, essays, music, movies, pictures, paint 
ings, designs, etc), and computer programs (softWare 
games). 
[0065] The program memory 25 stores a management/ 
playback program and a cipher key, Which are transferred to 
the user terminal 4, and are run or used in the terminal. The 
details of the management/playback program Will be 
described later. 

[0066] The transfer-processing unit 26 transfers the man 
agement/playback program and the cipher key, Which are 
stored in the program memory 25, in response to the request 
from the user terminal 4. The unit also loads requested 
digital ?le data from the ?le data memory 24, and after 
adding a deletion condition and ciphering With the cipher 
key, the unit transfers them to the user terminal 4. 

[0067] The management/playback program is started on 
the user terminal 4 and carries out the folloWing siX pro 
cesses. (1) Making the storage space in the memory of user 
terminal 4 for digital ?le data to be transferred from the 
transfer-processing unit 26. (2) Storing the transferred digi 
tal ?le data and deletion condition data into the storage space 
made in the previous process, after converting them into 
divided-and-spread data group according to a rule set in 
advance. (3) Re-storing the converted ?le data to original 
digital ?le data, by re-converting the converted data stored 
in the memory according to the setting rule. (4) Deciphering 
the restored digital ?le data. (5) Playing back the deciphered 
digital ?le data on the user terminal 4. (6) Checking if the 
deletion conditions are ful?lled, and if they are ful?lled, the 
program deletes the converted ?le data stored in the 
memory. 

[0068] More details of the transfer-processing unit 26 and 
the management/playback program process Will be 
explained beloW, using FIG. 5 and FIG. 6. 

[0069] First, the distribution process of the ?les is 
described based on FIG. 5. As shoWn in FIG. 5, When a user 
terminal 4 inputs a request for transference of user infor 
mation such as an ID number and a passWord or that of a 
management/playback program via Web pages (step S11), 
the transfer-processing unit 26 receives the request (step 
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S12). Then, the transfer-processing unit 26 loads the 
requested management/playback program and a cipher key 
from the program memory 25, and sets a conversion rule for 
divide-and-spread process of the digital ?les. The conver 
sion rule is unique to each one of its users’ ?les (step S13). 
The set conversion rule data is transferred together With the 
management/playback program and the cipher key to the 
requesting user terminal 4 (step S14), and then they are 
stored in the user terminal 4(step S15). 

[0070] Next, When the transferred management/playback 
program is started on the user terminal 4 (step S16), this 
management/playback program makes storage space in the 
memory of the user terminal 4 for storing digital ?le data to 
be transferred from the ?le distribution server 2 (step S17). 
Speci?cally, as shoWn schematically in FIG. 4, the program 
sets tWo-dimensional storage space With addresses in verti 
cal (Y) and horiZontal directions. The siZe of the storage 
space is adjusted according to the amount of data to be 
stored in the space. 

[0071] After the setting of the storage space, the manage 
ment/playback program makes the user terminal 4 possible 
to request a ?le from the ?le distribution server 2 (step S18). 
In other Words, the program opens communication betWeen 
the ?le distribution server 2 and the user terminal 4, and 
displays a ?le list, Which is stored in the ?le data memory 24 
of the ?le distribution server 2, on the screen of the user 
terminal 4. Then, the program makes it possible for user to 
select ?les one likes from the displayed list, or to enter the 
rental period. 

[0072] Then, after necessary information (?le to rent, 
rental period, etc) is ?Xed on the user terminal 4(step S18), 
it is transferred to the ?le distribution server 2, and received 
by the transfer-processing unit 26 (step S19). 

[0073] By receiving the input from the user terminal 4, the 
transfer-processing unit 26 loads requested digital ?le data 
from the ?le data memory 24 (step S20). Then, the transfer 
processing unit 26 adds the deletion condition (the last day 
of the rental) to the loaded digital ?le data (step S21), and 
after ciphering the data, transfers them to the user terminal 
4 (step S23). NoW, considering the playback process that 
Will be done later, the deletion condition is desirable to be a 
?Xed-siZe data and to be inserted in the head of the digital 
?le data. Thus, the present invention adopted this procedure. 

[0074] After receiving the ciphered digital ?le data and the 
deletion condition that is added to it, the management/ 
playback program run on the user terminal 4 converts the 
received data into the divided-and-spread data group accord 
ing to the conversion rule (?le data conversion, step S24). 
Then, the program stores the data into the storage space so 
as to make the data discontinuous partly or completely (step 

S25). 
[0075] The speci?c Way of the divide-and-spread process 
is as the folloWing. First, the received data is sequentially 
divided into segments With predetermined siZe. Then, the 
divided data is stored in the memory With the address 
calculated by the formula, 

[0076] Where P is a constant assigned for and unique to 
each user, 0t is an integer that has the value from 1 to n, and 
[3 is an integer With the value from 0 to m. Also, n depends 
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on horiZontal siZe of the storage space, and m depends on P. 
In this case, the conversion rule is this formula, and the term 
“conversion to divided-and-spread data group” corresponds 
to the action of storing the digital ?le data into the storage 
space after dividing and spreading. 

[0077] More speci?cally, the management/playback pro 
gram sets the address of Y=1 and the value of [3=0, and then 
it changes a sequentially from 1 to n. Using these values, the 
program calculates address X With the formula shoWn 
above, and stores divided data in the storage space corre 
sponding to the calculated address (X, Y=1). AfterWards, 
changing the address Y from 2 to a ?Xed maXimum value, 
and setting [3=0 and changing a from 1 to n, the program 
calculates address X. After that process, the program calcu 
lates the reminder of the address X by changing [3 from 1 to 
M sequentially and iterating the same process. And then the 
program stores divided data sequentially in the derived 
address (X, Y). 

[0078] FIG. 4 shoWs the Way of storing the divided ?le 
data (A1-A65) in the addresses calculated above, by setting 
the maXimum value of address X=11, that of address Y=10, 
P=4, ot=1 to 2, and [3=0 to 3. The divided ?le data group is 
discontinuous in the sense that the divided ?le data is not 
stored in the space of address X=1 to 3. 

[0079] In this Way, the term “partly discontinuous” is 
de?ned as the state in Which there are other data betWeen the 
divided-?le data stored in X-directionally, if the direction of 
data reading is X-direction. Similarly, the term “completely 
discontinuous” is de?ned as the state in Which other data are 
stored in all the spaces betWeen each of the reading-direc 
tionally divided ?le data. The term “other data” in above 
de?nitions corresponds to other ?le data or any data other 
than ?le data. Regarding the case shoWn above, the divided 
?le data Would be completely discontinuous if [3 is set taking 
only odd or even numbers. In this Way, digital ?le data and 
deletion condition data attached to it is distributed from the 
?le distribution server 2 to the user terminal 4, and then the 
data is stored in the user terminal. 

[0080] The process of playing back the digital ?le that is 
stored in the user terminal 4 is described beloW, based on 
FIG. 6. When the management/playback program is started 
on the user terminal 4, and selected to play back the digital 
?le stored in the memory, the playback process in the 
program is carried out. As shoWn in FIG. 6, the program 
reads current time from a clock function in the user terminal 
4 (step S31), and then it loads the deletion condition stored 
in the memory (step S32). 

[0081] The deletion condition data is inserted at the head 
of digital ?le data, and stored in the memory together With 
the ?le data after divided and spread. 

[0082] Therefore, the process of loading the deletion con 
dition data starts With calculating the address X, Y in Which 
the deletion condition data is stored. The address is calcu 
lated according to the conversion rule (the above formula). 
Then the data is deciphered With the cipher key, Which is 
transferred from the server 2 together With management/ 
playback program and stored in the user terminal 4. 

[0083] Next, current time and the deletion condition data 
(the ?nal day of the rental) is compared (step S33). If current 
time is before the ?nal day of the rental, the selected digital 
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?les are played back (step S34). On the contrary, if the rental 
period is passed, the digital ?le data stored in the memory 
are deleted (step S35). 

[0084] The playback consists of three processes: (1) load 
ing of the digital ?le data that is stored in the memory after 
dividing and spreading, (2) deciphering of the loaded digital 
?le, (3) playing back of the deciphered digital ?le data. 
These processes can be carried out ether in serially/simul 
taneously, or entirely serially. 

[0085] The loading process of the digital ?le data is done 
in the same Way as the loading process of deletion condition 
data. That is, the addresses X and Y are calculated sequen 
tially according to the conversion rule (the above formula), 
and the data stored in the address are loaded sequentially. By 
the Way, in the present invention, We denote this loading 
process as re-converting process. The deciphering process is 
done similarly based upon the cipher key, Which is trans 
ferred With management/playback program and stored in the 
user terminal 4. The playback process (step S34) ceases 
When the playback of the digital ?le data is completed. 

[0086] The term playback corresponds to the folloWing: 
(1) outputting the music sounds to the speakers of user 
terminals 4 designed for digital music, (2) shoWing the 
movies on the displays of user terminals 4 designed for 
digital movies, (3) shoWing the novels on the displays 
designed for digital novels, (4) making the softWare games 
available on the user terminals 4 designed for softWare 
games. 

[0087] The deletion process (step S35) is a process to 
overWrite a part or all of the digital ?le data With other data. 
The address X, Y of the digital ?le data is determined using 
the conversion rule (the above formula). After this process, 
the management/playback program shoWs error messages 
on the screen of the user terminal 4, and the messages notify 
users that the rental period is over, and that the ?les Were 
deleted (step S36). By this display of error messages, the 
series of the deletion processes is completed. 

[0088] As described above, in the ?le distribution system 
1 in this case, the requested digital ?le data are divided 
according to the rules (conversion rule) set uniquely for each 
user, and then stored in the user terminal 4 discontinuously 
spread. In addition, Without the management/playback pro 
gram that has re-conversion function of digital ?les based on 
the rules uniquely set for each user, the distributed ?le 
cannot be played back. Thus, even if transferred digital ?les 
(converted digital ?les) are copied, general playback pro 
grams cannot play back the copied ?les. In addition, because 
each management/playback program does not have compat 
ibility With each other, users cannot play back digital ?le 
data that are distributed to other users. Furthermore, by 
converting ?le data into divided-and-spread data group, 
analyZing and restoring the data become highly dif?cult. 

[0089] Therefore, by using the ?le distribution system 1 of 
this case, pirating of the transferred ?les becomes meaning 
less, and this fact makes it possible to prevent illegal usage 
of transferred ?les and piracy by illegal copying and the 
distribution of it. 

[0090] In addition, the only management/playback pro 
gram that is necessary to play back the ?le also carries out 
the deleting process of the distributed digital ?le. Therefore, 
When users run the program in an attempt to play back the 
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digital ?le that is out of the rental period, the program surely 
deletes the invalid ?le. In this Way, legal and proper rental 
can be done. 

[0091] Although so far We eXplained an eXample of imple 
mentation for the present invention, speci?c Ways of imple 
mentation that the present invention can carry out are not 
limited to the above description. For eXample, in the above 
description, the management/playback program that is run 
on the user terminal 4 divides and spreads (converts) the 
distributed digital ?le, and stores it in the memory of user 
terminal 4. The implementation of the present invention, 
hoWever, is not limited to the structure described above. As 
shoWn in FIG. 7, the divide-and-spread process (?le data 
conversion) can be done in the transfer-processing unit 26 
(step S24‘). The procedure of the divide-and-spread process 
can be the same one as described above. 

[0092] Besides, though the deletion condition is de?ned as 
the ?nal day of the rental period in the original explanation, 
it can be other conditions such as available repeating times 
of playback. In this case, played-back-number is stored in 
the memory of user terminals 4. In the playback process, as 
shoWn in FIG. 8, the stored played-back-number is read 
(step S41), and deletion condition stored in the memory is 
loaded in the same Way as the original eXample (step S42). 
Then, the played-back-number and the available repeat 
number are compared (step S43). 

[0093] If the played-back-number is less than the available 
repeat-number, the digital ?le data are played back (step 
S44), and the played-back-number is reneWed (step S45). 
On the other hand, if the played-back-number is equal to the 
available repeat-number, the ?le is deleted (step S46), and 
error messages are shoWn (step S47). The deletion condition 
(available repeat-number) can be inputted in the step S18 
shoWn in FIG. 5 and FIG. 7, in place of rental-period input. 

[0094] Although deletion condition data in the original 
explanation is divided-and-spread as Well as digital ?le data, 
it is possible to convert only digital ?le data. In addition, the 
conversion rule unique to each user is not limited to the 
formula shoWn above. For eXample, the one With a random 
number is also effective. 

[0095] Furthermore, although the original case is an 
eXample of a rental transaction, the selling transaction of the 
digital ?le data is also practical. In this case, the deleting 
process described above is not necessary. 

Industrial Applicability 

[0096] In this Way, With the ?le-distribution server, the 
requested digital ?le data are stored in user terminals in the 
form of divided-and-spread data group, Which are converted 
according to the setting rule. Therefore, Without the man 
agement/playback program, Which can re-convert ?le data 
by using the setting rule sent With the data, the transferred 
?le cannot be played back. 

[0097] Thus, even if transferred digital ?les (converted 
digital ?les) are copied, general playback programs cannot 
play back the copied ?les. Besides, by converting ?le data 
into divided-and-spread data group, analyZing and restoring 
the data become dif?cult. 

[0098] Therefore, the system makes it possible to effec 
tively prevent illegal use of transferred ?les and to prevent 
?le piracy and distribution. 
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What is claimed is: 
1. A server for ?le distribution connected to a user 

terminal through a communication netWork comprising: 

a ?le data memory having digital ?le data to be transmit 
ted; 

a program memory having a computer program managing 
and playing back said digital ?le data; 

a management/playback program stored in said program 
memory requested from said user terminal; and 

a transfer processing unit transferring said digital ?le data 
stored in said ?le data memory; 

Wherein said management/playback program performs a 
step of setting a storage space of said digital ?le data 
transferred from said ?le distribution server into a 

memory of said user terminal, 

a step of storing said digital ?le data converted to data 
group divided and spread by a setting rule in said 
storage space of said digital ?le data, 

a step of decoding said data group stored in said memory 
of said user terminal to said digital ?le data by said 
setting rule, and 

a step of playing back said decoded digital ?le data on 
said user terminal. 

2. The server for ?le distribution connected to a user 
terminal through a communication netWork according to 
claim 1 Wherein said setting rule is unique to each one of its 
users. 

3. The server for ?le distribution connected to a user 
terminal through a communication netWork according to 
claim 1 or 2 Wherein said transfer processing unit transfer 
ring said digital ?le data requested from said user terminal 
With a deletion condition data, 

said management/playback program performs a step of 
setting a storage space of said digital ?le data and said 
deletion condition data transferred from said ?le dis 
tribution server into said memory of said user terminal, 

a step of storing said digital ?le data converted to data 
group divided and spread by a setting rule in said 
storage space With said deletion condition data, 

a step of decoding said data group stored in said memory 
of said user terminal to said digital ?le data by said 
setting rule, 

a step of playing back said decoded digital ?le data on 
said user terminal 

a step of comparing said deletion condition, and 

a step of deleting said converted digital ?le data stored in 
said memory of said user terminal When said deletion 
condition is satis?ed. 

4. The server for ?le distribution connected to a user 
terminal through a communication netWork according to any 
one of claim 1 to 3 Wherein said management/playback 
program performs a step of dividing said transferred digital 
?le data into a plurality of data groups by a setting rule, 

a step of converting said divided data groups to discon 
tinuously spread data, and 
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a step of storing said discontinuously spread data in said 
storage space With said deletion condition data. 

5. A server for ?le distribution connected to a user 

terminal through a communication netWork comprising: 

a ?le data memory having digital ?le data to be transmit 
ted; 

a program memory having a computer program managing 
and playing back said digital ?le data; 

a management/playback program stored in said program 
memory requested from said user terminal; and 

a transfer processing unit transferring said digital ?le data 
stored in said ?le data memory; 

Wherein said transfer processing unit converting said 
digital ?le data requested from said user terminal into 
data groups divided and spread by a setting rule and 
transferring said converted digital ?le data to said user 
terminal, 

Wherein said management/playback program performs a 
step of setting a storage space of said digital ?le data 
transferred from said ?le distribution server into a 

memory of said user terminal, 

a step of storing said converted digital ?le data in said 
setting storage space, 

a step of decoding said converted digital ?le data in said 
memory of said user terminal to said digital ?le data by 
said setting rule, and 

a step of playing back said decoded digital ?le data on 
said user terminal. 

6. The server for ?le distribution connected to a user 
terminal through a communication netWork according to 
claim 5 Wherein said setting rule is unique to each one of 
users. 

7. The server for ?le distribution connected to a user 
terminal through a communication netWork according to 
claim 5 or 6 Wherein said transfer processing unit transfer 
ring said converted digital ?le data With a deletion condition 
data to said user terminal, 

Wherein said management/playback program performs a 
step of setting a storage space of said digital ?le data 
and said deletion condition data transferred from said 
?le distribution server into said memory of said user 

terminal, 

a step of storing said converted digital ?le data With said 
deletion condition data in said storage space, 

a step of decoding said converted digital ?le data stored 
in said memory to said digital ?le data by said setting 
rule, 

a step of playing back said decoded digital ?le data on 
said user terminal, 

a step of comparing said deletion condition, and 

a step of deleting said converted digital ?le data stored in 
said memory of said user terminal When said deletion 
condition is satis?ed. 
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8. The server for ?le distribution connected to a user 
terminal through a communication netWork according to any 
one of claim 5 to 7 Wherein said transfer processing unit 
dividing said digital ?le data requested from said user 
terminal in a plurality of data groups by a setting rule, 

converting said divided data groups to discontinuously 
spread data, and 

transferring said converted digital ?le data to said user 
terminal. 

9. The server for ?les distribution connected to a user 
terminal through a communication netWork according to 
claim 1 or 8 Wherein said transfer processing unit codes data 
being transferred, and Wherein said management/playback 
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program performs a step of decoding said coded transferred 
data and a step of playing back said decoded transferred 
data. 

10. A ?le distribution system comprising: 

a server for ?le distribution; 

a user terminal connected through a communication net 

Work; 

Wherein said server for ?le distribution is any server 
described the above any one of claim 1 to 9. 


