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(57) ABSTRACT 

A commodity-meter management system including com 
modity meters (e.g., electrical energy meters, gas meters, 
and/or water meters), one or more servers, and a commu 

nications application to communicate between the meters 
and the servers. The meters are connected to the servers via 

communication mediums. The communications application 
can communicate bi-directionally in real-time between the 
meters and the servers via the communication mediums. The 

communications application can determine the actual con 

?guration parameters according to which the meter is oper 
ating at any given time. In order to detect theft of a 
commodity, the communications application can compare 
the actual con?guration parameters to default con?guration 
parameters. If the actual and default con?guration param 
eters are not equal, substantially equal, or within a prede 

termined threshold, the communications application indi 
cates that a tamper event has occurred. 
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METER MONITORING AND TAMPER 
PROTECTION SYSTEM AND METHOD 

FIELD OF THE INVENTION 

[0001] This invention relates generally to meter systems 
and methods, and more particularly to meter control and 
tamper protection systems and methods. 

BACKGROUND OF THE INVENTION 

[0002] Utilities provide commodities such as electricity, 
gas, and Water to the public, preferably at the least possible 
cost to each consumer. HoWever, each year utilities are 
subject to increasing costs due to distribution losses. For 
eXample, many electrical utilities suffer signi?cant and ris 
ing distribution costs year after year. The utilities are forced 
to pass these distribution losses along to the paying con 
sumers. While certain amounts of electricity, gas, Water, and 
other commodities are lost due to the technical limitations of 
the various distribution systems, large quantities of these 
commodities are stolen. The electrical and gas utilities refer 
to these losses as “non-technical distribution losses” or 
“energy theft”. The various utilities typically Write off these 
losses as unrecoverable due to a general lack of evidence 
available to prove energy theft. Unfortunately, such theft and 
losses have become an increasing problem for many utili 
ties. For eXample, energy theft is becoming a major problem 
for electrical utilities across the globe, and the economic 
losses to electrical and gas utilities resulting from energy 
theft soars into the hundreds of millions of dollars. In 
addition to the commodities offered by energy utilities, any 
type of commodity that is measured by meters, such as oil, 
gasoline, and telephone services, can also be stolen. 

[0003] Meter tampering is one form of theft (Whether 
energy theft or theft of another commodity). One method of 
meter tampering is for a person to physically damage the 
meter or the lines surrounding the meter. For example, a 
person may remove one or more poWer line connections (for 
electrical energy meters), bypass the meter, or reverse the 
meter’s direction of operation. Another method of meter 
tampering is for a person to change the internal settings of 
the meter, such as by reprogramming the meter’s con?gu 
ration parameters. Generally, in order for a person to repro 
gram a meter, the person must have access to the meter 
programming hardWare and softWare and in some cases 
must have knoWledge of the meter’s passWord. Due to the 
access and knoWledge required to reprogram a meter, this 
type of meter tampering often involves the utility’s oWn 
personnel, Which makes detecting and preventing the theft 
even more dif?cult. 

[0004] Utilities are generally unable to determine and 
monitor the internal settings or con?guration parameters of 
their meters Without a utility employee being sent to each 
individual meter. Also, utilities are generally unable to store 
and access the internal settings or con?guration parameters 
for each of their meters from a centraliZed location, such as 
a centraliZed database. Utilities also must send a utility 
employee to each individual meter in order to reprogram the 
meters to their default con?guration parameters or to neW 
con?guration parameters. NeW con?guration parameters 
may be required to implement changes to the costs of the 
commodity, seasonal changes, or neW contractual agree 
ments. HoWever, if a utility employee must be sent to each 
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meter in order to implement the changes to the meter’s 
con?guration parameters, the utility cannot prevent the 
employee from tampering With the con?guration parameters 
on behalf of a consumer. 

[0005] Some utilities (such as electrical and gas utilities) 
often make agreements With corporations having facilities 
that use large quantities of energy. For eXample, an electric 
utility can make an agreement With a corporation so that the 
corporation’s facilities are required to use less poWer during 
peak times. Due to the agreement, more poWer is available 
for other consumers during peak times. The electric utility 
then sets the meters in the corporation’s facilities according 
to a time-of-use schedule in order to implement the agree 
ment. HoWever, the corporation’s employees or other indi 
vidual may attempt to override the internal settings or 
con?guration parameters of the meters in order to use more 
poWer during peak times (e. g., in order to increase the output 
of an air conditioning system, factory equipment, and the 
like). Before the meters in the corporation’s facilities are 
read by a meter reader or an automatic meter reading (AMR) 
system, the corporation’s employees can turn the meter back 
to the con?guration parameters set by the electrical utility 
according to the agreement. Even though the electrical 
utility may be able to charge the corporation for the addi 
tional energy used in breach of the agreement, the energy 
Will not be available to other consumers When needed during 
peak times. 

[0006] In light of the problems and limitations described 
above, a need eXists for a method and apparatus for remotely 
obtaining setting information of one or more meters, for 
detecting and preventing the theft of electricity, gas, Water, 
and other commodities, for detecting meter tampering 
accomplished by changing the internal settings or con?gu 
ration parameters of a meter, and for remotely changing one 
or more settings of a meter. A need also eXists for detecting 
meter tampering quickly so that as little energy (or other 
commodity) as possible is lost or otherWise incorrectly 
measured. A further need eXists for obtaining con?guration 
parameters for meters and storing the con?guration param 
eters in a centraliZed location. Each embodiment of the 
present invention achieves one or more of these results. 

SUMMARY OF THE INVENTION 

[0007] Some embodiments of the present invention pro 
vide a commodity meter management system including one 
or more commodity meters (e.g., electrical energy meters, 
gas meters, Water meters, and the like), one or more servers, 
and a communications application to communicate betWeen 
the meters and the servers. Each meter can initially be 
con?gured to operate according to one or more default 
con?guration parameters, but at any given time, each meter 
operates according to actual con?guration parameters, any 
of Which can be different than the default con?guration 
parameters. For energy meters, the con?guration parameters 
can include transformer settings, scale factors, time-of-use 
or seasonal schedules, etc. 

[0008] Each meter is preferably connected to at least one 
of several servers via any suitable communication medium. 
In some embodiments, each meter is connected to a server 
via one of several different types of communication medi 
ums, and the meters are able to communicate With the 
servers over each of the different types of communication 
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mediums simultaneously. For example, one meter can be 
connected to a server via a cellular network, While another 
meter can be connected to the same or another server in the 

system via a satellite netWork. In some embodiments, tWo or 
more meters can communicate simultaneously With the same 
server over the same or different netWorks. The servers are 

generally located remotely from the meters, such as at a 
utility’s facility a distance from the customer. The commu 
nications application is used to communicate remotely 
betWeen the meters and the servers. The communications 
application preferably enables bidirectional communication 
in real time betWeen the meters and the servers. Preferably, 
the communications application can determine the actual 
con?guration parameters according to Which the meter is 
operating at any given time. 

[0009] In some embodiments, the commodity meter man 
agement system includes a database connected to the serv 
ers. The database preferably stores default con?guration 
parameters for one or more of the meters. In order to detect 
theft of the commodity, the communications application 
preferably compares the actual con?guration parameters to 
the default con?guration parameters. If the actual and 
default con?guration parameters are not equal, substantially 
equal or Within a pre-determined threshold, the communi 
cations application preferably indicates that a tamper event 
has occurred. The communications application can also 
record that the tamper event has occurred and can create a 
tamper event message (such as in a tamper event log or 
history stored in a memory associated With the server) for 
use in preventing future thefts. The communications appli 
cation can even take corrective action, such as to send a 
tamper event message to appropriate personnel Who can be 
dispatched to check the meter. 

[0010] In some embodiments, rather than dispatching per 
sonnel When a tamper event is indicated, the communica 
tions application resets the actual con?guration parameters 
of the meter back to the default con?guration parameters. 
Preferably, When the actual con?guration parameters are 
reset to the default con?guration parameters, the communi 
cations application records the time that the meter Was reset 
and the location or identity of the meter so that theft activity 
can be tracked. In this matter, the theft can be quickly 
detected and further loss of the commodity can be prevented. 
In these and other embodiments, the communications appli 
cation can change the actual con?guration parameters to 
neW con?guration parameters, Whether a tamper event has 
been indicated or not, thereby providing an amount of 
control over meter operations. 

[0011] According to some methods of the invention, com 
modity meters are connected to one or more servers via a 

communication medium. The meters can be initially con 
?gured to operate according to one or more default con?gu 
ration parameters preferably stored in a database. The serv 
ers communicate remotely With the meters in order to 
determine the actual con?guration parameters according to 
Which the meter is operating at any given time. Preferably, 
the actual and default con?guration parameters are com 
pared, (most preferably in real-time) and a tamper event is 
indicated if the actual and default con?guration parameters 
are not equal to, substantially equal to, or Within a prede 
termined threshold of one another. In some embodiments, 
When a tamper event is indicated, a tamper event message is 
created and used to dispatch personnel to check or service 
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the meter. Also, in some embodiments the actual con?gu 
ration parameter is automatically reset to the default con 
?guration parameter. The time of the tamper event, the 
location of the meter being tampered With, and/or the 
identity of the meter tampered With can be recorded in order 
to track the theft activity. If desired, some embodiments of 
the present invention enable the actual con?guration param 
eters to be changed to neW con?guration parameters. 

[0012] Further objects and advantages of the present 
invention, together With the organiZation and manner of 
operation thereof, Will become apparent from the folloWing 
detailed description of the invention When taken in conjunc 
tion With the accompanying draWings, Wherein like elements 
have like numerals throughout the draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The present invention is further described With 
reference to the accompanying draWings Which shoW pre 
ferred embodiments of the present invention. HoWever, it 
should be noted that the invention as disclosed in the 
accompanying draWings is illustrated by Way of example 
only. The various elements and combinations of elements 
described beloW and illustrated in the draWings can be 
arranged and organiZed differently to result in embodiments 
Which are still Within the spirit and scope of the present 
invention. 

[0014] In the draWings, Wherein like reference numerals 
indicate like parts: 

[0015] FIG. 1 illustrates a commodity meter management 
system according to a preferred embodiment of the present 
invention; 
[0016] FIGS. 2A and 2B are a How chart illustrating an 
embodiment of a method according to the present invention; 
and 

[0017] FIGS. 3A and 3B are a How chart illustrating 
another embodiment of a method according to the present 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0018] FIG. 1 illustrates a commodity meter management 
system 10 embodying the present invention. The system 10 
includes commodity meters 12 connected to or otherWise 
associated With one or more buildings or properties 14 such 
as homes, businesses, and industrial plants. The meters 12 
can be any device capable of measuring a commodity (i.e., 
any economic good) being consumed, such as electricity, 
Water, gas, steam, telephone service, oil, gasoline, and the 
like. In some embodiments, the meters 12 are capable of 
bidirectional, real-time communication Within the commod 
ity meter management system 10. For example, each meter 
12 can be equipped With one or more communication ports 
enabling such communications (such as USB, Ethernet, or 
other types of communications ports). As another example, 
each meter 12 can be equipped With a transceiver device 13. 
The transceiver device 13 can be any conventional device 
capable of providing or transmitting one or more signals by 
a Wire or Wireless connection or otherWise capable of 
sending signals to a communication medium. The trans 
ceiver device 13 could be, for example, hardWare connected 
to a port of the meter 12 or a Wireless transmitter device 
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connected to the meter 12. However, in other embodiments 
described in greater detail below, the meters 12 are capable 
of communication that is not bi-directional or real-time. In 
such cases, the meters 12 could be equipped With only one 
of a transmitter or a receiver. 

[0019] Several types of meters 12 can be used in the 
commodity meter management system 10. For example, for 
electrical energy, the meters 12 can include Ethernet-enabled 
poWer quality meters, standard revenue meters, IP revenue 
meters, or any other type of meter capable of measuring 
electrical energy. In some highly preferred embodiments, the 
meters 12 are solid-state meters that are equipped With one 
or more communication ports. If the solid-state meters do 
not include a communication port, the solid-state meters are 
preferably retro?tted With a gateWay device, as Will be 
described in more detail beloW, or a communication card 
(e.g., an Ethernet card, a tWo-Way pager card, etc.). 

[0020] To enable communication, one or more data col 
lection devices 15 (i.e., a device that counts the pulses output 
by the meter 12) can also be connected to the meters 12. The 
data collection devices 15 are preferably equipped With 
communication capabilities. The data collection devices 15 
are preferably con?gured to communicate With a server or 
With a remote computer. Communication With the server or 
remote computer can be via any conventional telecommu 
nication medium, such as by an Ethernet connection as 
shoWn in FIG. 1, by a coaxial cable connection, or in by any 
other telecommunications lines or Wireless transmissions as 
Will be described in greater detail beloW. Although the data 
collection devices 15 (if used) can be located at or near a 
server 20 or remote computer 48, the data collection devices 
can instead be located at or near the location of the meters 
12 or in another location betWeen the meters 12 and the 
server 20 or remote computer 48. 

[0021] Each data collection device 15 is preferably 
capable of storing at least some of the outputs of the meter 
or meters 12 connected thereto. In this regard, some data 
collection devices includes a real-time clock and are capable 
of transmitting the output of the meter 12 in real-time. In 
some embodiments, the data collection devices 15 include a 
memory and are capable of storing the output of connected 
meter(s) 12 for a period of time (e.g., an extended period of 
time such as 30 days of 15 or 30 minute interval readings) 
before transmitting the output of the connected meters 12 to 
the server 20 or remote computer 48. Also in some embodi 
ments, the data collection devices 15 can convert analog or 
digital pulses or signals (e.g., dry-contact pulse outputs) 
generated by some meters 12 into digital signals suitable for 
transmission to the server 20 or remote computer 48 by any 
of the communications connections described above. 

[0022] Additional information regarding such data collec 
tion devices 15 and their construction, connection, and 
manner of operation can be found in US. patent application 
Ser. No. 09/239,429 entitled “Energy Information and Con 
trol System,” the disclosure of Which is incorporated herein 
by reference, in so far as it relates to serial or Ethernet pulse 
input modules and other data collection devices and their 
construction, connection, and manner of operation. 

[0023] Although one or more data collection devices 15 
can be employed in the system 10 according to the present 
invention, in some embodiments the meter 12 is capable of 
direct communication With one or more servers 20 or remote 
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computers 48 Without the use of a data collection device 15. 
For example, the meters 12 can be Internet-protocol (IP) 
revenue meters that are capable of direct communication 
With netWorks using Internet protocol. Still other manners of 
connection and communication to servers 20 and/or remote 
computers 48 are possible, each of Which fall Within the 
spirit and scope of the present invention. A number of these 
alternative manners of connection and communication are 
described in greater detail beloW. 

[0024] Each meter 12 preferably operates according to one 
or more internal settings or con?guration parameters. The 
con?guration parameters can include any internal settings or 
parameters that control the operation of the meter 12. 
Because con?guration parameters can exist in a meter 12 in 
a number of different formats (e.g., digital, analog, etc.) and 
can be changed in an number of different manners, the term 
“con?guration parameters” as used herein and in the 
appended claims also includes any signal representative of a 
setting of the meter 12 or capable of controlling the opera 
tion of the meter 12. For example, rather than transmitting 
an analog setting through the system 10, the analog setting 
can be converted into a digital signal that represents the 
analog setting of the con?guration parameter. As another 
example, a con?guration setting can be a trigger, a high or 
loW voltage or current, an indicator, and the like, transmitted 
to change an internal setting of the meter 12. In many cases, 
several con?guration parameters must be set for each meter 
12 in order to accurately measure the amount of the com 
modity being consumed. 

[0025] By Way of example only, for electrical energy 
meters, the con?guration parameters can include one or 
more of the folloWing: potential transformer (PT) primary 
setting, PT secondary setting, PT ratio setting, current trans 
former (CT) primary setting, CT secondary setting, CT ratio 
setting, one or more scale factors, time-of-use schedules, 
season schedules, a demand reset, an energy reset, clock 
settings, an energy-per-pulse setting (i.e., kh), and a pulse 
value setting (i.e., ke). Moreover, one of ordinary skill in the 
art Will recogniZe that the con?guration parameters for an 
electrical energy meter can include still other parameters 
according to Which such meters 12 operate. Other commod 
ity meter applications (e.g., for measuring gas, Water, or any 
other commodity consumed) can employ other parameters, 
each of Which are relevant to meter operation. 

[0026] Instrument transformers, such as potential and cur 
rent transformers (PTs and CTs), are typically used to 
measure the voltages and currents on a poWer line. Because 
these voltages and currents are very high, the voltages and 
currents must be converted into smaller, more manageable 
signals. Potential and current transformers have primary and 
secondary Windings (i.e., coils of Wire) that step the voltages 
and currents doWn to smaller signals. The meters 12 typi 
cally use multipliers (based upon the ratios of the primary to 
secondary Windings) to convert the signals back to their 
actual values. If the primary settings, secondary settings, or 
ratio settings for the PT and/or CT are altered in the meter 
12, the voltage and current measurements (and hence the 
energy consumption measurements) are also altered. 

[0027] The scale factor parameters (in those meters having 
one or more of such parameters) are generally used to scale 
up or scale doWn the amount of energy the meter 12 
measures per revolution of the meter’s disk or per pulse 
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output of the meter 12. A person could scale doWn the 
amount of the energy the meter measures per revolution or 
pulse in order to steal energy. In other types of meters Where 
the commodity consumed is measured by the meter 12 in 
another manner, the scale factor can be used to scale up or 
scale doWn the Weight given to each movement or other 
operation performed by the meter during commodity mea 
surement. The meters 12 can also use general scale factors 
to increase or decrease a measured value to compensate for 
characteristics of the measuring devices. 

[0028] If employed in the meter 12, time-of-use schedules 
are schedules for energy use agreed upon or decided by the 
consumer. For example, a consumer may agree to consume 
less energy during peak times in order to save on energy 
costs. Aperson could alter the time-of-use schedule to obtain 
more energy than agreed upon during peak times. Similarly, 
the season schedules (if employed) are schedules for the 
energy consumed for each season. For example, in the 
summer, the consumer could alloW the building temperature 
to rise to 72 degrees before turning on the air-conditioning 
system, While in the Winter, the consumer could alloW the 
building temperature to fall to 68 degrees before turning on 
the heating system. A person could alter the season sched 
ules to obtain more energy than agreed upon. Similar 
time-of-use and seasonal schedules can be employed in 
other types of commodity meters, each of Which are relevant 
to some embodiments of the present invention. 

[0029] A commodity such as electrical energy is typically 
more expensive during one time-of-use period or season. A 
person could alter the time-of-use or seasonal schedules 
Within the meter 12 to reduce the amount of the commodity 
being measured during the more expensive period. For 
example, if a peak period for electrical energy is from 
12:00-5:00 p.m., the meter 12 records the energy measured 
during that time period in a “peak period” category. If a 
person changes the con?guration parameters so that the peak 
period for the meter 12 is from 1:00-4:00 p.m., the meter 12 
Will record the energy measured from 12:00-1:00 pm. and 
from 4:00-5:00 pm. in a “off-peak period” category. Thus, 
the consumer Will pay loWer off-peak rates for peak-period 
energy. 

[0030] Some meters 12 are provided With demand and 
energy resets corresponding to demand and energy registers. 
The meter reader or an automatic meter reading (AMR) 
system uses such resets to reset the meter 12 after making a 
periodic reading of the demand and energy registers. For 
example, an AMR system can read the meter 12 once per 
month and can use the demand and energy resets to reset the 
demand and energy registers after each reading. A person 
could use the demand and energy resets to clear the quan 
tities already measured for the billing period before the end 
of the billing period in order to steal energy. Similarly, the 
con?guration parameters could also include energy-billing 
con?guration parameters, and a person could alter energy 
billing con?guration parameters for a current billing period 
in order to steal energy. As With the other operational 
parameters of the meter described above, similar resets can 
be found on other types of commodity meters, each of Which 
are relevant to alternative embodiments of the present inven 
tion. 

[0031] In addition to resetting the demand and energy 
registers to Zero, the registers can be set to a value loWer than 
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the actual consumption value. For example, commodities 
such as electrical energy, gas, and Water, are often measured 
With ever increasing values. The difference betWeen the 
measurement for the current month and the measurement for 
the previous month represents the amount of the commodity 
consumed in the billing period. Using a gas meter as an 
example, if the gas measurement for the previous month Was 
10,000 MCF (thousand cubic feet) and the gas measurement 
for the current month is 11,000 MCF, the gas consumption 
value is 1,000 MCF. HoWever, if the meter reads 10,500 
MCF at midmonth, and a person changes the register back 
to 10,100 MCF, the register Will read 10,600 MCF at the end 
of the month and 400 MCF of gas Will be stolen. Also, the 
demand registers record the peak value for a particular time 
period. Since consumers are often billed based on their 
peak-period demand, a person can steal energy by changing 
the demand register to a smaller value. 

[0032] Where employed, the clock settings of an electric 
ity meter (or another commodity meter) include the time and 
date settings that are maintained internally in each meter 12. 
A person could alter the time and date settings in order to 
change the timing of the billing period and to steal energy or 
another commodity measured by the meter 12. 

[0033] The energy-per-pulse setting (kh) represents the 
quantity of energy measured by the meter 12 per each 
rotation of the meter’s disk or per each pulse of the meter 12. 
The pulse-value setting (ke) is the quantity of energy mea 
sured for each rotation or pulse. Aperson could decrease the 
energy-per-pulse setting and/or the pulse-value setting in 
order to steal energy. Like the scale factor parameters 
described above, in other types of meters Where the com 
modity consumed is measured by the meter 12 in another 
manner, such settings can be employed to set the quantity of 
commodity measured by the meter 12 for each movement or 
other operation performed by the meter 12. 

[0034] Gas meters and Water meters use measuring 
devices such as valves and/or drums to convert the How of 
gas or Water into a signal that is then converted back into a 
gas or Water consumption value. Scale factors analogous to 
the PT and CT ratios described above are used to convert the 
signals into actual consumption values. The scale factors are 
properties of the gas or Water measuring devices. In order to 
determine the actual consumption values, the ratios that are 
programmed into the meters must match the scale factor 
properties of the measuring devices. Thus, a person could 
alter the scale factors and/or ratios that are programmed into 
the meters in order to steal gas or Water. 

[0035] In some preferred embodiments of the present 
invention, each meter 12 is connected via one or more 
communication mediums 16 to a netWork 18 connected to 
one or more servers 20. In other embodiments, each meter 
12 is instead directly connected to one or more servers 20 or 

remote computers 48. By Way of example only, the system 
10 illustrated in FIG. 1 and described elseWhere herein has 
a netWork 18 to Which the meters 12 and the servers 20 
and/or remote computers 48 are connected. Each meter 12 is 
connected to the netWork 18 (or directly to one or more 
servers 20 or remote computers 48 in other embodiments) 
via a communication medium 16. In some cases, one or 
more of the meters 12 can be connected in this manner via 
more than one communication medium 16 to provide redun 
dancy in the event that one communication medium 16 is 
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temporarily unable to communicate With the network 18. 
Referring again to the embodiment illustrated in FIG. 1, the 
communication mediums 16 can be separate devices, sys 
tems, or netWorks or can be integral With the netWork 18. 

[0036] In some embodiments, each server 20 is equipped 
With a transceiver device 23. The transceiver device 23 can 
be any conventional device capable of providing or trans 
mitting one or more signals by a Wire or Wireless connection 
or otherWise capable of sending signals via the communi 
cation mediums 16. The transceiver device 23 could be, for 
eXample, hardWare connected to a port of the server 20 or a 
Wireless transmitter device connected to the server 20. 
HoWever, in other embodiments described in greater detail 
beloW, each server 20 is capable of communication that is 
not bi-directional or real-time. In such cases, each server 20 
could be equipped With only one of a transmitter or a 
receiver. 

[0037] The communication mediums 16 can be any suit 
able communication system, device, or netWork. For 
eXample, the communication mediums 16 can include an 
Ethernet connection 21, a serial-communications netWork 
22, a cellular netWork 24, a tWo-Way pager netWork 26, a 
satellite netWork 28, a poWer-line carrier netWork 30, and/or 
a telephone netWork 32, and any combination thereof. Still 
other types of communication mediums 16 are possible and 
fall Within the spirit and scope of the present invention. The 
netWork 18 can be any packet-sWitched netWork (i.e., the 
Internet or an intranet), a local-area netWork (LAN), a 
Wide-area netWork (WAN), a virtual private netWork (VPN), 
or any combination thereof. For eXample, the netWork 18 
can be comprised of the Internet connected to a LAN that is 
connected to the servers 20 or remote computers 48. One 
having ordinary skill in the art Will appreciate that other 
types of communications netWorks can be used to enable 
communication betWeen the meters 12 and the servers 20 or 
remote computers 48, each of Which falls Within the spirit 
and scope of the present invention. In some highly preferred 
embodiments, the netWork 18 operates according to trans 
mission control protocol/Internet protocol (TCP/IP), 
although any other communications protocol can be 
employed as desired. For eXample, the netWork 18 can 
operate according to asynchronous transfer mode (ATM) 
and/or user datagram protocol/Internet protocol (UDP/IP). 

[0038] Additional information regarding such communi 
cation mediums 16, netWorks 18, and servers 20, and their 
construction, connection, and manner of operation can be 
found in US. patent application Ser. No. 09/239,429 entitled 
“Energy Information and Control System,” and US. patent 
application Ser. No. 10/038,057 entitled “In?nitely Scalable 
Method for Acquiring Data Over a Computer Network,” the 
disclosures of Which are incorporated herein by reference, in 
so far as they relate to building servers, primary servers, 
poWer databases and other communication mediums, net 
Works, and servers, and their construction, connection, and 
manner of operation. 

[0039] With continued reference to the embodiment of the 
present invention illustrated in FIG. 1, the meters 12 can be 
connected to the netWork 18 via the serial communications 
netWork 22. In such cases, the meters 12 can be connected 
to the serial communications netWork 22 via one or more 
serial connections (e.g., serial ports With selectable RS-232/ 
422/485), and can thereafter be connected to the netWork 18 
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in a number of different manners, such as via a gateWay 
device 34. In those cases Where this connection is to a 
non-serial netWork 18, the gateWay device 34 can be any 
hardWare device capable of serving as a bridge betWeen a 
serial communications-enabled device and a non-serial net 
Work. Alternatively, the gateWay device 34 can be connected 
to the netWork 18 via an Ethernet connection 21 or any other 
communication medium 16 described herein. In addition to 
the meters 12, the gateWay device 34 can be used to connect 
other devices to the netWork 18 or directly to the servers 20 
or remote computers 48, such as poWer monitors, HVAC 
equipment, circuit breakers, generators, uninterruptible 
poWer supplies (UPS), programmable controllers, and/or 
any type of analog and/or digital input/outputs. Once con 
nected to the gateWay device 34, the data stored Within these 
other devices can preferably be shared, distributed, and 
accessed by other devices connected to the netWork 18. For 
eXample, if the HVAC equipment for a building is connected 
to the netWork 18, the data regarding the poWer consumed 
by the HVAC equipment can be accessed by a utility client. 

[0040] Additional information regarding such gateWay 
devices, and their construction, connection, and manner of 
operation can be found in US. patent application Ser. No. 
09/239,429 entitled “Energy Information and Control Sys 
tem,” the disclosure of Which is incorporated herein by 
reference, in so far as it relates to building servers and other 
gateWay devices, and their construction, connection, and 
manner of operation. 

[0041] The meters 12 can also or instead be connected to 
the netWork 18 or directly to one or more servers 20 or 
remote computers 48 via a cellular netWork 24. The meters 
12 can be connected to the cellular netWork 24 via cellular 
digital-packet-data (CDPD) modems 36 or other conven 
tional hardWare enabling communication via a cellular net 
Work 24. In some preferred embodiments, each meter 12 
using the cellular netWork 24 is equipped With or connected 
to the cellular netWork 24 by a CDPD modem 36. 

[0042] The meters 12 can also or instead be connected to 
the netWork 18 or directly to one or more servers 20 or 

remote computers 48 via a tWo-Way pager netWork 26. The 
meters 12 can be connected to the tWo-Way pager netWork 
26 via pager circuitry 38. In some embodiments, each meter 
12 using the tWo-Way pager netWork 26 is equipped With or 
is connected to the tWo-Way pager netWork 26 by such pager 
circuitry 38. Preferably, the tWo-Way pager netWork 26 
utiliZes a telecommunications company’s pager netWork to 
send and/or receive information regarding the meters 12. In 
some embodiments, the servers 20 or remote computers 48 
in turn can communicate With the telecommunications com 
pany’s netWork infrastructure to bridge onto the tWo-Way 
pager netWork 26. 

[0043] The meters 12 can also or instead be connected to 
the netWork 18 or directly to one or more servers 20 or 

remote computers 48 via a satellite netWork 28. In some 
embodiments, the satellite netWork 28 is comprised of one 
or more loW-earth-orbit (LEO) satellite netWorks. The 
meters 12 can be connected to the satellite netWork 28 via 
satellite communications circuitry 40. In some embodi 
ments, each meter 12 using the satellite netWork 28 is 
equipped With or is connected to the satellite netWork 28 by 
such satellite communications circuitry 40. 

[0044] The meters 12 can also or instead be connected to 
the netWork 18 or directly to one or more servers 20 or 
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remote computers 48 via a poWer-line carrier network 30. In 
the poWer-line carrier network 30, electric power lines are 
preferably used as a communication medium. The electric 
poWer lines often have a limited geographical range, so 
gateWay devices 42 (e.g., devices similar in function to the 
gateWay devices 34 described above) can be used (if 
desired) to bridge signals betWeen the poWer-line carrier 
netWork 30 and other netWorks of the communication medi 
ums 16. 

[0045] The meters 12 can also or instead be connected to 
the netWork 18 or directly to one or more servers 20 or 

remote computers 48 via a telephone netWork 32. The 
meters 12 can be connected to the telephone netWork 32 in 
any conventional manner, such as by suitable Wire or cable 
or by internal or external modems 44 connected to the 
meters 12. In some embodiments, each meter 12 using the 
telephone netWork 32 is preferably equipped With or is 
connected to the telephone netWork 32 by a modem 44. 
Preferably, the modems 44 use telephone lines to commu 
nicate With the netWork 18, servers 20, and/or remote 
computers 48. Any manner of conventional telephone con 
nection can be employed for this purpose. For example, the 
modems 44 can communicate With the netWork 18 by 
contacting an Internet service provider (ISP) and bridging 
onto a LAN or WAN connected to the netWork 18, servers 
20, or remote computers 48. As another example, the 
modems 44 can communicate directly With one or more 
servers 20 or remote computers 48 by communicating With 
a modem bank connected to the servers 20 or remote 

computers 48. 

[0046] Preferably, for each of the communication medi 
ums 16, the devices connected to the netWork 18 (e.g., 
gateWay devices, communication cards in the meters, cir 
cuitry connected to the meters, communications-equipped 
meters, etc.) are programmed With communications param 
eters. These communications parameters Would be under 
stood by one of ordinary skill in the art, and can include 
Internet protocol addresses, phone numbers, serial numbers, 
etc. These communications parameters server to bridge the 
meters 12 and/or gateWay devices 34 or 42 onto communi 
cations netWorks so that the servers 20 (or any other device 
or computer connected to the netWork 18) can locate and 
access the meters 12 and/or gateWay devices 34 or 42. 

[0047] In some embodiments of the present invention, a 
database 46 is connected to the netWork 18 or is connected 
to one or more of the servers 20 or remote computers 48 in 
any other manner. The database 46 can store information 
regarding the operation of each meter 12, the location of 
each meter 12, the identity of each meter 12, and any other 
necessary information regarding each meter 12. Alterna 
tively, such information regarding only some of the meters 
12 can be stored on the database 46. Preferably, the servers 
20 or remote computers 48 communicate With the database 
46 in order to access the information regarding the meters 
12. The database 46 is preferably also used to store one or 
more default con?guration parameters for some or all of the 
meters 12. The default con?guration parameters can be any 
of the con?guration parameters discussed above With respect 
to electric, Water, gas, and other meters, or any other suitable 
con?guration parameter for a meter. The default con?gura 
tion parameters are the con?guration parameters initially 
programmed into the meter 12 or otherWise set for the meter 
12, either When the meter 12 is ?rst installed or When the 
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meter 12 is programmed or otherWise set for the particular 
consumer or manner of operation. The default con?guration 
parameters can include con?guration parameters necessary 
for the proper operation of the meter 12, and can also or 
instead include con?guration parameters agreed upon by the 
consumer, such as time-of-use or season schedules. The 
database 46 can also be used to store one or more actual 

con?guration parameters for one or more of the meters 12, 
and the manner in Which this information can be obtained 
and stored in the database 46 is described in greater detail 
beloW. 

[0048] As described above, one of more computers 48 are 
preferably connected to the netWork 18. The computers 48 
can be computers or computer systems of the utility pro 
viding the commodity measured by the meters 12. In this 
regard, the computers 48 can also include computers and 
computer systems of individual utility clients or groups of 
utility clients. The utilities and/or utility clients (in different 
embodiments of the present invention) are preferably able to 
communicate With the servers 20 and the database 46 in 
order to access information regarding operation of the 
meters 12, meter default con?guration parameters, meter 
actual con?guration parameters, and any other necessary 
information regarding the meters 12. Examples of such 
con?guration parameters are described in greater detail 
above With regard to electric meters. Any or all of these 
types of information can be accessible to the utilities and/or 
utility clients. 

[0049] For example, the utility clients are preferably able 
to access information regarding particular meters 12 that are 
being tampered With. Rather than (or in addition to) client 
computers 48 being directly connected to the netWork 18, 
the commodity meter management system 10 can generate 
and send reports of meter tampering (or any other informa 
tion regarding the meters 12) to the utility clients. As other 
examples, a utility can access a history of theft events 
associated With one or more of the meters 12 and stored in 
the database, can vieW information regarding the default, 
actual, or default and actual con?guration parameters for one 
or more of the meters 12, can vieW Which con?guration 
parameters have been changed for any or all of the meters 12 
over a given period of time, or can identify Which meters 12 
have been subject to changes of a certain con?guration 
parameter, and the like. Still other information regarding the 
actual and default con?guration parameters of one or more 
meters 12 in the system 10 can preferably be accessed by the 
remote computer(s) 48. Preferably, the present invention 
enables a user (such as a utility client or a system admin 
istrator not employed by the utility) of the system 10 to 
access the database via a computer 48 or server 20 to vieW 
one or more default and/or actual con?guration parameters 
of one or more meters 12 in the system 10. In alternative 
embodiments of the present invention, the database 46 is 
associated With a computer 48 of a utility or With a computer 
48 of a utility client, such as in the case of a memory of 
either computer 48. 

[0050] In some embodiments, the commodity meter man 
agement system 10 is con?gured for use by one utility client, 
such as a single electrical utility, and only electric meters 12 
are managed. In other embodiments, the commodity meter 
management system 20 is used to manage several different 
types of commodity meters 12 for one or more utility clients. 
For example, the commodity meter management system 10 
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can be used to manage electric, gas, and Water meters for one 
or more utility clients in order to manage all of the public 
utility meters for a given geographic area or for a given 
consumer or group of consumers. 

[0051] A communications application preferably com 
prised of softWare 50 is stored and executed from one or 
more of the servers 20 (Which can be a server of the utility 
or commodity supplier, a server of the customer, or a server 
of a third party). Alternatively, the communications appli 
cation can be stored and executed from one or more of the 
remote computers 48. In general, the softWare 50 could be 
stored and eXecuted from any one of the meters 12, the 
netWork 18, the server(s) 20, the remote computers 48, or on 
any combination of these devices and systems. Although the 
communications application is described as being comprised 
of softWare 50, the communications application can also be 
comprised of hardWare or a combination of softWare and 
hardWare. 

[0052] Additional information regarding such communi 
cations application softWare 50 and its construction, con 
nection, and manner of operation can be found in Us. patent 
application Ser. No. 09/239,429 entitled “Energy Informa 
tion and Control System,” and Us. patent application Ser. 
No. 10/038,057 entitled “In?nitely Scalable Method for 
Acquiring Data Over a Computer Network,” the disclosures 
of Which are incorporated herein by reference, in so far as 
they relate to data acquisition systems and other communi 
cations application softWare, and their construction, connec 
tion, and manner of operation. 

[0053] The communications application softWare 50 is 
preferably programmed to operate according to the method 
of the invention as described beloW. As shoWn in FIGS. 2A 
and 2B, the commodity meter management system 10 can 
be operated according to a “pull” softWare architecture in 
Which one or more of the servers 20 or remote computers 48 

request information from the meters 12. For ease of descrip 
tion, only a system in Which one or more servers 20 perform 
meter information gathering Will be described beloW, it 
being understood that similar methods can be performed in 
the case of one or more remote computers 48 performing the 
tasks of the servers 20 described beloW. According to the 
“pull” softWare architecture, the server 20 preferably ini 
tiates communication With the meter 12 by requesting infor 
mation from the meter 12 at predetermined intervals, such as 
every 15 or 30 minutes, once every day, and the like. 
HoWever, the server 20 can also request information from 
the meter 12 Whenever necessary, such as at scheduled times 
or dates, When a utility client suspects meter tampering by 
a particular consumer, and the like. 

[0054] As shoWn in FIG. 2A, the server 20 preferably 
requests (at 100) from the meter 12 one or more actual 
con?guration parameters under Which the meter 12 is cur 
rently operating. The meter 12 preferably sends (at 102) the 
actual con?guration parameters to the server 20 via one or 
more of the communication mediums 16 and the netWork 18 
(in embodiments of the present invention employing a 
network). Alternatively, the meter 12 can send (at 102) the 
actual con?guration parameters to the netWork 18 directly 
(in the case Where the netWork 18 is de?ned by a system 
connected directly to the meter 12) or even to the server 20 
directly. Preferably, the server 20 doWnloads (at 104) one or 
more default con?guration parameters for the meter 12 from 
the database 46. 
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[0055] The communications application softWare 50 then 
preferably compares (at 106) one or more of the actual 
con?guration parameters to one or more of the correspond 
ing default con?guration parameters for the meter 12. In 
some preferred embodiments, the communications applica 
tion softWare 50 performs this comparison in real-time as the 
actual con?guration parameters are sent by the meter 12. If 
one or more of the actual con?guration parameters are equal 
to, substantially equal to, or Within a predetermined thresh 
old of the default con?guration parameters (preferably set 
and adjustable by the utility), the communications applica 
tion softWare 50 preferably Waits (at 108) for a time period 
corresponding to a predetermined time interval before 
requesting the actual con?guration parameters from the 
meter 12 again. Alternatively, the communications applica 
tion softWare 50 can Wait until the neXt scheduled time to 
request the actual con?guration parameters or can Wait for a 
user command to request the actual con?guration param 
eters. If a predetermined threshold is employed in the 
determination made at 108, the predetermined threshold can 
correspond to the accuracy of the equipment or to any other 
accuracy, calibration, or tolerance considerations. The pre 
determined threshold could also correspond to a de minimus 
level of theft that the utility client has decided not to pursue. 

[0056] If the actual con?guration parameters are not equal 
to, substantially equal to, or Within a predetermined thresh 
old of the default con?guration parameters, the communi 
cations application softWare 50 preferably indicates (at 110) 
that a tamper event has occurred. When a tamper event is 
indicated, the communications application softWare 50 pref 
erably records (at 112) information regarding the tamper 
event, such as the date, time, and location of the tamper 
event. This information is preferably recorded in the data 
base 46, but could instead or in addition be recorded in a 
memory associated With any one or more of the servers 20 

or remote computers 48. In some preferred embodiments, 
the communications application softWare 50 is capable of 
recording the speci?c location and/or identity of the meter 
12 that is being tampered With, so that the meter tampering 
activity can be tracked more easily. For eXample, by record 
ing the location and/or identity of the meter 12, the meter 
tampering activity can be associated With one or more utility 
employees Working in a particular geographic area at the 
time of the tamper event. 

[0057] In addition to or rather than recording the tamper 
event date, time, location, or meter identity, the communi 
cations application softWare 50 can create (at 112) a tamper 
event message. The tamper event message can include any 
of the tamper information just described, as Well as the 
particular con?guration parameter or parameters being 
altered in the meter 12, and any other necessary information. 
The tamper event message can be used for any number of 
purposes, such as for dispatching personnel to the location 
of the meter 12 being tampered With in order to manually 
reset or otherWise service the meter 12, to apprehend the 
person(s) tampering With the meter 12, and the like. 

[0058] In some embodiments of the present invention, the 
communications application softWare can take other correc 
tive action instead of or in addition to preparing, displaying 
and/or sending a tamper event message as just described. As 
shoWn in FIG. 2B, When a tamper event is indicated, the 
communications application softWare 50 can preferably 
either recall or again doWnload (at 114) the default con?gu 
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ration parameter(s) for the meter 12 from the database 46. In 
some embodiments, the communications application soft 
Ware 50 is capable of resetting the meter 12 to again operate 
according to the default con?guration parameters. In such 
cases, the communications application softWare 50 prefer 
ably sends one or more signals to the tampered meter 12 
corresponding to the correct default con?guration param 
eter(s) to be folloWed by the meter 12 or to trigger a reset 
function in the meter 12 in order to restore default con?gu 
ration parameter(s) stored in a memory of the meter 12. In 
some embodiments, the communications application soft 
Ware 50 is also capable of changing one or more actual 
con?guration parameters or default con?guration param 
eters of the meter 12 to neW con?guration parameters (i.e., 
parameters different from the default con?guration param 
eters). For example, if the consumer agrees to a neW 
time-of-use schedule, the neW con?guration parameters can 
be uploaded to the meter 12 in order to implement the neW 
time-of-use schedule. In various embodiments of the present 
invention, any one or more con?guration parameters of the 
meter 12 can be controlled and adjusted remotely in this 
manner. 

[0059] In order to reset the meter 12 to the default con 
?guration parameters (or to the neW con?guration param 
eters), the communications application softWare 50 prefer 
ably uploads (at 116) the default or neW con?guration 
parameters from the server 20 to the meter 12 via the 
communication medium 16 connected to the meter 12. The 
communications application softWare 50 then resets (at 118) 
the actual or default con?guration parameters according to 
Which the meter 12 is currently operating back to the default 
con?guration parameters (or to the neW con?guration 
parameters). In some embodiments, the communications 
application softWare 50 can also con?rm (at 120) that the 
default con?guration parameters (or neW con?guration 
parameters) Were successfully uploaded and/or that the 
resetting of the meter 12 is complete. Also in some embodi 
ments, the communications application softWare 50 prefer 
ably records (at 122) the time and/or date When meter 12 has 
been reset for billing purposes or for any other purpose. This 
information can be recorded in the database 46 or in a 
memory associated With a server 20, a remote computer 48, 
or even the meter 12. The communications application 
softWare 50 preferably Waits (at 124) for a time period 
corresponding to a predetermined interval before requesting 
the actual con?guration parameters from the meter 12 again, 
or Waits for a scheduled time or command from a user for the 

same purpose. 

[0060] As shoWn in FIGS. 3A and 3B, some embodi 
ments of the commodity meter management system 10 
according to the present invention are operated according to 
a “push” softWare architecture in Which the meters 12 (or the 
gateWays devices 34 and 42) provide information to one or 
more servers 20 or remote computers 48, Without the servers 
20 or remote computers having to request the information. 
For ease of description, only a system in Which one or more 
servers 20 respond to information provided by a meter Will 
be described beloW, it being understood that similar methods 
can be performed in the case of one or more remote 
computers 48 responding in such manners. According to the 
“push” softWare architecture, the meter 12 preferably ini 
tiates communication With the server 20 by automatically 
providing information to the server 20 at predetermined 
intervals, such as every 15 or 30 minutes, once every day, 
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and the like. Alternatively, the meter 12 can initiate such 
communication at set times and dates, When a meter con 
?guration parameter has been changed (by tampering or 
otherWise), and the like. 

[0061] The meter 12 preferably sends (at 202) one or more 
actual con?guration parameters to the server 20 via one or 
more of the communication mediums 16 and the netWork 18 
(in embodiments of the present invention employing a 
netWork 18). Alternatively, the meter 12 can send the actual 
con?guration parameters to the netWork 18 directly (in the 
case Where the netWork 18 is de?ned by a system connected 
directly to the meter 12) or even to the server 20 directly. 
Preferably, the server 20 doWnloads (at 204) one or more 
default con?guration parameters for the meter 12 from the 
database 46. 

[0062] The communications application softWare 50 then 
preferably compares (at 206) one or more of the actual 
con?guration parameters to one or more of the correspond 
ing default con?guration parameters for the meter 12. In 
some preferred embodiments, the communications applica 
tion softWare 50 performs the comparison in real-time as the 
actual con?guration parameters are sent by the meter 12. If 
one or more of the actual con?guration parameters are equal 
to, substantially equal to, or Within a predetermined thresh 
old of the default con?guration parameters (preferably set 
and adjustable by the utility), the communications applica 
tion softWare 50 preferably Waits (at 208) for a time period 
corresponding to a predetermined time interval before 
requesting the actual con?guration parameters from the 
meter 12 again. The predetermined threshold can correspond 
to the accuracy of the equipment or to any other accuracy, 
calibration, or tolerance considerations. The predetermined 
threshold could also correspond to a de minimus level of 
theft that the utility client has decided not to pursue. 

[0063] If the actual con?guration parameters are not equal 
to, substantially equal to, or Within a predetermined thresh 
old of the default con?guration parameters, the communi 
cations application softWare 50 indicates (at 210) that a 
tamper event has occurred. When a tamper event is indi 
cated, the communications application softWare 50 prefer 
ably records (at 212) information regarding the tamper 
event, such as the date, time, and location of the tamper 
event. This information is preferably recorded in the data 
base 46, but could instead or in addition be recorded in a 
memory associated With any one or more of the servers 20 

or remote computers 48. In some preferred embodiments, 
the communications application softWare 50 is capable of 
recording the speci?c location and/or identity of the meter 
12 that is being tampered With, so that the meter tampering 
activity can be tracked more easily. For eXample, by record 
ing the location and/or identity of the meter 12, the meter 
tampering activity can be associated With one or more utility 
employees Working in a particular geographic area at the 
time of the indicated tamper event. 

[0064] In addition to or rather than recording the tamper 
event date, time, location, or meter identity, the communi 
cations application softWare 50 can creates (at 212) a tamper 
event message. The tamper event message can include any 
of the tamper information just described, as Well as the 
particular con?guration parameter or parameters being 
altered in the meter 12, and any other necessary information. 
The tamper event message can be used for any number of 
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purposes, such as for dispatching personnel to the location 
of the meter 12 being tampered With in order to manually 
reset or otherWise service the meter 12, to apprehend the 
person(s) tampering With the meter 12, and the like. 

[0065] In some embodiments of the present invention, the 
communications application softWare can take other correc 
tive action instead of or in addition to preparing, displaying 
and/or sending a tamper event message as just described. As 
shoWn in FIG. 3B, When a tamper event is indicated, the 
communications application softWare 50 can preferably 
either recall or again doWnload (at 214) the default con?gu 
ration parameter(s) for the meter 12 from the database 46. In 
some embodiments, the communications application soft 
Ware 50 is capable of resetting the meter 12 to again operate 
according to the default con?guration parameters. In such 
cases, the communications application softWare 50 prefer 
ably sends one or more signals to the tampered meter 12 
corresponding to the correct default con?guration param 
eter(s) to be folloWed by the meter 12 or to trigger a reset 
function in the meter 12 in order to restore default con?gu 
ration parameter(s) stored in a memory of the meter 12. In 
some embodiments, the communications application soft 
Ware 50 is also capable of changing one or more actual 
con?guration parameters or default con?guration param 
eters of the meter 12 to neW con?guration parameters (i.e., 
parameters different from the default con?guration param 
eters). For eXample, if the consumer agrees to a neW 
time-of-use schedule, the neW con?guration parameters can 
be uploaded to the meter 12 in order to implement the neW 
time-of-use schedule. In various embodiments of the present 
invention, any one or more con?guration parameters of the 
meter 12 can be controlled and adjusted remotely in this 
manner. 

[0066] In order to reset the meter 12 to the default con 
?guration parameters (or to the neW con?guration param 
eters), the communications application softWare 50 prefer 
ably uploads (at 216) the default or neW con?guration 
parameters from the server 20 to the meter 12 via the 
communication medium 16 connected to the meter 12. The 
communications application softWare 50 then resets (at 218) 
the actual or default con?guration parameters according to 
Which the meter 12 is currently operating back to the default 
con?guration parameters (or to the neW con?guration 
parameters). In some embodiments, the communications 
application softWare 50 can also con?rm (at 220) that the 
default con?guration parameters (or neW con?guration 
parameters) Were successfully uploaded and/or that the 
resetting of the meter 12 is complete. Also in some embodi 
ments, the communications application softWare 50 prefer 
ably records (at 222) the time and/or date When meter 12 has 
been reset for billing purposes or for any other purpose. This 
information can be recorded in the database 46 or in a 
memory associated With a server 20, a remote computer 48, 
or even the meter. The meter 12 preferably Waits (at 224) for 
a time period or for a folloWing schedule time before 
sending the actual con?guration parameters to the server 20 
again. 

[0067] In some embodiments of the present invention, the 
commodity meter management system 10 can also operate 
according to both the “pull” and “push” softWare architec 
tures described above. For example, some meters 12 can be 
programmed or otherWise set to automatically send one or 
more of their actual con?guration parameters to the servers 
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20, While other meters 12 can be programmed or otherWise 
set to Wait for a request from the servers 20 before sending 
their actual con?guration parameters. Regardless of Whether 
the “pull” and/or “push” softWare architectures are used, the 
commodity meter management system 10 in some highly 
preferred embodiments is capable of bi-directional real-time 
communication via each of the communication mediums 16 
simultaneously. 
[0068] It should also be understood that non-bi-directional 
embodiments of the commodity meter management system 
10 are possible. For example, the server 20 can automati 
cally send out signals to reset the connected meters 12 at 
regular or scheduled intervals (i.e., one-directional commu 
nication from the servers 20 to the meters 12). As another 
eXample, the meters 12 could automatically send the actual 
con?guration parameters or a tamper event indication to the 
servers 20 Without being prompted (i.e., one-directional 
communication from the meters 12 to the servers 20), after 
Which time utility personnel could be dispatched to manu 
ally reset the necessary meters 12. 

[0069] It should be understood that the invention is not 
limited to detecting and preventing meter tampering. Rather, 
the invention can be employed to remotely monitor the 
internal settings or con?guration parameters of the meters 12 
(Without further capabilities), to automatically or manually 
remotely trigger a resetting of the con?guration parameters 
(Without being able to vieW or determine What the con?gu 
ration settings are), to remotely change the con?guration 
parameters to other desired con?guration parameters (With 
out any other capabilities), etc. Thus, the capabilities of the 
commodity meter management system 10 can merely relate 
to the more ef?cient management of commodity meters 12. 

[0070] It Will be appreciated by those of ordinary skill in 
the art that the method of the invention as shoWn in FIGS. 
2A-3B can involve processes or functions Which operate 
simultaneously in some instances, consecutively in some 
instances, and repetitively in some instances. In other Words, 
various aspects of the present invention can operate inde 
pendently from one another, as Well as in reaction to 
changing characteristics associated With the commodity 
meter management system 10. As a result, no one How chart 
moving from a single beginning point to a single end point 
can completely de?ne the scope of the present invention. 

[0071] The embodiments described above and illustrated 
in the ?gures are presented by Way of eXample only and are 
not intended as a limitation upon the concepts and principles 
of the present invention. As such, it Will be appreciated by 
one having ordinary skill in the art that various changes in 
the elements and their con?guration and arrangement are 
possible Without departing from the spirit and scope of the 
present invention as set forth in the appended claims. 

[0072] It should be noted that as used in the appended 
claims, the term “server” is intended to encompass comput 
ers and computer systems that are either stand-alone (i.e., the 
remote computer 48) or are used to serve other computers 
(i.e., the server 20). 

We claim: 
1. A commodity meter management system, comprising: 

a commodity meter operating according to an actual 
con?guration parameter; 
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a server located remotely from the commodity meter; 

a communication medium coupled to the commodity 
meter and to the server; 

a transmitter coupled to the commodity meter to transmit 
the actual con?guration parameter of the commodity 
meter to the server via the communication medium; and 

a receiver coupled to the server to receive the actual 
con?guration parameter from the commodity meter via 
the communication medium. 

2. The commodity meter management system as claimed 
in claim 1, further comprising: 

a transmitter coupled to the server to transmit a neW 

con?guration parameter to the commodity meter via the 
communication medium; and 

a receiver coupled to the commodity meter to receive the 
neW con?guration parameter from the server via the 
communication medium. 

3. The commodity meter management system as claimed 
in claim 1, further comprising: 

at least one additional commodity meter coupled to the 
server via a second communication medium, each 
additional commodity meter operating according to a 
respective actual con?guration parameter; and 

a transmitter coupled to each of the at least one additional 
commodity meters to transmit the respective actual 
con?guration parameters to the server via the second 
communication medium. 

4. The commodity meter management system as claimed 
in claim 1, further comprising: 

at least one additional commodity meter coupled to the 
server via a second communication medium, each 
additional commodity meter operating according to a 
respective actual con?guration parameter; and 

a receiver coupled to each of the at least one additional 
commodity meters to receive neW con?guration param 
eters from the server via the second communication 
medium. 

5. The commodity meter management system as claimed 
in claim 2, further comprising a communications application 
enabling bi-directional real-time communication betWeen 
the commodity meter and the server. 

6. The commodity meter management system as claimed 
in claim 1, further comprising a database coupled to the 
server, the database storing a default con?guration param 
eter for the commodity meter. 

7. The commodity meter management system as claimed 
in claim 6, further comprising an application adapted to 
compare the default con?guration parameter With the actual 
con?guration parameter. 

8. The commodity meter management system as claimed 
in claim 7, Wherein the application is further adapted to reset 
the actual con?guration parameter of the commodity meter 
to the default parameter of the commodity meter. 

9. The commodity meter management system as claimed 
in claim 8, Wherein the application is further adapted to 
record information regarding resetting of the actual con?gu 
ration parameter to the default con?guration parameter. 
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10. The commodity meter management system as claimed 
in claim 7, Wherein the application is capable of real-time 
comparison of the default con?guration to the actual con 
?guration parameter. 

11. The commodity meter management system as claimed 
in claim 9, Wherein the information includes at least one of 
a date and commodity meter identi?cation information. 

12. The commodity meter management system as claimed 
in claim 7, Wherein the application is further adapted to 
generate at least one message responsive to detection of a 
default con?guration parameter that is different than an 
actual con?guration parameter. 

13. The commodity meter management system as claimed 
in claim 2, Wherein the transmitter coupled to the commod 
ity meter and the receiver coupled to the commodity meter 
comprise a transceiver device. 

14. The commodity meter management system as claimed 
in claim 2, Wherein the transmitter coupled to the server and 
the receiver coupled to the server comprise a transceiver 
device. 

15. The commodity meter management system as claimed 
in claim 1, further comprising a database coupled to the 
server, the database storing a neW con?guration parameter 
for the commodity meter. 

16. The commodity meter management system as claimed 
in claim 15, further comprising an application adapted to 
reset the actual con?guration parameter of the commodity 
meter to the neW con?guration parameter. 

17. The commodity meter management system as claimed 
in claim 16, Wherein the application is further adapted to 
record information regarding resetting of the actual con?gu 
ration parameter to the neW con?guration parameter. 

18. The commodity meter management system as claimed 
in claim 1, Wherein the communication medium is at least 
one of a packet-switched netWork, a serial communications 
netWork, a cellular digital packet data modem netWork, a 
tWo-Way pager netWork, a satellite netWork, a poWer line 
carrier netWork, and a telephone netWork. 

19. The commodity meter management system as claimed 
in claim 1, Wherein the commodity meter is an energy meter. 

20. The commodity meter management system as claimed 
in claim 1, Wherein the actual con?guration parameter is at 
least one of a potential transformer primary setting, a 
potential transformer secondary setting, a potential trans 
former ratio setting, a current transformer primary setting, a 
current transformer secondary setting, a current transformer 
ratio setting, a scale factor, a time-of-use schedule, a season 
schedule, a demand reset, an energy reset, a clock setting, an 
energy-per-pulse setting, and a pulse-value setting. 

21. A commodity meter management system comprising: 

a commodity meter operating according to at least one 
actual con?guration parameter; 

a server located remotely from the commodity meter; 

a communication medium coupled to the commodity 
meter and to the server; 

a transmitter coupled to the server to transmit at least one 
neW con?guration parameter to the meter via the com 
munication medium; and 

a receiver coupled to the meter to receive the at least one 
neW con?guration parameter from the server via the 
communication medium. 
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22. The commodity meter management system as claimed 
in claim 21, further comprising: 

a transmitter coupled to the commodity meter to transmit 
an actual con?guration parameter to the server via the 
communication medium; and 

a receiver coupled to the server to receive the actual 
con?guration parameter from the meter via the com 
munication medium. 

23. The commodity meter management system as claimed 
in claim 21, further comprising: 

at least one additional commodity meter coupled to the 
server via a second communication medium, each 
additional commodity meter operating according to a 
respective actual con?guration parameter; and 

a receiver coupled to each of the at least one additional 
commodity meters to receive at least one neW con?gu 
ration parameter from the server via the second com 
munication medium. 

24. The commodity meter management system as claimed 
in claim 21, further comprising: 

at least one additional commodity meter coupled to the 
server via a second communication medium, each 
additional commodity meter operating according to a 
respective actual con?guration parameter; and 

a transmitter coupled to each of the at least one additional 
commodity meters to transmit a respective actual con 
?guration parameter to the server via the second com 
munication medium. 

25. The commodity meter management system as claimed 
in claim 22, further comprising a communications applica 
tion enabling bi-directional real-time communication 
betWeen the commodity meter and the server. 

26. The commodity meter management system as claimed 
in claim 21, further comprising a database coupled to the 
server, the database storing a default con?guration param 
eter for the commodity meter. 

27. The commodity meter management system as claimed 
in claim 26, Wherein the application is adapted to reset the 
actual con?guration parameter of the commodity meter to 
the default parameter of the commodity meter. 

28 The commodity meter management system as claimed 
in claim 27, Wherein the application is further adapted to 
record information regarding resetting of the actual con?gu 
ration parameter to the default con?guration parameter. 

29. The commodity meter management system as claimed 
in claim 28, Wherein the information includes at least one of 
a date and commodity meter identi?cation information. 

30. The commodity meter management system as claimed 
in claim 22, Wherein the transmitter coupled to the com 
modity meter and the receiver coupled to the commodity 
meter comprise a transceiver device. 

31. The commodity meter management system as claimed 
in claim 22, Wherein the transmitter coupled to the server 
and the receiver coupled to the server comprise a transceiver 
device. 

32. The commodity meter management system as claimed 
in claim 21, further comprising a database coupled to the 
server, the database storing the at least one neW con?gura 
tion parameter. 

33. The commodity meter management system as claimed 
in claim 32, further comprising an application adapted to 
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reset at least one actual con?guration parameter of the 
commodity meter to at least one neW con?guration param 
eter. 

34. The commodity meter management system as claimed 
in claim 33, Wherein the application is further adapted to 
record information regarding resetting of the at least one 
actual con?guration parameter to the at least one neW 
con?guration parameter. 

35. The commodity meter management system as claimed 
in claim 21, Wherein the communication medium is at least 
one of a packet-switched netWork, a serial communications 
netWork, a cellular digital packet data modem netWork, a 
tWo-Way pager netWork, a satellite netWork, a poWer line 
carrier netWork, and a telephone netWork. 

36. The commodity meter management system as claimed 
in claim 21, Wherein the commodity meter is an energy 
meter. 

37. The commodity meter management system as claimed 
in claim 21, Wherein the actual con?guration parameter is at 
least one of a potential transformer primary setting, a 
potential transformer secondary setting, a potential trans 
former ratio setting, a current transformer primary setting, a 
current transformer secondary setting, a current transformer 
ratio setting, a scale factor, a time-of-use schedule, a season 
schedule, a demand reset, an energy reset, a clock setting, an 
energy-per-pulse setting, and a pulse-value setting. 

38. Acommodity meter management system, comprising: 

a plurality of commodity meters, each commodity meter 
operating according to an actual con?guration param 
eter; 

a server located remotely from each of the plurality of 
commodity meters; and 

at least one communication medium coupled to each of 
the plurality of commodity meters and to the server; 
and 

the server and the plurality of commodity meters con?g 
ured and arranged to transmit the actual con?guration 
parameters from the plurality of commodity meters to 
the server. 

39. The commodity meter management system as claimed 
in claim 38, Wherein the server and the plurality of com 
modity meters are con?gured and arranged to transmit neW 
con?guration parameters from the server to the plurality of 
commodity meters. 

40. The commodity meter management system as claimed 
in claim 39, Wherein the neW con?guration parameters are 
default parameters for the plurality of commodity meters. 

41. The commodity meter management system as claimed 
in claim 38, Wherein each of the plurality of commodity 
meters is coupled to the server by a respective communica 
tion medium. 

42. The commodity meter management system as claimed 
in claim 38, further comprising a communications applica 
tion enabling bi-directional real-time communication 
betWeen the commodity meters and the server. 

43. The commodity meter management system as claimed 
in claim 38, further comprising a database coupled to the 
server, the database storing a default con?guration param 
eter for at least one of the commodity meters. 

44. The commodity meter management system as claimed 
in claim 43, further comprising an application adapted to 
compare the default con?guration parameter With the actual 
con?guration parameter. 
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45. The commodity meter management system as claimed 
in claim 44, Wherein the application is further adapted to 
reset the actual con?guration parameter to the default con 
?guration parameter of at least one of the commodity 
meters. 

46. The commodity meter management system as claimed 
in claim 45, Wherein the application is further adapted to 
record information regarding resetting of the actual con?gu 
ration parameter to the default con?guration parameter. 

47. The commodity meter management system as claimed 
in claim 44, Wherein the application is capable of real-time 
comparison of the default con?guration parameter to the 
actual con?guration parameter. 

48. The commodity meter management system as claimed 
in claim 46, Wherein the information includes at least one of 
a date and commodity meter identi?cation information. 

49. The commodity meter management system as claimed 
in claim 44, Wherein the application is further adapted to 
generate at least one message responsive to detection of a 
default con?guration parameter that is different than an 
actual con?guration parameter. 

50. The commodity meter management system as claimed 
in claim 38, further comprising an application adapted to 
reset the actual con?guration parameter of at least one of the 
commodity meters to a neW con?guration parameter. 

51. The commodity meter management system as claimed 
in claim 50, Wherein the application is further adapted to 
record information regarding resetting of the actual con?gu 
ration parameter to the neW con?guration parameter. 

52. The commodity meter management system as claimed 
in claim 38, Wherein each communication medium is at least 
one of a packet-switched netWork, a serial communications 
netWork, a cellular digital packet data modem netWork, a 
tWo-Way pager netWork, a satellite netWork, a poWer line 
carrier netWork, and a telephone netWork. 

53. The commodity meter management system as claimed 
in claim 38, Wherein at least one of the commodity meters 
is an energy meter. 

54. The commodity meter management system as claimed 
in claim 38, Wherein the actual con?guration parameter is at 
least one of a potential transformer primary setting, a 
potential transformer secondary setting, a potential trans 
former ratio setting, a current transformer primary setting, a 
current transformer secondary setting, a current transformer 
ratio setting, a scale factor, a time-of-use schedule, a season 
schedule, a demand reset, an energy reset, a clock setting, an 
energy-per-pulse setting, and a pulse-value setting. 

55. Acommodity meter management system, comprising: 

a plurality of commodity meters, each commodity meter 
operating according to an actual con?guration param 
eter; 

a server located remotely from each of the plurality of 
commodity meters; 

at least one communication medium coupled to each of 
the plurality of commodity meters and to the server; 
and 

the server and plurality of commodity meters con?gured 
and arranged to transmit neW con?guration parameters 
from the server to the plurality of meters. 

56. The commodity meter management system as claimed 
in claim 55, Wherein the server and the plurality of com 
modity meters are con?gured and arranged to transmit the 
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actual con?guration parameters of the commodity meters 
from the plurality of commodity meters to the server. 

57. The commodity meter management system as claimed 
in claim 55, Wherein each of the plurality of commodity 
meters is coupled to the server by a respective communica 
tion medium. 

58. The commodity meter management system as claimed 
in claim 55, further comprising a communications applica 
tion enabling bidirectional real-time communication 
betWeen the commodity meters and the server. 

59. The commodity meter management system as claimed 
in claim 38, further comprising a database coupled to the 
server, the database storing a default con?guration param 
eter for at least one of the commodity meters. 

60. The commodity meter management system as claimed 
in claim 59, further comprising an application adapted to 
compare the default con?guration parameter With the actual 
con?guration parameter. 

61. The commodity meter management system as claimed 
in claim 60, Wherein the application is further adapted to 
reset the actual con?guration parameter to the default con 
?guration parameter of at least one of the commodity 
meters. 

62. The commodity meter management system as claimed 
in claim 61, Wherein the application is further adapted to 
record information regarding resetting of the actual con?gu 
ration parameter to the default con?guration parameter. 

63. The commodity meter management system as claimed 
in claim 60, Wherein the application is capable of real-time 
comparison of the default con?guration parameter to the 
actual con?guration parameter. 

64. The commodity meter management system as claimed 
in claim 62, Wherein the information includes at least one of 
a date and commodity meter identi?cation information. 

65. The commodity meter management system as claimed 
in claim 60, Wherein the application is further adapted to 
generate at least one message responsive to detection of a 
default con?guration parameter that is different than an 
actual con?guration parameter. 

66. The commodity meter management system as claimed 
in claim 55, Wherein each communication medium is at least 
one of a packet-switched netWork, a serial communications 
netWork, a cellular digital packet data modem netWork, a 
tWo-Way pager netWork, a satellite netWork, a poWer line 
carrier netWork, and a telephone netWork. 

67. The commodity meter management system as claimed 
in claim 55, Wherein at least one of the commodity meters 
is an energy meter. 

68. The commodity meter management system as claimed 
in claim 55, Wherein the actual con?guration parameter is at 
least one of a potential transformer primary setting, a 
potential transformer secondary setting, a potential trans 
former ratio setting, a current transformer primary setting, a 
current transformer secondary setting, a current transformer 
ratio setting, a scale factor, a time-of-use schedule, a season 
schedule, a demand reset, an energy reset, a clock setting, an 
energy-per-pulse setting, and a pulse-value setting. 

69. The commodity meter management system as claimed 
in claim 55, Wherein the application is further adapted to set 
the actual con?guration parameter of one or more commod 
ity meters to neW con?guration parameters. 

70. A method of managing a plurality of commodity 
meters, the method comprising: 
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providing at least one server located remotely from each 
of the plurality of commodity meters; 

connecting the plurality of commodity meters to at least 
one server via a communication medium, each one of 
the plurality of commodity meters operating according 
to an actual con?guration parameter; and 

communicating remotely betWeen the at least one server 
and each of the plurality of commodity meters to 
determine the actual con?guration parameter. 

71. The method as claimed in claim 70, Wherein commu 
nicating remotely includes communicating bi-directionally 
in real-time. 

72. The method as claimed in claim 70, further compris 
ing initially con?guring the plurality of commodity meters 
to operate according to a default con?guration parameter. 

73. The method as claimed in claim 72, further compris 
mg: 

connecting a database to the at least one server; and 

storing the default con?guration parameter for at least 
some of the plurality of commodity meters in the 
database. 

74. The method as claimed in claim 73, further compris 
mg: 

comparing the actual con?guration parameter to the 
default con?guration parameter; and 

indicating a tamper event if the actual con?guration 
parameter is not substantially equal to the default 
con?guration parameter. 

75. The method as claimed in claim 74, further compris 
ing resetting the actual con?guration parameter to the 
default con?guration parameter if a tamper event is indi 
cated. 

76. The method as claimed in claim 75, further compris 
ing recording the resetting of the actual con?guration param 
eter to the default con?guration parameter. 

77. The method as claimed in claim 74, further compris 
ing comparing the actual con?guration parameter to the 
default con?guration parameter in real-time. 

78. The method as claimed in claim 74, further compris 
ing recording at least one of a date and commodity meter 
information for the indicated tamper event. 

79. The method as claimed in claim 74, further compris 
ing transmitting a tamper event message When a tamper 
event is indicated. 

80. The method as claimed in claim 79, further compris 
ing sending the tamper event message to dispatch personnel 
to the meter corresponding to the tamper event. 

81. The method as claimed in claim 70, further compris 
ing transmitting at least one signal from the server to the 
meter to change the actual con?guration parameter to a neW 
con?guration parameter. 

82. The method as claimed in claim 81, further compris 
ing recording the changing of the actual con?guration 
parameter to the neW con?guration parameter. 

83. The method as claimed in claim 70, further compris 
ing initiating communication betWeen the at least one server 
and each one of the plurality of commodity meters. 

84. The method as claimed in claim 70, further compris 
ing connecting the plurality of commodity meters to the at 
least one server via at least one of a packet-switched 

netWork, a serial communications netWork, a cellular-digi 
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tal-packet-data modem netWork, a tWo-Way pager netWork, 
a satellite netWork, a poWer-line carrier netWork, and a 
telephone netWork. 

85. The method as claimed in claim 70, Wherein each one 
of the plurality of commodity meters is an energy meter, the 
method further comprising determining the actual con?gu 
ration parameter of at least one of a potential transformer 
primary setting, a potential transformer secondary setting, a 
potential transformer ratio setting, a current transformer 
primary setting, a current transformer secondary setting, a 
current transformer ratio setting, a scale factor, a time-of-use 
schedule, a season schedule, a demand reset, an energy reset, 
a clock setting, a energy-per-pulse setting, and a pulse-value 
setting. 

86. A method of managing a plurality of commodity 
meters, the method comprising: 

connecting the plurality of commodity meters to at least 
one server via at least one communication medium, 
each one of the plurality of commodity meters operat 
ing according to an actual con?guration parameter; 

retrieving a default con?guration parameter for each of 
the plurality of commodity meters from a database; 

communicating betWeen the at least one server and each 
of the plurality of commodity meters in order to deter 
mine the actual con?guration parameter; 

comparing the actual con?guration parameter to the 
default con?guration parameter; and 

indicating a tamper event if the actual con?guration 
parameter is not substantially equal to the default 
con?guration parameter. 

87. The method as claimed in claim 86, further compris 
ing resetting the actual con?guration parameter to the 
default con?guration parameter if a tamper event is indi 
cated. 

88. The method as claimed in claim 87, further compris 
ing recording the resetting of the actual con?guration param 
eter to the default con?guration parameter. 

89. The method as claimed in claim 86, further compris 
ing changing the actual con?guration parameter to a neW 
con?guration parameter. 

90. The method as claimed in claim 89, further compris 
ing recording the changing of the actual con?guration 
parameter to the neW con?guration parameter. 

91. The method as claimed in claim 86, Wherein commu 
nicating includes communicating bi-directionally in real 
time. 

92. The method as claimed in claim 86, further compris 
ing comparing the actual con?guration parameter to the 
default con?guration parameter in real-time. 

93. The method as claimed in claim 86, further compris 
ing recording at least one of a date and commodity meter 
information for the indicated tamper event. 

94. The method as claimed in claim 86, further compris 
ing creating a tamper event message When a tamper event is 
indicated. 

95. The method as claimed in claim 94, further compris 
ing using the tamper event message to dispatch personnel. 

96. The method as claimed in claim 86, further compris 
ing initiating communication at one of the at least one server 
and each one of the plurality of commodity meters. 

97. The method as claimed in claim 86, further compris 
ing connecting the plurality of commodity meters to the at 
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least one server via at least one of a packet-switched 
network, a serial communications network, a cellular-digi 
tal-packet-data modem network, a two-way pager network, 
a satellite network, a power-line carrier network, and a 
telephone network. 

98. The method as claimed in claim 86, wherein each one 
of the plurality of commodity meters is an energy meter, the 
method further comprising determining an actual con?gu 
ration parameter of at least one of a potential transformer 
primary setting, a potential transformer secondary setting, a 
potential transformer ratio setting, a current transformer 
primary setting, a current transformer secondary setting, a 
current transformer ratio setting, a scale factor, a time-of-use 
schedule, a season schedule, a demand reset, an energy reset, 
a clock setting, a energy-per-pulse setting, and a pulse-value 
setting. 

99. A method of managing a plurality of commodity 
meters, the method comprising: 

connecting each one of the plurality of commodity meters 
to a server via one of a plurality of communication 

networks, the server located remotely from each one of 
the plurality of commodity meters; and 

communicating bi-directionally between the server and 
each one of the plurality of commodity meters via the 
plurality of communication networks. 

100. The method as claimed in claim 99, wherein com 
municating includes communicating bi-directionally in real 
time. 

101. The method as claimed in claim 99, wherein each 
one of the plurality of commodity meters operates according 
to an actual con?guration parameter, and further comprising 
communicating between the at least one server and each one 
of the plurality of commodity meters in order to determine 
the actual con?guration parameter. 

102. The method as claimed in claim 101, further com 
prising: 

connecting a database to the at least one server; and 

storing a default con?guration parameter for each one of 
the plurality of commodity meters in the database. 

103. The method as claimed in claim 102, further com 
prising: 

comparing the actual con?guration parameter to the 
default con?guration parameter; and 

indicating a tamper event if the actual con?guration 
parameter is not substantially equal to the default 
con?guration parameter. 

104. The method as claimed in claim 103, further com 
prising resetting the actual con?guration parameter to the 
default con?guration parameter if a tamper event is indi 
cated. 

105. The method as claimed in claim 104, further com 
prising recording the resetting of the actual con?guration 
parameter to the default con?guration parameter. 

106. The method as claimed in claim 103, wherein 
comparing the actual con?guration parameter to the default 
con?guration parameter includes comparing the actual con 
?guration parameter to the default con?guration parameter 
in real-time. 

107. The method as claimed in claim 103, further com 
prising recording at least one of a date and commodity meter 
identi?cation information for the indicated tamper event. 
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108. The method as claimed in claim 103, further com 
prising creating a tamper event message when a tamper 
event is indicated. 

109. The method as claimed in claim 108, further com 
prising using the tamper event message to dispatch person 
nel. 

110. The method as claimed in claim 101, further com 
prising changing the actual con?guration parameter to a new 
con?guration parameter. 

111. The method as claimed in claim 110, further com 
prising recording the changing of the actual con?guration 
parameter to the new con?guration parameter. 

112. The method as claimed in claim 99, further com 
prising initiating communication at one of the at least one 
server and each one of the plurality of commodity meters. 

113. The method as claimed in claim 99, further com 
prising connecting each one of the plurality of commodity 
meters to the server via at least one of a packet-switched 

network, a serial communications network, a cellular-digi 
tal-packet-data modem network, a two-way pager network, 
a satellite network, a power-line carrier network, and a 
telephone network. 

114. The method as claimed in claim 101, wherein each 
of the plurality of commodity meters is an energy meter, the 
method further comprising determining an actual con?gu 
ration parameter of at least one of a potential transformer 
primary setting, a potential transformer secondary setting, a 
potential transformer ratio setting, a current transformer 
primary setting, a current transformer secondary setting, a 
current transformer ratio setting, a scale factor, a time-of-use 
schedule, a season schedule, a demand reset, an energy reset, 
a clock setting, a energy-per-pulse setting, and a pulse-value 
setting. 

115. A method of managing a plurality of commodity 
meters, the method comprising: 

connecting the plurality of commodity meters to at least 
one server via at least one communication medium, 
each one of the plurality of commodity meters con?g 
ured to operate according to a default con?guration 
parameter, the at least one server located remotely from 
each one of the plurality of commodity meters; 

communicating between the at least one server and each 
one of the plurality of commodity meters; 

connecting a database to the at least one server; and 

storing the default con?guration parameter for each one of 
the plurality of commodity meters in the database. 

116. The method as claimed in claim 115, further com 
prising communicating bi-directionally in real-time. 

117. The method as claimed in claim 115, further com 
prising changing the default con?guration parameter to a 
new con?guration parameter. 

118. The method as claimed in claim 117, further com 
prising recording the changing of the actual con?guration 
parameter to the new con?guration parameter. 

119. The method as claimed in claim 115, further com 
prising connecting the plurality of commodity meters to at 
least one server via at least one of a packet-switched 

network, a serial communications network, a cellular-digi 
tal-packet-data modem network, a two-way pager network, 
a satellite network, a power-line carrier network, and a 
telephone network. 




