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(57) ABSTRACT 

A system and method for preventing fraud. The method 
typically includes identifying one or more fraud indicators 
and examining past transactions and/or a pending transac 
tion associated With the account for the presence of the fraud 
indicators. The method also includes, by said examining, 
detecting at least one of the fraud indicators. The method 
also includes calculating a cumulative fraud risk level asso 
ciated With the pending transaction based on the detected 
fraud indicators. The method may also include determining 
Whether the cumulative fraud risk level meets or exceeds a 

predetermined threshold, and if the cumulative fraud risk 
level meets or exceeds the predetermined threshold, verify 
ing the request for the transaction With an oWner of the 
account. The method may further include assigning a 
Weighted value to each of the fraud indicators. The account 
is typically a telephone calling account, such as a calling 
Card account. 
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FRAUD PREVENTION SYSTEM AND METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a continuation of and claims 
priority to US. patent application Ser. No. 09/479,768, ?led 
Jan. 7, 2000, entitled “Fraud Prevention System and 
Method,” Which Will issue Feb. 4, 2003 as US. Pat. No. 
6,516,056, the entire disclosure of Which is herein incorpo 
rated by reference for all purposes. 

TECHNICAL FIELD 

[0002] This invention relates generally to fraud, and more 
particularly to a fraud prevention system and method. 

BACKGROUND OF THE INVENTION 

[0003] Fraud affects nearly every business selling goods 
and services remotely to customers via communications 
devices such as the telephone, mail, and Internet. A typical 
transaction involves a customer calling a customer service 
representative (CSR), ordering goods or services, and giving 
the CSR a credit card number over the telephone to pay for 
the goods or services. Because the CSR has no opportunity 
to physically inspect the credit card or a form of personal 
identi?cation such as a driver’s license, this type of trans 
action is referred to as a “card-not-present” transaction. 

[0004] In a face-to-face transaction, the CSR is able to 
con?rm that the customer’s appearance matches a form of 
photographic identi?cation, and that the customer’s signa 
ture on a sales receipt or charge draft matches the signature 
on the credit card. In addition, the physical appearance and 
physical mannerisms of the customer may also give the CSR 
important clues that the transaction is fraudulent. In a 
card-not-present transaction, hoWever, the inability to physi 
cally inspect the customer and the customer’s personal 
identi?cation, credit card, and signature leads to a high 
incidence of fraud. 

[0005] Prior fraud control efforts in card-not-present trans 
actions have used such devices as ZIP code veri?cation, 
Wherein the customer is asked to provide the ZIP code of the 
billing address of the credit card. Thieves ?nd these fraud 
control systems easy to defeat because credit card numbers 
are often stolen out of the mail boXes and trash cans of 
residential dWellings, and customer ZIP codes are easy to 
obtain from these sources, and are easy to determine based 
on the location of a dWelling. 

[0006] It Would be desirable to provide a system and 
method for inhibiting fraud in card-not-present transactions. 

SUMMARY OF THE INVENTION 

[0007] A system and method for inhibiting fraud are 
provided. The method typically includes identifying one or 
more fraud indicators and eXamining past transactions and/ 
or the pending transaction associated With the account for 
the presence of the fraud indicators. The method also 
includes, by said examining, detecting at least one of the 
fraud indicators. The method also includes calculating a 
cumulative fraud risk level associated With the pending 
transaction based on the detected fraud indicators. The 
method may also include determining Whether the cumula 
tive fraud risk level meets or eXceeds a predetermined 

Sep. 18, 2003 

threshold, and if the cumulative fraud risk level meets or 
eXceeds the predetermined threshold, verifying the request 
for the transaction With an oWner of the account. The method 
may further include assigning a Weighted value to each of 
the fraud indicators. The account is typically a telephone 
calling account, such as a calling card account. 

[0008] In another embodiment of the invention, the 
method includes identifying a fraud indicator and periodi 
cally scanning past transactions related to the customer 
account for the fraud indicator. The method also includes 
detecting the fraud indicator in a detected past transaction 
related to the account and increasing a risk level for future 
transactions having a parameter in common With the 
detected past transaction. The future transactions having a 
parameter in common With the detected past transactions 
may be future transactions associated With the same cus 
tomer account as the past transactions. 

[0009] The system typically includes a computing device, 
and a database linked to the computing device. The database 
is con?gured to store information on past transactions asso 
ciated With the customer account. The system also includes 
an order processing program eXecutable on the computing 
device. The order processing program is con?gured to 
receive a customer order and assess a risk level for the 
customer order based on the past transactions related to the 
customer account stored in the database. The system further 
includes a fraud queue con?gured to receive the customer 
order if the risk level of the customer order exceeds a 
predetermined fraud risk threshold and hold the customer 
order pending veri?cation of the order. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 is a schematic vieW of a fraud detection 
system according to one embodiment of the present inven 
tion. 

[0011] FIG. 2 is a back vieW of a calling card according 
to one embodiment of the present invention. 

[0012] FIG. 3 is a ?oWchart of a method for inhibiting 
fraud in a transaction associated With a customer account 
according to one embodiment of the present invention. 

[0013] 
[0014] FIG. 5 is a detail ?oWchart of a portion of the 
method shoWn in FIG. 4. 

[0015] FIG. 6 is a detail ?oWchart of a portion of the 
method shoWn in FIG. 5. 

[0016] FIG. 7 is a continuation of the ?oWchart of FIG. 6. 

[0017] FIG. 8 is a continuation of the ?oWchart of FIG. 7. 

[0018] FIG. 9 is a detail ?oWchart of a portion of the 
method shoWn in FIG. 4 

[0019] FIG. 10 is ?oWchart of another embodiment of a 
method for inhibiting fraud associated With a customer 
account. 

[0020] FIG. 11 is a vieW of a customer information screen 
of a fraud prevention system according to one embodiment 
of the present invention. 

[0021] FIG. 12 is a vieW of an order entry screen of a 
fraud prevention system according to one embodiment of the 
present invention. 

FIG. 4 is a continuation of the ?oWchart of FIG. 3. 
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[0022] FIG. 13 is a vieW of an fraud queue screen of a 
fraud prevention system according to one embodiment of the 
present invention. 

[0023] FIG. 14 is a vieW of an fraud ticket screen of a 
fraud prevention system according to one embodiment of the 
present invention. 

[0024] FIG. 15 is a vieW of a customer look-up screen of 
a fraud prevention system according to one embodiment of 
the present invention. 

[0025] FIG. 16 is a another vieW of the customer look-up 
screen of FIG. 15, Where the look-up is performed using 
name and address information for the customer. 

[0026] FIG. 17 is a another vieW of the customer look-up 
screen of FIG. 15, Where the look-up is performed using 
alternative customer information. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0027] Referring initially to FIG. 1, one embodiment of a 
fraud detection system according to the present invention is 
shoWn generally at 10. Fraud detection system 10 typically 
includes customer 12, Who is an oWner or authoriZed user of 
a customer account, and a customer service center 14 
con?gured to process transactions related to the customer 
account. The customer service center 14 is linked via an 
authoriZation center 16 to a plurality of issuers 18a-18e of 
payment accounts and associated payment cards, such as 
credit cards. 

[0028] In one typical embodiment of the invention, the 
customer account is a telephone calling account With an 
associated calling card 90, shoWn in FIG. 2. To place a call 
using the calling card 90, the user dials a gateWay access 
telephone number 92 from a customer telephone 20, and 
enters a telephone calling account designator 94, folloWed 
by a destination telephone number 96 that the customer 
Wishes to call. Upon dialing the gateWay access telephone 
number, customer telephone 20 is connected via a telephone 
netWork 22 to a gateWay access platform 24 in a ?rst leg of 
the telephone call. After the destination telephone number is 
entered, the gateWay access platform connects itself to a 
destination telephone 26 at the destination telephone number 
in a second leg of the telephone call, and links the ?rst leg 
of the telephone call to the second leg of the telephone call 
to connect the customer telephone 20 and the telephone 26 
of the destination party. Once the call is completed, the 
gateWay access platform 24 subtracts an appropriate number 
of calling units, such as minutes, from the calling account 
and stores the result in a calling account database 28 
associated With the gateWay access platform. 

[0029] Typically, telephone netWork 22 is the Public 
SWitched Telephone NetWork (PSTN), the global public 
telephone netWork accessible by most public and private 
telephones. Alternatively, telephone netWork 22 may be any 
other telephone netWork con?gured to transmit voice data, 
including a private telephone netWork, a local telephone 
netWork, or a packet-sWitched telephone netWork such as the 
Internet. 

[0030] EXamples of such a calling account, calling card, 
and gateWay access platform are disclosed in pending appli 
cation Ser. No. 09/436,977, ?led Nov. 9, 1999 by Eric L. 
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Hopper et al., and assigned to the assignee of the present 
application. The entire disclosure of this prior application is 
incorporated herein by reference. Alternatively, the cus 
tomer account may be a membership account, merchandise 
account, a bank account, or virtually any other form of 
customer account, and may be unrelated to telephone calling 
accounts. 

[0031] Customer service center 14 is a service bureau 
con?gured to perform transactions related to the customer 
account. For example, periodically, the customer may use up 
the calling units of a telephone calling account, and desire to 
add additional calling units to the calling account for a fee. 
The process of adding calling units to a telephone calling 
account is referred to herein as calling account “recharge”. 

[0032] Typically, customer service center 14 is con?gured 
to receive recharge requests from customer 12, add calling 
units to the telephone calling account, update the balance of 
the account in account database 28, and WithdraW an appro 
priate fee from a payment account of the customer. The 
customer service center also is con?gured to process 
requests to activate and add calling units to a neW calling 
card. The telecommunications system also may be used for 
virtually any other transaction related to the customer 
account. 

[0033] Customer service center 14 typically includes a 
customer service representative (CSR) Who operates a CSR 
telephone 30 and a CSR computer terminal 32. In addition, 
customer service center 14 typically includes a fraud clerk 
Who operates a fraud clerk telephone 34 and a fraud clerk 
computer terminal 36. Each of telephones 30, 34 is linked to 
telephone netWork 22. Each of terminals 32, 36 is connected 
via a computer netWork such as intranet 37 to a customer 
service center server 38. Terminals 32, 36 are typically 
personal computers including a central processing unit and 
associated memory. Alternatively, the terminals 32, 36 may 
be handheld computers, mainframe computers, or virtually 
any other type of computing device. Terminals 32, 36, and 
server 38 are typically con?gured to eXecute an order 
processing program, described beloW. While the embodi 
ments of the present invention may be used to process 
virtually any transaction, the transactions processed are 
typically orders for goods or services. Therefore, the terms 
order and transaction Will be used herein interchangeably. 

[0034] Typically, CSR telephone 30 is con?gured to be 
dialed via a toll-free number, such as an 800 number. 
Typically, the 800 number is 1-800-PRE-PAID®, or 1-800 
773-7243. Alternatively, another toll-free number, or a toll 
number may be used. A customer typically calls from 
telephone 20 to a CSR at CSR telephone 30 to request a 
transaction be performed related to the customer account 
oWned by the customer. 

[0035] Customer service center 14 also typically includes 
a database 40 coupled to the customer service center server 
38. Database 40 typically includes a variety of interrelated 
database records corresponding to transactions processed by 
customer service center 14. Database 40 is typically a 
relational database conforming to the Structured Query 
Language (SQL) standard, such as the SQL Server product 
commercially available from Microsoft® Corporation of 
Redmond, Wash. Alternatively, a non-relational, or non-SQL 
database may be used. 

[0036] Database 40 contains customer account records 
including information such as the name, billing address, 
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telephone number, validation period, and date of account 
creation for each customer account. Typically, the customer 
account records include, and are accessible by, a customer 
account number, shoWn at 370 in FIG. 11. 

[0037] The database also contains information on an order 
history related to each customer account. The order history 
for a particular customer account may be accessed by 
selecting order history selector 368 on customer information 
screen 350. Typically the order history includes a plurality of 
order records, including information on ful?lled and unful 
?lled orders. The order records include, and are accessible 
by an order identi?cation number, shoWn at 462 in FIG. 3. 
The order records also typically include information such as 
the date of order, time of order, product ordered, fee, 
payment account designator, issuer authoriZation request 
number, etc., for the order. 

[0038] The database also includes historical data on issuer 
requests sent from the customer service center 14 to the 
authoriZation center 16 for each transaction requested by a 
customer. The issuer request records include information 
such as the amount requested and the corresponding issuer 
response for each transaction, and are typically accessible by 
an issuer request identi?cation number. The issuer response 
typically includes an authoriZation response and an address 
veri?cation response, described in detail beloW. 

[0039] The database also typically includes strike tickets, 
also described beloW, recorded incidences of fraud, and 
incidences of disputed charges, including chargebacks, 
related to the customer account. The database typically 
includes information on each and every payment account 
used by the customer, including the account number, issuer, 
and issuer telephone number. The database also may include 
CSR and fraud clerk comments regarding the customer 
account. Certain of these comments may be presented to the 
CSR each time the customer calls the customer service 
center through comment pane 352 of customer information 
screen 350, to guide the CSR in processing orders from the 
customer. Finally, the customer database typically includes 
information on the products purchased by the customer and 
associated fees charged by the vendors of the products, such 
as the name of the product, vendor of the product, and cost 
of the product, typically expressed in a per-minute telephone 
usage rate. 

[0040] It Will be understood that database 40 may be 
queried from server 38 and/or terminals 32 and 36 in the 
SQL language to retrieve virtually any combination and 
subset of data stored therein. The queries may select, join, 
merge, and perform other operations on various data records 
based on date, amount, customer identi?cation number, 
order identi?cation number, issuer response, payment 
account designator, or virtually any other parameter stored 
in the database. For eXample, a list of all customer accounts 
having more than tWo incidences of fraud over the past siX 
months may be generated. 

[0041] Customer service center server 38 is linked to 
gateWay access platform 24 through a computer netWork 42. 
Computer netWork 42 is typically a frame relay cloud With 
a guaranteed minimum data transfer rate, but may alterna 
tively be virtually any other computer netWork type capable 
of transmitting data. 

[0042] Customer service center server 38 is also typically 
linked to a customer interface server 44, Which in turn is 
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linked to a customer computer terminal 46 via computer 
netWork 48. Customer interface server 44 is con?gured to 
transfer or “serve” a customer interface to customer com 

puter terminal 46. The customer interface typically is con 
?gured to receive requests from the customer for transac 
tions related to the customer account, such as account 
activation requests and account recharge requests. Typically, 
customer interface server 44 is a Web server capable of 
transmitting Web pages in the Hyper TeXt Markup Language 
via the Hyper TeXt Transfer Protocol, and the customer 
interface is a Web site. Alternatively, customer interface 
server 44 may be con?gured to communicate With customer 
computer terminal 46 in another language and/or protocol. 

[0043] Typically, computer netWork 48 is a public, packet 
sWitched netWork such as the Internet. Alternatively, com 
puter netWork 48 may be a private Local Area NetWork 
(LAN), a Wide Area NetWork (WAN), or virtually any other 
netWork capable of transmitting data betWeen computers, 
and may not be packet sWitched. 

[0044] AuthoriZation center 16 includes an authoriZation 
server 50 linked to customer service center server 38 of 
customer service center 14 via a computer netWork 64. 
Typically computer netWork 64 is a TCP/IP netWork, 
although virtually any netWork capable of transferring data 
may be used. AuthoriZation server 50 is also linked to an 
authoriZation center database 52, typically via an intranet 
connection. 

[0045] The authoriZation center server is con?gured to 
receive a query regarding a particular payment account from 
customer service center server 38, and process the query by 
accessing information related to the payment account in 
database 52 and/or from the issuer 18a of the payment 
account. The query is typically initiated by the CSR at 
terminal 32 or the fraud clerk at terminal 36, and may be a 
address veri?cation query, a payment authoriZation query, a 
payment request, or other payment account related query, as 
described beloW. 

[0046] The authoriZation center 16 also typically includes 
a voice response unit (VRU) 54 linked to the authoriZation 
center server 50 and to telephone netWork 22. The VRU is 
con?gured to receive a voice query regarding a particular 
payment account from a fraud clerk or customer service 
representative of the customer service center, and access 
authoriZation center server 50 to ansWer the query. The VRU 
is typically con?gured to accept queries concerning payment 
authoriZation, address veri?cation, payment request, etc. 
The CSR and/or fraud clerk of the customer service center 
14 may also contact the authoriZation center via a telephone 
connection, by calling an authoriZation center representative 
at an authoriZation center representative telephone 56, and 
make such queries to a live operator. 

[0047] AuthoriZation center sever 50 is also typically 
linked to a plurality of issuers 18a-18e of payment accounts. 
Each issuer typically includes a respective issuer server 
58a-58e connected to the authoriZation server 50 via a 
netWork connection 62. Each issuer also typically includes 
a respective issuer representative telephone 60a-60e, con 
nected to telephone netWork 22, and through Which a CSR 
or fraud clerk from customer service center 14 may contact 
the issuer. 

[0048] Typically, the payment accounts are credit card 
accounts. Alternatively, the payment accounts may be debit 


















