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(57) ABSTRACT 

The present invention is directed to systems and methods for 
detecting and preventing the delivery of unsolicited com 
munications. A communication transmitted over a commu 

nications netWork is received and analyzed by a system 
processor. The system processor can extract attributes from 
the communication and compare extracted attributes to 
information stored in a system data store. In processing the 
communication, the system processor may assign a con? 
dence level, a trust level, or other indicia of content. The 
results of that processing, analysis, and comparison can be 
used to direct the further handling of the communication. 
The system processor can dispose of communications by 
quarantining, deleting, or forwarding. 
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SYSTEMS AND METHODS FOR AUTOMATED 
WHITELISTING IN MONITORED 

COMMUNICATIONS 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATIONS 

[0001] This application is a continuation-in-part of com 
monly assigned US. patent application Ser. Nos. 10/093, 
553; 10/094,211; and 10/094,266 all ?led on Mar. 8, 2002, 
Which are hereby incorporated herein in their entirety. 

BACKGROUND 

[0002] The present invention is directed to methods and 
systems for automated and/or authenticated Whitelisting for 
accurate communications ?ltering. More speci?cally, With 
out limitation, the present invention relates to computer 
based systems and methods for automated Whitelist genera 
tion based on outbound traf?c associated With electronic 
communications transmitted over a communications net 
Work. 

[0003] The Internet is a global netWork of connected 
computer netWorks. Over the last several years, the Internet 
has groWn in signi?cant measure. A large number of com 
puters on the Internet provide information in various forms. 
Anyone With a computer connected to the Internet can 
potentially tap into this vast pool of information. 

[0004] The information available via the Internet encom 
passes information available via a variety of types of appli 
cation layer information servers such as SMTP (simple mail 
transfer protocol), POP3 (Post Of?ce Protocol), GOPHER 
(RFC 1436), WAIS, HTTP (Hypertext Transfer Protocol, 
RFC 2616) and FTP (?le transfer protocol, RFC 1123). 

[0005] One of the most Wide spread method of providing 
information over the Internet is via the World Wide Web (the 
Web). The Web consists of a subset of the computers 
connected to the Internet; the computers in this subset run 
Hypertext Transfer Protocol (HTTP) servers (Web servers). 
Several extensions and modi?cations to HTTP have been 
proposed including, for example, an extension framework 
(RFC 2774) and authentication (RFC 2617). Information on 
the Internet can be accessed through the use of a Uniform 
Resource Identi?er (URI, RFC 2396). A URI uniquely 
speci?es the location of a particular piece of information on 
the Internet. A URI Will typically be composed of several 
components. The ?rst component typically designates the 
protocol by Which the address piece of information is 
accessed (e.g., HTTP, GOPHER, etc.). This ?rst component 
is separated from the remainder of the URI by a colon (‘ z’). 
The remainder of the URI Will depend upon the protocol 
component. Typically, the remainder designates a computer 
on the Internet by name, or by IP number, as Well as a more 
speci?c designation of the location of the resource on the 
designated computer. For instance, a typical URI for an 
HTTP resource might be: 

[0006] http://WWW.server.com/dir1/dir2/resource.htm 
Where http is the protocol, WWW.server.com is the designated 
computer and /dir1/dir2/resource.htm designates the loca 
tion of the resource on the designated computer. The term 
URI includes Uniform Resource Names (URN’s) including 
URN’s as de?ned according to RFC 2141. 

[0007] Web servers host information in the form of Web 
pages; collectively the server and the information hosted are 
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referred to as a Web site. A signi?cant number of Web pages 
are encoded using the Hypertext Markup Language (HTML) 
although other encodings using eXtensible Markup Lan 
guage (XML) or XHTML. The published speci?cations for 
these languages are incorporated by reference herein; such 
speci?cations are available from the World Wide Web Con 
sortium and its Web site (http://WWW.W3c.org). Web pages in 
these formatting languages may include links to other Web 
pages on the same Web site or another. As Will be knoWn to 
those skilled in the art, Web pages may be generated 
dynamically by a server by integrating a variety of elements 
into a formatted page prior to transmission to a Web client. 
Web servers, and information servers of other types, aWait 
requests for the information from Internet clients. 

[0008] Client softWare has evolved that alloWs users of 
computers connected to the Internet to access this informa 
tion. Advanced clients such as Netscape’s Navigator and 
Microsoft’s Internet Explorer alloW users to access softWare 
provided via a variety of information servers in a uni?ed 
client environment. Typically, such client softWare is 
referred to as broWser softWare. 

[0009] Electronic mail (e-mail) is another Wide spread 
application using the Internet. A variety of protocols are 
often used for e-mail transmission, delivery and processing 
including SMTP and POP3 as discussed above. These pro 
tocols refer, respectively, to standards for communicating 
e-mail messages betWeen servers and for server-client com 
munication related to e-mail messages. These protocols are 
de?ned respectively in particular RFC’s (Request for Com 
ments) promulgated by the IETF (Internet Engineering Task 
Force). The SMTP protocol is de?ned in RFC 821, and the 
POP3 protocol is de?ned in RFC 1939. 

[0010] Since the inception of these standards, various 
needs have evolved in the ?eld of e-mail leading to the 
development of further standards including enhancements or 
additional protocols. For instance, various enhancements 
have evolved to the SMTP standards leading to the evolution 
of extended SMTP. Examples of extensions may be seen in 
(1) RFC 1869 that de?nes a frameWork for extending the 
SMTP service by de?ning a means Whereby a server SMTP 
can inform a client SMTP as to the service extensions it 
supports and in (2) RFC 1891 that de?nes an extension to the 
SMTP service, Which alloWs an SMTP client to specify (a) 
that delivery status noti?cations (DSNs) should be generated 
under certain conditions, (b) Whether such noti?cations 
should return the contents of the message, and (c) additional 
information, to be returned With a DSN, that alloWs the 
sender to identify both the recipient(s) for Which the DSN 
Was issued, and the transaction in Which the original mes 
sage Was sent. 

[0011] In addition, the IMAP protocol has evolved as an 
alternative to POP3 that supports more advanced interac 
tions betWeen e-mail servers and clients. This protocol is 
described in RFC 2060. 

[0012] The various standards discussed above by refer 
ence to particular RFC’s are hereby incorporated by refer 
ence herein for all purposes. These RFC’s are available to 
the public through the IETF and can be retrieved from its 
Web site (http://WWW.ietf.org/rfc.html). The speci?ed pro 
tocols are not intended to be limited to the speci?c RFC’s 
quoted herein above but are intended to include extensions 
and revisions thereto. Such extensions and/or revisions may 
or may not be encompassed by current and/or future RFC’s. 
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[0013] A host of e-mail server and client products have 
been developed in order to foster e-mail communication 
over the Internet. E-mail server software includes such 
products as sendmail-based servers, Microsoft Exchange, 
Lotus Notes Server, and Novell Group Wise; sendmail 
based servers refer to a number of variations of servers 
originally based upon the sendmail program developed for 
the UNIX operating systems. A large number of e-mail 
clients have also been developed that alloW a user to retrieve 
and vieW e-mail messages from a server; example products 
include Microsoft Outlook, Microsoft Outlook Express, 
Netscape Messenger, and Eudora. In addition, some e-mail 
servers, or e-mail servers in conjunction With a Web server, 
alloW a Web broWser to act as an e-mail client using the 
HTTP standard. 

[0014] As the Internet has become more Widely used, it 
has also created neW risks for corporations. Breaches of 
computer security by hackers and intruders and the potential 
for compromising sensitive corporate information are a very 
real and serious threat. Organizations have deployed some or 
all of the folloWing security technologies to protect their 
netWorks from Internet attacks: 

[0015] FireWalls have been deployed at the perimeter of 
corporate netWorks. FireWalls act as gatekeepers and alloW 
only authoriZed users to access a company netWork. Fire 
Walls play an important role in controlling traf?c into 
netWorks and are an important ?rst step to provide Internet 
security. 
[0016] Intrusion detection systems (IDS) are being 
deployed throughout corporate netWorks. While the ?reWall 
acts as a gatekeeper, IDS act like a video camera. IDS 
monitor netWork traf?c for suspicious patterns of activity, 
and issue alerts When that activity is detected. IDS proac 
tively monitor your netWork 24 hours a day in order to 
identify intruders Within a corporate or other local netWork. 

[0017] FireWall and IDS technologies have helped corpo 
rations to protect their netWorks and defend their corporate 
information assets. HoWever, as use of these devices has 
become Widespread, hackers have adapted and are noW 
shifting their point-of-attack from the netWork to Internet 
applications. The most vulnerable applications are those that 
require a direct, “alWays-open” connection With the Internet 
such as Web and e-mail. As a result, intruders are launching 
sophisticated attacks that target security holes Within these 
applications. 
[0018] Many corporations have installed a netWork ?re 
Wall, as one measure in controlling the How of traffic in and 
out of corporate computer netWorks, but When it comes to 
Internet application communications such as e-mail mes 
sages and Web requests and responses, corporations often 
alloW employees to send and receive from or to anyone or 
anyWhere inside or outside the company. This is done by 
opening a port, or hole in their ?reWall (typically, port 25 for 
e-mail and port 80 for Web), to alloW the How of traf?c. 
FireWalls do not scrutiniZe traf?c ?oWing through this port. 
This is similar to deploying a security guard at a company’s 
entrance but alloWing anyone Who looks like a serviceman 
to enter the building. An intruder can pretend to be a 
serviceman, bypass the perimeter security, and compromise 
the serviced Internet application. 

[0019] FIG. 1 depicts a typical prior art server access 
architecture. With in a corporation’s local netWork 190, a 
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variety of computer systems may reside. These systems 
typically include application servers 120 such as Web serv 
ers and e-mail servers, user Workstations running local 
clients 130 such as e-mail readers and Web broWsers, and 
data storage devices 110 such as databases and netWork 
connected disks. These systems communicate With each 
other via a local communication netWork such as Ethernet 
150. FireWall system 140 resides betWeen the local commu 
nication netWork and Internet 160. Connected to the Internet 
160 are a host of external servers 170 and external clients 
180. 

[0020] Local clients 130 can access application servers 
120 and shared data storage 110 via the local communication 
netWork. External clients 180 can access external applica 
tion servers 170 via the Internet 160. In instances Where a 
local server 120 or a local client 130 requires access to an 
external server 170 or Where an external client 180 or an 

external server 170 requires access to a local server 120, 
electronic communications in the appropriate protocol for a 
given application server ?oW through “alWays open” ports 
of ?reWall system 140. 

[0021] The security risks do not stop there. After taking 
over the mail server, it is relatively easy for the intruder to 
use it as a launch pad to compromise other business servers 
and steal critical business information. This information 
may include ?nancial data, sales projections, customer pipe 
lines, contract negotiations, legal matters, and operational 
documents. This kind of hacker attack on servers can cause 

immeasurable and irreparable losses to a business. 

[0022] In the 1980’s, viruses Were spread mainly by 
?oppy diskettes. In today’s interconnected World, applica 
tions such as e-mail serve as a transport for easily and Widely 
spreading viruses. Viruses such as “I Love You” use the 
technique exploited by distributed Denial of Service 
(DDOS) attackers to mass propagate. Once the “I Love You” 
virus is received, the recipient’s Microsoft Outlook sends 
emails carrying viruses to everyone in the Outlook address 
book. The “I Love You” virus infected millions of computers 
Within a short time of its release. Trojan horses, such as Code 
Red use this same technique to propagate themselves. 
Viruses and Trojan horses can cause signi?cant lost produc 
tivity due to doWn time and the loss of crucial data. 

[0023] The Nimda Worm simultaneously attacked both 
email and Web applications. It propagated itself by creating 
and sending infectious email messages, infecting computers 
over the netWork and striking vulnerable Microsoft IIS Web 
servers, deployed on Exchange mail servers to provide Web 
mail. 

[0024] Most e-mail and Web requests and responses are 
sent in plain text today, making it just as exposed as a 
postcard. This includes the e-mail message, its header, and 
its attachments, or in a Web context, a user name and 
passWord and/or cookie information in an HTTP request. In 
addition, When you dial into an Internet Service Provider 
(ISP) to send or receive e-mail messages, the user ID and 
passWord are also sent in plain text, Which can be snooped, 
copied, or altered. This can be done Without leaving a trace, 
making it impossible to knoW Whether a message has been 
compromised. 

[0025] As the Internet has become more Widely used, it 
has also created neW troubles for users. In particular, the 
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amount of “spam” received by individual users has 
increased dramatically in the recent past. Spam, as used in 
this speci?cation, refers to any communication receipt of 
Which is either unsolicited or not desired by its recipient. 

[0026] The following are additional security risks caused 
by Internet applications: 

[0027] E-mail spamming consumes corporate 
resources and impacts productivity. Furthermore, 
spammers use a corporation’s oWn mail servers for 
unauthoriZed email relay, making it appear as if the 
message is coming from that corporation. 

[0028] E-mail and Web abuse, such as sending and 
receiving inappropriate messages and Web pages, 
are creating liabilities for corporations. Corporations 
are increasingly facing litigation for sexual harass 
ment or slander due to e-mail their employees have 
sent or received. 

[0029] Regulatory requirements such as the Health 
Insurance Portability and Accountability Act 
(HIPAA) and the Gramm-Leach-Bliley Act (regulat 
ing ?nancial institutions) create liabilities for com 
panies Where con?dential patient or client informa 
tion may be exposed in e-mail and/or Web servers or 
communications including e-mails, Web pages and 
HTTP requests. 

[0030] Using the “alWays open” port, a hacker can easily 
reach an appropriate Internet application server, exploit its 
vulnerabilities, and take over the server. This provides 
hackers easy access to information available to the server, 
often including sensitive and con?dential information. The 
systems and methods according to the present invention 
provide enhanced security for communications involved 
With such Internet applications requiring an “alWays-open” 
connection. 

[0031] Anti-spam systems in use today include fail-open 
systems in Which all incoming messages are ?ltered for 
spam. In these systems, a message is considered not to be 
spam until some form of examination proves otherWise. A 
message is determined to be spam based on an identi?cation 
technique. Operators of such systems continue to invest 
signi?cant resources in efforts to reduce the number of 
legitimate messages that are misclassi?ed as spam. The 
penalties for any misclassi?cation are signi?cant and there 
fore most systems are designed to be predisposed not to 
classify messages as spam. 

[0032] One such approach requires a user to explicitly list 
users from Whom email is desirable. Such a list is one type 
of “Whitelist”. There are currently tWo approaches for cre 
ating such a Whitelist. In a desktop environment, an end-user 
can import an address book as the Whitelist. This approach 
can become a burden When operated at a more central 

location such as the gateWay of an organiZation. Therefore, 
some organiZations only add a feW entries to the Whitelist as 
necessary. In that case, hoWever, the full effect of Whitelist 
ing is not achieved. The present invention improves upon 
these systems by including a system that alloWs a more 
effective solution for Whitelisting While requiring reduced 
manual effort by end-users or administrators. The present 
invention also alloWs a Whitelist system to be strengthened 
by authenticating sender information. Some exemplary 
knoWn Whitelist and/or spam detection systems are 
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described in US. Pat. No. 6,052,709, U.S. Pat. No. 6,161, 
130 and Us. patent application Ser. No. 10/154,137 (pub 
lication 2002/0199095 Al), the disclosures of Which are 
incorporated herein by this reference. 

[0033] Many systems in use today employ a fail-closed 
system in Which a sender must prove its legitimacy. A 
common example of this type of system uses a challenge and 
response. Such a system blocks all messages from unknoWn 
senders and itself sends a con?rmation message to the 
sender. The sender must respond to verify that it is a 
legitimate sender. If the sender responds, the sender is added 
to the Whitelist. HoWever, spammers can create tools to 
respond to the con?rmation messages. Some con?rmation 
messages are more advanced in an effort to require that a 
human send the response. The present invention is an 
improvement upon these systems. The present invention can 
reference information provided by users to determine Who 
should be Whitelisted rather than rely on the sender’s con 
?rmation. The systems and methods according to the present 
invention provide enhanced accuracy in the automated pro 
cessing of electronic communications. 

SUMMARY 

[0034] The present invention is directed to methods and 
systems for automated and/or authenticated Whitelisting for 
accurate communications ?ltering. One preferred embodi 
ment according to the present invention includes a system 
data store (SDS), a system processor and one or more 
interfaces to one or more communications netWorks over 

Which electronic communications are transmitted and 
received. The SDS stores data needed to provide the desired 
system functionality and may include, for example, received 
communications, data associated With such communica 
tions, information related to knoWn security risks, informa 
tion related to corporate policy With respect to communica 
tions for one or more applications (e.g., corporate e-mail 
policy, Web access guidelines, message interrogation param 
eters, and Whitelists) and predetermined responses to the 
identi?cation of particular security risks, situations or 
anomalies. 

[0035] The SDS may include multiple physical and/or 
logical data stores for storing the various types of informa 
tion. Data storage and retrieval functionality may be pro 
vided by either the system processor or data storage pro 
cessors associated With the data store. The system processor 
is in communication With the SDS via any suitable commu 
nication channel(s); the system processor is in communica 
tion With the one or more interfaces via the same, or 

differing, communication channel(s). The system processor 
may include one or more processing elements that provide 
electronic communication reception, transmission, interro 
gation, analysis and/or other functionality. 

[0036] Accordingly, one preferred method of automated 
Whitelisting includes a variety of steps that may, in certain 
embodiments, be executed by the environment summariZed 
above and more fully described beloW or be stored as 
computer executable instructions in and/or on any suitable 
combination of computer-readable media. In some embodi 
ments, an electronic communication directed to or originat 
ing from an application server is received. The source of the 
electronic communication may be any appropriate internal 
or external client or any appropriate internal or external 
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application server. One or more tests are applied to the 
received electronic communication to evaluate the received 
electronic communication for a particular security risk. A 
risk pro?le associated With the received electronic commu 
nication is stored based upon this testing. The stored risk 
pro?le is compared against data accumulated from previ 
ously received electronic communications to determine 
Whether the received electronic communication is anoma 
lous. If the received communication is determined to be 
anomalous, an anomaly indicator signal is output. The 
output anomaly indicator signal may, in some embodiments, 
notify an application server administrator of the detected 
anomaly by an appropriate noti?cation mechanism (e.g., 
pager, e-mail, etc.) or trigger some corrective measure such 
as shutting doWn the application server totally, or partially 
(e.g., deny access to all communications from a particular 

source). 
[0037] In some embodiments, an electronic communica 
tion directed to or originating from an email server is 
received. One or more tests can be applied to the received 
electronic communication to compare the sender’s address 
in the received electronic communication to addresses con 
tained in one or more Whitelists. 

[0038] Some embodiments may also support a particular 
approach to testing the received electronic communication, 
Which may also be applicable for use in netWork level 
security and intrusion detection. In such embodiments, each 
received communication is interrogated by a plurality of 
interrogation engines Where each such interrogation engine 
is of a particular type designed to test the communication for 
a particular security risk. Each received communication is 
interrogated by a series of interrogation engines of differing 
types. The ordering and selection of interrogation engine 
types for use With received communications may, in some 
embodiments, be con?gurable, Whereas in others the order 
ing and selection may be ?Xed. 

[0039] Associated With each interrogation engine is a 
queue of indices for communications to be evaluated by the 
particular interrogation engine. When a communication is 
received, it is stored and assigned an indeX. The indeX for the 
receive communication is placed in a queue associated With 
an interrogation of a particular type as determined by the 
interrogation engine ordering. Upon completion of the 
assessment of the received communication by the interro 
gation engine associated With the assigned queue, the indeX 
is assigned to a neW queue associated With an interrogation 
engine of the neXt type as determined by the interrogation 
engine ordering. The assignment process continues until the 
received communication has been assessed by an interroga 
tion engine of each type as determined by the interrogation 
engine selection. If the communication successfully passes 
an interrogation engine of each type, the communication is 
forWarded to its appropriate destination. In some embodi 
ments, if the communication fails any particular engine, a 
Warning indicator signal may be output; in some such 
embodiments, the communication may then be forWarded 
With or Without an indication of its failure to its appropriate 
destination, to an application administrator and/or both. 

[0040] In some embodiments using this queuing approach, 
the assignment of an indeX for a received communication to 
a queue for an interrogation engine of a particular type may 
involve an evaluation of the current load across all queues 
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for the particular interrogation engine type. If a threshold 
load eXists, a neW instance of an interrogation engine of the 
particular type may be spaWned With an associated indeX 
queue. The indeX for the received communication may then 
be assigned to the queue associated With the interrogation 
engine instance. In some embodiments, the load across the 
queues associated With the particular type may be redistrib 
uted across the queues including the one associated With the 
neW interrogation engine instance prior to the assignment of 
the indeX associated With the neWly received communication 
to the queue. Some embodiments may also periodically, or 
at particular times such as a determination that a particular 
queue is empty, evaluate the load across queues for a type of 
interrogation engine and if an inactivity threshold is met, 
shutdoWn eXcess interrogation instances of that type and 
disassociating or deallocating indices queues associated 
With shutdoWn instances. 

[0041] Alternatively, a ?Xed number of interrogation 
engines of each particular type may be con?gured in Which 
case dynamic instance creation may or may not occur. In 
?Xed instance embodiments not supporting dynamic 
instance creation, assignment to a particular queue may 
result from any appropriate allocation approach including 
load evaluation or serial cycling through queues associated 
With each interrogation engine instance of the particular type 
desired. 

[0042] In some embodiments, anomaly detection may 
occur through a process outlined as folloWs. In such a 
process, data associated With a received communication is 
collected. The data may be accumulated from a variety of 
source such as from the communication itself and from the 
manner of its transmission and receipt. The data may be 
collected in any appropriate manner such as the multiple 
queue interrogation approach summariZed above and dis 
cussed in greater detail beloW. Alternatively, the data col 
lection may result from a parallel testing process Where a 
variety of test is individually applied to the received com 
munication in parallel. In other embodiments, a single 
combined analysis such as via neural netWork may be 
applied to simultaneously collect data associated With the 
received communication across multiple dimensions. 

[0043] The collected data is then analyZed to determine 
Whether the received communication represents an anomaly. 
The analysis Will typically be based upon the collected data 
associated With the received communication in conjunction 
With established communication patterns over a given time 
period represented by aggregated data associated With pre 
viously received communications. The analysis may further 
be based upon de?ned and/or con?gurable anomaly rules. In 
some embodiments, analysis may be combined With the data 
collection; for instance, a neural netWork could both collect 
the data associated With the received communication and 
analyZe it. 

[0044] The adaptive communication interrogation can use 
established communication patterns over a given time period 
represented by aggregated data associated With previously 
received communications. The analysis can further be based 
upon de?ned and/or con?gurable spam rules. In some 
embodiments, analysis can be combined With the data col 
lection; for instance, a neural netWork could both collect the 
data associated With the received communication and ana 
lyZe it. 
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[0045] Finally, if an anomaly is detected With respect to 
the received communication, an indicator signal is gener 
ated. The generated signal may provide a Warning to an 
application administrator or trigger some other appropriate 
action. In some embodiments, the indicator signal generated 
may provide a generaliZed indication of an anomaly; in other 
embodiments, the indicator may provide additional data as 
to a speci?c anomaly, or anomalies, detected. In the latter 
embodiments, any Warning and/or actions resulting from the 
signal may be dependent upon the additional data. 

[0046] Data collected from received communications can 
be analyZed to determine Whether the received communica 
tion is on one or more Whitelists. The analysis is typically 
based upon the collected data associated With the received 
communication in conjunction With reference to one or more 
Whitelists. If no match to a Whitelist is found, the commu 
nication can be subject to a certain level of interrogation. If 
a match to the Whitelist is found, the communication can 
either bypass any message interrogation or it can be subject 
to a different level of interrogation. In one preferred embodi 
ment, if a match to a Whitelist is found, the message can be 
subject to either adaptive message interrogation or no mes 
sage interrogation. If no match to a Whitelist is found, the 
message can be subject to normal message interrogation. 
Additionally, a Whitelist can be created and/or updated based 
on outbound communication. In one preferred embodiment, 
some or all of the destination addresses of outbound com 
munications are added to a Whitelist. If a destination address 
already appears on a Whitelist, a con?dence value associated 
With the destination can be modi?ed based upon the desti 
nation address’ presence. For instance, a usage count may be 
maintained; such a usage count can re?ect absolute usage of 
the address or usage of the address over a given period of 
time. 

[0047] Additional advantages of the invention Will be set 
forth in part in the description Which folloWs, and in part Will 
be obvious from the description, or may be learned by 
practice of the invention. The advantages of the invention 
Will be realiZed and attained by means of the elements and 
combinations particularly pointed out in the appended 
claims. It is to be understood that both the foregoing general 
description and the folloWing detailed description are exem 
plary and explanatory only and are not restrictive of the 
invention, as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0048] The accompanying draWings, Which are incorpo 
rated in and constitute a part of this speci?cation, illustrate 
embodiments of the invention and together With the descrip 
tion, serve to explain the principles of the invention. 

[0049] FIG. 1 depicts a typical prior art access environ 
ment. 

[0050] FIG. 2 depicts a hardWare diagram for an environ 
ment using one preferred embodiment according to the 
present invention. 

[0051] FIG. 3 is a logical block diagram of the compo 
nents in a typical embodiment of the present invention. 

[0052] FIG. 4 is a How chart of an exemplary anomaly 
detection process according to the present invention. 

[0053] FIG. 5 is a sample anomaly detection con?guration 
interface screen. 
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[0054] FIG. 6 is a bock diagram depicting the architecture 
of an exemplary embodiment of a security enhancement 
system according to the present invention. 

[0055] FIG. 7 is a block diagram depicting the architec 
ture of an exemplary embodiment of a risk assessment 
approach according to the present invention using multiple 
queues to manage the application of a plurality of risk 
assessments to a received communication. 

[0056] FIGS. 8A-8B are a How chart depicting the process 
of accessing risk associated With a received communication 
using the architecture depicted in FIG. 7. 

[0057] FIG. 9 is a How chart of an exemplary communi 
cation assessment process according to the present inven 
tion. 

[0058] FIG. 10 is a How chart of an exemplary Whitelist 
management process according to the present invention. 

[0059] FIG. 11 is a How chart of an exemplary interroga 
tion process according to the present invention. 

DETAILED DESCRIPTION 

[0060] Exemplary embodiments of the present invention 
are noW described in detail. Referring to the draWings, like 
numbers indicate like parts throughout the vieWs. As used in 
the description herein and throughout the claims that folloW, 
the meaning of “a,”“an,” and “the” includes plural reference 
unless the context clearly dictates otherWise. Also, as used in 
the description herein and throughout the claims that folloW, 
the meaning of “in” includes “in” and “on” unless the 
context clearly dictates otherWise. Finally, as used in the 
description herein and throughout the claims that folloW, the 
meanings of “and” and “or” include both the conjunctive 
and disjunctive and may be used interchangeably unless the 
context clearly dictates otherWise. 

[0061] Ranges may be expressed herein as from “about” 
one particular value, and/or to “about” another particular 
value. When such a range is expressed, another embodiment 
includes from the one particular value and/or to the other 
particular value. Similarly, When values are expressed as 
approximations, by use of the antecedent “about,” it Will be 
understood that the particular value forms another embodi 
ment. It Will be further understood that the endpoints of each 
of the ranges are signi?cant both in relation to the other 
endpoint, and independently of the other endpoint. 

[0062] Architecture of a Typical Access Environment 

[0063] FIG. 2 depicts a typical environment according to 
the present invention. As compared With FIG. 1, the access 
environment using systems and methods according to the 
present invention may include a hardWare device 210 con 
nected to the local communication netWork such as Ethernet 
180 and logically interposed betWeen the ?reWall system 
140 and the local servers 120 and clients 130. All application 
related electronic communications attempting to enter or 
leave the local communications netWork through the ?reWall 
system 140 are routed to the hardWare device 210 for 
application level security assessment and/or anomaly detec 
tion. HardWare device 210 need not be physically separate 
from existing hardWare elements managing the local com 
munications netWork. For instance, the methods and systems 
according to the present invention could be incorporated into 
a standard ?reWall system 140 or router (not shoWn) With 
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equal facility. In environment not utilizing a ?rewall system, 
the hardware device 210 may still provide application level 
security assessment and/or anomaly detection. 

[0064] For convenience and eXemplary purposes only, the 
foregoing discussion makes reference to hardWare device 
210; hoWever, those skilled in the art Will understand that the 
hardWare and/or softWare used to implement the systems 
and methods according to the present invention may reside 
in other appropriate netWork management hardWare and 
softWare elements. Moreover, hardWare device 210 is 
depicted as a single element. In various embodiments, a 
multiplicity of actual hardWare devices may be used. Mul 
tiple devices that provide security enhancement for appli 
cation servers of a particular type such as e-mail or Web may 
be used Where communications of the particular type are 
allocated among the multiple devices by an appropriate 
allocation strategy such as (1) serial assignment that assigns 
a communication to each device sequentially or (2) via the 
use of a hardWare and/or softWare load balancer that assigns 
a communication to the device based upon current device 
burden. A single device may provide enhanced security 
across multiple application server types, or each device may 
only provide enhanced security for a single application 
server type. 

[0065] In one embodiment, hardWare device 210 may be 
a rack-mounted Intel-based server at either 1U or 2U siZes. 
The hardWare device 210 can be con?gured With redundant 
components such as poWer supplies, processors and disk 
arrays for high availability and scalability. The hardWare 
device 210 may include SSL/T LS accelerators for enhanced 
performance of encrypted messages. 

[0066] The hardWare device 210 Will include a system 
processor potentially including multiple processing ele 
ments Where each processing element may be supported via 
Intel-compatible processor platforms preferably using at 
least one PENTIUM III or CELERON (Intel Corp., Santa 
Clara, Calif.) class processor; alternative processors such as 
UltraSPARC (Sun Microsystems, Palo Alto, Calif.) could be 
used in other embodiments. In some embodiments, security 
enhancement functionality, as further described beloW, may 
be distributed across multiple processing elements. The term 
processing element may refer to (1) a process running on a 
particular piece, or across particular pieces, of hardWare, (2) 
a particular piece of hardWare, or either (1) or (2) as the 
conteXt alloWs. 

[0067] The hardWare device 210 Would have an SDS that 
could include a variety of primary and secondary storage 
elements. In one preferred embodiment, the SDS Would 
include RAM as part of the primary storage; the amount of 
RAM might range from 128 MB to 4 GB although these 
amounts could vary and represent overlapping use such as 
Where security enhancement according to the present inven 
tion is integrated into a ?reWall system. The primary storage 
may in some embodiments include other forms of memory 
such as cache memory, registers, non-volatile memory (e.g., 
FLASH, ROM, EPROM, etc.), etc. 

[0068] The SDS may also include secondary storage 
including single, multiple and/or varied servers and storage 
elements. For eXample, the SDS may use internal storage 
devices connected to the system processor. In embodiments 
Where a single processing element supports all of the secu 
rity enhancement functionality, a local hard disk drive may 
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serve as the secondary storage of the SDS, and a disk 
operating system executing on such a single processing 
element may act as a data server receiving and servicing data 
requests. 

[0069] It Will be understood by those skilled in the art that 
the different information used in the security enhancement 
processes and systems according to the present invention 
may be logically or physically segregated Within a single 
device serving as secondary storage for the SDS; multiple 
related data stores accessible through a uni?ed management 
system, Which together serve as the SDS; or multiple inde 
pendent data stores individually accessible through disparate 
management systems, Which may in some embodiments be 
collectively vieWed as the SDS. The various storage ele 
ments that comprise the physical architecture of the SDS 
may be centrally located, or distributed across a variety of 
diverse locations. 

[0070] The architecture of the secondary storage of the 
system data store may vary signi?cantly in different embodi 
ments. In several embodiments, database(s) are used to store 
and manipulate the data; in some such embodiments, one or 
more relational database management systems, such as DB2 
(IBM, White Plains, NY), SQL Server (Microsoft, Red 
mond, Wash.), ACCESS (Microsoft, Redmond, Wash.), 
ORACLE 8i (Oracle Corp., RedWood Shores, Calif.), Ingres 
(Computer Associates, Islandia, N.Y.), MySQL (MySQL 
AB, SWeden) or Adaptive Server Enterprise (Sybase Inc., 
Emeryville, Calif.), may be used in connection With a variety 
of storage devices/?le servers that may include one or more 
standard magnetic and/or optical disk drives using any 
appropriate interface including, Without limitation, IDE and 
SCSI. In some embodiments, a tape library such as EXabyte 
X80 (EXabyte Corporation, Boulder, Colo.), a storage 
attached netWork (SAN) solution such as available from 
(EMC, Inc., Hopkinton, Mass.), a netWork attached storage 
(NAS) solution such as a NetApp Filer 740 (NetWork 
Appliances, Sunnyvale, Calif.), or combinations thereof 
may be used. In other embodiments, the data store may use 
database systems With other architectures such as object 
oriented, spatial, object-relational or hierarchical or may use 
other storage implementations such as hash tables or ?at 
?les or combinations of such architectures. Such alternative 
approaches may use data servers other than database man 
agement systems such as a hash table look-up server, pro 
cedure and/or process and/or a ?at ?le retrieval server, 
procedure and/or process. Further, the SDS may use a 
combination of any of such approaches in organiZing its 
secondary storage architecture. 

[0071] The hardWare device 210 Would have an appropri 
ate operating system such as WINDOWS/NT, WINDOWS 
2000 or WINDOWS/XP Server (Microsoft, Redmond, 
Wash.), Solaris (Sun Microsystems, Palo Alto, Calif.), or 
LINUX (or other UNIX variant). In one preferred embodi 
ment, the hardWare device 210 includes a pre-loaded, pre 
con?gured, and hardened UNIX operating system based 
upon FreeBSD (FreeBSD, Inc., http://WWW.freebsd.org). In 
this embodiment, the UNIX kernel has been vastly reduced, 
eliminating non-essential user accounts, unneeded netWork 
services, and any functionality that is not required for 
security enhancement processing. The operating system 
code has been signi?cantly modi?ed to eliminate security 
vulnerabilities. 
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[0072] Depending upon the hardWare/operating system 
platform, appropriate server software may be included to 
support the desired access for the purpose of con?guration, 
monitoring and/or reporting. Web server functionality may 
be provided via an Internet Information Server (Microsoft, 
Redmond, Wash.), an Apache HTTP Server (Apache Soft 
Ware Foundation, Forest Hill, Md.), an iplanet Web Server 
(iPlanet E-Commerce Solutions—A Sun—Netscape Alli 
ance, Mountain VieW, Calif.) or other suitable Web server 
platform. The e-mail services may be supported via an 
Exchange Server (Microsoft, Redmond, Wash.), sendmail or 
other suitable e-mail server. Some embodiments may 
include one or more automated voice response (AVR) sys 
tems that are in addition to, or instead of, the aforementioned 
access servers. Such an AVR system could support a purely 
voice/telephone driven interface to the environment With 
hard copy output delivered electronically to suitable hard 
copy output device (e.g., printer, facsimile, etc.), and for 
Ward as necessary through regular mail, courier, inter-of?ce 
mail, facsimile or other suitable forWarding approach. In one 
preferred embodiment, an Apache server variant provides an 
interface for remotely con?guring the hardWare device 210. 
Con?guration, monitoring, and/or reporting can be provided 
using some form of remote access device or softWare. In one 

preferred embodiment, SNMP is used to con?gure and/or 
monitor the device. In one preferred embodiment, any 
suitable remote client device is used to send and retrieve 
information and commands to/from the hardWare device 
210. Such a remote client device can be provided in the form 
of a Java client or a WindoWs-based client running on any 
suitable platform such as a conventional Workstation or a 
handheld Wireless device or a proprietary client running on 
an appropriate platform also including a conventional Work 
station or handheld Wireless device. 

[0073] Application Layer Electronic Communication 
Security Enhancement 

[0074] FIG. 3 depicts a block diagram of the logical 
components of a security enhancement system according to 
the present invention. The overall analysis, reporting and 
monitoring functionality is represented by block 310, and 
anomaly detection is represented by block 370. 

[0075] Blocks 320-360 represent different assessments 
that may be applied to electronic communications. These 
blocks are representative of assessments that may be per 
formed and do not constitute an exhaustive representation of 
all possible assessments for all possible application server 
types. The terms “test” and “testing” may be used inter 
changeably With the terms “assess”, “assessment” or 
“assessing” as appropriate in the description herein and in 
the claims that folloW. 

[0076] Application speci?c ?reWall 320 provides 
functionality to protect against application-speci?c 
attacks. For instance in the context of e-mail, this 
assessment could protect against attacks directed 
toWards Extended SMTP, buffer over?oW, and denial 
of service. 

[0077] Application speci?c IDS 330 provides real 
time monitoring of activities speci?c to the applica 
tion server. This may also retrieve information from 
multiple layers including the application layer, net 
Work layer and operating system layer. This compli 
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ments a netWork intrusion detection system by add 
ing an additional layer of application speci?c IDS 
monitoring. 

[0078] Application speci?c anti-virus protection and 
anti-spam protection 340 provides support for 
screening application speci?c communications for 
associated viruses and/or spam. 

[0079] Policy management 350 alloWs de?nition of 
corporate policies With respect to the particular 
application in regard to hoW and What application 
speci?c communications are sent, copied or blocked. 
Executable attachments or communication compo 
nents, often sources of viruses and/or Worms, and/or 
questionable content can be stripped or quarantined 
before they get to the application server or client. 
Mail messages from competitors can be blocked or 
copied. Large messages can be relegated to off-peak 
hours to avoid netWork congestion. 

[0080] Application encryption 360 provides sending 
and receiving application communications securely, 
potentially leveraging hardWare acceleration for per 
formance. 

[0081] The application security system processes incom 
ing communications and appears to netWork intruders as the 
actual application servers. This prevents the actual enter 
prise application server from a direct or indirect attack. 

[0082] Electronic communications attempting to enter or 
leave a local communications netWork can be routed through 
present invention for assessment. The results of that assess 
ment can determine if that message Will be delivered to its 
intended recipient. 

[0083] An incoming or outgoing communication, and 
attachments thereto, are received by a security system 
according to the present invention. The communication in 
one preferred embodiment is an e-mail message. In other 
embodiments, the communication may be an HTTP request 
or response, a GOPHER request or response, an FTP com 

mand or response, telnet or WAIS interactions, or other 
suitable Internet application communication. 

[0084] The automated Whitelist generation of the present 
invention alloWs the system to automatically create and/or 
maintain one or more Whitelists based on the outbound email 

traffic. In some embodiments, the system can monitor out 
bound, and/or inbound, email traf?c and thereby determine 
the legitimate email addresses to add to the Whitelist. The 
softWare can use a set of metrics to decide Which outbound 
addresses are actually legitimate addresses. 

[0085] A data collection process occurs that applies one or 
more assessment strategies to the received communication. 
The multiple queue interrogation approach summariZed 
above and described in detail beloW provides the data 
collection functionality in one preferred embodiment. Alter 
natively, the assessments may be performed on each 
received message in parallel. A separate processing element 
of the system processor Would be responsible for applying 
each assessment to the received message. In other embodi 
ments, multiple risk assessments may be performed on the 
received communication simultaneously using an approach 
such as a neural netWork. The application of each assess 
ment, or the assessments in the aggregate, generates one or 


















