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ABSTRACT 

An improved method and apparatus is used for storing and 
delivering information over the Internet and using Internet 
technologies. According to one embodiment of the present 
invention, a method and apparatus is disclosed for validating 
a collection of data. 

DEFINING A TABLE OF CONTENTS (TOC) FOR A COLLECTION OF DATA 

I 
RECEIVING A REQUEST FOR DATA CONTAINED WITHIN THE 

COLLECTION OF DATA 

I 
EXAMINING THE TOC TO DETERMINE WHETHER THE DATA WITHIN THE 

COLLECTION OF DATA IS VALID 

I 
UPDATING THE COLLECTION OF DATA IF THE DATA CONTAINED IN THE 

COLLECTION OF DATA IS INVALID 
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DEFINING A TABLE OF CONTENTS (TOC) FOR A COLLECTION OF DATA 
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ALLOCATING A PRIORITY TO EACH REQUEST FROM A CLIENT DEVICE 

ALLOCATING BANDWIDTH TO EACH REQUEST BASED ON THE 
PRIORITY 

I 
PROCESSING EACH REQUEST BASED ON THE ALLOCATED 

PRIORITY AND THE ALLOCATED BANDWIDTH 
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METHOD AND APPARATUS FOR STORING AND 
DELIVERING DOCUMENTS OF THE INTERNET 

RELATED INVENTIONS 

[0001] The present application is a division of application 
Ser. No. 09/379,376 ?led on Aug. 23, 1999, Which is a 
continuation of application Ser. No. 08/897,786, ?led on Jul. 
21, 1997 now US. Pat. No. 6,038,601. The above mentioned 
applications are hereby incorporated herein by reference. 

FIELD OF INVENTION 

[0002] The present invention relates to the ?eld of Internet 
and Wide-area networking technology. Speci?cally, the 
present invention relates to the storage and delivery of 
information over the Internet and using Internet technolo 
gies. 

DESCRIPTION OF RELATED ART 

[0003] The World Wide Web (the Web) represents all of 
the computers on the Internet that offers users access to 
information on the Internet via interactive documents or 
Web pages. Web information resides on Web servers on the 
Internet or Within company netWorks. Web client machines 
running through Web broWsers or other internet softWare can 
access these Web pages via a communication protocol; 
knoWn as HyperText transport protocol (HTTP). With the 
proliferation of information on the Web and information 
accessible in company netWorks, it has become increasingly 
dif?cult for users to locate and effectively use this informa 
tion. As such, the mode of storing, delivering, and interact 
ing With data in the Internet, and the Web in particular, has 
changes over time. 

[0004] FIG. 1A illustrates a typical Internet con?guration 
comprising client 100 and content provider 102 coupled via 
the Internet. The content provider may include a media 
company, a consumer service, a business supplier, or a 
corporate information source inside the company’s netWork. 

[0005] The use of information Within a Wide-area netWork 
such as the Internet poses problems not usually experienced 
in smaller, local-area netWorks. The latency of the Internet 
produces delays that become the performance bottleneck in 
retrieving information. Clients may be connected to the 
netWork only part of the time, but still Want access to 
information from their local platform that Was retrieved 
from the content provider prior to being disconnected. The 
granularity and independence of the objects in a Wide-area 
netWork, particularly the Internet, make the task of aggre 
gating them more dif?cult. 

[0006] The use of client and intermediate caching of the 
content provider information may alleviate some of the 
problems of the Wide-area netWork interactions. Certain 
implementations today perform this caching on behalf of the 
client, but sacri?ce data timeliness and do not address 
performance problems because they must validate their 
caches in single operations over the netWork. 

[0007] FIG. 1A also illustrates the typical Internet con 
?guration of client-to-content-provider interaction. Subse 
quent to connecting to the Internet, client 100 Will generally 
request objects from the content provider 102. The client 
must locate the information, often through manual or auto 
matic searches, then retrieve the data through the client. 
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[0008] When searching for the data initially, this “pull” 
model provides great utility in locating information. Implicit 
in the model, hoWever, is that the client machine has the 
responsibility for ?nding and doWnloading data as desired. 
The user is faced With the problem of having to scour the 
Web for various information sites that may be of interest to 
him or her. Although this model provides a user With a large 
degree of ?exibility in terms of the type of information that 
he or she Would like to access each time he or she connects 
to the Internet, there is clearly a doWnside to the model in 
that the user is forced to constantly search for information on 
the Internet. Given the exponential rate of groWth of data on 
the Internet, this type of searching is becoming increasingly 
cumbersome. 

[0009] While the pull model is effective for ?nding infor 
mation, once a user has found an information source—a 

location from Which subsequent information of interest to 
the user Will be distributed—he or she must continue to 
check for neW information periodically. In the “pull” model, 
the server is inherently passive and the client does all the 
Work of initiating requests. If the server has neW information 
of interest to the client, the server has no method of 
delivering either the information or a noti?cation to the 
client that the information exists. The content provider 
cannot, in the pull model, provide an “information service” 
Where active server information is identi?ed, then passed to 
the client in terms of some kind of noti?cation. 

[0010] It is therefore an object of the present invention to 
provide a method to manage passive and active data 
throughout the netWork, and offer an improved method and 
apparatus for storing and delivering information on the 
Internet. 

SUMMARY OF THE INVENTION 

[0011] The present invention discloses an improved 
method and apparatus for storing and delivering information 
over the Internet and using Internet technologies. According 
to one embodiment of the present invention, a method and 
apparatus is disclosed for validating a collection of data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The present invention is illustrated by Way of 
example and not by Way of limitation in the ?gures of the 
accompanying draWings in Which like reference numerals 
refer to similar elements and in Which: 

[0013] 
[0014] FIG. 1B illustrates a typical computer system in 
Which the present invention operates 

FIG. 1A illustrates a typical Internet con?guration 

[0015] FIG. 2 illustrates the three major components 
according to one embodiment of the present invention 

[0016] FIG. 3 illustrates an overvieW of hoW the three 
components of one embodiment of the present invention 
interact With each other. 

[0017] FIGS. 4-6 are How charts illustrating embodiments 
of the present invention 

[0018] FIG. 7A illustrates a regular expression used as a 
“positive ?lter” for links on a page 

[0019] FIG. 7B illustrates a regular expression used as a 
“negative ?lter” for links on a page 
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[0020] FIG. 8 is a How chart illustrating one embodiment 
of the present invention 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0021] The present invention relates to a method and 
apparatus for storing and delivering documents on the 
Internet. In the following detailed description, numerous 
speci?c details are set forth in order to provide a thorough 
understanding of the present invention. It Will be apparent to 
one of ordinary skill in the art hoWever, that these speci?c 
details need not be used to practice the present invention. In 
other instances, Well knoWn structures, interfaces and pro 
cesses have not been shoWn in detail in order not to 
unnecessarily obscure the present invention. 

[0022] FIG. 1B illustrates a typical computer system 100 
in Which the present invention operates. One embodiment of 
the present invention is implemented on a personal computer 
architecture. It Will be apparent to those of ordinary skill in 
the art that other alternative computer system architectures 
may also be employed. 

[0023] In general, such computer systems as illustrated by 
FIG. 1B comprise a bus 101 for communicating informa 
tion, a processor 102 coupled With the bus 101 for process 
ing information, main memory 103 coupled With the bus 101 
for storing information and instructions for the processor 
102, a read-only memory 104 coupled With the bus 101 for 
storing static information and instructions for the processor 
102, a display device 105 coupled With the bus 101 for 
displaying information for a computer user, an input device 
106 coupled With the bus 101 for communicating informa 
tion and command selections to the processor 102, and a 
mass storage device 107 coupled With the bus 101 for storing 
information and instructions. A data storage medium 108, 
such as a magnetic disk and associated disk drive, containing 
digital information is con?gured to operate With mass stor 
age device 107 to alloW processor 102 access to the digital 
information on data storage medium 108 via bus 101. 

[0024] Processor 102 may be any of a Wide variety of 
general purpose processors or microprocessors such as the 
PENTIUM® brand processor manufactured by INTEL® 
Corporation. It Will be apparent to those of ordinary skill in 
the art, hoWever, that other varieties of processors may also 
be used in a particular computer system. Display device 105 
may be a liquid crystal device, cathode ray tube (CRT), or 
other suitable display device. Mass storage device 107 may 
be a conventional hard disk drive, ?oppy disk drive, CD 
ROM drive, or other magnetic or optical data storage device 
for reading and Writing information stored on a hard disk, a 
?oppy disk, a CD-ROM a magnetic tape, or other magnetic 
or optical data storage medium. Data storage medium 108 
may be a hard disk, a ?oppy disk, a CD-ROM, a magnetic 
tape, or other magnetic or optical data storage medium. 

[0025] In general, processor 102 retrieves processing 
instructions and data from a data storage medium 108 using 
mass storage device 107 and doWnloads this information 
into random access memory 103 for execution. Processor 
102, then executes an instruction stream from random access 
memory 103 or read-only memory 104. Command selec 
tions and information input at input device 106 are used to 
direct the How of instructions executed by processor 102. 
Equivalent input device 106 may also be a pointing device 
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such as a conventional mouse or trackball device. The 
results of this processing execution are then displayed on 
display device 105. 

[0026] Computer system 100 includes a netWork device 
110 for connecting computer system 100 to a netWork. The 
netWork device 110 for connecting computer system 100 to 
the netWork includes Ethernet devices, data modems and 
ISDN adapters. It Will be apparent to one of ordinary skill in 
the art that other netWork devices may also be utiliZed. 

[0027] The preferred embodiment of the present invention 
is implemented as a softWare module, Which may be 
executed on a computer system such as computer system 
100 in a conventional manner. Using Well knoWn tech 
niques, the application softWare of the preferred embodi 
ment is stored on data storage medium 108 and subsequently 
loaded into and executed Within computer system 100. Once 
initiated, the softWare of the preferred embodiment operates 
in the manner described beloW. 

[0028] 1. Introduction 

[0029] The presently claimed invention improves use of 
the Web and Wide-area netWorks by managing groups of 
netWork objects (content or applications) and bringing that 
content and noti?cations from servers directly to desktops in 
a timely fashion and While consuming a minimal amount of 
desktop screen space. Users subscribe to “channels”, Which 
automatically bring neW content to the user’s machine and 
render information in summary form. Detailed content 
attached to the subscription is rendered in the user’s Web 
broWser, and automatically pre-fetched by one embodiment 
of the present invention. 

[0030] Channel con?guration and rendition, as Well as 
related content pre-fetch are all controlled by default from 
the content provider via a back-end server, thus giving 
content providers a large amount of control over their oWn 
data and hoW it is presented. Content providers can supply 
their oWn graphics, advertising, ticker information, anima 
tion control, and content refresh parameters. Subscribing to 
channels is also simple: content providers simply place an 
icon on one or more pages in their site and clicking the icon 
causes a subscription to be created on the client side and/or 
the server side. The subscription is then updated automati 
cally. 

[0031] According to one embodiment, the presently 
claimed invention plays a unique rote as an intermediary and 
mediator betWeen end users, namely consumers of informa 
tion, and content providers, namely producers of informa 
tion. One embodiment of the present invention provides 
functionality that gives to the content provider control over 
their brand, the Way in Which their information is presented, 
and the Way in Which users access their Web site. At the same 
time, users are given the ability to pick and choose the 
information they Want from the sites they Want, and presen 
tation of that information is accelerated, thus improving the 
user’s Web experience. 

[0032] An intelligent caching infrastructure that uses 
information (called “Meta-Data”) about the content to con 
trol client and intermediate caches reduces the Wide-area 
netWorking problems generally attributed to interactive con 
tent by alloWing the caches to manage expiration, compac 
tion, bulk-delivery and other operations guided via Meta 
Data from the content provider. The caches become 
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intelligent delivery nodes at the client, and With in the 
network, because they able to understand the important 
properties of the information they are managing. 

[0033] The presently claimed invention also provides a 
noti?cation system to the content provider and user that 
spans Internet, ?reWall, and internal netWork systems, and 
can combine various underlying transports and noti?cations 
into a general noti?cation architecture. This offers content 
providers (server) the opportunity to provide pro-active 
information service to the user. The user may receive various 
types of internet and internal, company noti?cations and 
information. 

[0034] When the noti?cation and “active information” 
push model is combined With an intelligent caching netWork 
infrastructure, in the presently claimed invention, the user 
achieves the highest degree of functionality, performance, 
and usability. As described in further detail beloW, the 
presently claimed invention spans client and server 
machines, creating a system that alloWs feedback from the 
client to the back-end server, and subsequent optimiZation of 
the client by the back-end server. 

[0035] 2. Components 

[0036] The presently claimed invention consists of three 
major components: the content bar, caching server and 
back-end server, as illustrated in FIG. 2. The content bar and 
the caching server reside on one or more end-user computers 

(“client machines”) oWned by information subscribers. The 
back-end server resides on one or more server-class com 

puters oWned by information publishers (“back-end server 
machines”). The content bar and caching server are logical 
components. Each component can be implemented as sepa 
rate processes or Within a single process. 

[0037] The client machines and the back-end server 
machines communicate over a netWork such as the Internet 
or a corporate intranet. The communication mechanism 
includes open standard protocols such as HTTP (Hypertext 
Transfer Protocol), MIME (Multipurpose Internet Mail 
Extensions) and TCP/IP (Transmission Control Protocol/ 
Internet Protocol). 

[0038] One embodiment of the present invention is imple 
mented in the caching server. An alternate embodiment is 
implemented in a combination of the caching server and the 
back-end server. The content bar in either embodiment is a 
rendering environment for published content. Although the 
folloWing sections describe a tWo-tier client-server architec 
ture, the presently claimed invention may also be imple 
mented according to other architectures. For example, While 
the content bar alWays resides on a subscriber’s client 
machine and the back-end server alWays resides on a pub 
lisher’s back-end server machine, there can be any number 
of intermediate caching servers betWeen the subscriber and 
the publisher. 

[0039] The caching servers do not have to reside on the 
client machine. This con?guration typically provides the 
best performance, hoWever, by taking advantage of local 
disk access speed to increase performance. Caching servers 
can be deployed around the netWork to balance netWork load 
and provide concentration of frequently used information. In 
this embodiment, each caching server is implemented as a 
standard HTTP proxy server thus alloWing them to be 
coupled together hierarchically. FIG. 3 illustrates an over 
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vieW of hoW the three components of one embodiment of the 
present invention interact With each other. 

[0040] 2.1 Content Bar 

[0041] The end user interacts With the content bar. Accord 
ing to one embodiment, the content bar is responsible for 
rendering channel subscription content, con?guring each 
subscription’s look and feel, and managing the user’s inter 
action With the Web. The user can create several content 
bars, and can ?oat them on the desktop, dock them to one of 
the edges of the display, or dock them to a Web broWser. 
When docked to one of the screen edges, the content bar can 
be con?gured to auto-hide, so that it appears only When the 
mouse is placed on the edge of the screen. 

[0042] Each content bar contains one or more channels, 
namely areas of the content bar that belong to a particular 
content provider. Channel look and feel is under the control 
of the content provider via open data formats (MIME, 
HTTP, standard image formats such as GIF and JPEG). The 
content bar provides a common rendering environment for 
the channels so they can be moved, resiZed, or locally 
con?gured by the user in a standard Way. 

[0043] Each channel contains one or more “subscrip 
tions.” Subscriptions are agents con?gured to retrieve infor 
mation at various times, or to process asynchronous noti? 
cations of incoming data. Initial con?guration is set up by 
the content provider according to the content provider’s 
publishing schedules. The user can change this information 
as Well as add to it. Each channel subscription uses a 
noti?cation mechanism to retrieve neW data. the noti?cation 
mechanism can be simple polling, or more complex asyn 
chronous event noti?cation mechanisms, as described later 
in the document. 

[0044] 2.2 Caching Server 

[0045] The caching server manages all of the user’s inter 
action With the Web. All Web requests, including those 
generated by the user’s broWser and those generated by 
channel subscriptions, go through the caching server. The 
caching server is responsible for the folloWing areas of 
functionality, either alone or in concert With one or more 
publisher back-end servers. These areas of functionality are 
described in further detail later in this document: 

[0046] Intelligent cache management, including local 
algorithms for automatic expiration management and 
content compaction, and algorithms shared With the 
back-end server for custom expiration management. 

[0047] Statistics collection and upload to back-end 
servers 

[0048] Lookahead pre-fetch of content based on local 
algorithms and on custom control information from 
back-end servers 

[0049] Bulk validation of content based on informa 
tion (meta-data) from back-end servers 

[0050] Intelligent bandWidth management, alloWing 
user requests priority over background lookahead 
pre-fetch requests. 

[0051] Registration and subscription by the user to 
information sources. 
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[0052] Handling of incoming channel subscription 
noti?cations, removing the need for the caching 
server to poll its content providers for neW informa 
tion. 

[0053] A caching server can operate on its oWn on behalf 
or a community of many users, Who in turn have caching 
servers on their oWn machines. These higher-level caching 
servers can be placed at intranet/Internet boundaries to 
provide information concentration and conserve netWork 
bandWidth. 

[0054] 2.3 Back End 

[0055] The back end server is a collection of softWare that 
Works With client caching servers to optimiZe use of a 
publisher’s site by its subscribers. According to one embodi 
ment, each publisher has a back-end server that controls use 
of its content by clients and feeds information extracted 
from the clients back to the publisher. The back-end server 
is responsible for the folloWing areas of functionality: 

[0056] Maintenance of cache control meta-data. 
According to one embodiment, this data is provided 
to caching servers Which use the data to control the 
Way in Which the content provider’s information is 
cached. 

[0057] Generation of subscription data and subse 
quent publishing of that data for retrieval by caching 
servers, or subsequent sending of that data directly to 
the caching servers. 

[0058] Creation and maintenance of bulk-validation 
information. Bulk-validation data is initially created 
by the content provider and sent from the back-end 
server to caching servers, alloWing them to validate 
the publisher’s cached content ef?ciently. 

[0059] Creation and maintenance of lookahead infor 
mation. As above, the information is initially created 
by the content provider. As it is sent to caching 
servers and used by those servers, updated informa 
tion is uploaded from the servers and used to ?ne 
tune the lookahead information. The result is a 
feedback loop that tunes lookahead based on client 
use of the publisher’s content. 

[0060] Generation of content and subscription usage 
reports. The back-end server uses statistics uploaded 
from caching servers to give publishers an accurate 
picture of hoW their site is used, including for 
example extremely accurate advertisement display 
and click-through counts. 

[0061] 3. Shared Technology 

[0062] This section details the technology that is shared by 
the back-end server and the caching server. According to one 
embodiment, the interaction betWeen these tWo components 
provides con?guration ?exibility and ef?cient performance. 
By locating acceleration information at the publisher, the 
creation of that data is placed in the hands of the people most 
likely to knoW hoW to manage it, namely the publisher. By 
then doWnloading that information to caching servers, the 
system alloWs a site to be accelerated according to the 
Wishes of the site oWner, Who is in the best position to knoW 
hoW to do this. 
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[0063] According to one embodiment, the system further 
introduces a feedback loop so that the publisher is in a 
position to retrieve accurate information about their site 
from their subscribers’ caching servers. That information 
can be used in its oWn right to control advertising rates or 
provide reports of various sorts. The information can also be 
fed back into the information passing back to the caching 
servers, further enhancing their ability to accelerate the site. 

[0064] 3.1 Bulk Validation 

[0065] 3.1.1 OvervieW 

[0066] Once a cached piece of content expires, the caching 
server must validate it. This task involves sending a request 
to the content’s oWner, and the content oWner either 
responds that the content has not changed or provides the 
latest version of the content. In the latter case, the caching 
server still experiences the overhead of retrieving the con 
tent. In the former case, hoWever, the server can increase 
performance signi?cantly by using bulk validation. With 
bulk validation, a single request to the oWning server results 
in large amounts of content being automatically validated or 
invalidated. Content that is invalidated is marked as expired 
in the cache, and the next time the caching server is asked 
for that content, the caching server knoWs to retrieve that 
content from the content oWner. Content that is still valid has 
its expiration date extended and continues to be served from 
the cache until the content ?nally expires. 

[0067] Bulk validation revolves around the idea that a 
group of content frequently has similar expiration charac 
teristics. In a neWs page, for example, the masthead, footer, 
and side bars may be “boilerplate” that rarely changes, 
Whereas the article and its associated images Will change 
constantly. In a given site, all content that has similar 
expiration characteristics can be grouped into a single list, 
called a TOC (Table Of Contents). The TOC is an HTML 
page consisting of a header and a body that contains tags 
describing TOC members. The TOC is not intended to be 
vieWed by end users; it is simply meta-data shared betWeen 
the caching server and its back-end servers and used to 
con?gure the caching server’s behavior. Meta-data is 
described in further detail in Section 3.2 Meta-Data. 

[0068] Each TOC member is represented by a single 
ICPAGE HTML tag. The tag contains a number of attributes 
(TOCs are also used for lookahead con?guration as 
described in Section 3.4.6, Custom Weight Assignment), 
including the LASTMOD attribute. This attribute contains 
the member’s last-modi?cation date in seconds since mid 
night Jan. 1, 1970 (standard epoch) and is stored With the 
member in the cache: 

[0069] <ICPAGE 

[0070] URL=“http://truth.incommon.com/library/ 
achannels.html” 

[0071] LASTMOD=83540098> 

[0072] The TOC is assigned an expiration date, Which 
automatically applies to all members of the TOC. The 
expiration date can be assigned explicitly via a standard 
HTML META tag (the standard mechanism for driving 
HTTP data from content), or via any of the custom expira 
tion mechanisms de?ned in Section 3.3, Custom Expiration 
Control. FIG. 4 is a How chart illustrating an overvieW of 
one embodiment of bulk validation. 
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[0073] 3.1.2 Client Side Behavior 

[0074] According to one embodiment, the caching server 
is designed such that Whenever a TOC member is accessed, 
the TOC’s expiration date always overrides the member’s 
expiration date. Whenever the TOC expires, all its members 
automatically expire. Once a TOC expires, bulk validation 
begins. Any time one of its members is accessed, the 
member is noted as expired (it shares its TOC’s expiration 
date), Which causes the TOC to be retrieved ?rst. The 
caching server receives one of tWo responses to its request 
for the TOC, just as it Would for any other page. The ?rst 
possibility is that the TOC has not changed. If so, then the 
TOC expiration date is updated according to its meta-data if 
present or the expiration algorithm if it is not. Each member 
automatically gets the neW expiration date. 

[0075] The second possibility is that the TOC has indeed 
changed, in Which case the oWning server sends the neW 
TOC to the caching server. The caching server then parses 
the TOC’s HTML stream looking for members. Each mem 
ber is then looked up in the cache and its last-modi?cation 
date compared With the incoming TOC copy’s last-modi? 
cation date for that member. If the dates are the same, the 
content has by de?nition not changed, and is assigned the 
TOC’s neW expiration date. If the dates are different, the 
content has changed and is automatically marked as having 
expired. Next time the content is accessed, it Will be updated 
from the oWning server. 

[0076] This behavior results in a signi?cant performance 
improvement. For example, for a TOC With 100 members 
(eg the boilerplate graphics for a Web site), a single 
operation simultaneously validates all 100 members. With 
out a TOC, the caching server Would have to perform 100 
netWork operations to validate one member at a time, and 
most of the operations are likely to be useless because the 
content has probably not changed. 

[0077] 3.1.3 Locating TOCs 

[0078] Once an administrator has generated a TOC, the 
local caching server must be able to ?nd the TOC so that the 
TOC can be loaded. A TOC is just another form of meta 
data. TOC pages are therefore located exactly the same Way 
as site meta data is located, as described in section 3.2 
Meta-Data. 

[0079] 3.1.4 TOC Management 

[0080] According to one embodiment of the present inven 
tion, TOCs for a given site are maintained by the back-end 
server for that site. Each TOC has a Well-knoWn name that 
identi?es the TOC uniquely on that site. The collection of 
TOCs on the site comprise a TOC catalog, that can be 
broWsed by administrators seeking to create neW TOCs, 
delete TOCs, or modify existing TOCs. 

[0081] The TOC catalog also contains access control and 
authentication information. The authentication data enables 
the back-end server to verify the identity of administrators 
Wishing to manage the TOCs in the catalog. The back-end 
server uses the access control information to restrict par 

ticular administration functions to various groups of people. 

[0082] Because the back-end server handles TOC man 
agement, the actual commands to manage a TOC can be 
issued either from a client machine such as a client PC or 
from a management interface on the back-end server 
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machine. Several client PC-based mechanisms can be used 
to manage TOCs. The implementor can select a client-side 
mechanism based on portability, UI functionality, and client 
environment. FolloWing are examples of such mechanisms: 

[0083] Administrator channel on the channel bar 

[0084] Custom version of client With added admin 
istrator user interface functionality 

[0085] HTML forms accessible from any Web 
broWser 

[0086] Java applet accessible from any Web broWser 

[0087] Microsoft WindoWs OCX accessible from any 
Web broWser 

[0088] The client-side administration mechanisms are 
responsible for presenting a graphical vieW of the TOC 
catalog and its member TOCs to the administrator. In 
addition, the client-side/administration mechanism may pro 
vide some local editing capability as a means of increasing 
performance. 

[0089] 3.1.5 Creating a TOC 

[0090] According to one embodiment, TOCs are created 
by the back-end server in at least one of three Ways, namely 
by scanning ?le system directories recursively, by scanning 
the content of HTML pages for links and folloWing those 
links recursively, or being supplied the TOC information 
directly via database or content management system through 
an Application Programming Interface Files (in the 
?rst method) or pages (in the second method) are included 
in the TOC if they satisfy various criteria, including but not 
limited to the folloWing: 

[0091] Number of levels to search. When scanning 
the ?le system, the number of levels of folders/ 
directories to descend before stopping. When scan 
ning HTML content for links, the number of levels of 
links to folloW before stopping. 

[0092] A regular expression Which, if matched by the 
?le or URL, includes that ?le or URL in the TOC. 

[0093] Aregular expression Which, if not matched by 
the ?le or URL, includes that ?le or URL in the TOC. 

[0094] The TOC can be constructed using any number of 
different inclusion and exclusion criteria. The above list is 
simply a sample of the possibilities. The TOC inclusion/ 
exclusion criteria are stored in the TOC catalog, along With 
other administrative information such as: 

[0095] HoW often it is updated by the back-end server 
softWare 

[0096] Any additional update-related inclusion/ex 
clusion criteria 

[0097] HoW it is stored in a catalog of TOCs for 
maintenance by administrators 

[0098] Any security attributes that control site 
administrators’ abilities to read, modify, or delete the 
TOC 

[0099] 3.1.6 Deleting a TOC 

[0100] According to one embodiment, deleting a TOC 
consists of removing its catalog entry and associated gen 
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eration criteria. The operation is performed by the back-end 
server, either in response to a client administration front-end 
or a back-end server utility. The back-end server uses its 

authentication and access control information to restrict 
TOC deletion to the appropriate administrators. 

[0101] 3.1.7 Modifying a TOC 

[0102] According to one embodiment, modifying a TOC 
consists of the folloWing operations: 

[0103] Adding one or more member pages 

[0104] Removing one or more member pages 

[0105] Modifying a page, changing its last-modi?ca 
tion date, version stamp, or lookahead Weight 

[0106] The modi?cations can be performed manually by 
an administrator, or automatically by the back-end server 
according to scheduling and inclusion/exclusion criteria 
speci?ed by the administrator. Manual updates are most 
useful in assigning custom lookahead Weights to member 
pages. Manual updates can be performed either on the 
back-end server machine via server utility programs, or on 

a client PC via any of the graphical administration mecha 
nisms described in section 3.1.4 TOC Management. Auto 
matic updates are performed by the back-end server accord 
ing to scheduling information stored as part of the TOC 
de?nition in the TOC catalog. 

[0107] According to one embodiment, automatic updates 
begin With the update process saving all members of the 
current TOC. Any TOC members that Were manually added 
by the administrator are specially marked. The update pro 
cess then retrieves the update inclusion/exclusion criteria 
from the TOC de?nition and begins generating a neW TOC 
based on those criteria. For each TOC member included, the 
update process determines Whether the same member Was 
present in the previous version of the TOC. If it Was, the 
previous version’s lookahead Weight is carried over to the 
neW version, and the previous version is marked as being 
present in the neW version. 

[0108] Once the TOC generation completes, the update 
process scans the previous version, copying any adminis 
trator-created pages that Were not already part of the neW 
TOC. Finally, the update process incorporates any additional 
lookahead Weight statistics accumulated since the last TOC 
update, and then replaces the old version of the TOC With 
the neW version. 

[0109] 3.1.8 GeneraliZed TOC Usage 

[0110] A TOC in its general form is a unit of bulk 
information management. It describes a set of related Web 
objects by URL. The system then de?nes operations on the 
set such as the bulk validation process described above. 
Other useful bulk operations can also be de?ned for TOCs. 
ATOC can describe a set of objects Which are to be retrieved 
in bulk by the caching server for later off-line vieWing. A 
TOC can also describe a set of objects to be looked ahead on, 
independently of the lookahead algorithm described later in 
this document. Sets of Web objects Which share caching 
properties can also be grouped into a TOC. 

Aug. 7, 2003 

[0111] 3.2. Meta-Data 

[0112] 3.2.1 OvervieW 

[0113] According to one embodiment of the present inven 
tion, “meta-data” is used to con?gure much of the behavior 
of caching servers. Content providers are alloWed to con 
?gure their sites independently of other sites (or individual 
subscriptions independently of other subscriptions, all of 
Whom reference the same site) and that data is used to drive 
the behavior of the caching servers. 

[0114] The term “site meta-data” is used to cover all 
meta-data that optimiZes a particular site. The meta-data is 
stored in HTML tags and can therefore appear anyWhere in 
a site. To make administration tractable, the tags are typi 
cally grouped into a single page, eXcept for TOCs, Which are 
pointed at from the site meta-data page. 

[0115] According to one embodiment of the present inven 
tion, a site meta-data page is referenced With an ICMETA 
pointer tag:. 

[0116] <ICMETA 

[0117] URL=http://WWW.incommon.com/sitedefs/ 
nytimes_site.html> 

[0118] There are a number of Ways that the caching server 
can locate meta-data pages. According to one embodiment, 
the site administrator can add to every page on their site an 
ICMETA tag identifying the meta-data page. Whenever the 
caching server encounters an ICMETA tag in an HTML 
page, it fetches the URL pointed at by the tag. This scheme 
has the advantage that the meta-data page gets loaded 
immediately Whenever a page from the site is loaded. 

[0119] A variation on the above scheme uses ICMETA 
tags on only a feW “strategic” pages, for eXample the site’s 
home page. Many sites place links to an indeX or home page 
on all other pages. The caching server automatically looks 
ahead on all pages, and if all pages have a link to a 
strategically-located page, the caching server quickly 
encounters the ICMETA tag and fetches the meta-data page. 

[0120] According to an alternate embodiment, the channel 
developer can tag their subscription noti?cations With a 
“meta data URL” that the caching server automatically 
fetches before it fetches any other channel content. This last 
mechanism guarantees that the meta-data page Will be 
loaded every time neW channel data arrives at the caching 
server. 

[0121] 3.2.2 Areas of Use 

[0122] Meta-data may be used in the folloWing areas to 
control caching server behavior: 

[0123] client con?guration by intranet administrators 

[0124] custom eXpiration control 

[0125] lookahead pre-fetch con?guration 

[0126] statistics upload con?guration 

[0127] Different types of site meta-data are created differ 
ently. Because meta-data is implemented in standard HTML, 
simple con?gurations can be created directly by the content 
provider in a standard teXt or HTML editor. The data can be 
dispensed by the content provider’s back-end server at 
subscription noti?cation time, or can be loaded by the 
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caching server Whenever the caching server encounters the 
appropriate ICMETA tag. More complex meta-data that is 
derived from user feedback can initially be generated auto 
matically and then automatically updated as user feedback is 
gathered. The latter mechanism is described-in detail further 
detail in the following sections. Further details of other 
meta-data applications are also described in the folloWing 
sections. 

[0128] 3.3 Client Con?guration Meta-Data 

[0129] Meta-data is used by local netWork administrators 
to con?gure the client softWare. The caching server has a 
built-in subscription to an HTML page containing con?gu 
ration meta-data. The publisher of this subscription is the 
local netWork administrator, and the publishing host is an 
unquali?ed internet hostname. The caching server uses the 
host name “inCommon-Con?g”. The client’s netWork soft 
Ware Will automatically qualify this host name in its local 
internet domain, alloWing the caching server to ?nd a server 
in any intranet Without having to be con?gured at installa 
tion time. Note that a server With this name need not be 
dedicated for con?guration; it is just as easy to give an 
existing host an alternate (alias) host name of “inCommon 
Con?g”. 

[0130] This con?guration mechanism is simple and poW 
erful. It alloWs intranet administrators to con?gure their 
clients Without any installation-time Work by the user. 
Because the con?guration data is received in the form of a 
subscription noti?cation, clients Will receive any con?gura 
tion changes as soon as they are made. If multicast noti? 
cation is used, only one copy of the neW con?guration is sent 
to all clients. The mechanism is reasonably secure because 
the con?guration host name is Well-knoWn Within the cli 
ent’s local internet domain, and the client initiates contact 
With the con?guration publisher. Additional security can be 
implemented With Secure HTTP and digital signatures to 
authenticate the publishing host. 

[0131] Noti?cations for the con?guration subscription 
contain con?guration directives in the form of HTML tags. 
The caching server interprets and then executes these direc 
tives. In this manner, the netWork administrator can control 
the caching server’s caching behaviour (e.g. disabling it 
entirely on local area netWorks Where the netWork speed is 
faster than the disk transfer rate), its proxy server, its default 
lookahead characteristics, even the set of subscriptions it 
currently uses. Any aspect of the caching server that the 
system designer deems useful to control can be controlled in 
this manner. 

[0132] 3.4 Custom Expiration Control 

[0133] 3.4.1 OvervieW 

[0134] According to one embodiment, Whenever the cach 
ing server is asked to retrieve content from the Web, the 
caching server places the content in local storage While 
returning the content to the requestor (either the broWser, a 
subscription, or the server itself). The server then satis?es 
subsequent requests for the same content from the local 
storage rather than going to the netWork. This strategy 
improves performance but incurs a cost, namely, if the 
content changes at its origin, the caching server delivers an 
old copy of the data from local storage, rather than the neW 
copy from the Internet. 
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[0135] The caching server solves this problem by assign 
ing each piece of content an expiration date. The server 
satis?es requests for cached content from local storage until 
the expiration date is reached, after Which time it checks at 
the origin site to see if the content has changed. Content 
providers may control the expiration behavior of cached 
content in a number of different Ways. Flexibility in this area 
is crucial because if a piece of content’s expiration date is set 
incorrectly, then the user Will either see old data served out 
of the cache, or Will see loWer performance as the caching 
server validates or retrieves content from the netWork unnec 

essarily. 
[0136] According to one embodiment of the present inven 
tion, three mechanisms are used for expiration control, in 
addition to the standard expiration control mechanisms 
offered by HTTP: 

[0137] TOC-based expiration control 

[0138] 

[0139] 

ICEXPIRE meta-data expiration control 

automatic expiration control 

[0140] The ?rst tWo types of expiration control are 
described in this section, because they Work by sharing 
information betWeen a back-end server and a caching server. 
Automatic expiration control is performed entirely by the 
caching server and is described in section 4.1 Automatic 
Expiration Control. 

[0141] 3.4.2 TOC-based Expiration Control 

[0142] TOCs can be used for bulk validation and for 
lookahead Weight con?guration, as described earlier in this 
document. TOC-based expiration is simply a Way for con 
tent providers to apply a particular expiration date to all 
members of a TOC Without having to modify the individual 
members and Without having to use meta-data tags. 

[0143] The content provider sets the expiration date of the 
TOC, using any of the methods speci?ed beloW, or by 
simply specifying an expiration in the content itself using 
standard HTML META tags or HTTP headers. All members 
of the TOC immediately get that TOC’s expiration date. 

[0144] TOC-based expiration gives content providers ?ne 
control over content expiration (in addition to its primary 
bene?ts of bulk validation and custom lookahead Weight 
ing). TOC-based expiration alloWs content providers to 
group URLs With many different syntaxes but similar expi 
ration behavior into a single construct (the TOC) and expire 
them together, Where otherWise a large number of ICEX 
PIRE meta-data tags Would need to be used. Again, the goal 
is ?exibility for the content provider. 

[0145] 3.4.3 ICEXPIRE OvervieW 

[0146] Expiration meta-data alloWs content providers to 
use HTML to describe the expiration control behavior they 
desire for the caching server When serving their content.. 
Content providers may bind regular expressions to various 
expiration control parameters. Any URL that matches the 
regular expression is automatically given an expiration date 
according to the parameters associated With the regular 
expression. 
[0147] Expiration meta-data is de?ned and maintained by 
the back-end server and can be sent doWn to a caching server 
as part of a channel subscription’s noti?cation data, or 
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loaded by the caching server as it encounters ICMETA tags 
in published content. The ICEXPIRE HTML tag is used to 
implement this functionality. The tag has four attributes, tWo 
of Which control lookup behavior and the remaining of 
Which de?ne the expiration date. 

[0148] Regular expression processing is traditionally 
sloW. Given that caching server performance is extremely 
important, the ICEXPIRE tag provides a high-speed level of 
lookup before regular expression matching is performed. 
The HOST attribute de?nes a host name to Which the 
expiration applies. Only those URLs With a matching host 
name are considered for regular expression matching. The 
host names can be used as keys in a hash table, providing a 
?rst level of high-speed lookup. Once the correct host is 
found, the server can travel through the set of ICEXPIRE 
regular expressions that apply to that host, until a match is 
found. Each regular expression is speci?ed With the 
REGEXP attribute. Once a match is found, the expiration 
control attributes in the tag are applied to the matching URL, 
as described in the folloWing sections. The remaining tWo 
attributes describe a ?xed expiration and a minimum expi 
ration. The uses of these attributes are described in the 
folloWing sections. 

[0149] 3.4.4 Fixed Expirations 

[0150] The most typical use of ICEXPIRE causes all 
URLs matching the regular expression to be assigned a 
speci?c expiration date: 

<ICEXPIRE HOST=WWW.cnn.com 
REGEXP=“http ://WWW.cnn.com/sports/. *” 

EXPIRATION=“Thu, 30 Jan. 1997 11:12:13 GMT” > 

[0151] In the above example, all URLs on WWW.cnn.com 
that are under the sports section are set so they expire on 
January 30 at the speci?ed time. The expiration date can also 
be speci?ed in seconds relative to the current time. In the 
folloWing example, all matching content gets an expiration 
date 600 seconds from the time it Was retrieved: 

<ICEXPIRE HOST=WWW.cnn.com 
REGEXP=“http://WWW.cnn.com/sports/. *” 

EXPIRATION=“+600”> 

[0152] 3.4.5 Conservative Expirations 

[0153] Some sites may not Want any of their content 
cached at all. These are sites Whose content changes rapidly 
or unpredictably, or Whose content is extremely short-lived. 
An ICEXPIRE Whose EXPIRATION attribute is set to the 
special value ALWAYS tells the server that all content 
satisfying the lookahead tag’s match criteria are to alWays be 
veri?ed from the netWork, and satis?ed from the cache only 
if the content has not changed. The result is poorer perfor 
mance but greater accuracy. 

<ICEXPIRE HOST=WWW.cnn.com 
REGEXP=“http://WWW.cnn.com/sports/. *” 

EXPIRATION=ALWAYS> 
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[0154] Content providers are thus able to control the 
behavior of the content Without modifying the content itself. 
The expiration meta-data can be applied at an arbitrarily ?ne 
granularity by tuning the ICEXPIRE regular expression 
appropriately. 

[0155] 3.4.6 Liberal Expirations 

[0156] At the other end of the spectrum are sites that never 
Want their content to expire. These types of sites contain 
content that appears once (possibly for a very short time) and 
never changes. Examples are neWspaper or journal articles 
With URL identi?ers that are never re-used. For this type of 

content, a special value NEVER is provided for an ICEX 
PIRE EXPIRATION attribute. The value Works exactly as 
above, except that content matching the lookahead con?gu 
ration never expires. 

<ICEXPIRE HOST=WWW.cnn.com 
REGEXP=“http ://WWW.cnn.com/sports/. *” 

EXPIRATION=NEVER> 

[0157] 3.4.7 Minimum Expirations 

[0158] Expiration dates computed With the automatic 
expiration algorithm described in Section 4.1 Automatic 
Expiration Control, can sometimes yield non-intuitive 
results. If, for example, an object is retrieved immediately 
after it is modi?ed, and the object does not have enough 
lifetime samples, the resulting neW expiration date Will be 
very short, causing the object to expire earlier than it should. 

[0159] Content providers can override an expiration date 
calculated by the algorithm With a minimum value. If the 
expiration date computed by the algorithm is beloW the 
minimum, the minimum is used. The minimum expiration is 
de?ned in the MIN_EXPIRATION attribute of the ICEX 
PIRE HTML tag. It can be speci?ed as a time in seconds 
relative to the time it Was retrieved, or as an absolute date in 
standard HTTP format. 

<ICEXPIRE HOST=WWW.cnn.com 
REGEXP=“http ://WWW.cnn.com/sports/. *” 

MIN EXPIRATION=“+600”> 

[0160] In this example, all matching content has its expi 
ration calculated using the automatic expiration algorithm, 
but if that result is less than 600 seconds from noW, the 
expiration is set to 600 seconds from noW. 

<ICEXPIRE HOST=WWW.cnn.com 
REGEXP=“http ://WWW.cnn.com/sports/. *” 

MINiEXPIRATION=“Sun, 2 Feb. 1997 10:10:10 GMT”> 

[0161] In the second example, the behavior is identical, 
but the minimum expiration is a speci?c time in the future. 
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[0162] 3.5 Lookahead 

[0163] 3.5.1 Overview 

[0164] One of the major areas where the caching server 
adds value is in lookahead (pre-fetch of content). Most 
caching is based on past usage of the network: the user visits 
a site and their web browser stores that site’s content for a 
set period of time. If the site is re-visited, the content is 
fetched locally, rather than over the network. 

[0165] According to one embodiment, lookahead caching 
uses predictive algorithms to determine where a user may go 
given their current location. Lookahead caching then 
attempts to fetch the desired content before the user actually 
travels to the new location. Thus, when the user actually 
travels along a web link to a new page, that page is already 
present locally and can be displayed very quickly. 

[0166] A number of different mechanisms allow content 
providers to tune the lookahead algorithm with a great 
degree of ?exibility for their particular site layout. Accord 
ing to one embodiment, the lookahead algorithm runs on the 
caching server. The lookahead algorithm uses tuning infor 
mation created by content providers and maintained by a 
publisher’s back-end server. Statistics gathering mecha 
nisms are integrated with lookahead tuning, creating a 
feedback cycle where usage of a site causes statistic uploads 
to the back-end server, which then automatically aggregates 
and updates the tuning information and downloads the result 
to all subscriber caching servers. FIG. 5 is a ?ow chart 
illustrating an overview of statistics gathering according to 
one embodiment. FIG. 6 is a ?ow chart illustrating an 
overview of one embodiment of lookahead caching. 

[0167] 3.5.2 Terminology 

[0168] Following are some terms used in the next sections: 
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initial page. When the page arrives, the caching server scans 
the page for child links to other pages. The caching server 
then assigns each of these child pages a “weight,” or 
likelihood that the child pages may be traveled along by the 
user. The weights are numbers that represent the likelihood 
relative to other pages on the site that that page may be 
accessed. The weight is the content provider’s opinion of the 
page’s access likelihood relative to other pages. According 
to one embodiment, the user’s actual browsing behavior is 
not taken into account in determining the weight. 

[0171] According to an alternate embodiment, the user’s 
browsing behavior is also examined. Both weight and 
browsing behavior are then fed into an algorithm, together 
with the parent page’s score. That results in a child page 
score. The caching server then queues requests for all the 
child pages in descending score order and begins fetching 
them. The algorithm has the property that the child link 
scores, when added together, result in the parent page’s 
score. The scoring algorithm is described in detail in the next 
section. 

[0172] According to one embodiment, lookahead process 
ing is recursive. As soon as a lookahead request completes, 
the retrieved page is analyZed for links and the same scoring 
algorithm is executed over those links to yield a set of 
probabilities that they will be traveled along if the parent 
page is reached. Because a given page’s links’ scores all sum 
to the parent’s scores, this embodiment of the algorithm has 
the desirable behavior that all lookahead requests generated 
from a given page have scores that preserve the likelihood 
relative to one another that the page will be selected by the 
user. The algorithm also has the desirable behavior that it 
converges automatically. Each page’s score gets smaller the 
farther it is from the original page. Eventually it reaches 

Initial page Whenever the user requests a page from their web 
browser, that page is looked ahead upon. That user-requested page is known 
as the “initial page”. 

Child page A page reachable via URL from a “parent page”. 
The lookahead algorithm works by analyzing child links of the initial page, 
and then recursing on the pages pointed to by each child link. 

Parent page An HTML page which whose children are 
analyzed by the lookahead algorithm. 

Lookahead Level Also known as “lookahead depth”. The number of 
links between the initial page and the current page. A lookahead level of 1 
includes all child pages of the initial page, together with their inline images 
and applets. A lookahead level of 2 includes the child pages of each child 
page of the initial page, together with their inline images. Repeat for levels 3 
and 4. Levels of 3 and above include an enormous number of pages. 

Positive ?lter A regular expression applied to child link URLs. If 
the URL matches the expression, the lookahead algorithm continues at that 
point, otherwise it stops. 
As above, but lookahead continues only if the URL 
does not match the regular expression. 

Negative ?lter 

Weight An arbitrary number assigned to a child link, 
representing the probability relative to its siblings that it will be traversed by 
the user. 

Score The relative importance of one lookahead request 
relative to all other requests currently queued. This includes requests made 
from other browser windows, or by other components of the system. 

[0169] 3.5.3 Algorithm Overview 

[0170] According to one embodiment, the caching serv 
er’s lookahead algorithm starts by assigning a score to an 

Zero, at a rate inversely proportional to its weight and the 
weights of its parents. The higher a link’s weight, the larger 
percentage of its parent’s score it will receive and propagate 
to its children. 






























