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(57) ABSTRACT 

Methods and systems are provided for cryptographically 
protecting secure content in connection With a graphics 
subsystem of a computing device. Techniques are imple 
mented to encrypt the contents of video memory so that 
unauthorized softWare cannot gain meaningful access to it, 
thereby maintaining con?dentiality. Moreover, a mechanism 
for tamper detection is provided so that there is aWareness 
When data has been altered in some fashion, thereby main 
taining integrity. In various embodiments, the contents of 
overlay surfaces and/or command buffers are encrypted, 
and/or the GPU is able to operate on encrypted content While 
preventing its availability to untrusted parties, devices or 
softWare. 
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METHODS AND SYSTEMS FOR 
CRYPTOGRAPHICALLY PROTECTING SECURE 

CONTENT 

COPYRIGHT NOTICE AND PERMISSION 

[0001] Aportion of the disclosure of this patent document 
may contain material that is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
patent ?les or records, but otherWise reserves all copyright 
rights Whatsoever. The folloWing notice shall apply to this 
document: Copyright C) 2001, Microsoft Corp. 

FIELD OF THE INVENTION 

[0002] This patent application relates to commonly 
assigned copending US. Patent Application No. , 
?led Month DD, YYYY, entitled “Methods and Systems for 
Authentication of Components in a Graphics System.” 

FIELD OF THE INVENTION 

[0003] The present invention relates to methods and sys 
tems for cryptographically protecting secure content. More 
particularly, the present invention relates to techniques for 
cryptographically securing content routed through a graph 
ics pipeline, providing both con?dentiality and tamper pro 
tection With respect to the content. 

BACKGROUND OF THE INVENTION 

[0004] The Internet and many other sources and applica 
tions noW provide a vast array of streaming and ?Xed media 
or other content for listening, vieWing, processing, storing 
and otherWise rendering. HoWever, currently there is no 
practical Way of capturing, recording or rendering the 
streaming or ?Xed media or content in a copy-protected 
manner so that a pirate cannot tap into the stream at some 
point along the pipeline, either as the content is being 
processed or as the content is being rendered, and take 
possession of a copy of or alter the content. This problem has 
existed in connection With other media rendering and 
recording devices in the past, e.g., VCRs for television 
content, or tape recorders for audio signals, but With at least 
one key difference. Since digital media content can be 
recorded With virtually no signal loss, this poses a “risk” for 
copyright oWners that their Works Will be freely shared 
(pirated) Without compensation. With VCRs and tape 
recorders, the device(s) and transmission media invite noise 
or corruption of data into the recording process. With 
streaming or ?Xed digital media, there is no reason Why 
virtually lossless conversions and re-transmissions cannot 
be effected, at least to the limits of human ear and eye 
capabilities, and there is no reason Why unadulterated digital 
data cannot be stored and freely distributed. Thus, it Would 
be desirable to prevent unfettered re-distribution of digital 
data because there is little difference betWeen What copy 
right oWners can provide for a fee and What a pirate can 
provide for free. Moreover, With respect to communications 
that are desired to be con?dential, such as e-commerce 
transactions, it is important to the user engaged in the dialog 
that no unauthoriZed third party be privy to the transactions. 
Thus, With respect to content from a trusted source, there is 
currently no practical Way for the data to be “securely” 
processed or rendered on a user’s computer Without pre 
venting piracy, or corruption. 
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[0005] In particular, once the content is pipelined among 
a host computing system, one or more graphics processing 
units (GPUs), and a rendering device, e.g., a monitor, there 
are a number of opportunities for a pirate or other unautho 
riZed third party to camp on a line or signal, and either pirate 
or corrupt the signal. Moreover, as user dialogs become 
more sophisticated via messaging services and video tele 
conferencing, providing a trusted pipeline for secure content 
from Wherever originated becomes all the more important 
moving forWard. 

[0006] Furthermore, it is clear that future generations of 
operating systems, computing devices and applications Will 
utiliZe more computing poWer from the GPUs for business 
applications, as opposed to draWing most computing poWer 
from the CPUs as in today’s personal computers (PCs). 
Thus, ensuring that content that is sent to the GPUs via 
“trusted graphics” applications Will be a fundamental feature 
for future computing devices, and one not addressed 
adequately by present computing systems. 

[0007] This problem of providing a secure pipeline for 
trusted content can be thought of as being tWofold: (1) one 
must ensure that the trusted content cannot be copied or 
vieWed at some Weak point during the pipeline (con?den 
tiality) and (2) one must ensure that the pipeline prevents 
unauthoriZed corruption of data in the pipeline (protected). 
In the conteXt of system security, complexity is a liability 
because it makes it more dif?cult to prove a system’s 
security. As With an airport or other security scenario, the 
more entry and eXit points there are in the system, the more 
dif?cult it becomes to ensure security. In this regard, pres 
ently there is no means by Which the bulk of GPU func 
tionality and the display driver(s) can be trusted in terms of 
both con?dentiality and protectability. Thus, it Would be 
desirable to implement a trusted graphics environment in 
connection With a computing device Which receives content 
from a trusted source, such that a user of the device can be 
assured that the content cannot be copied Without authori 
Zation and cannot be tampered or altered by a third party. 

SUMMARY OF THE INVENTION 

[0008] In vieW of the foregoing, the present invention 
provides methods and systems for cryptographically pro 
tecting secure content in connection With a graphics sub 
system of a computing device. Techniques are implemented 
to encrypt the contents of video memory so that unautho 
riZed softWare cannot gain meaningful access to it, thereby 
satisfying the goal of con?dentiality. Moreover, a mecha 
nism for tamper detection is provided so that there is 
aWareness When data has been altered in some fashion, 
thereby satisfying the goal of protectability. In various 
embodiments, the invention describes hoW to encrypt the 
contents of overlay surfaces and/or command buffers, and/or 
describes hoW to enable the GPU to operate on encrypted 
content While preventing its availability to untrusted parties, 
devices or softWare. 

[0009] The methods of the invention variously include 
techniques for cryptographically protecting secure content 
in connection With a trusted graphics system having video 
memory, graphics processing unit(s) (GPU(s)) and a cryp 
tographic processing device communicatively coupled to the 
GPU(s), comprising requesting, by an application or device, 
the graphics system to perform processing or rendering of 
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secure content, wherein the requesting includes transmitting 
by the application or device a session key to the graphics 
system and transmitting the secure content to encrypted 
portion(s) of the video memory, decrypting the content of 
the encrypted portion(s) of video memory by the GPU(s) in 
communication With the cryptographic processing device, 
performing the processing or rendering on the decrypted 
content by the GPU(s) and outputting the content from the 
GPU(s). 
[0010] Similar methods of the invention variously include 
requesting, by an application or device, the graphics system 
to perform processing or rendering of secure content, 
Wherein the requesting includes transmitting by the appli 
cation or device a session key to the graphics system for 
veri?cation by the cryptographic processing device and 
transmitting the secure content to encrypted portion(s) of the 
video memory, decrypting the content of the encrypted 
portion(s) of video memory by a decryption mechanism of 
an input unit of the GPU(s), Wherein the decryption mecha 
nism is in communication With the cryptographic processing 
device, performing the processing or rendering on the 
decrypted content by the GPU(s), encrypting the content 
With an encryption/decryption mechanism of an output unit 
of the GPU(s) and outputting the encrypted content from the 
GPU(s). 
[0011] Other features and embodiments of the present 
invention are described beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The methods and systems for cryptographically 
protecting secure content in accordance With the present 
invention are further described With reference to the accom 
panying draWings in Which: 

[0013] FIG. 1A is a block diagram representing an exem 
plary netWork environment having a variety of computing 
devices in Which the present invention may be implemented; 

[0014] FIG. 1B is a block diagram representing an exem 
plary non-limiting computing device in Which the present 
invention may be implemented; 

[0015] FIG. 2 is a How diagram illustrating unprotected 
parts of a graphics pipeline Which are protected in accor 
dance With the invention; 

[0016] FIGS. 3A and 3B are block diagrams illustrating 
exemplary aspects of a ?rst layer of security in accordance 
With the invention; 

[0017] FIGS. 4A to 4C are block diagrams illustrating 
exemplary aspects of a second layer of security in accor 
dance With the invention; 

[0018] FIGS. 5A to 5B illustrate exemplary sWiZZling of 
an AYUV/ARGB format in accordance With the invention; 

[0019] FIGS. 6A to 6B illustrate exemplary sWiZZling of 
a YUY2 format in accordance With the invention; 

[0020] FIGS. 7A to 7B illustrate exemplary sWiZZling of 
a packed planar format in accordance With the invention; 

[0021] FIGS. 8A and 8B are block diagrams illustrating 
exemplary aspects of a third layer of security in accordance 
With the invention; and 
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[0022] FIGS. 9A and 9B are block diagrams illustrating 
exemplary encryption techniques that may be applied to the 
output from a graphics processing unit in accordance With 
the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0023] OvervieW 

[0024] This present invention provides systems and tech 
niques for augmenting an operating system, or other inter 
mediary betWeen content from a trusted source and a graph 
ics system for processing, and/or rendering the content in 
order to enable ‘trusted graphics’ applications, such as 
tamper-resistant, con?dential dialogs and the playback of 
premium content that is resistant to unauthoriZed duplica 
tion. One Way of vieWing the invention is that it provides 
three ‘levels’ of security: (1) encryption of the contents of 
overlay surfaces (2) enabling the GPU, or other coprocess 
ing device, to operate on encrypted content Without making 
it available to untrusted parties and (3) enabling command 
buffers to be encrypted. 

[0025] As mentioned, in the context of system security, 
complexity is a liability because it makes it more dif?cult to 
prove a system’s security. As a result, the invention begins 
by considering that the bulk of GPU functionality and the 
display driver(s) must be considered untrustable. The inven 
tion then applies techniques that increase the chances of a 
correct implementation in terms of con?dentiality and pro 
tectability by limiting the scope of the hardWare that may be 
implemented to meet the criteria for security. 

[0026] Some terminology in accordance With the inven 
tion has already been discussed above. HoWever, for the 
sake of clarity, some terms Will noW be emphasiZed. The 
term con?dential refers to the prevention of an untrusted 
third party, such as a third party device or softWare, from 
gaining access to the trusted content information. An 
example of such con?dentiality includes preventing an 
untrusted third party from gaining access to the playback of 
encrypted premium video content anyWhere along the 
graphics pipeline. The term protected refers to the preven 
tion of an untrusted third party, such as a third party device 
or softWare, from gaining access to or changing the trusted 
content information Without being detected. An example of 
such protectability includes preventing an untrusted third 
party from gaining access to or altering the display of a 
secure dialog that might occur during an e-commerce trans 
action. 

[0027] In this regard, the invention considers overlapping 
WindoWs, e.g., a user interface on top of a premium content 
video streams, as Well as unobscurable WindoWs, Which 
might be present during an e-commerce dialogs. 

[0028] Exemplary NetWork Environments 

[0029] One of ordinary skill in the art can appreciate that 
a computer or other client or server device can be deployed 
as part of a computer netWork, or in a distributed computing 
environment. In this regard, the present invention pertains to 
any computer system having any number of memory or 
storage units, and any number of applications and processes 
occurring across any number of storage units or volumes, 
Which may implicate the trusted graphics regime of the 
invention. The present invention may apply to an environ 
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ment With server computers and client computers deployed 
in a network environment or distributed computing envi 
ronment, having remote or local storage. The present inven 
tion may also be applied to standalone computing devices, 
having programming language functionality, interpretation 
and execution capabilities for generating, receiving and 
transmitting information in connection With remote or local 
services. 

[0030] Distributed computing facilitates sharing of com 
puter resources and services by direct exchange betWeen 
computing devices and systems. These resources and ser 
vices include the exchange of information, cache storage, 
and disk storage for ?les. Distributed computing takes 
advantage of netWork connectivity, alloWing clients to lever 
age their collective poWer to bene?t the entire enterprise. In 
this regard, a variety of devices may have applications, 
objects or resources that may interact to implicate trusted 
graphics pipeline(s) of the present invention. 

[0031] FIG. 1A provides a schematic diagram of an 
exemplary networked or distributed computing environ 
ment. The distributed computing environment comprises 
computing objects 10a, 10b, etc. and computing objects or 
devices 110a, 110b, 110c, etc. These objects may comprise 
programs, methods, data stores, programmable logic, etc. 
The objects may comprise portions of the same or different 
devices such as PDAs, televisions, MP3 players, televisions, 
personal computers, etc. Each object can communicate With 
another object by Way of the communications netWork 14. 
This netWork may itself comprise other computing objects 
and computing devices that provide services to the system of 
FIG. 1A. In accordance With an aspect of the invention, each 
object 10 or 110 may contain an application that might 
request trusted graphics resources. 

[0032] It can also be appreciated that an object, such as 
110c, may be hosted on another computing device 10 or 110. 
Thus, although the physical environment depicted may shoW 
the connected devices as computers, such illustration is 
merely exemplary and the physical environment may alter 
natively be depicted or described comprising various digital 
devices such as PDAs, televisions, MP3 players, etc., soft 
Ware objects such as interfaces, COM objects and the like. 

[0033] There are a variety of systems, components, and 
netWork con?gurations that support distributed computing 
environments. For example, computing systems may be 
connected together by Wireline or Wireless systems, by local 
netWorks or Widely distributed netWorks. Currently, many of 
the netWorks are coupled to the Internet, Which provides the 
infrastructure for Widely distributed computing and encom 
passes many different netWorks. 

[0034] In home netWorking environments, there are at 
least four disparate netWork transport media that may each 
support a unique protocol such as PoWer line, data (both 
Wireless and Wired), voice (e.g., telephone) and entertain 
ment media. Most home control devices such as light 
sWitches and appliances may use poWer line for connectiv 
ity. Data Services may enter the home as broadband (e.g., 
either DSL or Cable modem) and are accessible Within the 
home using either Wireless (e.g., HomeRF or 802.11b) or 
Wired (e.g., Home PNA, Cat 5, even poWer line) connec 
tivity. Voice traf?c may enter the home either as Wired (e.g., 
Cat 3) or Wireless (e.g., cell phones) and may be distributed 
Within the home using Cat 3 Wiring. Entertainment media 
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may enter the home either through satellite or cable and is 
typically distributed in the home using coaxial cable. IEEE 
1394 and DVI are also emerging as digital interconnects for 
clusters of media devices. All of these netWork environ 
ments and others that may emerge as protocol standards may 
be interconnected to form an intranet that may be connected 
to the outside World by Way of the Internet. In short, a variety 
of disparate sources exist for the storage and transmission of 
data, and consequently, moving forWard, computing devices 
Will require Ways of protecting content at all portions of the 
data processing pipeline 

[0035] The Internet commonly refers to the collection of 
netWorks and gateWays that utiliZe the TCP/IP suite of 
protocols, Which are Well-knoWn in the art of computer 
netWorking. TCP/IP is an acronym for “Transport Control 
Protocol/Interface Program.” The Internet can be described 
as a system of geographically distributed remote computer 
netWorks interconnected by computers executing netWork 
ing protocols that alloW users to interact and share informa 
tion over the netWorks. Because of such Wide-spread infor 
mation sharing, remote netWorks such as the Internet have 
thus far generally evolved into an open system for Which 
developers can design softWare applications for performing 
specialiZed operations or services, essentially Without 
restriction. 

[0036] Thus, the netWork infrastructure enables a host of 
netWork topologies such as client/server, peer-to-peer, or 
hybrid architectures. The “client” is a member of a class or 
group that uses the services of another class or group to 
Which it is not related. Thus, in computing, a client is a 
process, i.e., roughly a set of instructions or tasks, that 
requests a service provided by another program. The client 
process utiliZes the requested service Without having to 
“knoW” any Working details about the other program or the 
service itself. In a client/server architecture, particularly a 
netWorked system, a client is usually a computer that 
accesses shared netWork resources provided by another 
computer e.g., a server. In the example of FIG. 1A, com 
puters 110a, 110b, etc. can be thought of as clients and 
computer 10a, 10b, etc. can be thought of as the server 
Where server 10a, 10b, etc. maintains the data that is then 
replicated in the client computers 110a, 110b, etc. 

[0037] A server is typically a remote computer system 
accessible over a remote netWork such as the Internet. The 

client process may be active in a ?rst computer system, and 
the server process may be active in a second computer 
system, communicating With one another over a communi 
cations medium, thus providing distributed functionality and 
alloWing multiple clients to take advantage of the informa 
tion-gathering capabilities of the server. 

[0038] Client and server communicate With one another 
utiliZing the functionality provided by a protocol layer. For 
example, Hypertext-Transfer Protocol (HTTP) is a common 
protocol that is used in conjunction With the World Wide 
Web Typically, a computer netWork address such 
as a Universal Resource Locator (URL) or an Internet 
Protocol (IP) address is used to identify the server or client 
computers to each other. The netWork address can be 
referred to as a Universal Resource Locator address. For 
example, communication can be provided over a commu 
nications medium. In particular, the client and server may be 
coupled to one another via TCP/IP connections for high 
capacity communication. 
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[0039] Thus, FIG. 1A illustrates an exemplary networked 
or distributed environment, With a server in communication 
With client computers via a netWork/bus, in Which the 
present invention may be employed. In more detail, a 
number of servers 10a, 10b, etc., are interconnected via a 
communications netWork/bus 14, Which may be a LAN, 
WAN, intranet, the Internet, etc., With a number of client or 
remote computing devices 110a, 110b, 110c, 110d, 1106, 
etc., such as a portable computer, handheld computer, thin 
client, netWorked appliance, or other device, such as a VCR, 
TV, oven, light, heater and the like in accordance With the 
present invention. It is thus contemplated that the present 
invention may apply to any computing device in connection 
With Which it is desirable to process, store or render secure 
content from a trusted source. 

[0040] In a netWork environment in Which the communi 
cations netWork/bus 14 is the Internet, for example, the 
servers 10 can be Web servers With Which the clients 110a, 
110b, 110c, 110d, 1106, etc. communicate via any of a 
number of knoWn protocols such as HTTP. Servers 10 may 
also serve as clients 110, as may be characteristic of a 
distributed computing environment. Communications may 
be Wired or Wireless, Where appropriate. Client devices 110 
may or may not communicate via communications netWork/ 
bus 14, and may have independent communications associ 
ated thereWith. For example, in the case of a TV or VCR, 
there may or may not be a netWorked aspect to the control 
thereof. Each client computer 110 and server computer 10 
may be equipped With various application program modules 
or objects 135 and With connections or access to various 
types of storage elements or objects, across Which ?les may 
be stored or to Which portion(s) of ?les may be doWnloaded 
or migrated. Thus, the present invention can be utiliZed in a 
computer netWork environment having client computers 
110a, 110b, etc. that can access and interact With a computer 
netWork/bus 14 and server computers 10a, 10b, etc. that may 
interact With client computers 110a, 110b, etc. and other 
devices 111 and databases 20. 

[0041] Exemplary Computing Device 

[0042] FIG. 1B and the folloWing discussion are intended 
to provide a brief general description of a suitable comput 
ing environment in Which the invention may be imple 
mented. It should be understood, hoWever, that handheld, 
portable and other computing devices and computing objects 
of all kinds are contemplated for use in connection With the 
present invention. While a general purpose computer is 
described beloW, this is but one example, and the present 
invention may be implemented With a thin client having 
netWork/bus interoperability and interaction. Thus, the 
present invention may be implemented in an environment of 
netWorked hosted services in Which very little or minimal 
client resources are implicated, e.g., a netWorked environ 
ment in Which the client device serves merely as an interface 
to the netWork/bus, such as an object placed in an appliance. 
In essence, anyWhere that data may be stored or from Which 
data may be retrieved or rendered is a desirable, or suitable, 
environment for operation of the cryptographic protection of 
secure content of the invention. 

[0043] Although not required, the invention can be imple 
mented via an operating system, application programming 
interface (API), and/or included Within application softWare 
that interfaces to trusted content. In various embodiments, 
the invention also applies to hardWare Which conforms to 
interfacing, and encryption techniques described beloW. 
SoftWare may be described in the general context of com 
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puter-executable instructions, such as program modules, 
being executed by one or more computers, such as client 
Workstations, servers or other devices. Generally, program 
modules include routines, programs, objects, components, 
data structures and the like that perform particular tasks or 
implement particular abstract data types. Typically, the func 
tionality of the program modules may be combined or 
distributed as desired in various embodiments. Moreover, 
those skilled in the art Will appreciate that the invention may 
be practiced With other computer system con?gurations. 
Other Well knoWn computing systems, environments, and/or 
con?gurations that may be suitable for use With the inven 
tion include, but are not limited to, personal computers 
(PCs), automated teller machines, server computers, hand 
held or laptop devices, multi-processor systems, micropro 
cessor-based systems, programmable consumer electronics, 
netWork PCs, appliances, lights, environmental control ele 
ments, minicomputers, mainframe computers and the like. 
The invention may also be practiced in distributed comput 
ing environments Where tasks are performed by remote 
processing devices that are linked through a communica 
tions netWork/bus or other data transmission medium. In a 
distributed computing environment, program modules may 
be located in both local and remote computer storage media 
including memory storage devices, and client nodes may in 
turn behave as server nodes. 

[0044] FIG. 1B thus illustrates an example of a suitable 
computing system environment 100 in Which the invention 
may be implemented, although as made clear above, the 
computing system environment 100 is only one example of 
a suitable computing environment and is not intended to 
suggest any limitation as to the scope of use or functionality 
of the invention. Neither should the computing environment 
100 be interpreted as having any dependency or requirement 
relating to any one or combination of components illustrated 
in the exemplary operating environment 100. 

[0045] With reference to FIG. 1B, an exemplary system 
for implementing the invention includes a general purpose 
computing device in the form of a computer 110. Compo 
nents of computer 110 may include, but are not limited to, 
a processing unit 120, a system memory 130, and a system 
bus 121 that couples various system components including 
the system memory to the processing unit 120. The system 
bus 121 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec 
tures. By Way of example, and not limitation, such archi 
tectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(VESA) local bus, and Peripheral Component Interconnect 
(PCI) bus (also knoWn as MeZZanine bus). 

[0046] Computer 110 typically includes a variety of com 
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 110 and 
includes both volatile and nonvolatile media, removable and 
non-removable media. By Way of example, and not limita 
tion, computer readable media may comprise computer 
storage media and communication media. Computer storage 
media includes both volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
nology for storage of information such as computer readable 
instructions, data structures, program modules or other data. 


































