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RECORDING APPARATUS, RECORDING 
METHOD, RECORDING MEDIUM, AND 

PROGRAM FOR RECORDING INFORMATION 
PROTECTING INTANGIBLE PROPERTY RIGHT 

TECHNICAL FIELD 

[0001] The present invention relates to a recording appa 
ratus that records video data and audio data on a record 
medium, in particular, to a recording apparatus that has a 
function for protecting rights such as an intangible property 
right that have been entitled to data recorded on a record 
medium. In addition, the present invention relates to a 
recording method, a record medium, and a program for use 
With such a recoding apparatus. 

BACKGROUND ART 

[0002] Video data, audio data, or data of a computer 
program are recorded on record mediums at factory and 
distributed to consumers. Alternatively, they are doWn 
loaded to record mediums through a communication line and 
distributed to consumers. 

[0003] Such record mediums are for eXample optical discs 
such as CD (Compact Discs) and DVDs (Digital Versatile 
Discs or Digital Video Discs), magneto-optical discs such as 
MDs, and memory cards. 

[0004] HoWever, When data is distributed to consumers, it 
is necessary to protect intangible property rights such as 
copyright and patent right that have been entitled thereto. 

[0005] Therefore, an object of the present invention is to 
provide a recording apparatus that has a function for pro 
tecting intangible property rights that have been entitled to 
data. 

[0006] In addition, another object of the present invention 
is to provide a recording method for protecting intangible 
property rights, a record medium on Which data has been 
recorded so that the intangible property rights are protected, 
and a program that alloWs the intangible property rights to 
be protected. 

DISCLOSURE OF THE INVENTION 

[0007] The present invention is a recording apparatus that 
records data to a reWritable record medium, comprising a 
converting means for converting a data structure of the data 
into a ?le structure that can be handled by softWare, and a 
recording means for recording data that has been converted 
into the ?le structure to the record medium, Wherein the ?le 
structure has a ?rst data unit as entity data, a second data unit 
as a set of a plurality of ?rst data units, and a data portion 
that describes management information for managing the 
relation of the plurality of ?rst data units and attributes of 
entity data of the ?rst data units, and Wherein the data 
portion contains security information necessary for protect 
ing an intangible property right entitled to the ?rst data unit. 

[0008] According to the present invention, in the record 
ing apparatus, the security information may be contained in 
an independent ?le instead of the data portion. The data 
portion may contain designation information that designates 
the ?le. 

[0009] According to the present invention, in the record 
ing apparatus, to securely protect an intangible property 
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right, it is preferred that the entity data is encrypted corre 
sponding to a predetermined encrypting method and that the 
security information is a key necessary for decrypting the 
encrypted entity data. In addition, it is preferred that the key 
is encrypted corresponding to a predetermined encrypting 
method and that the data portion further contains a key 
necessary for decrypting the encrypted key. 

[0010] According to the present invention, in the record 
ing apparatus, to securely protect an intangible property 
right, it is preferred that the data portion further contains 
falsi?cation identi?cation information for identifying 
Whether or not the security information has been falsi?ed. 

[0011] According to the present invention, in the recording 
apparatus, to securely protect an intangible property right, it 
is preferred that the security information contains at least 
one of a start time at Which the use of the entity data is 
started and an end time at Which the use of the entity data is 
stopped. In addition, it is preferred that the security infor 
mation is number-of-times restriction information for 
restricting the number of times of Which the entity data can 
be reproduced. Moreover, it is preferred that the security 
information is copy restriction information for restricting the 
number of times of Which the entity data can be copied. 
Moreover, it is preferred that the security information is 
copy identi?cation information for identifying Whether the 
entity data is original entity data or copied entity data. 

[0012] Thus, according to the present invention, since 
security information for protecting intangible property rights 
and entity data are correlatively recorded, the entity data can 
be securely protected from infringements. In addition, since 
security information is added to each ?rst data unit, indi 
vidual entity data rather than each record medium can be 
securely protected from infringements. Thus, various ser 
vices can be provided for each ?rst data unit. 

BRIEF DESCRIPTION OF DRAWINGS 

[0013] FIG. 1 is a block diagram shoWing an eXample of 
the structure of a digital recording and reproducing appara 
tus; 

[0014] FIG. 2 is a schematic diagram shoWing an eXample 
of the structure of a QuickTime movie ?le; 

[0015] FIG. 3 is a schematic diagram shoWing an eXample 
of the structure of a video media information atom; 

[0016] FIG. 4 is a schematic diagram shoWing the struc 
ture of a QuickTime movie ?le according to an embodiment 
of the present invention; 

[0017] FIG. 5 is a schematic diagram shoWing the struc 
ture of a sample description table according to the embodi 
ment of the present invention; 

[0018] FIG. 6 is a schematic diagram shoWing the struc 
ture of right management data; 

[0019] FIG. 7 is a schematic diagram shoWing the struc 
ture of a movie data atom; 

[0020] FIG. 8 is a schematic diagram shoWing the relation 
betWeen entity data and a media atom; 

[0021] FIG. 9 is a schematic diagram shoWing the struc 
ture of a sample description table in the case that an 
encryption key is managed; 
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[0022] FIG. 10 is a schematic diagram showing the de? 
nition of a ?ag of an enable key block unit; 

[0023] FIG. 11 is a schematic diagram for explaining the 
case that a security information block is an independent ?le; 

[0024] FIG. 12 is a schematic diagram shoWing the data 
structure of an enable key block; 

[0025] FIG. 13 is a schematic diagram for explaining a 
?rst relation betWeen a rights protecting method and a 
provided service; 
[0026] FIG. 14 is a schematic diagram for explaining a 
second relation betWeen a right protecting method and a 
provided service; and 

[0027] FIG. 15 is a schematic diagram for explaining a 
third relation betWeen a rights protecting method and a 
provided service. 

BEST MODES FOR CARRYING OUT THE 
INVENTION 

[0028] Next, With reference to the accompanying draW 
ings, an embodiment of the present invention Will be 
described. In the folloWing draWings, similar reference 
numerals represent similar structures. 

[0029] FIG. 1 is a block diagram shoWing an example of 
the structure of a digital recording and reproducing appara 
tus. 

[0030] In FIG. 1, the digital recording and reproducing 
apparatus comprises a video encoder 11, an audio encoder 
12, a video decoder 13, an audio decoder 14, a ?le generator 
15, a ?le decoder 16, memories 17 and 20, a memory 
controller 18, a system controlling microcomputer 19, an 
error correction code encoder/decoder 21, a drive control 
ling microcomputer 22, a data modulator/demodulator 23, a 
magnetic ?eld modulation driver 24, an operating portion 
26, a servo circuit 30, a motor 31, a magnetic ?eld head 32, 
and an optical pickup 33. 

[0031] A video signal is input from a vide input terminal. 
The video signal is supplied to the video encoder 11. The 
video encoder 11 compresses and encodes the video signal. 
An audio signal is input from an audio input terminal. The 
audio signal is supplied to the audio encoder 12. The audio 
encoder 12 compresses and encodes the audio signal. Output 
signals of the video encoder 11 and the audio encoder 12 are 
called elementary streams. 

[0032] According to the embodiment, it is assumed that 
the digital recording and reproducing apparatus is an appa 
ratus integrated With a camera. The video signal is supplied 
as a picture photographed by the video camera. An optical 
system supplies photographed light of an object to a pho 
tographing device such as CCD (Charge Coupled Device) 
and generates a video signal. As the audio signal, a sound 
collected by a microphone is supplied. 

[0033] When the compressing and encoding process cor 
responds to the MPEG system, the video encoder 11 com 
prises an analog/digital converter (hereinafter abbreviated as 
A/D converter), a format converting portion, a screen re 
arranging portion, a subtracting portion, a DCT portion, a 
quantiZing portion, a variable length code encoding portion, 
a buffer memory, a rate controlling portion, an inversely 
quantiZing portion, an inverse DCT portion, an adding 
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portion, a frame memory, a motion compensating and pre 
dicting portion, and a sWitch as electronic circuits. 

[0034] Avideo signal is supplied to the video encoder 11. 
The A/D converter digitiZes the video signal. The format 
converting portion converts the digitiZed signal into a spatial 
resolution used in the encoding process. The spatial resolu 
tion is supplied to the screen re-arranging portion. The 
screen rearranging portion re-arranges the sequence of pic 
tures so that they can be properly processed in the encoding 
process. An output signal of the screen re-arranging portion 
is input to the DCT portion through the subtracting portion. 
The DCT portion performs a DCT encoding process for the 
signal supplied from the screen re-arranging portion. An 
output signal of the DCT portion is input to the quantiZing 
portion. The quantiZing portion quantiZes the output signal 
of the DCT portion With a predetermined number of bits. An 
output signal of the quantiZing portion is input to the 
variable length code encoding portion and the inversely 
quantiZing portion. The variable length code encoding por 
tion encodes the output signal of the quantiZing portion With 
a variable length code such as Huffman code. The encoded 
data is output to the buffer memory. The buffer memory 
outputs the encoded data as output data of the video encoder 
at a predetermined rate. Since the code amount generated by 
the variable length code encoding portion is variable, the 
rate controlling portion monitors the buffer memory and 
controls the quantiZing operation of the quantiZing portion 
so that a predetermined bit rate is kept. 

[0035] On the other hand, since I pictures and P pictures 
are used as reference screens by the motion compensating 
and predicting portion, a signal that is input from the 
quantiZing portion to the inversely quantiZing portion is 
inversely quantiZed and then input to the inverse DCT 
portion. The inverse DCT portion performs the inverse DCT 
process for the inversely quantized signal. An output signal 
of the inverse DCT portion and an output signal of the 
motion compensating and predicting portion are added by 
the adding portion. The added signal is input to the frame 
memory. An output signal of the frame memory is input to 
the motion compensating and predicting portion. The 
motion compensating and predicting portion performs a 
forWard prediction, a backWard prediction, and a bi-direc 
tional prediction for the output signal of the frame memory. 
An output signal of the motion compensating and predicting 
portion is output to the adding portion and the subtracting 
portion. The inversely quantiZing portion, the inverse DCT 
portion, the adding portion, the frame memory, and the 
motion compensating and predicting portion compose a 
local decoding portion that outputs the same decoded video 
signal as the video decoder. 

[0036] The subtracting portion subtracts the output signal 
of the screen re-arranging portion from the output signal of 
the motion compensating and predicting portion and obtains 
a predictive error betWeen the video signal and the decoded 
video signal decoded by the local decoding portion. When 
the intra-frame encoding process is performed (namely, I 
pictures are supplied), the sWitch causes the subtracting 
device not to perform a subtracting process for them. In 
other Words, the I pictures are supplied to the DCT portion. 

[0037] Returning to FIG. 1, When for example MPEG/ 
Audio layer 1/layer 2 is used, the audio encoder 12 further 
comprises a sub band encoding portion and an adaptive 
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quantiZing bit assigning portion as electronic circuits. The 
audio signal is divided into 32 sub band signals by the sub 
band encoding portion. The 32 sub band signals are quan 
tiZed corresponding to psychological hearing sense Weight 
ing by the adaptive quantiZing bit assigning portion. The 
quantized signal is output as a bit stream. To improve the 
encoding quality, MPEG/Audio layer 3 may be used. 

[0038] An output signal of the video encoder 11 and an 
output signal of the audio encoder 12 are supplied to the ?le 
generator 15. The ?le generator 15 converts the video 
elementary stream and the audio elementary stream into ?le 
structures that a computer softWare program that synchro 
nously reproduces a moving picture, sound, and text can 
handle Without need to use a particular hardWare structure. 
Such a computer softWare program is for example Quick 
Time (a typical example of cross platform multimedia 
formats provided by Apple Computer Inc (USA). Hereinaf 
ter, QuickTime is abbreviated as QT. Next, the case that QT 
is used Will be described. After encrypting the encoded video 
data and the encoded audio data With an encryption key, the 
?le generator 15 multiplexes the encrypted video data and 
the encrypted audio data under the control of the system 
controlling microcomputer 19. 

[0039] Since the encrypting unit is a predetermined unit 
length, according to the embodiment of the present inven 
tion, it is preferred to use block encrypting system as an 
encrypting algorithm. For example, as Will be described 
later, DES, FEAL, MISTY, MULTI, IDEA, RC5, or the like 
is used. 

[0040] A QuickTime movie ?le that is output from the ?le 
generator 15 is successively Written to the memory 17 
through the memory controller 18. When the system con 
trolling microcomputer 19 requests the memory controller 
18 to Write data to a record medium 40, the memory 
controller 18 reads a QuickTime movie ?le from the 
memory 17. In addition, the system controlling microcom 
puter 19 stores various data that take place during the 
execution of the program to the memory 17 through the 
memory controller 18. 

[0041] In this case, the transfer rate of an encoded Quick 
Time movie is designated so that it is loWer than (for 
example, 1/2 of) the transfer rate of data Written to the record 
medium 40. Thus, although a QuickTime movie ?le is 
successively Written to the memory 17, a QuickTime movie 
?le is intermittently read from the memory 17 under the 
control of the system controlling microcomputer 19 so that 
the memory 17 does not over?oW or under?oW. 

[0042] The QuickTime movie ?le that is read from the 
memory 17 is supplied from the memory controller 18 to the 
error correction code encoder/decoder 21. The error correc 
tion code encoder/decoder 21 temporarily Writes the Quick 
Time movie ?le to the memory 20 so as to generate 
redundant data of interleaved data and an error correction 
code. The error correction code encoder/decoder 21 reads 
the redundant data from the memory 20 and supplies the 
redundant data to the data modulator/demodulator 23. 

[0043] When digital data is recorded to the record medium 
40, the data modulator/demodulator 23 modulates the data 
so that a clock can be easily extracted from the reproduced 
signal and no inter-code interference takes place. For 
example (1, 7) RLL (run length limited) code, Trellis code, 
and so forth can be used. 
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[0044] An output signal of the data modulator/demodula 
tor 23 is supplied to the magnetic ?eld modulation driver 24 
and the optical pickup 33. The magnetic ?eld modulation 
driver 24 drives the magnetic ?eld head 32 corresponding to 
the input signal so as to apply a magnetic ?eld to the record 
medium 40. The optical pickup 33 radiates a recording laser 
beam corresponding to the input signal to the record medium 
40. In such a manner, data is recorded to the record medium 
40. 

[0045] The record medium 40 is a reWritable optical disc 
(for example, MO: magneto-optical disc), or a phase change 
type disc. 

[0046] According to the embodiment, an MO, for 
example, a relatively small disc Whose diameter is around 4 
cm, 5 cm, 6.5 cm, or 8 cm, is used. The record medium 40 
is rotated at constant linear velocity (CLV), constant angular 
velocity (CAV), or Zone CLV (ZCLV) by the motor 31. 

[0047] The drive controlling microcomputer 22 outputs a 
signal to the servo circuit 30 corresponding to a request from 
the system controlling microcomputer 19. The servo circuit 
30 controls the motor 31 and the optical pickup 33 corre 
sponding to the output signal of the drive controlling micro 
computer 22. As a result, the drive controlling microcom 
puter 22 controls the entire drive. For example, the servo 
circuit 30 performs a radius traveling servo operation, a 
tracking servo operation, and a focus servo operation for the 
record medium 40 and controls the rotations of the motor 31. 

[0048] The operating portion 26 is connected to the system 
controlling microcomputer 19. The user can input a prede 
termined command to the operating portion 26. 

[0049] In the reproduction mode, the optical pickup 33 
radiates a laser beam having a reproduction output level to 
the record medium 40. The optical detector of the optical 
pickup 33 receives the re?ected light as a reproduction 
signal. In this case, the drive controlling microcomputer 22 
detects a tracking error and a focus error from an output 
signal of the optical detector of the optical pickup 33. The 
servo circuit 30 controls the optical pickup 33 so that the 
reading laser beam focuses on a predetermined track. In 
addition, the drive controlling microcomputer 22 controls 
the traveling in the radius direction of the optical pickup so 
as to reproduce data at a desired position on the record 
medium 40. Like the record mode, the desired position is 
determined by the system controlling microcomputer 19 in 
such a manner that it supplies a predetermined signal to the 
drive controlling microcomputer 22. 

[0050] A signal reproduced by the optical pickup 33 is 
supplied to the data modulator/demodulator 23. The data 
modulator/demodulator 23 demodulates the reproduced sig 
nal. The demodulated data is supplied to the error correction 
code encoder/decoder 21. The reproduced data is tempo 
rarily stored in the memory 20. The error correction code 
encoder/decoder 21 performs a de-interleaving process and 
an error correcting process for the demodulated data. The 
QuickTime movie ?le that has been error corrected is stored 
to the memory 17 through the memory controller 18. 

[0051] The QuickTime movie ?le stored in the memory 17 
is output to the ?le decoder 16 corresponding to a request 
from the system controlling microcomputer 19. The system 
controlling microcomputer 19 monitors the data amount of 
the reproduction signal reproduced from the record medium 
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40 and stored in the memory 17 and the data amount of the 
data that is read from the memory 17 and supplied to the ?le 
decoder 16 and controls the memory controller 18 and the 
drive controlling microcomputer 22 so that the memory 17 
does not over?oW or under?oW. In such a manner, the 
system controlling microcomputer 19 intermittently reads 
data from the record medium 40. 

[0052] The ?le decoder 16 separates the QuickTime movie 
?le into a video elementary stream and an audio elementary 
?le under the control of the system controlling microcom 
puter 19. The ?le decoder 16 decodes data corresponding to 
security information and encryption key (that Will be 
described later) under the control of the system controlling 
microcomputer 19. When the security information prohibits 
data from being used or When the encryption key is not 
proper, the data is not decoded. The decoded video elemen 
tary stream is supplied to the video decoder 13. The video 
decoder 13 decodes the video elementary stream that has 
been compressed and encoded. The decoded video data is 
output from a video output terminal. The audio elementary 
stream is supplied to the audio decoder 14. The audio 
decoder 14 decodes the audio elementary stream that has 
been compressed and encoded. The decoded audio data is 
output from an audio output terminal. The ?le decoder 16 
synchronously outputs the video elementary stream and the 
audio elementary stream. 

[0053] When the video decoder 13 corresponds to the 
MPEG system, the video decoder 13 comprises a buffer 
memory, a variable length code decoding portion, an 
inversely quantiZing portion, an inverse DCT portion, an 
adding portion, a frame memory, a motion compensating 
and predicting portion, a screen rearranging portion, and a 
digital/analog converter (hereinafter abbreviated as “D/A”) 
as electronic circuits. A video elementary stream is tempo 
rarily stored in the buffer memory. Thereafter, the video 
elementary stream is input to the variable length code 
decoding portion. The variable length code decoding portion 
decodes macro block encoded information and separates it 
into a predicting mode, a moving vector, quantiZed infor 
mation, and quantized DCT coef?cients. The inversely 
quantiZing portion 73 de-quantiZes the quantiZed DCT coef 
?cients into DCT coef?cients. The inverse DCT portion 
coverts the DCT coef?cients into piXel spatial data. The 
adding portion adds an output signal of the inverse DCT 
portion and an output signal of the motion compensating and 
predicting portion. HoWever, When an I picture is decoded, 
the adding portion does not add these output signals. All 
macro blocks of the screen are decoded. The screen rear 

ranging portion re-arranges the decoded macro blocks in the 
original input sequence. The D/A converts the re-arranged 
data into an analog signal. Since an I picture and a P picture 
are used as reference screens in the decoding process that 
folloWs, they are stored in the frame memory. The I picture 
and the P picture are output to the motion compensating and 
predicting portion. 

[0054] When MPEG/Audio layer 1/layer 2 is used, the 
audio decoder 14 comprises a bit stream disassembling 
portion, an inversely quantiZing portion, and a sub band 
combining ?lter bank portion as electronic circuits. An input 
audio elementary stream is supplied to the bit stream dis 
assembling portion. The bit stream disassembling portion 
separates the input audio elementary stream into a header, 
auXiliary information, and a quantiZed sub band signal. The 
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inversely quantiZing portion inversely quantiZes the quan 
tiZed sub band signal With a predetermined number of bits 
that has been assigned. The sub band combining band ?lter 
combines the inversely quantized data and outputs the 
combined data. 

[0055] When the digital recording and reproducing appa 
ratus records data such as video data, audio data, teXt data, 
and a computer program to Which intangible property rights 
(such as copyright and patent right) to the record medium 
40, the apparatus also records data for protecting the intan 
gible property rights (hereinafter, this data is referred to as 
“security data”) to the record medium 40. In addition, the 
security data is generated in the same ?le-format as data to 
be protected such as video data so that the digital recording 
and reproducing apparatus can handle them in the same 
manner. According to the embodiment of the present inven 
tion, the data to be protected and the security data are 
generated in the format of for eXample a QuickTime movie 
?le. Thus, the recording and reproducing apparatus can 
reproduce all of them on QT. 

[0056] QT is a softWare program that manages various 
types of data along the time base and that has an OS 
extension function for synchronously reproducing a moving 
picture, a sound, a teXt, and so forth Without need to use a 
special hardWare device. QT has been disclosed in for 
eXample “Inside Macintosh: QuickTime (Japanese Edi 
tion)”, Addison Wesley. Next, QT Will be described corre 
sponding to the document. 

[0057] A basic data unit of a QT movie resource is called 
an atom. Each atom contains a siZe and type information 
along With data. In QT, the minimum unit of data is treated 
as a sample. As a set of samples, a chunk is de?ned. 

[0058] FIG. 2 is a schematic diagram shoWing an eXample 
of the structure of a QuickTime movie ?le. 

[0059] FIG. 3 is a schematic diagram shoWing an eXample 
of the structure of a video media information atom. FIG. 3 
is a detailed schematic diagram shoWing the video media 
information atom shoWn in FIG. 2 in the case that tracks are 
video information. 

[0060] In FIGS. 2 and 3, a QuickTime movie ?le is 
mainly composed of tWo portions that are a movie atom 101 
and a movie data atom 102. The movie atom 101 is a portion 
that contains information necessary for reproducing a ?le 
and information necessary for referencing entity data. The 
movie data atom 102 is a portion that contains entity data 
such as video data, audio data, a computer program, and teXt 
data. 

[0061] The movie atom 101 contains a movie header atom 
111, a movie clipping atom 112, a user de?nition data atom 
113, at least one track atom 114, and so forth. The movie 
header atom 111 contains information With respect to the 
entire movie. The movie clipping atom 112 designates a 
clipping area. 

[0062] The track atom 114 is provided for each track of a 
movie. The track atom 114 contains a track header atom 131, 
a track clipping atom 132, a track matte atom 133, an edit 
atom 134, and a media atom 135. The track atom 114 
describes information With respect to individual pieces of 
data of the movie data atom 102 in the atoms 131 to 135. 
FIG. 2 shoWs only a track atom 114-1 of a video movie 
(omitting other track atoms). 














