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(57) ABSTRACT 

A system and method of accessing remote services through 
a network including generating a message Within a local 

computer system using a process having a speci?ed type and 
version. The message is associated With the speci?ed type 
and version and transported to an remote service provider 
system. The remote service provider system parses the 
message to identify the type and version information, then 
passes the message to a particular process that corresponds 
to the process used to generate the message based upon the 
type and version information. 
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LOADER AND PROVIDER CONFIGURATION FOR 
REMOTELY PROVIDED SERVICES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/348,626, ?led Jan. 14, 2002, and 
US. Provisional Application No. 60/377,183 ?led on Apr. 
30, 2002, the disclosures of Which are incorporated herein 
by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates, in general, to sys 
tems for delivering self-service solutions to individual com 
puter systems from a central service provider, and more 
particularly, to methods and systems for ensuring compat 
ibility amongst distributed softWare processes implementing 
remotely provided services such as monitoring, trend report 
ing, asset tracking and change over time services. 

[0004] 2. Relevant Background 

[0005] As computing environments become more com 
plex there is an increasing need to provide remote services. 
In general, remote services refer to a class of services that 
are implemented externally (i.e., on a remote computer 
system) With respect to a computer system that is using the 
services (i.e., a local computer system). Remotely provided 
services enable tasks that are dif?cult, inefficient, or impos 
sible to implement on a local computer system to be pro 
vided by the remote computer system that may have access 
to more data or data, softWare, or processing poWer than is 
available on a local computer system. 

[0006] A speci?c area of remote services includes the 
effective and cost ef?cient monitoring and control of servers, 
clients and computer netWork components. System moni 
toring involves collecting, analyZing, and acting upon vari 
ous metrics that affect performance of a computer system 
such as CPU usage, memory usage, disk storage perfor 
mance and the like. Monitoring solutions are adopted to 
reduce customer and service doWntime, to improve cus 
tomer service and staff and customer productivity, to reduce 
computer and netWork costs, and to reduce operating expen 
ditures (including reducing support and maintenance staff 
needs). For these and other reasons, the need for system 
monitoring and management tools has increased dramati 
cally and With this increased demand has come pressure for 
more effective and user-friendly tools and features. 

[0007] Many operating systems include or can be aug 
mented by monitoring softWare that monitor various hard 
Ware and softWare systems on the computer system in Which 
the operating system is installed. Modern operating systems 
are bundled With various softWare to monitor CPU usage, 
memory paging, disk fragmentation and the like. This 
“local” monitoring is of some bene?t, but is often disruptive 
to use and unfamiliar to most system users. Moreover, these 
local monitoring solutions lack a global perspective that 
enables a Wider variety of conditions and interactions to be 
detected. For example, local monitoring cannot easily detect 
When a softWare driver or component is outdated as such 
detection requires reference to external information. Simi 
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larly, local monitoring cannot bene?t from trends that are 
more readily observable over many systems. 

[0008] Hence, “remote” monitoring systems have been 
implemented to collect monitored data from many systems 
into a centraliZed resource, analyZe the collected data in the 
centraliZed resource, and make decisions and recommenda 
tions based on a more global perspective than is possible 
With local monitoring systems. Remote monitoring systems 
use various methods to obtain, collect and analyZe local 
system data from a number of machines. Hence, remote 
monitoring systems have the potential to provide the bene?ts 
of a closely monitored system While offloading the moni 
toring tasks to a remote system and performing those tasks 
With a more global perspective than is possible With local 
system monitoring solutions. 

[0009] There are a number of problems and limitations 
associated With existing remote service provision systems. 
Certain information about a local system can only be 
obtained by processes executing on the local system itself, 
With privileged access to operating system resources. Hence, 
these systems require that hardWare and/or softWare 
(referred to as “local agents”) be resident on the local 
systems to collect data, implement certain behaviors, and to 
control communications With the remote service provider. 
There may be tens or hundreds of local agents in a given 
local system. Moreover, there may be hundreds or thousands 
of local systems in a given environment. These local agents 
Will vary in type from system-to-system, and in many cases 
Will have multiple versions as the agents are updated to 
include neW functionality and behaviors. 

[0010] It is necessary that the local agents implemented on 
the local systems be compatible With complementary com 
ponents implemented on the remote service provider sys 
tem(s). One method for ensuring such compatibility is to 
force all monitored systems to update their local agents 
Whenever a change is made to the monitoring system(s). 
HoWever, such forced compliance is often disruptive. 
Hence, it is often preferable to make the remote service 
provider system backWard compatible With all deployed 
instances of the local agents. As a result, the service provider 
systems often become bulky as the monitoring system must 
support an increasingly large number of remote agent types 
and versions. Such a system does not scale Well to support 
a large and diverse set of local agent types and versions. Nor 
does such as system scale Well to include many customer 
systems. Accordingly, a need exists for systems and methods 
of implementing remotely provided services in a manner 
that alloWs neW types of services to be added, and neW 
versions of existing services to be added, With minimal 
impact on the remote system that is providing the services. 

SUMMARY OF THE INVENTION 

[0011] Brie?y stated, the present invention provides a 
system and method of accessing remote services through a 
netWork including generating a message Within a local 
computer system using a process having a speci?ed type and 
version. The message is associated With the speci?ed type 
and version and transported to a remote service provider 
system. The remote service provider system parses the 
message to identify the type and version information, then 
passes the message to a particular process that corresponds 
to the process used to generate the message based upon the 
type and version information. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 illustrates a remote service delivery system 
in accordance With the present invention; 

[0013] 
form; 
[0014] FIG. 3; shoWs a cascaded pipeline using instances 
of the generic relay shoWn in FIG. 2; and 

[0015] FIG. 4 is a block diagram illustration of a forWard 
ing relay in accordance With the present invention. 

FIG. 2 illustrates a generic relay in block diagram 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0016] The present invention is directed to systems, meth 
ods and softWare for providing remote services in a net 
Worked computer environment. In this system, a number of 
customer computer systems each comprise a plurality of 
local or monitored computing systems, Which may be of 
similar con?guration or may vary considerably from each 
other. A customer computer system may comprise, for 
eXample, a plurality of Workstations coupled together by a 
local area netWork (LAN), Wide area netWork or the 
like. 

[0017] The monitored computing systems communicate 
With one or more centraliZed service provider systems. The 
communication may be either unidirectional (i.e., from the 
customer systems to the service provider system(s)) or may 
be bi-directional. The monitored computing systems imple 
ment processes, referred to speci?cally as “providers” 
herein, that convey system-speci?c data. The service pro 
vider system implements processes, referred to speci?cally 
as “loaders”, that respond to, process, and store the data 
supplied from the monitored systems to provide some ser 
vice that either can not be provided by the monitored system 
alone, or is otherWise inef?cient or impractical to implement 
on the monitored system alone. 

[0018] More speci?cally, the present invention imple 
ments a system for remotely providing self-monitoring and 
trending services to alloW monitoring con?guration infor 
mation, events, trends, as Well as softWare and hardWare 
performance metrics and other information regarding the 
customer computer systems and netWorks, as Well as the 
individual monitored computer systems Within the customer 
computer system. The centraliZed service provider has 
knoWledge that is very speci?c and ?ne grained about the 
monitored computer systems as it can be obtained by 
providers operating Within the monitored systems them 
selves. At the same time, the service provider has very broad 
knoWledge spanning many monitored systems distributed 
throughout a customer system, and preferably spanning 
multiple customer systems. This broad-ranging yet ?nely 
grained knoWledge enables services to be provided more 
ef?ciently, and neW types of services to be provided. 

[0019] In a particular implementation shoWn in FIG. 1, a 
service provider “pipeline” is provided to implement a 
communication link betWeen the provider and loader pro 
cesses. The service provider pipeline includes private and/or 
public netWork components. The private netWork compo 
nents include Workstations, servers, routers, sWitches and 
the like Within a customer system 130, 150 or 170. Each 
customer system may implement a ?reWall (not shoWn) to 
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de?ne the separation betWeen the public netWork compo 
nents and the private netWork components. The public 
netWork components include, for eXample, Internet 120. 
Private and public netWorks may comprise a variety of data 
communication technologies including internet protocol, 
asynchronous transfer mode (ATM), ?bre channel, and the 
like. 

[0020] In a speci?c implementation, the pipeline includes 
cascaded relays that store, and forWard communications 
betWeen provider processes and loader processes, although 
other netWork communication architectures may be 
employed to meet the needs of the invention. In the particu 
lar embodiments, the pipeline includes a “monitored system 
relay” implemented at each monitored system 136, that 
aggregates communication from a number of upstream 
provider processes, an optional “forWarding relay”134 that 
aggregates communication from a number of upstream 
monitored system relays, and at least one “customer 
relay”132 that aggregates communication from a number of 
upstream monitored system relays and forWarding relays 
134. This cascaded pipeline architecture is readily scaled to 
support hundreds or thousands of monitored systems 136 in 
a plurality of customer systems 130, 150 and 170. 

[0021] In particular implementations, the various relays 
132, 134 and 232 are implemented as softWare processes 
operating Within otherWise general-purpose computers 
Within a customer’s netWork. In other Words, in addition to 
implementing the relay processes, the relays are used for 
other user-speci?c applications and/or application and ?le 
serving processes. Accordingly, it is preferred that the relay 
processes consume a relatively small portion of the 
resources available on the computers upon Which they are 
implemented. While the monitored system relays Will, by 
de?nition implement provider processes to collect data 
about the monitored system 136, the customer and forWard 
ing relay systems 132 and 134 may also implement provider 
processes themselves and so are essentially self-monitoring. 

[0022] The customer relay 132 is preferably coupled 
through a secure channel in a public netWork, such as the 
Internet, to the remote service provider system 110. For this 
reason, the customer relay 132 is alternatively referred to as 
an Internet relay. This preferred cascaded pipeline architec 
ture supports reliable messaging and in preferred embodi 
ments, transmits received messages based on a priority 
scheme that facilitates effective and timely communication 
of messages and data based on assigned priorities (e.g., 
priorities assigned by transmitting devices such as the moni 
tored systems 136 and/or relays and the service provider 
system 110). 
[0023] Remote service provider system 110 includes a 
datastore 102 and various loader processes 104 that function 
to process collected data. Each loader process is identi?ed 
by a type “i” and version “j” as indicated by the nomencla 
ture L(i,j) in FIG. 1. Each L(i,j) corresponds to a unique 
provider process 144 having a corresponding type “i” and 
version “j”. Remote service provider system 110 receives 
messages containing collected system data, and calls a 
speci?c loader 104 based on type and version information of 
the provider 144 that collected the data in the message. The 
speci?ed loader then processes the collected system data by, 
for eXample, storing the data in a particular manner in 
datastore 102, generating alerts, email messages, or other 
desired action. 
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[0024] In this manner, each loader 104 has a very speci?c 
task and can be made very compact. Loaders 104 need not 
be backward compatible with prior versions of providers 
144 of a particular type. Similarly, new types of providers 
144 can be readily implemented by implementing a corre 
sponding loader 104. 

[0025] Multiple forwarding relays 134 may be connected 
to a single customer relay 132 and a single forwarding relay 
134 can support a large number of monitored relays 136 (i.e., 
a large monitored system to forwarding relay ratio). Addi 
tionally, forwarding relays 134 may be linked to provide 
more complex con?gurations and to allow even more moni 
tored systems to be supported within a customer system 130, 
150 and 170. 

[0026] FIG. 2 shows a computer system 200 that imple 
ments a generic relay 201 illustrating various features of the 
monitored system relay 301, forwarding relay 134 and 
customer relay 132. The objects and data structures shown 
in FIG. 2 are intended to occupy no more than 5% and 
preferably 1% of the resources of a given computer system 
200. Accordingly, many other processes, including operating 
system and application processes, may be implemented 
concurrently with the relay processes shown in FIG. 2 
without materially affecting performance. To improve soft 
ware reuse, the various relays used in the particular imple 
mentation are preferably implemented as extensions of the 
generic relay 201. Some of the features of the generic relay 
201 shown in FIG. 2 may be omitted in particular instances. 

[0027] Relay 201 receives external relay messages 202 
into a relay receiver process 205 from an upstream relay, if 
an upstream relay is present. In the case of a monitored 
system relay, there are no upstream relays and so relay 
receiver 205 need not be implemented. Preferably all com 
puter systems 200 that implement relays 201 include pro 
vider processes 144 (each having a type and version iden 
ti?er) that collect data about computer system 200 and 
software within computer system 200. Providers 144 gen 
erate provider messages which are typically a few kilobytes 
in length and contain system data in a particular format 
speci?ed by the particular provider process 144 that col 
lected the data. Any number of providers 144 may be 
implemented in a particular computer system 200. 

[0028] Provider processes 144 typically execute on a 
particular schedule, the frequency of which may vary from 
a few minutes to several days. In some instances providers 
144 may run continuously. The relay implements an appli 
cation level protocol. This application level protocol is built 
on a full-duplex, connection oriented, byte stream protocol 
such as TCP/IP in a particular example. Provider messages 
204 may be encrypted or in the clear, and may be transported 
using a well known format such as Internet protocol (IP), or 
in a proprietary protocol. Provider messages are received by 
a local receiver process 203 associated with relay 201. 

[0029] Relay receiver 205 and local receiver 203 provide 
the relay messages 202 and provider messages 204 to a relay 
message store 207. Relay message store 207 buffers or 
caches messages to ensure reliable communication. For 
example, when a message is not received intact, local 
receiver 203 or relay receiver 205 can take remedial action 
to re-obtain the message. Relay message store 207 also 
enables messages to be stored for an arbitrary amount of 
time before forwarding downstream. This storage capability 
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allows bandwidth management and load balancing to ensure 
that the remote services system in accordance with the 
present invention does not consume excessive bandwidth. 

[0030] Relay message store 207 issues stored messages to 
relay sender 209 for downstream transmission in the form of 
relay messages 212. Provider messages 204 become relay 
messages 212 when forwarded. Relay messages 212 are 
handled so that each message remains bound to the type and 
version identi?cation associated with the provider 144 that 
collected the system data in the message. In some instances, 
security processes 211, such as encryption processes, inter 
act with relay sender 209 to protect relay messages 212. In 
addition, messages 212 may be compressed to conserve 
network bandwidth where compression would be performed 
before encryption where encryption is used. 

[0031] Relay message store 207 preferably implements 
some form of prioritiZation mechanism so that messages are 
issued to relay sender 209 based on a date-of-arrival ordered 
list of commands and messages from upstream and down 
stream relays. Preferably, provider messages 204 and relay 
messages 202 can be associated with a priority value. The 
prioritiZation processes allow a message stored in relay 
message store 207 to be issued out of order (i.e., ahead of 
older messages), or to be issued even though the bandwidth 
required consumes more resources than ideal. 

[0032] Priorities can be assigned or adjusted based on the 
system of origination, the type or classi?cation of the 
message, and other criteria. For example, system internal 
messages may be assigned the highest priority and sent 
immediately (e.g., never delayed or within a set time period, 
such as 5 minutes of posting). Alerts may be set to have the 
next highest priority relative to the internal messages and 
sent immediately or within a set time period (barring net 
work and Internet latencies) such as 5 minutes. Nominal 
trend data is typically smaller in volume and given the next 
highest priority level. High-volume collected data such as 
con?guration data is given lowest priority. Of course, the 
particular priorities assigned for messages within the system 
200 may be varied to practice the prioritiZation features of 
the present invention. 

[0033] FIG. 3 illustrates a cascaded pipeline including 
multiple relay instances including a monitored system relay 
301, a forwarding relay 134, and an Internet relay 132. For 
ease of understanding, single instance of each type of relay 
is illustrated, although multiple instances are contemplated 
in a practical system. Monitored system relay 301 is imple 
mented in a monitored system 136 along with various data 
providers 144. A monitored system is the most upstream 
component, and so need not implement relay receiver(s) 
205. Monitored system relay 301 generates relay messages 
202 coupled to a relay receiver process 205 of a forwarding 
relay 134. Forwarding relay 134 is implemented in a com 
puter system 302 that is independent of monitored system 
136. Similarly, forwarding relay 134 generates relay mes 
sages 202 coupled to a relay receiver process 205 of another 
forwarding relay 134 or an Internet relay 132. Internet relay 
132 is implemented in a computer system 303 that is 
independent of monitored system 136 and computer system 
302. Internet relay 309 is coupled to Internet 120, preferably 
through a ?rewall 314. 

[0034] One feature of using a generic relay 201 to imple 
ment the various speci?c relay instances is that providers 



US 2003/0135823 A1 

144 can be implemented in computer systems 302 and 303 
and associated With the downstream relays 134 and 132. 
This enables the doWnstream relays 134 and 132 to be 
self-monitoring. This is particularly useful When it is desir 
able to ensure that the relays 134 and 132 do not consume 
excessive resources (e.g., CPU clock cycles, memory 
resources, memory system paging, netWork bandWidth and 
the like). Because relays 301, 134 and 132 are implemented 
on existing computer systems With other primary functions, 
managing the impact of the relay processes is important to 
acceptance and utility of a remote monitoring system. 

[0035] The service provider system 110 is preferably 
linked to the Internet 120 via ?reWall 316 for communicat 
ing messages With the customer relay 132. The service 
provider system 110 includes receivers 288 Which are 
responsible for accepting data transmissions from the cus 
tomer system 303 and brokering the data to the appropriate 
data loaders 104 through job queue 292. Any number of 
receivers 288 may be implemented, constrained only by the 
resources of the provider system 110. A receiver instance 
288 is implemented, for example, for each Internet relay 
132. 

[0036] Receivers 288 and sender processes 309 of the 
Internet relay 132 together implement a secure protocol for 
data communication across Internet 120. Preferably, the 
secure protocol is selected to be a standardiZed protocol such 
as secure sockets layer (SSL) that alloWs service provider 
system 110 to authenticate each Internet relay 132. It is 
contemplated that dual authentication may be implemented 
to alloW Internet relays 132 to authenticate the service 
provider system 110 as Well, although dual authentication is 
optional. 
[0037] By using a security protocol that uses Well-knoWn 
secure ports, ?reWalls 314 and 316 do not require special 
modi?cations to implement a secure data communication 
channel. In this manner, any computer system on the cus 
tomer’s side that has Internet access can be designated as an 
Internet relay. The system in accordance With the present 
invention can thus be deployed by doWnloading, installing 
and executing softWare required to implement the Internet 
relay 132 largely Without changes to the netWork con?gu 
ration of a customer system. 

[0038] The Internet relay 132 is subsequently registered 
With the service provider system in a process that involves 
exchange of security information, such as a shared secret 
key. The shared secret information can then be used to 
secure communication across public netWorks such as Inter 
net 120. Because systems upstream of Internet relay 132 
may be implicitly secure because they are behind ?reWall 
314, it is contemplated that relay messages 202 may be sent 
in the clear Within the private netWork security environment. 
Alternatively, the monitored system relays and forWarding 
relays may use any type of security procedure desired for 
messages communicated Within the private communication 
netWork. 

[0039] Signi?cantly, neither the providers 144 nor the 
monitored system relays 301, nor the forWarding relays 134 
need be explicitly registered or authenticated With the ser 
vice provider system. In typical customer systems, the 
individual monitored systems 136 are already authenticated 
before alloWing connection to a LAN, hence, security Within 
the private netWork has already been implemented. In this 
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manner, the system in accordance With the present invention 
ensures that secure communications from a provider 144 to 
a loader 104 are provided. This ?exibility is a signi?cant 
advantage in system deployment as hundreds of monitored 
systems may leverage the security relationship established 
by a single Internet relay 132. 

[0040] Received messages or jobs are queued in job queue 
292 and the job queue 292 holds the complete record of the 
data gathered by a provider 144 until it is processed by a 
corresponding data loader 104. Each message retains its 
association With a provider type and version such that the 
service provider system 110 can call the loader 104 having 
corresponding type and version. Priority values associated 
With each message are also retained and used by service 
provider system 110 for selecting jobs from job queue 292 
in order of priority. The data loaders 104 function to accept 
data from job queue 292 and process the data into a format 
Which is stored in asset data store 296 or to rebroadcast via 
electronic mail, secure copy or un-secure copy Within a 
secure netWork. 

[0041] Analysis and reporting logic 299 functions to pro 
cess data from asset data store 296 periodically or upon 
request. Analysis and reporting logic is accessible directly 
on service provider system 110, or remotely through a 
permissioned access system accessible by Internet 120. The 
types of reports may vary but typically include time-based 
monitoring data for trend analysis, system con?guration data 
for system discovery and planning, and time-based moni 
toring data evaluated against a set of performance level 
metrics (e.g., alerts) and may be in HTML or other format. 

[0042] Referring noW to FIG. 4, a block diagram of the 
internal structure 400 of a forWarding relay, such as relay 
201 of FIG. 2, is illustrated to more fully describe hoW the 
relays of the invention support the fan-out and priority-based 
messaging functions of the invention. Each relay is con 
nected to other relays by associating a doWnstream interface 
of one relay With the upstream relay of another, With the 
upstream terminus of the pipeline being the data provider 
manager or agent and the doWnstream terminus of the 
pipeline being the receiving agents or receivers. Relays pass 
messages to each other, and the messages may be of a 
particular type, such as “command” and “data.” Command 
messages are used to initiate certain actions on a target relay 
and data messages contain segments of information that are 
eventually assembled into ?les. 

[0043] As shoWn, the internal relay structure 400 includes 
an upstream interface 434 that coordinates all data trans 
missions to and from the relay 400 in the upstream direction 
(i.e., toWard the monitored system). Amessage arriving 436 
at the upstream interface 434 may be a command or data 
message With some commands destined for the command 
processor 404 and some commands being relevant for the 
upstream interface 434, e.g., “start of ?le” and “end of ?le” 
commands. To support ?le transmission, upon receipt of a 
“start of ?le” command the upstream interface 434 opens a 
?le in its message assembly area 440. The start of ?le 
command has associated With it the priority of the ?le being 
transmitted. As data segments arrive of the same priority, 
they are appended to the ?le in the ?le assembly area 440. 
When the end of message command is received, the 
upstream interface 434 closes the ?le and places it 456 on 
the appropriate Work queue for the doWnstream Work scan 
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ner 420 and increases the job counter 413 indicating the 
number of downstream jobs pending. The priority of the ?le 
being added to the downstream queues is compared against 
the highest priority register 415 and if the new ?le is of 
higher priority, that new priority is written to the highest 
priority register 415. The upstream interface 434 also 
receives registration command messages which are passed 
to the command processor 404 and upstream acknowledge 
ment command messages which are passed to the command 
processor 404 for subsequent processing. The upstream 
interface 434 further controls the transmission throttle for 
upstream communications. In order not to consume all the 
available network bandwidth, transmitted data may be 
restricted to a prede?ned number of bytes per unit time, with 
the value of this restriction being a con?gurable and adjust 
able value. 

[0044] The downstream work scanner 420 is provided to 
determine which messages are transmitted to the down 
stream interface 424. While the queues associated with the 
downstream work scanner 420 store ?les, the downstream 
work scanner 420 works with messages (a message is 
composed of one message). The scanner 420 begins func 
tioning by examining the job counter 413. When the job 
counter 413 is not Zero there is work, and the scanner 420 
reads the value of the highest priority register 415. The 
scanner 420 then obtains the next message from the highest 
priority of work queue. The scanner 420 then sends the 
message to the downstream interface 424, such as by a block 
transmission (e.g., the scanner 420 waits for the message to 
be received prior to scanning for new work). The use of 
block transmissions is desirable for supporting throttling of 
the downstream interface 424. The scanner 420 also imple 
ments an acknowledgement handshake protocol with the 
upstream interface of the downstream relay (not shown). 
When the downstream relay sends an acknowledgement 
command 474, the command is sent to the command pro 
cessor 404 which routes it to the downstream work scanner 
420. Upon receipt of the acknowledgement command, the 
scanner 420 releases the ?le from the work queues, decre 
ments the job counter 413, and rescans the queues for the 
highest priority value. 
[0045] The downstream interface 424 coordinates all 
transmissions to or from linked downstream relays (not 
shown). To allow the relay 400 to provide message trans 
mission, the downstream interface 424, upon receipt of a 
message, transmits the message to the associated down 
stream relay. Throttling is provided by the downstream 
interface 424 by enforcing a limit on the amount of data that 
can be transmitted per unit of time. As with the upstream 
interface 434, the throttling value is a con?gurable and 
adjustable value or parameter. If the throttling value is 
exceeded, the downstream interface 424 does not read new 
data from the downstream work scanner 420. Once suf?cient 
time has passed to allow new transmissions, the downstream 
interface 424 accepts the message from the work scanner 
420 and proceeds to transmit it downstream. During mes 
sage reception, the interface 424 accepts messages 474 from 
the downstream relay (not shown) destined for the relay 400 
or for upstream relays (not shown). The messages are routed 
in the same manner as the upstream interface 434 routes 
received messages but for two exceptions. First, upstream 
messages contain a recipient list of relay identi?ers. These 
recipient lists have been implemented to reduce the dupli 
cation of data being transmitted to the intermediate or 
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forwarding relays. Second, some upstream messages are 
actually command messages destined for upstream systems 
and have a priority of Zero (highest priority) and a recipient 
list that includes upstream relay identi?ers. 

[0046] The upstream work scanner 430 is included to 
determine which messages are transmitted to the upstream 
interface 434 for transmittal to upstream relays (not shown). 
During message transmission, the scanner 430 examines the 
job counter 412 and when not Zero, the scanner 430 reads the 
value of the highest priority register 414. The scanner 430 
then obtains the next message from the highest priority work 
queue 496. The scanner 430 then sends the retrieved mes 
sage to the upstream interface 434, such as by blocked 
transmission (e.g., by waiting for receipt of message prior to 
scanning for new work) to support throttling at the upstream 
interface 434. The scanner 430 implements an acknowledge 
ment handshake protocol with the downstream interface of 
the immediate upstream relay 436 (not shown) and when an 
acknowledgement command is received from the upstream 
relay it is ?rst sent to the command processor 404 and then 
routed to the scanner 430. Upon receipt of the acknowl 
edgement, the scanner 430 releases the ?le from the work 
queues 496, decrements the job counter 412, and rescans the 
queues for the highest priority value. In some cases, it may 
not be possible to send a message to one or more of the 
upstream relays identi?ed by the recipient list of the mes 
sage. In this case, the scanner 430 passes the message to the 
command processor 404 for insertion in the delay queue 
410. At some future time, the command processor 404 
re-inserts a delayed transmission based on the registration of 
a recipient relay and the scanner 430 then accepts the 
message from the command processor 404 and re-queues it 
on the appropriate priority queue. 

[0047] The command processor 404 acts as the overall 
coordinator of operations within the relay 400 and acts as the 
?le cache manager, the delayed transmission queue man 
ager, and the relay registry agent. The command processor 
404 handles the processing of most command messages 
(with the exception of start of ?le and end of ?le command 
messages) within the relay 400. The most commonly pro 
cessed command is the ?le acknowledgement command that 
indicates that the upstream or downstream recipient relay 
has received a complete ?le. When this command is 
received, the command processor 404 noti?es the corre 
sponding work scanner 420 or 430 to release the ?le from 
the work queues. 

[0048] The command processor 404 acts as a ?le cache 
manager and in one embodiment, acts to only cache the 
current version of any software or con?guration ?les in 
relays 400 with no children, as the ?le caches of parent 
relays hold all the ?les contained in child relays due to the 
hierarchical nature of the pipeline. Parents of such childless 
relays 400 will cache the current and previous versions of 
any software or con?guration ?les. Since there exists within 
systems according to the invention the possibility that not all 
designated recipients of a message will be able to receive it, 
the command processor 404 is con?gured to manage 
delayed transmissions without adversely affecting other 
message traf?c. If an upstream work scanner 430 is unable 
to deliver a message to a recipient, the ?le associated with 
that message is passed to the command processor 404 for 
inclusion on its delayed transmission queue 410. The com 
mand processor 404 further acts as a relay registry agent by 
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making a record of the relay identi?er of the registrant for 
storage in registry 408 When an upstream relay becomes 
active and sends a registration message to its doWnstream 
relay. The registration command message also includes a list 
of all con?guration and softWare versions associated With 
the upstream relay. This list is compared by the command 
processor 404 to the list of required versions maintained in 
the ?le cache 448. Any upgrades in softWare or con?guration 
?les are sent by the command processor 404 to the upstream 
Work scanner 430 for insertion onto the appropriate queues. 
The delayed transmission queue 410 is then scanned to 
determine if there are any messages on the queue that are 
destined for the neW registrant. If so, these messages are 
passed to the upstream Work scanner 430 for insertion onto 
the appropriate queues. 

[0049] Although the invention has been described and 
illustrated With a certain degree of particularity, it is under 
stood that the present disclosure has been made only by Way 
of example and that numerous changes in the combination 
and arrangement of parts can be resorted to by those skilled 
in the art Without departing from the spirit and scope of the 
invention, as hereinafter claimed. 

We claim: 
1. A method of generating provider data comprising the 

steps of: 

collecting system data from a customer system With a data 
provider process; 

associating the system data With version data to form 
provider data, Wherein the version data includes a type 
and a version of the data provider process; and 

transporting the provider data to a service provider sys 
tem. 

2. The method of claim 1, Wherein the method further 
comprises: 

associating the version data With a data loader in the 
service provider system, Wherein the data loader is 
designed to process the provider data generated by a 
pre-selected type and version of the data provider 
program. 

3. The method of claim 1, Wherein transporting the 
provider data comprises the step of: 

sending the provider data through a cascaded pipeline 
comprising a monitored relay, a forWarding relay in 
electronic communication With the monitored relay, 
and an Internet relay in electronic communication With 
both the forWarding relay and the service provider 
system. 

4. The method of claim 1, Wherein the provider data 
comprises time data that indicates the time that the system 
data Was collected from the customer system. 

5. The method of claim 1, Wherein the provider data is 
selected from the group consisting of con?guration data, 
event data, trending data, reboot data, and ?eld replaceable 
unit identi?cation data. 

6. A method for providing remote monitoring services 
comprising the steps of: 

receiving system data from a customer system, the system 
data containing an association With a speci?c type of 
process and version used Within the customer system to 
gather the system data; 
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communicating the system data to a loader process having 
a corresponding type and version; and 

processing the system data using the loader process. 
7. The method of claim 6 Wherein the system data 

comprises time data that indicates the time that the system 
data Was collected from the customer system. 

8. The method of claim 6 further comprising: 

a job queue con?gured to temporarily store the system 
data before passing the system data to the loader 
process. 

9. The method of claim 6 further comprising: 

maintaining a superset of loader processes including a 
speci?c loader type and version for every speci?c type 
of process and version used Within the customer sys 
tems to gather the system data. 

10. The method of claim 6 Wherein the receiving, com 
municating, and processing are implemented on a remote 
service provider system providing a service for the customer 
system. 

11. A computer program product for generating provider 
data from a customer computer system to a remote services 
system, the computer program product comprising: 

?rst computer code devices executable on a customer 
computer system collecting system data from the cus 
tomer system; and 

second computer code devices executable on the customer 
computer system for binding the collected system data 
With provider metadata to form a provider message, 
Wherein the provider metadata identi?es a type and a 
version of the ?rst computer code devices. 

12. The computer program product of claim 11 Wherein 
the ?rst computer code devices are con?gured to gather 
con?guration data describing a current con?guration of the 
customer computer system. 

13. The computer program product of claim 11 Wherein 
the ?rst computer code devices are con?gured to gather delta 
con?guration data describing a changes in con?guration of 
the customer computer system With respect to a previous 
time. 

14. The computer program product of claim 11 Wherein 
the ?rst computer code devices are con?gured to gather 
event data describing an describing system status informa 
tion and compare the system status information against 
predetermined thresholds. 

15. The computer program product of claim 11 Wherein 
the ?rst computer code devices are con?gured to gather 
trend data indicating system performance metrics, Wherein 
the ?rst computer code devices are executed at predeter 
mined times according to a programmed schedule. 

16. The computer program product of claim 11 Wherein 
the ?rst computer code devices are con?gured to gather 
performance metrics data comprising a value indicating at 
least one of: processor utiliZation, memory utiliZation, sWap 
space utiliZation, root disk utiliZation, and uptime. 

17. A computer program product for processing provider 
data received from a customer computer system, the com 
puter program product comprising: 

?rst computer code devices executable on a remote ser 
vice provider computer to process collected system 
data; and 
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second computer code devices executable on the remote 
service provider computer and operable to select a 
speci?c instance of the ?rst computer code devices for 
handling a provider message based upon metadata 
associated With the collected system data, the metadata 
indicating a type and version of customer process that 
collected the system data. 

18. The computer program product of claim 17 Wherein 
the second computer coded devices include a parsing 
mechanism for parsing provider data received from a cus 
tomer system to identify the metadata. 

19. A method of storing provider data comprising the 
steps of: 

collecting the provider data at a receiver in a service 
provider system, Wherein the provider data includes 
version data about a type and a version of a data 
provider program that is used to collect the provider 
data; and 

sending the provider data to a data loader, Where the data 
loader is selected by the receiver based on the version 
data, and Wherein the data loader processes data from 
a pre-selected type and version of the data provider 
program. 

20. A system for implementing remote services on a 
plurality of customer computer systems, the system com 
prising: 

a remote services communication pipeline that is acces 
sible by a remote services computer and by each of the 
customer computer systems; 
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a ?rst type of provider process executable on the plurality 
of the customer computer systems, the ?rst type of 
provider process having multiple versions; and 

a ?rst type of loader process executable on the remote 

service computer, Wherein the ?rst type of loader 
process has a version corresponding to each version of 
the ?rst type of provider process. 

21. The system of claim 20 further comprising: 

a ?rst instance of the ?rst type of provider executing on 
one of the plurality of customer computer systems; 

a second instance of the ?rst type of provider executing on 
one of the plurality of customer computer systems, 
Wherein the ?rst and second instances have different 
versions. 

22. A method of accessing remote services through a 
netWork comprising: 

generating a message Within a local computer system 
using a process having a speci?ed type and version; 

associating the message With the speci?ed type and ver 
sion; and 

transporting the message to an external service provider 
system. 


