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(57) ABSTRACT 

A method for race detection in parallel software, including 
performing an execution of softWare under test (SUT), the 
SUT having an expected outcome. The method further 
includes detecting a race condition in the SUT responsive to 
a ?rst interleaving generated during the execution, replaying 
the ?rst interleaving to a start-point of the race condition, 
and imposing a second interleaving at the start-point of the 
race condition. The method also includes determining a 
second-execution outcome of the SUT responsive to the 
second interleaving, and comparing the expected outcome 
With the second-execution outcome. 
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RACE DETECTIONS FOR PARALLEL SOFTWARE 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to testing 
software, and speci?cally to testing multi-threaded, concur 
rent, and/or distributed software. 

BACKGROUND OF THE INVENTION 

[0002] The purpose of testing software is to provide an 
assurance that the softWare performs as speci?ed, Without 
defects. Methods for testing sequential softWare, i.e., soft 
Ware Which runs on one platform and/or Which has only one 
thread, are Well knoWn in the art. Testing non-sequential 
softWare, i.e., multi-threaded, concurrent, and/or distributed 
softWare that contains one or more threads or processes 

running concurrently, is more dif?cult. Such non-sequential, 
or parallel, softWare may contain defects resulting speci? 
cally from concurrent execution, such as “race conditions” 
(explained in detail subsequently). Methods for detecting 
race conditions are knoWn in the art; hoWever, these methods 
frequently report false alarms, i.e., detected race conditions 
that do not represent a defect. 

[0003] By de?nition, sequential softWare executes in a 
deterministic manner. That is, given the same input, the 
sequence of statement execution is ?xed and unvarying in 
repeated executions of the softWare. This determinism holds 
even in the case of interrupt-driven sequential softWare, 
Where one form of input comes from unsynchroniZed ele 
ments external to the softWare such as hardWare devices or 
a netWork, since the term “same input” refers not only to the 
content of the information but also to its timing. 

[0004] Methods used for testing sequential softWare gen 
erally involve generating tests designed to discover faults in 
the softWare, combined With some measurement of coverage 
to ensure that the softWare is suf?ciently exercised. Cover 
age measurement may be used to direct creation of neW tests 
(for conditions not covered heretofore in the testing) or as a 
criterion for stopping the testing. 

[0005] FIG. 1 illustrates a general method for testing 
softWare, as is knoWn in the art. In an initial step 10, criteria 
Which are to be met by the testing, such as required coverage 
percentage, are de?ned. In a test construction step 11, a test 
suite is generated according to predetermined guidelines, by 
techniques knoWn in the art. The test suite comprises a 
collection of test conditions, the conditions comprising 
information and inputs designed to exercise the softWare 
under test (SUT) in different Ways, using a test harness. The 
test harness effects the execution of a test and typically 
comprises an oracle function. The oracle function deter 
mines if a test outcome is correct. The oracle may take the 
form of a person Who examines the outcome and veri?es 
correctness, or a softWare tool that compares an expected 
outcome to an actual result. The test conditions are loaded to 
the test harness in a step 12. In a step 14, the softWare under 
test is executed under the test conditions. A condition 16 
checks if the result is correct, i.e., if the actual result 
corresponds to an expected result. If the results do not 
correspond, the defect is debugged and corrected in a step 17 
and the execution of step 14 is repeated. After the defect has 
been remedied, a condition 19 checks Whether the stopping 
criteria set in step 10 have been met, i.e., Whether suf?cient 
testing has been performed. Suf?cient testing is constrained 
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in practice by coverage metrics, time, cost, error tolerance 
and/or other relevant parameters for the softWare under test. 
If the stopping criteria are not met, testing continues by 
selecting another set of test conditions from the test suite. 

[0006] In the context of the present patent application and 
in the claims, multi-threaded, concurrent, and/or distributed 
softWare is termed “parallel softWare” or a “parallel pro 
gram.” Parallel softWare comprises a plurality of threads 
and/or operates on a plurality of distributed platforms, so 
that a sequence of statement execution is no longer deter 
ministic, but rather is dependent on scheduler decisions, 
order of message arrival, synchroniZation mechanisms, and/ 
or relative speed of hardWare involved. Whereas in sequen 
tial softWare a result produced by the program is uniquely 
determined by the inputs selected, in the case of parallel 
softWare, the result produced depends both on an input space 
and on an order in Which different tasks implemented by the 
parallel softWare are performed. In the context of the present 
patent application and in the claims, an “interleaving” is 
assumed to be a set of information Which describes a 
sequence in Which a parallel program executed in a given 
execution, and the set of all possible interleavings for a 
parallel program is termed the “interleaving space” for the 
parallel program. 

[0007] FIG. 2 and FIG. 3 are a ?rst and a second 
schematic timing diagram for a parallel program 26 con 
taining tWo threads, as are knoWn in the art. A thread 1 
comprises ordered statements or code segments denoted by 
{A, B, C, D, Athread 2 comprises ordered statements or 
code segments denoted by {F, G, H, I}. A ?rst interleaving 
25 shoWs an order in Which the program executed during a 
run of the softWare: A F B G C H D I E. FIG. 3 shoWs 
another run of the same parallel program as in FIG. 2, under 
the same test conditions. In the second run, a different 
interleaving 28 results: F A G B H C I D E. 

[0008] It is knoWn in the art that most softWare defects 
(bugs) belong to a limited number of identi?ed classes. 
Some examples of these classes are failure to initialiZe 
variables, inadequate handling of boundary conditions, and 
array over?oW or under?oW. These classes of defects may 
appear in either sequential or multi-threaded, concurrent, 
and/or distributed softWare. 

[0009] Because of the complexity introduced by the mul 
tiplicity of possible interleavings, parallel softWare is prey to 
further types of defects, in addition to those defect classes 
endemic to all softWare. In Appendix E of Threads Primer 
by LeWis and Berg, published by Prentice Hall, 1996, Which 
is incorporated herein by reference, the authors provide a 
taxonomy of common bugs in parallel softWare, such as 
depending on scheduling order and not recogniZing shared 
data. Some of these defects may cause a situation knoWn as 
a “race” or a “race condition.” 

[0010] Race conditions occur When tWo or more simulta 
neously executing threads or processes access the same 
shared memory location Without proper synchroniZation, 
and at least one access is a Write. Synchronization refers to 
a method by Which access to a resource, in this case, a 
memory location, is controlled so that each competing 
access or set of accesses is assured of completion, in an 
intended sequence, Without interference. The resource is 
locked by a thread or process until its access is complete, 
assuring that no other thread or process interferes. Synchro 
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nization is achieved by explicit use of methods known in the 
art, such as semaphores, mutexes, and critical sections. 

[0011] A distinction is made betWeen synchronization 
races and data races. A synchronization race occurs inten 
tionally in a parallel program, Where there is competition 
among the component threads and/or processes to seize a 
synchronizing resource, for example, to lock a semaphore or 
enter a critical section. Synchronization races are considered 
a useful feature of parallel programs, supporting the inten 
tionally non-deterministic behavior of the softWare. 

[0012] A data race also contributes to the non-determin 
istic behavior of the softWare; hoWever, a data race occurs 
unintentionally, generally as a result of improper (or absent) 
synchronization, and often signi?es a defect in the softWare. 
The result produced by the program Will vary from one 
execution to the next, based on the order in Which the threads 
or processes accessed the shared memory location. In the 
context of the present patent application and in the claims, 
“race” or “race condition” refers to a data race, and a data 
race is assumed to consist of tWo accesses to the same 
memory location if at least one of the accesses is a Write and 
the tWo accesses are not synchronized. 

[0013] FIG. 4 is a schematic representation of a ?rst 
execution of parallel program 26, With reference to inter 
leaving 25 (FIG. 2), as is knoWn in the art. FIG. 4 focuses 
on an initial section of interleaving 25. Thread 1 contains 
statements A and B, Thread 2 contains statement F. In this 
example, statements A and F both perform a Write access to 
a shared memory location X. Statement B reads the contents 
of X, Which determines a program result in the example. 
Interleaving 25 of FIG. 2 determined the sequence of the 
execution and the program result. Since statement F updated 
X last, the program result is 0. 

[0014] FIG. 5 is a schematic representation of a second 
execution of parallel program 26, With reference to inter 
leaving 28 (FIG. 3), as is knoWn in the art. FIG. 5 focuses 
on the same initial section as FIG. 4. In interleaving 28, 
statement A updates memory location X after statement F, 
and the program result is 7. 

[0015] Since statement A and statement F Wrote to 
memory location X Without proper synchronization, state 
ment A and statement F are said to be a race. Assuming that 
a single correct result is de?ned for the program, one of the 
tWo interleavings yielded a faulty result, indicating a pro 
gram defect deriving from a race condition. For example, the 
developer may have intended that accesses A and B in 
Thread 1 complete, before any other access to X occurs. The 
developer should have included explicit synchronization 
commands locking memory location X before A and after B, 
to prevent any intervening access explicitly. 

[0016] A distinction is made betWeen an apparent race and 
a feasible race. In an article entitled What are race condi 

tions? Some issues and formalizations by Netzer and Miller, 
in ACM Letters on Programming Languages and Systems, 
March 1992, Which is incorporated herein by reference, the 
authors de?ne a feasible data race as involving events that 
either did execute concurrently or could have. An apparent 
race refers to a condition in Which some implicit synchro 
nization mechanism is used, and therefore the data race Will 
never occur. 

[0017] Practical methods for detecting race conditions are 
knoWn in the art. For example, in an article entitled Non 
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intrusive on-the-?y data race detection using execution 
replay by Michiel Ronsse and Koen de Bosschere, published 
in Proceedings of the Fourth International Workshop on 
Automated Debugging (AADEBUG2000), August, 2000, 
Which is incorporated herein by reference, the authors 
describe a tool using a three-phase approach (record, replay 
and detect, and identify) Which employs recorded synchro 
nization information and time-stamped shared data access 
information to detect data races With minimum disturbance 
to the parallel programs normal execution. In a doctoral 
dissertation submitted to the University of California, Santa 
Cruz, Sep. 28, 1994, entitledA taxonomy of race detection 
algorithms by Helmbold and McDoWell, Which is incorpo 
rated herein by reference, the authors cite a conventional 
classi?cation of race detection methods (static analysis, 
post-mortem, and on-the-?y), then propose an alternative 
taxonomy based on characterization of control How con 
structs and synchronization methods used in the softWare. 

[0018] Tools for recording and replaying parallel softWare 
executions are knoWn in the art. Such tools are useful 
because of the possibility of recreating the precise interleav 
ing that Was identi?ed as producing incorrect results. In an 
article, Deterministic Replay of Distributed Java Applica 
tions by Choi, Konuru, and Srinivasan, published in Pro 
ceedings of the SIGMETRICS Symposium on Parallel and 
Distributed Tools, August 1998, Which is incorporated 
herein by reference, the authors describe a system for 
distributed Java applications Which records the “logical 
thread schedule information and the netWork interaction 
information of the execution, While the Java program runs . 
. . [and] reproduces the execution behavior of the program.” 
In a paper entitled Multithreaa'ea' Java Program Test Gen 
eration by Edelstein, Fachi, Nir, Ratsaby, and Ur, presented 
at the Joint ACM Java Grande—ISCOPE 2001 Conference 
at Stanford University in June, 2001, Which is incorporated 
herein by reference, the authors describe an architecture 
called ConTest, for rerunning tests under alternate schedul 
ing decisions, Which makes use of the replay technique 
de?ned by Choi, et al. 

[0019] Current race detection methods frequently report 
false alarms. In an article entitled Improving theAccuracy of 
Data Race Detection by Netzer and Miller, published in 
Proceedings of the Third ACM SIGPLAN Symposium on 
Principles and Practice of Parallel Programming, April 1991, 
and Which is incorporated herein by reference, the authors 
note that “[d]ata race reports generated by most existing 
methods can include potentially many artifacts, Which can 
overWhelm the programmer With irrelevant information.” A 
false alarm or artifact is a detected race condition that does 
not represent a program defect. False alarms may result from 
numerous causes, for example, infeasible data races, implicit 
synchronization, data that does not affect program outcome 
and/or limitations and shortcomings of the particular race 
detection method used. 

SUMMARY OF THE INVENTION 

[0020] In preferred embodiments of the present invention, 
a system for race detection in parallel softWare is de?ned. 
The system comprises a method implemented by softWare 
and/or hardWare components. The method speci?es a ?rst 
execution of softWare under test (SUT) in a test harness, 
during Which race detection and execution recording are 
performed. If a race condition is detected in the ?rst execu 
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tion, a second execution is performed. The second execution 
comprises a replay of the ?rst execution, making use of 
recorded execution information to ensure that an identical 
interleaving occurs in the replay. The second execution halts 
at the point, herein termed the start-point, at Which the race 
condition Was detected. At the start-point, preferably, an 
alternative interleaving is forced and the second execution 
continues to completion. 

[0021] A ?rst outcome of the program, herein termed the 
?rst-execution outcome, is produced by the ?rst execution. 
If no race Was detected in the ?rst execution, the ?rst 
execution outcome is evaluated. In the case of an incorrect 
?rst-execution outcome, a developer debugs the error. If a 
race Was detected in the ?rst execution, during the second 
execution an execution controller forces the alternative 
interleaving, and the replay continues to completion, gen 
erating a second-execution outcome. If the ?rst-execution 
outcome and the second-execution outcome are both correct, 
the detected race is not identi?ed as a defect. HoWever, if the 
one or both of the ?rst-execution outcome and the second 
execution outcome is incorrect, the race is a bug and requires 
developer attention. Testing continues in a test harness With 
execution of a next test case from a test suite, until prede 
termined stopping criteria are met. 

[0022] Unlike other methods knoWn in the art for race 
detection, in preferred embodiments of the present inven 
tion: 

[0023] The second execution comprises a replay of 
the ?rst execution using execution recording and 
replay techniques, up to the start-point of the race. 
The execution control imposes the alternative inter 
leaving, and the ?rst-execution outcome and the 
second-execution outcome determine the presence of 
a defect. 

[0024] Each race reported is knoWn to cause an 
incorrect outcome of the softWare, i.e., false alarms 
are not reported. Thus, effort involved in identifying 
true defects is reduced and overall softWare reliabil 
ity is increased. 

[0025] Preferably, softWare and/or hardWare components 
comprised in preferred embodiments of the present inven 
tion include tools knoWn in the art for race detection, 
execution recording, replay, execution control, test suite 
execution in a test harness, coverage monitoring, and debug 
ging parallel softWare. Unlike other methods knoWn in the 
art, preferred embodiments of the present invention com 
prise a coupling of the above-mentioned tools via a test 
system softWare interface Whereby information is trans 
ferred among the tools to facilitate race condition detection 
and debugging. 

[0026] The test system softWare interface enables the tools 
to make use of information generated by other tools in the 
test system softWare. For example, information about the 
location of race conditions is generated by the race detection 
tool, and is used by the replay tool to halt execution at the 
race start-point, and to activate the debugger. Also, recorded 
execution information provides a basis for imposing an 
alternative interleaving. 

[0027] Preferred embodiments of the present invention 
enable an alternative path to be folloWed from the race 
start-point during the replay. In the alternative path, a 
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thread-enabled debugger is invoked using the coupling, 
instead of the alternative interleaving being forced. With the 
aid of the debugger, the developer examines and debugs the 
possible defect. Control over the course of the second 
execution from this point is passed to the developer. 

[0028] There is therefore provided, according to a pre 
ferred embodiment of the present invention, a method for 
race detection in parallel softWare, including performing an 
execution of softWare under test (SUT) having an expected 
outcome, detecting a race condition in the SUT responsive 
to a ?rst interleaving generated during the execution, replay 
ing the ?rst interleaving to a start-point of the race condition, 
and imposing a second interleaving at the start-point of the 
race condition. The method further includes determining a 
second-execution outcome of the SUT responsive to the 
second interleaving and comparing the expected outcome 
With the second-execution outcome. 

[0029] Preferably, performing the execution includes gen 
erating a ?rst-execution outcome, and the method includes 
comparing the ?rst-execution outcome With the expected 
outcome. 

[0030] Further preferably, the method includes reporting 
the race condition as a program defect responsive to the 
?rst-execution outcome With the expected outcome com 
parison and the expected outcome With the second-execution 
outcome comparison. 

[0031] Further preferably, comparing the ?rst-execution 
outcome With the expected outcome includes activating a 
thread-enabled debugger responsive to the comparison. 

[0032] Preferably, performing the execution includes 
recording interleaving and variable values. 

[0033] Further preferably, recording interleaving and vari 
able values includes generating a history of occurrences of 
values over a single execution of a test. 

[0034] Further preferably, recording interleaving and vari 
able values includes generating a history of occurrences of 
values over multiple executions of at least one test. 

[0035] Further preferably, generating the history includes 
selecting a previous value and assigning the previous value 
to a shared memory location. 

[0036] Further preferably, selecting the previous value 
includes selecting the value from the history of occurrences 
of values responsive to a frequency of occurrences of the 
value. 

[0037] Preferably, the second interleaving includes a 
reversal of an order of accesses to a shared memory location 
generated responsive to the ?rst interleaving. 

[0038] Preferably, imposing the second interleaving 
includes assigning an alternative value to a shared memory 
location corresponding to a prior recorded value. 

[0039] Preferably, the SUT includes a program having a 
plurality of threads. 

[0040] Preferably, the SUT includes a program running on 
one or more central processing units (CPUs). 

[0041] Preferably, the SUT includes a program running in 
a distributed environment. 
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[0042] Preferably, the race condition signi?es a program 
defect. 

[0043] Further preferably, reporting the program defect is 
not a false alarm. 

[0044] Preferably, detecting the race condition includes 
identifying the race condition as a minimal race. 

[0045] Preferably, performing the execution includes 
choosing a test condition from a predetermined test suite in 
a test harness tool, and executing the SUT under the test 
condition. 

[0046] Further preferably, the predetermined test suite 
includes one or more test variations generated by irritators. 

[0047] Preferably, performing the execution of the SUT 
includes establishing a predetermined coverage requirement 
and halting the execution after the predetermined coverage 
requirement has been satis?ed. Preferably, performing the 
execution of the SUT includes establishing a predetermined 
stopping criterion and halting the execution after the prede 
termined stopping criterion has been satis?ed. 

[0048] Preferably, the method includes setting a break 
point at the race condition start-point, activating a debugger, 
and operating the debugger so as to control continued 
execution of the SUT. 

[0049] Preferably, the method includes providing a test 
system softWare having a plurality of softWare development 
and debugging tools chosen from a race detection tool, an 
execution recording and replay tool, an execution control 
tool, a thread-enabled debugger tool, a coverage measure 
ment tool, and a test harness tool, and performing the 
execution of the SUT includes coupling the tools in a 
predetermined manner. 

[0050] Further preferably, coupling the tools includes 
transferring information among the softWare development 
and debugging tools so as to perform replaying the ?rst 
interleaving to the race condition start-point. 

[0051] Further preferably, coupling the tools includes 
transferring information among the softWare development 
and debugging tools so as to perform imposing the second 
interleaving at the race condition start-point. 

[0052] Further preferably, coupling the tools includes set 
ting a breakpoint at the race condition start-point and 
activating the thread-enabled debugger tool. 

[0053] Further preferably, coupling the tools includes 
transferring information among the softWare development 
and debugging tools so as to perform comparing the 
expected outcome With the second-execution outcome. 

[0054] There is further provided, according to a preferred 
embodiment of the present invention, a method for debug 
ging a race condition, including executing softWare-under 
test (SUT), activating a race detection tool, a replay tool, a 
thread-enabled debugging tool, and a test harness tool 
responsive to execution of the SUT, and coupling the tools 
to produce a transfer of information therebetWeen. The 
method further includes debugging the race condition 
responsive to the transfer of information. 

[0055] Preferably, the SUT includes a program having a 
plurality of threads. 
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[0056] Preferably, the SUT includes a program running on 
one or more central processing units (CPUs). 

[0057] Preferably, the SUT includes a program running in 
a distributed environment. 

[0058] Preferably, the race condition signi?es a program 
defect. 

[0059] Preferably, debugging the race condition includes 
identifying the race condition as a minimal race. 

[0060] Preferably, executing the SUT includes executing 
the SUT under a test condition chosen from a predetermined 
test suite in the test harness tool. 

[0061] Further preferably, the test suite includes a ?rst 
plurality of test variations using irritators, and executing the 
SUT includes generating a second plurality of interleavings 
responsive to the ?rst plurality of test variations. 

[0062] Preferably, executing the SUT includes halting 
execution of the SUT after a predetermined coverage 
requirement has been satis?ed. 

[0063] Preferably, executing the SUT includes halting 
execution of the SUT after a predetermined stopping crite 
rion has been satis?ed. 

[0064] Preferably, the method includes activating the 
thread-enabled debugging tool at a start-point of the race 
condition. 

[0065] Further preferably, the method includes controlling 
continued execution of the SUT responsive to the debugging 
tool. 

[0066] Preferably, executing the SUT includes activating 
an execution recorder tool, and coupling the tools includes 
transferring information betWeen the execution recorder tool 
and at least one of the race detection tool, the replay tool, the 
thread-enabled debugging tool, and the test harness tool. 

[0067] Further preferably, the method includes transfer 
ring information betWeen the execution recorder, the replay 
tool, the test harness tool, and the race detection tool and 
replaying a ?rst interleaving of the SUT to a start-point of 
the race condition responsive to the transferring of informa 
tion. 

[0068] Further preferably, the method includes activating 
the thread-enabled debugging tool responsive to the trans 
ferring of information. 

[0069] Further preferably, the test harness tool is respon 
sive to the transferring of information. 

[0070] There is further provided, according to a preferred 
embodiment of the present invention, apparatus for race 
detection in parallel softWare, including a computing system 
Which is adapted to perform an execution of softWare under 
test (SUT) having an expected outcome, detect a race 
condition in the SUT responsive to a ?rst interleaving 
generated during the execution, and replay the ?rst inter 
leaving to a start-point of the race condition. The apparatus 
further includes a computing system Which is adapted to 
impose a second interleaving at the start-point of the race 
condition, determine a second-execution outcome of the 
SUT responsive to the second interleaving, and compare the 
expected outcome With the second-execution outcome. 
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[0071] There is further provided, according to a preferred 
embodiment of the present invention, apparatus for debug 
ging a race condition, including a computer system Which is 
adapted to execute softWare-under-test (SUT) and a plurality 
of softWare tools comprising a race detection tool, a replay 
tool, a thread-enabled debugging tool, and a test harness 
tool, the tools being activated by the computer system 
responsive to the execution of the SUT. The apparatus 
further includes a coupling Which connects the plurality of 
tools to produce a transfer of information therebetWeen 
responsive to the execution of the SUT, so that the computer 
system is able to debug the race condition responsive to the 
transfer of information. 

[0072] There is further provided, according to a preferred 
embodiment of the present invention, a computer softWare 
product for race detection in parallel softWare, including a 
computer-readable medium having computer program 
instructions recorded therein, Which instructions, When read 
by a computer, cause the computer to perform an execution 
of softWare under test (SUT) having an expected outcome, 
detect a race condition in the SUT responsive to a ?rst 
interleaving generated during the execution, replay the ?rst 
interleaving to a start-point of the race condition, impose a 
second interleaving at the start-point of the race condition, 
determine a second-execution outcome of the SUT respon 
sive to the second interleaving, and compare the expected 
outcome With the second-execution outcome. 

[0073] There is further provided, according to a preferred 
embodiment of the present invention, a computer softWare 
product for debugging a race condition, including a com 
puter-readable medium having computer program instruc 
tions recorded therein, Which instructions, When read by a 
computer, cause the computer to execute softWare under test 
(SUT), activate a race detection tool, a replay tool, a 
thread-enabled debugging tool, and a test harness tool 
responsive to execution of the SUT, couple the tools to 
produce a transfer of information therebetWeen, and debug 
the race condition responsive to the transfer of information. 

[0074] The present invention Will be more fully under 
stood from the folloWing detailed description of the pre 
ferred embodiments thereof, taken together With the draW 
ings, in Which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0075] FIG. 1 is a ?oWchart schematically shoWing a 
general method used in testing softWare, as is knoWn in the 
art; 

[0076] FIG. 2 is a ?rst schematic timing diagram for a 
parallel program containing tWo threads and shoWing a 
possible interleaving, as is knoWn in the art; 

[0077] FIG. 3 is a second schematic timing diagram for 
the parallel program of FIG. 2, presenting an alternative 
possible interleaving, as is knoWn in the art; 

[0078] FIG. 4 is a schematic representation of a ?rst 
execution of the parallel program of FIG. 2, and its effect on 
the contents of a shared memory location, as is knoWn in the 

art; 

[0079] FIG. 5 is a schematic representation of a second 
execution of the parallel program of FIG. 2, and its effect on 
the contents of the shared memory location, as is knoWn in 
the art; 
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[0080] FIG. 6 is a schematic block diagram depicting a 
hardWare and softWare context of a test system for a parallel 
softWare under test (SUT), according to a preferred embodi 
ment of the present invention; 

[0081] FIG. 7 is schematic block diagram shoWing soft 
Ware components of the test system of FIG. 6, according to 
a preferred embodiment of the present invention; and 

[0082] FIG. 8 is a ?oWchart shoWing a method for race 
detection, according to a preferred embodiment of the 
present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0083] Reference is noW made to FIG. 6, Which is a 
schematic block diagram depicting a hardWare and softWare 
con?guration of a test system for a parallel program 80, 
according to a preferred embodiment of the present inven 
tion. Program 80, also herein termed softWare under test 
(SUT) 80, comprises a multi-threaded, concurrent, and/or 
distributed program Which has code segments (threads and/ 
or processes) running on one or more of n different central 

processing units (CPUs), Where n is any Whole number 
greater than or equal to 1. Typically, n is a function of system 
architecture, hardWare constraints, and/or other consider 
ations knoWn in the art. Program 80 comprises a ?rst process 
or thread of program 80, denoted SUT 84, and a second 
process or thread, denoted SUT 87. A CPU1 83 runs SUT 84, 
together With any operating system or other basic functions, 
such as a scheduler or input/output (I/O) system. CPU1 83 
also runs a test interface 85 comprising components used to 
execute tests, record and replay an interleaving, detect races, 
force an interleaving, operate a debugger, and, optionally, 
measure coverage. A CPUn 86 similarly runs SUT 87, as 
Well as a test system interface 88, comprising at least some 
components generally similar to those of interface 85. CPU1 
through CPUn are coupled together by a netWork 89, Which 
may be a distributed netWork, shared memory, and/or data 
bus, or any other form of coupling betWeen CPUs knoWn in 
the art, Which alloWs CPUs to communicate. 

[0084] Alternatively, SUT 87 and SUT 84 are imple 
mented on CPU1 as an m-threaded program Where m is any 
Whole number greater than or equal to 2. Implementation 
methods for test interfaces 85 and 88 include, but are not 
limited to, source code instrumentation, creation of addi 
tional threads or processes, and/or operating system hooks. 
The hardWare contexts for the test interfaces include, but are 
not limited to, CPU1 83 through CPUn 86, an additional 
CPU, and/or hardWare comprised in netWork 89. Interfaces 
85 and 88 comprise and implement a test system softWare 
102, described in more detail With reference to FIG. 7 
beloW. 

[0085] Test system softWare 102 for carrying out testing 
functions comprised in test interface 85 and test interface 88, 
as described herein, can be supplied in electronic form or on 
tangible media such as a magnetic storage disk or a compact 
disc Which are readable by a computer, or other means 
knoWn in the art for permanent storage of electronic data. 

[0086] FIG. 7 is a schematic diagram shoWing softWare 
components of test system softWare 102, according to a 
preferred embodiment of the present invention. Test system 
softWare 102 comprises tWo intersecting subsets of softWare 
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components: active components 104 for a ?rst execution of 
program 80, and active components 118 for a second execu 
tion of program 80. First execution and second execution 
refer to phases in a running of a test according to a preferred 
embodiment of the present invention, as described With 
reference to FIG. 8 below. 

[0087] Active components 104 comprise a race detector 
106, an execution recorder 108, a test harness 110, and, 
preferably, a coverage monitor 112, all of Which components 
are knoWn in the art. Race detector 106 comprises a softWare 
tool designed to detect data race conditions “on-the-?y.” 
Execution recorder 108 provides a method for tracing execu 
tion sequences and variable values for an execution of SUT 
84 and SUT 87. Typically, the execution recorder tracks 
global variables only. In some preferred embodiments, the 
execution recorder accumulates a history of information 
over a single test only. In other preferred embodiments, the 
execution recorder accumulates a history of information 
over multiple executions of a single test or over all execu 
tions of tests in the test suite. The history of information 
comprises interleavings that occurred and occurrences of 
values of global variables. Test harness 110 comprises a test 
suite, a system to execute a test from the test suite, and a Way 
to determine if test results are correct using an oracle, as is 
knoWn in the art. The test suite comprises a set of tests 
intended to exercise a softWare under test. Coverage monitor 
112 tracks completeness of a set of tests, With regard to 
ensuring that as many areas as possible of the softWare under 
test are tested. An example of a coverage model is described 
in US. patent application Ser. No. 09/731,387, titled “Inter 
leaving Based Coverage Models for Concurrent and Dis 
tributed Software,” to Ur et al., Whose disclosure is assigned 
to the assignee of the present invention and Which is 
incorporated herein by reference. The application describes 
a method for determining coverage levels for parallel soft 
Ware. 

[0088] Active components 118 comprise test harness 110, 
a replay tool 115, a thread-enabled debugger 116, and, 
preferably, coverage monitor 112 and an execution control 
ler 114. Test harness 110 and coverage monitor 112 are 
described above. Execution controller 114 comprises a soft 
Ware tool or method that can force a speci?ed interleaving 
or variable values during execution of a test. 

[0089] In some preferred embodiments, execution control 
ler 114 is not active. Circumstances under Which automatic 
execution control is not active comprise the folloWing 
examples: 

[0090] No practical Way exists to force an interleav 
ing or variable values, and therefore execution con 
troller 114 is not present; 

[0091] There is no tolerance for bugs in the softWare 
and therefore all feasible races must be examined 
manually; and 

[0092] Ade?nite race bug has already been identi?ed 
and the developer Wishes to control execution manu 
ally for the purposes of analyZing and debugging. 

[0093] Replay tool 115 provides a Way to create a deter 
ministic re-run of an execution of SUT 84 and SUT 87, as 
is knoWn in the art. Thread-enabled debugger 116 comprises 
a tool that provides debugging functions in a parallel soft 
Ware environment. Debugging functions are Well knoWn in 
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the art and include execution control (e.g., single-step, 
setting breakpoints) and data manipulation (e.g., vieWing 
variable values, setting variable values). It is understood that 
the functionality of each component may be implemented in 
a variety of Ways including, but not limited to, source code 
instrumentation and/or a self-contained program. For 
example, an implementation of a thread-enabled debugger is 
described in US. patent application Ser. No. 09/327379, 
?led Jun. 8, 1999, titled “A Timing Related Bug Detector,” 
to AZagury et al., Which is assigned to the assignee of the 
present invention and Whose disclosure is incorporated 
herein by reference. 

[0094] As described in the Background of the Invention, a 
data race consists of tWo accesses to the same memory 
location if at least one of the accesses is a Write and the tWo 
accesses are not synchroniZed. Pairs of adjacent accesses to 
shared memory locations that are not delimited by a syn 
chroniZing method are termed minimal race conditions. 
Referring back to FIG. 4, three accesses to memory location 
X occur: Thread 1, statement A, Thread 2, statement F, and 
Thread 1, statement B. Each of the tWo pairs of accesses, 
denoted (A,F) and (F,B), is said to be minimal, since no other 
access intervened in the interleaving depicted in FIG. 4. In 
a preferred embodiment of the present invention, only those 
minimal races that adversely affect the ?nal outcome of a 
parallel program are reported. 

[0095] FIG. 8 is a ?oWchart depicting a process 221 for 
race detection, according to a preferred embodiment of the 
present invention. In an initial step 220, criteria for stopping 
testing are established. The criteria may comprise coverage 
measurements, time and cost constraints, and other stopping 
criteria knoWn in the art. In a step 222, a test harness 
comprising a test suite, a system to execute an SUT under 
test conditions, and a method for evaluating expected results 
is implemented. Also in step 222, test conditions are acti 
vated in test system softWare 102 (FIG. 7), speci?cally in 
test harness 110. Program 80 (FIG. 6), comprising SUT 84 
and SUT 87, executes in an execution step 226. 

[0096] A ?rst execution group of steps 225 comprises 
steps 222, 224, 226, 228, and 230. During the ?rst execution 
of program 80, test interfaces 85 and 88 (FIG. 6) run, 
optionally operating coverage monitor 112 (FIG. 7) in a 
measure coverage step 224. Test interfaces 85 and 88 
comprise at least some components of test system softWare 
102. In execution step 226, the test runs a random interleav 
ing of the SUT. In a monitoring step 228 comprised in the 
?rst execution, race detector 106 detects race conditions and 
execution recorder 108 records execution information in a 
step 230. A condition 232 uses the results of monitoring step 
228 to check if a race occurred. If no race occurred, a 
?rst-execution test outcome is checked in a condition 234. If 
the ?rst-execution test outcome is determined to be incorrect 
by comparison With an expected outcome, the defect is 
analyZed and debugged by a developer. Thus, in a step 246, 
thread-enabled debugger 116 is activated, and the defect is 
debugged using recorded execution information generated 
by step 230. If the ?rst-execution test outcome (condition 
234) is correct, a condition 236 checks if the predetermined 
stopping criteria have been satis?ed, i.e., Whether enough 
testing has been performed. If so, the process terminates at 
a stop testing step 248. If the stopping criteria have not been 
satis?ed, testing continues With a next test from the test 
suite. 
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[0097] If condition 232 determined that a race occurred in 
?rst execution 225, preparations are made in test harness 110 
to replay ?rst execution 225 by using results of test system 
softWare 102. A second execution 237 comprises re-running 
test harness execution step 222, coverage measurement step 
224, and a replay step 238. 

[0098] In the second execution, program 80 executes in 
execution step 222, preferably While coverage monitor 112 
is operating in the measure coverage step 224. In execution 
step 222, interleaving and variable value information 
recorded by execution recorder 108 are utiliZed to ensure 
that an identical interleaving occurs in the replay. Replay 
step 238 provides a replay up to a point just before a detected 
race, herein termed a “race start-point”, using replay tool 
115 of test system softWare 102. In an alternative interleav 
ing step 240 execution controller 114 imposes an alternative 
interleaving relative to the race condition. The alternative 
interleaving comprises generating an alternative sequence 
betWeen tWo accesses to a shared memory location at the 
race start-point, thereby generating a second interleaving. 

[0099] In some preferred embodiments, the alternative 
interleaving comprises setting the value of the shared 
memory location to a prior value, responsive to recorded 
execution information. Thus, an effect of an alternate inter 
leaving is achieved With altering execution sequence. In 
some preferred embodiments, recorded execution informa 
tion forms a history of occurrences of values for a shared 
memory location. Using this history, the alternative inter 
leaving may be generated by selecting from the history of 
occurrences of values a value Which has appeared infre 
quently. Such a selection increases the probability of gen 
erating unusual conditions, increasing coverage and the 
probability of discovering defects. 
[0100] After step 240, execution of SUT 84 and SUT 87 
continues to completion in step 222, producing a second 
execution outcome. A condition 242 checks if the result of 
program 80 is correct, that is, if the ?rst-execution outcome 
and the second-execution outcome correspond to the 
expected outcome for the test. If they do, the race detected 
in race monitoring step 228 is assumed to be benign since 
results produced by the different executions are both correct. 
If one or both of the ?rst-execution outcome and the 
second-execution outcome of program 80 is incorrect, a step 
244 inserts a breakpoint in program 80 at the race start-point. 
In step 246, a thread-enabled debugger is activated, enabling 
the developer to debug With recorded execution information 
from step 230. 

[0101] Referring back to FIG. 4 and FIG. 5, a description 
beloW shoWs hoW process 221 applies to the examples 
therein. Process 221 performs a ?rst execution 225 under a 
random interleaving in step 226, monitoring for race in step 
228 and recording ?rst-execution information in step 230. 
Race is detected betWeen statements A and F, since both 
statements Write to a shared memory location X Without 
synchroniZation. Assuming ?rst execution 225 yielded an 
interleaving illustrated in FIG. 4, i.e., {A, F, B}, the ?rst 
execution outcome is 0. Since a race Was detected in 
condition 232, a second execution using the recorded execu 
tion information is performed. The second execution is run 
to a race start-point (steps 222, 224, and 238), that is, up to, 
but not including, statement A. 

[0102] At step 240, an alternative interleaving is forced in 
step 240 by skipping statement A, continuing execution 
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through statement F, then executing statement A, producing 
a second-execution outcome. The action of interchanging 
statements A and F is permissible because {A F} is a 
minimal race. The resulting interleaving is that presented in 
FIG. 5. 

[0103] Alternatively, an alternative interleaving is 
imposed by forcing the value of shared memory location x 
to be equal to a prior recorded value from the ?rst execution. 
In the example of FIG. 4, recorded values of shared memory 
location X are {0, 7, 0} after the ?rst execution. In the 
second execution, an alternative interleaving is imposed by 
forcing statement B to assign the value 7 to X, generating a 
second-execution outcome of 7. 

[0104] Replay execution then continues to completion 
Without further interference. The ?rst-execution outcome 
and the second-execution outcome are checked against an 
expected outcome in step 242. If an outcome is judged 
incorrect, the detected race is reported as a defect and 
debugged in steps 244 and 246. HoWever, if both outcomes 
are valid, the race is judged benign and is not reported as a 
defect. 

[0105] As shoWn in FIG. 8, process 221 identi?es races 
causing defects, and race artifacts are not reported. The 
process makes use of softWare tools knoWn in the art, With 
the addition of coupling the tools to produce a transfer of 
information betWeen the tools, not heretofore implemented. 
The coupling of the tools may take a plurality of forms, as 
Will be apparent to those versed in the art. 

[0106] In some preferred embodiments of the present 
invention, the test suite implemented in step 222 of process 
221 comprises a plurality of tests using identical input data 
but compelling alternative interleavings through the use of 
irritators. Such a plurality of tests increases the probability 
of reaching race conditions. An example is described in 
Multithreaa'ea' Java Program Test Generation by Edelstein, 
et al. Where the sleep( ) primitive Was used effectively to 
generate tests containing alternative interleavings, Which in 
turn revealed softWare defects. 

[0107] Advantages obtained by utiliZing the technique of 
the present invention over hitherto knoWn techniques 
include, among others: 

[0108] Each race reported is knoWn to cause an 
incorrect outcome of the softWare, i.e., false alarms 
are not reported; 

[0109] Developer effort is focused on debugging real 
defects, not on establishing Whether a reported race 
is a ?aW; 

[0110] Improved reliability in true race reporting 
encourages use of testing tools, Which increases 
overall softWare reliability. Developers tend to avoid 
tools that report false alarms, since the effort 
involved in isolating the true defects from among the 
artifacts is perceived to be too great. 

[0111] Replaying to a race start-point before launch 
ing a debugger greatly enhances the convenience and 
ef?ciency of race debugging. 

[0112] It Will be appreciated that preferred embodiments 
of the present invention have a plurality of variations, 
including, but not limited to, omission of coverage monitor 



US 2003/0131283 A1 

112, omission of execution controller 114, inclusion of other 
software development and debugging tools knoWn in the art, 
alternative criteria for stopping testing, utiliZation of irrita 
tors for the generation of test cases, and automatic or manual 
determination of the correctness of test outcomes. Other 
variations Will be apparent to those skilled in the art. 

[0113] It Will thus be appreciated that the preferred 
embodiments described above are cited by Way of example, 
and that the present invention is not limited to What has been 
particularly shoWn and described hereinabove. Rather, the 
scope of the present invention includes both combinations 
and subcombinations of the various features described here 
inabove, as Well as variations and modi?cations thereof 
Which Would occur to persons skilled in the art upon reading 
the foregoing description and Which are not disclosed in the 
prior art. 

1. A method for race detection in parallel softWare, 
comprising: 

performing an execution of softWare under test (SUT) 
having an expected outcome; 

detecting a race condition in the SUT responsive to a ?rst 
interleaving generated during the execution; 

replaying the ?rst interleaving to a start-point of the race 
condition; 

imposing a second interleaving at the start-point of the 
race condition; 

determining a second-execution outcome of the SUT 
responsive to the second interleaving; and 

comparing the expected outcome With the second-execu 
tion outcome. 

2. Amethod according to claim 1, Wherein performing the 
execution comprises generating a ?rst-execution outcome, 
and comprising comparing the ?rst-execution outcome With 
the expected outcome. 

3. Amethod according to claim 2, and comprising report 
ing the race condition as a program defect responsive to the 
?rst-execution outcome With the expected outcome com 
parison and the expected outcome With the second-execution 
outcome comparison. 

4. Amethod according to claim 2, Wherein comparing the 
?rst-execution outcome With the expected outcome com 
prises activating a thread-enabled debugger responsive to 
the comparison. 

5. Amethod according to claim 1, Wherein performing the 
execution comprises recording interleaving and variable 
values. 

6. A method according to claim 5, Wherein recording 
interleaving and variable values comprises generating a 
history of occurrences of values over a single execution of 
a test. 

7. A method according to claim 5, Wherein recording 
interleaving and variable values comprises generating a 
history of occurrences of values over multiple executions of 
at least one test. 

8. Amethod according to claim 7, Wherein generating the 
history comprises selecting a previous value and assigning 
the previous value to a shared memory location. 
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9. A method according to claim 8, Wherein selecting the 
previous value comprises selecting the value from the his 
tory of occurrences of values responsive to a frequency of 
occurrences of the value. 

10. A method according to claim 1, Wherein the second 
interleaving comprises a reversal of an order of accesses to 
a shared memory location generated responsive to the ?rst 
interleaving. 

11. Amethod according to claim 1, Wherein imposing the 
second interleaving comprises assigning an alternative value 
to a shared memory location corresponding to a prior 
recorded value. 

12. A method according to claim 1, Wherein the SUT 
comprises a program having a plurality of threads. 

13. A method according to claim 1, Wherein the SUT 
comprises a program running on one or more central pro 

cessing units (CPUs). 
14. A method according to claim 1, Wherein the SUT 

comprises a program running in a distributed environment. 
15. A method according to claim 1, Wherein the race 

condition comprises a program defect. 
16. Amethod according to claim 15, Wherein the program 

defect does not comprise a false alarm. 
17. A method according to claim 1, Wherein detecting the 

race condition comprises identifying the race condition as a 
minimal race. 

18. A method according to claim 1, Wherein performing 
the execution comprises choosing a test condition from a 
predetermined test suite in a test harness tool, and executing 
the SUT under the test condition. 

19. A method according to claim 18, Wherein the prede 
termined test suite comprises one or more test variations 
generated by irritators. 

20. A method according to claim 1, Wherein performing 
the execution of the SUT comprises: 

establishing a predetermined coverage requirement; and 

halting the execution after the predetermined coverage 
requirement has been satis?ed. 

21. A method according to claim 1, Wherein performing 
the execution of the SUT comprises: 

establishing a predetermined stopping criterion; and 

halting the execution after the predetermined stopping 
criterion has been satis?ed. 

22. A method according to claim 1, and comprising: 

setting a breakpoint at the race condition start-point; 

activating a debugger; and 

operating the debugger so as to control continued execu 
tion of the SUT. 

23. A method according to claim 1, and comprising 
providing a test system softWare having a plurality of 
softWare development and debugging tools chosen from a 
race detection tool, an execution recording and replay tool, 
an execution control tool, a thread-enabled debugger tool, a 
coverage measurement tool, and a test harness tool, and 
Wherein performing the execution of the SUT comprises 
coupling the tools in a predetermined manner. 

24. A method according to claim 23, Wherein coupling the 
tools comprises transferring information among the softWare 
development and debugging tools so as to perform replaying 
the ?rst interleaving to the race condition start-point. 



US 2003/0131283 A1 

25. Amethod according to claim 23, wherein coupling the 
tools comprises transferring information among the softWare 
development and debugging tools so as to perform imposing 
the second interleaving at the race condition start-point. 

26. Amethod according to claim 23, Wherein coupling the 
tools comprises: 

setting a breakpoint at the race condition start-point; and 

activating the thread-enabled debugger tool. 
27. Amethod according to claim 23, Wherein coupling the 

tools comprises transferring information among the softWare 
development and debugging tools so as to perform compar 
ing the expected outcome With the second-execution out 
come. 

28. Amethod for debugging a race condition, comprising: 

executing softWare-under-test (SUT); 

activating a race detection tool, a replay tool, a thread 
enabled debugging tool, and a test harness tool respon 
sive to execution of the SUT; 

coupling the tools to produce a transfer of information 
therebetWeen; and 

debugging the race condition responsive to the transfer of 
information. 

29. A method according to claim 28, Wherein the SUT 
comprises a program having a plurality of threads. 

30. A method according to claim 28, Wherein the SUT 
comprises a program running on one or more central pro 

cessing units (CPUs). 
31. A method according to claim 28, Wherein the SUT 

comprises a program running in a distributed environment. 
32. A method according to claim 28, Wherein the race 

condition comprises a program defect. 
33. A method according to claim 28, Wherein debugging 

the race condition comprises identifying the race condition 
as a minimal race. 

34. A method according to claim 28, Wherein executing 
the SUT comprises executing the SUT under a test condition 
chosen from a predetermined test suite in the test harness 
tool. 

35. Amethod according to claim 34, Wherein the test suite 
comprises a ?rst plurality of test variations using irritators, 
and Wherein executing the SUT comprises generating a 
second plurality of interleavings responsive to the ?rst 
plurality of test variations. 

36. A method according to claim 28, Wherein executing 
the SUT comprises halting execution of the SUT after a 
predetermined coverage requirement has been satis?ed. 

37. A method according to claim 28, Wherein executing 
the SUT comprises halting execution of the SUT after a 
predetermined stopping criterion has been satis?ed. 

38. A method according to claim 28, and comprising 
activating the thread-enabled debugging tool at a start-point 
of the race condition. 

39. A method according to claim 38, and comprising 
controlling continued execution of the SUT responsive to 
the debugging tool. 

40. A method according to claim 28, Wherein executing 
the SUT comprises activating an execution recorder tool, 
and Wherein coupling the tools comprises transferring infor 
mation betWeen the execution recorder tool and at least one 
of the race detection tool, the replay tool, the thread-enabled 
debugging tool, and the test harness tool. 
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41. A method according to claim 40, and comprising: 

transferring information betWeen the execution recorder, 
the replay tool, the test harness tool, and the race 
detection tool; and 

replaying a ?rst interleaving of the SUT to a start-point of 
the race condition responsive to the transferring of 
information. 

42. A method according to claim 41, and comprising 
activating the thread-enabled debugging tool responsive to 
the transferring of information. 

43. A method according to claim 41, Wherein the test 
harness tool is responsive to the transferring of information. 

44. Apparatus for race detection in parallel softWare, 
comprising a computing system Which is adapted to perform 
an execution of softWare under test (SUT) having an 
expected outcome, detect a race condition in the SUT 
responsive to a ?rst interleaving generated during the execu 
tion, replay the ?rst interleaving to a start-point of the race 
condition, impose a second interleaving at the start-point of 
the race condition, determine a second-execution outcome 
of the SUT responsive to the second interleaving, and 
compare the expected outcome With the second-execution 
outcome. 

45. Apparatus for debugging a race condition, comprising: 

a computer system Which is adapted to execute softWare 
under-test (SUT); 

a plurality of softWare tools comprising a race detection 
tool, a replay tool, a thread-enabled debugging tool, 
and a test harness tool, the tools being activated by the 
computer system responsive to the execution of the 
SUT; and 

a coupling Which connects the plurality of tools to pro 
duce a transfer of information therebetWeen responsive 
to the execution of the SUT, so that the computer 
system is able to debug the race condition responsive to 
the transfer of information. 

46. A computer softWare product for race detection in 
parallel softWare, comprising a computer-readable medium 
having computer program instructions recorded therein, 
Which instructions, When read by a computer, cause the 
computer to perform an execution of softWare under test 
(SUT) having an expected outcome, detect a race condition 
in the SUT responsive to a ?rst interleaving generated during 
the execution, replay the ?rst interleaving to a start-point of 
the race condition, impose a second interleaving at the 
start-point of the race condition, determine a second-execu 
tion outcome of the SUT responsive to the second interleav 
ing, and compare the expected outcome With the second 
execution outcome. 

47. A computer softWare product for debugging a race 
condition, comprising a computer-readable medium having 
computer program instructions recorded therein, Which 
instructions, When read by a computer, cause the computer 
to execute softWare under test (SUT), activate a race detec 
tion tool, a replay tool, a thread-enabled debugging tool, and 
a test harness tool responsive to execution of the SUT, 
couple the tools to produce a transfer of information ther 
ebetWeen, and debug the race condition responsive to the 
transfer of information. 


