
l|||||||||||||ll||l||||||||l|||||||||||||||||||||l|l|||||||||||||||||||||||||||||||||||||| 
US 20030131256A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2003/0131256 A1 

Ackroyd (43) Pub. Date: Jul. 10, 2003 

(54) MANAGING MALWARE PROTECTION (52) US. Cl. .......................................... .. 713/201; 709/224 
UPON A COMPUTER NETWORK 

(76) Inventor: Robert John Ackroyd, Aylesbury (GB) (57) ABSTRACT 

Correspondence Address: 
NIXON & VANDERHYE P-C- A managing computer within a computer 32 network serves 
8th Floor to log messages received from individual computers within 
1100 North Glebe Rd. th t t t k 2 . d. t. d t t. f 1 
Arlington’ VA 222014714 (Us) a compu~er ne wor in ma mg e ec ion 0 ma ware. 

The managmg computer detects patterns of malware detec 
(21) Appl, No; 10/036,521 tion across the network as a whole a triggers associated 

_ predetermined anti-malware actions. These may include 

(22) Flled: Jan‘ 7’ 2002 forcing speci?c computers to update their malware de?ni 

Publication Classi?cation tion data, forcing particular'computers to change their secu 
rity settmgs and isolating individual portions of the com 

(51) Int. Cl.7 ................................................... .. G06F 11/30 puter network 

Lgli'éirx i 



Patent Application Publication Jul. 10, 2003 Sheet 1 0f 7 US 2003/0131256 A1 

m1 w 

A 

?g”? 1.515, 

W 



Patent Application Publication Jul. 10, 2003 Sheet 2 0f 7 US 2003/0131256 A1 



Patent Application Publication Jul. 10, 2003 Sheet 3 0f 7 US 2003/0131256 A1 

5c) / ‘aw 
3 I 



Patent Application Publication Jul. 10, 2003 Sheet 4 0f 7 US 2003/0131256 A1 

If? Eu? 

A... 2 u> Z 4.? 2 £7 
15 15M 



Patent Application Publication Jul. 10, 2003 Sheet 5 0f 7 US 2003/0131256 A1 

\xlt is? (If, .6. m 



Patent Application Publication Jul. 10, 2003 Sheet 6 0f 7 US 2003/0131256 A1 



Patent Application Publication 

[202 
204 

Jul. 10, 2003 Sheet 7 0f 7 

[206 

US 2003/0131256 A1 

f 208 

200 

CPU RAM ROM N'C 

I222 \ ‘I ‘V 
v M ' AL 

210 212 216 

v v f ‘' 

DISPLAY USER 

HDD DRIVER l/O \ 

/, 
Z > \ 220 

l 218 
214 



US 2003/0131256 A1 

MANAGING MALWARE PROTECTION UPON A 
COMPUTER NETWORK 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates to the ?eld of data processing 
systems. More particularly, this invention relates to the ?eld 
of malWare protection, such as, for eXample, protection 
against computer viruses, Worms, Trojans, banned ?les, 
banned Words, banned images etc, upon a netWork of 
connected computers. 

[0003] 2. Description of the Prior Art 

[0004] It is knoWn to provide malWare protection mecha 
nisms for individual computers. Such malWare protection 
mechanisms include on-access and on-demand malWare 
scanners operating on client computers, mail gateWay scan 
ners, Web traf?c scanners and the like. These malWare 
protection mechanisms are generally effective at detecting 
items of malWare at their point location. 

[0005] As computer netWorks have become more Wide 
spread and complex, and the threats posed by neWly devel 
oped types of malWare more sophisticated and potentially 
damaging, it is important that malWare protection is sys 
tematically and thoroughly implemented on a computer 
netWork. In many Ways, the malWare protection of a netWork 
is only as good as the Weakest link in that protection. In 
order to assist With this, it is knoWn to provide products, 
such as ePolicy Orchestrator produced by NetWork Associ 
ates, Inc, that serve among other things to manage across a 
computer netWork the security and malWare protection set 
tings used by the various computers constituting that com 
puter netWork. 

[0006] Given the threat posed by malWare, such as the 
Well knoWn damaging effects of mass-mailing computer 
viruses, measures that can improve the effectiveness With 
Which such threats can be dealt With are strongly advanta 
geous. 

SUMMARY OF THE INVENTION 

[0007] VieWed from one aspect of the present invention 
provides a computer program a computer program product 
for controlling a managing computer to manage malWare 
protection Within a computer netWork containing a plurality 
of netWork connected computers, said computer program 
product comprising: 
[0008] receiving code operable to receive at said manag 
ing computer a plurality of log data messages identifying 
detection of malWare by respective ones of said plurality of 
netWork connected computers; 

[0009] detecting code operable to detect from said plural 
ity of log data messages received by said managing com 
puter a pattern of malWare detection across said plurality of 
netWork connected computers matching one or more prede 
termined trigger patterns; and 

[0010] action performing code operable in response to 
detection of one or more predetermined trigger patterns to 
perform one or more predetermined anti-malWare actions. 

[0011] The invention recognises that by collecting 
together Within a managing computer noti?cations of mal 
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Ware detections occurring Within different computers on a 
computer netWork, predetermined patterns of malWare 
detection can be identi?ed and appropriate anti-malWare 
measures triggered. As an eXample, a prior art simplistic 
approach that might have been taken by a NetWork Admin 
istrator When they received a large number of user reports of 
computer viruses being detected, Would be to doWnload the 
latest virus de?nition data from the malWare scanner pro 
vider’s FTP site and then force a netWork-Wide update of all 
the virus scanners on all the computers of the netWork to the 
latest virus de?nition data. In practice, the amount of net 
Work traf?c that this Would generate during normal operat 
ing hours could be suf?cient to cripple the operation of the 
computer netWork to a degree that is almost as bad as the 
action of the computer virus itself. Contrasted With this, the 
managing computer of the present invention may detect 
malWare detection occurring Within computers on the net 
Work already having the up-to-date virus de?nition data. 
These computers may be properly dealing With the malWare 
themselves by disinfecting, repairing or deleting the infected 
?les or e-mails as appropriate. Typically, the majority of the 
computers on a computer netWork Will be running the 
up-to-date virus de?nition data and these computers Will not 
really be at risk from the computer virus concerned. What 
the managing computer may identify as a pattern is that 
Whilst the computers having the up-to-date virus de?nition 
date are detecting the virus, no detection reports are being 
received from those computers that are not running the 
up-to-date virus de?nition data. An appropriate action in this 
circumstance Would be to force a virus de?nition update 
only for those computers not having the up-to-date virus 
de?nition data being used by the other computers as it may 
Well be that the reason these out-of-date computers are not 
reporting the virus detection is that their virus de?nition data 
does not include the appropriate ?ngerprint. This action 
Would provide a good measure of protection and yet Would 
typically generate much less computer netWork traffic to 
adversely in?uence netWork performance. The above sce 
nario is only one eXample of hoW identifying a pattern of 
malWare detections across a computer netWork may be used 
to trigger predetermined anti-malWare actions tailored and 
targeted to particular threats and circumstances. 

[0012] In preferred embodiments of the invention the 
netWork connected computers Will typically run their oWn 
malWare scanners and these malWare scanners Will prefer 
ably use malWare de?nition data to identify the items of 
malWare to be detected. 

[0013] In this circumstance, a particularly preferred anti 
malWare action that may be triggered is to force an update 
of malWare de?nition data being used. This can be targeted 
at those computers needing the update concerned. 

[0014] Further preferred anti-malWare actions may 
include adjusting the scanner settings of one or more of the 
malWare scanners to perform more thorough scanning (e.g. 
turning on scanning of all ?le types, heuristic scanning, 
internet traf?c scanning etc., Where the normal settings are 
to conduct less thorough scanning in an effort to preserve 
processing resources on the client computers), and possibly 
isolating one or more portions of the computer netWork from 
the rest of the computer netWork in order to isolate a 
malWare outbreak Which has been detected as being loca 
lised Within that netWork portion. 
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[0015] In preferred embodiments of the invention the 
managing computer stores the logged data messages Within 
a database. Such an arrangement allows convenient query 
ing of the database, such as automatic running of predeter 
mined queries, in order to detect particular patterns Within 
the logged data messages and then trigger appropriate 
responses. 

[0016] The database may also advantageously store other 
information concerning the computers Within the computer 
netWork relating to their malWare protection, such as the 
malWare scanner products being used, the versions of the 
scanner engines and malWare de?nition data being used, the 
security settings in force on the computer and the like. This 
data may be highly useful in identifying patterns Within the 
malWare detection reports generated across the computer 
netWork to identify Weaknesses and vulnerabilities that can 
be addressed by predetermined anti-malWare actions. 

[0017] VieWed from other aspects the present invention 
also provides a method for managing malWare protection on 
a computer netWork and an apparatus for managing malWare 
protection on a computer netWork. 

[0018] The above, and other objects, features and advan 
tages of this invention Will be apparent from the folloWing 
detailed description of illustrative embodiments Which is to 
be read in connection With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] 
Work; 
[0020] FIG. 2 is a How diagram schematically illustrating 
the logging of malWare events by a managing computer; 

[0021] FIG. 3 is a How diagram schematically illustrating 
the identi?cation of trigger events across a computer net 
Work resulting in prede?ned anti-malWare actions; 

[0022] FIGS. 4, 5 and 6 schematically illustrate different 
examples of patterns of malWare detections and associated 
predetermined anti-malWare actions that may be triggered; 
and 

[0023] FIG. 7 schematically illustrates the architecture of 
a general purpose computer that may be used to implement 
the above described techniques. 

FIG. 1 schematically illustrates a computer net 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0024] FIG. 1 illustrates a computer netWork 2 comprising 
three departmental servers 4, 6, 8 each With an associated 
number of client computers 10, 12, 14, 16, 18, 20, 22, 24 and 
26. The tWo departmental servers 4 and 6 receive their 
internet traf?c via a ?reWall server 28. The departmental 
server 8 has its oWn ?reWall server 30 via Which it receives 
its internet traf?c. 

[0025] A malWare policy organising server 32 (Which may 
be running a program such as the previously mentioned 
ePolicy Orchestrator) is also connected in the computer 
netWork 2 and serves to monitor and enforce security 
settings on all of the computers Within the computer netWork 
2. The policy organising server 32 also serves to receive 
logged data messages from the various different servers and 
client computers Within the computer netWork 2 indicating 
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detection of malWare items by the malWare scanners oper 
ating at those individual computers. The policy organising 
server 32 also receives status information from the various 
computers indicating the malWare scanning products being 
used, the scanner engine versions and virus de?nition data 
versions being used and the security settings being applied 
Within those different computers on the netWork. The policy 
organising server 32 can enforce changes and trigger 
updates. 
[0026] FIG. 2 illustrates the action of the policy organis 
ing server 32 in receiving logged data messages. At step 34 
the policy organising server 32 Waits to receive a malWare 
detection event message from one of the various computers 
it is managing. When such an event is received, processing 
proceeds to step 36 at Which it is logged Within an SQL 
database maintained by the policy organising server 32. 
Processing then returns to step 36. 

[0027] FIG. 3 is a How diagram illustrating another pro 
cessing thread performed by the policy organising server 32. 
At step 38 the system Waits for predetermined regular times 
to occur at Which it is con?gured to run various queries/ 
reports (these terms are used generically to indicate mecha 
nisms for retrieving speci?ed data from a database and 
presenting it to a user rather than implying the use of any 
particular softWare or display/data format) upon the database 
it is maintaining to identify patterns of malWare detection. 
When the time to run one or more such reports is identi?ed 
at step 38, processing proceeds to step 40 at Which the policy 
organising server 32 issues appropriate queries from a store 
of queries 42 to the database in order to generate the 
predetermined reports. The policy organising server 32 may 
be provided With a suite of default reports that may be used 
and these default reports may be con?gured and enhanced 
by individual users to tailor them to their particular net 
Works, (e.g. scaling them to match the siZe of the netWork 
concerned: ?ve malWare detections on a netWork of 10,000 
computers may be insigni?cant Whereas the same number of 
malWare detections on a netWork of 50 computers may be 
highly signi?cant). 
[0028] At step 44 the generated reports are compared With 
predetermined patterns and netWork-Wide thresholds held in 
a store 46. These prede?ned netWork-Wide thresholds and 
patterns may be provided in default form as templates and 
may optionally be customised to the particular circum 
stances of the netWork being protected. 

[0029] At step 48 a determination is made as to Whether or 
not any of the thresholds has been exceeded or any of the 
patterns matched. If no thresholds have been exceeded or 
patterns matched, then processing returns to step 38. If 
thresholds have been exceeded or patterns matched, then 
processing proceeds to step 50 at Which one or more 
prede?ned anti-malWare actions are triggered on the net 
Work. The anti-malWare actions triggered Will be selected in 
dependence upon the particular threshold or pattern that has 
been exceeded or matched and Will be directed to the 
appropriate problem area Within the netWork concerned. 
After the anti-malWare actions, such as forcing virus de? 
nition data updates, changing malWare scanner settings, 
isolating portions of the netWork etc. have been completed, 
processing returns to step 38. 

[0030] FIG. 4 schematically illustrates a pattern of mal 
Ware detections and an associated anti-malWare action. First 
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of all a malWare infection is received into the network from 
the internet. This starts to spread Within the computer 
netWork. Those computers running the most up-to-date 
version of the virus de?nition data (indicated by V=N) detect 
this malWare infection and take appropriate anti-malWare 
action themselves as Well as issuing a log data message back 
to the policy organising server 32. The computers Within the 
netWork running out-of-date malWare de?nition data (indi 
cated by V=N-1 or V=N-2) do not detect the malWare 
infection and do not give rise to any logged data messages 
sent back to the policy organising server. When the policy 
organising server 32 has detected four logged data messages 
corresponding to the particular item of malWare and also 
detects the pattern that none of these originate from a 
computer running out-of-date malWare de?nition data, the 
policy organising server 32 recognises the exceeding of a 
predetermined threshold in combination With a predeter 
mined pattern of infection and serves to force the anti 
malWare action of updating the malWare de?nition data on 
those computers that are out-of-date. 

[0031] FIG. 5 schematically illustrates another scenario. 
In this eXample a malWare infection again originates from 
the internet. The ?reWall server 28 serves to scan the traf?c 
passing to tWo departmental servers 4 and 6 and their 
associated client computers. This ?reWall server 28 detects 
a series of occurrences of internet traf?c infected With a 
particular item of malWare and separately reports each of 
these to the policy organising server. A second ?reWall 
server 30 protecting a different associated departmental 
server 8 and its associated client computers is running a 
different type of malWare scanner possibly provided by a 
different softWare manufacturer. No malWare detection 
events are recorded by the policy organising server 32 from 
this ?reWall server 30. The pattern of events of in eXcess of 
a predetermined number of malWare detections by the 
?reWall server 28 With no events detected by the ?reWall 
server 30 running a different malWare scanner indicates that 
this different malWare scanner for some reason is not iden 
tifying the malWare threat concerned. An appropriate anti 
malWare action in this circumstance is to sWitch on the 
internet traffic scanning operations on the location individual 
malWare scanners of the client computers 22, 24 and 26. 
These malWare scanners run at the client computer level are 
from the same softWare manufacturer as that providing the 
scanner on the ?reWall computer 28 and so have a good 
chance of picking up the malWare infection that is being 
missed by their oWn ?reWall server 30. This is another 
eXample of a pattern of detections Within a computer net 
Work being identi?ed and triggering an appropriate action in 
a Way that is simply not possible With the malWare scanner 
products that operate and protect computers as individual 
entities. 

[0032] FIG. 6 is a diagram illustrating a further scenario. 
In this eXample the malWare scanners on a plurality of client 
computers “*” detect a particular Trojan infection and make 
reports of this to the policy organising server 32. All of these 
detections occur Within computers connected to a particular 
departmental server 4. After a threshold number of these 
detections have been received and the pattern that they are 
all originating Within a given department identi?ed, then the 
automatic anti-malWare action triggered is to isolate the 
departmental server 4 and accordingly its connected client 
computers from the rest of the computer netWork 2. This Will 
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protect the rest of the computer netWork from infection by 
the Trojan spreading to them from the department that is 
already infected. 

[0033] FIG. 7 schematically illustrates a general purpose 
computer 200 of the type that may be used to implement the 
above described techniques. The general purpose computer 
200 includes a central processing unit 202, a random access 
memory 204, a read only memory 206, a netWork interface 
card 208, a hard disk drive 210, a display driver 212 and 
monitor 214 and a user input/output circuit 216 With a 
keyboard 218 and mouse 220 all connected via a common 
bus 222. In operation the central processing unit 202 Will 
execute computer program instructions that may be stored in 
one or more of the random access memory 204, the read only 
memory 206 and the hard disk drive 210 or dynamically 
doWnloaded via the netWork interface card 208. The results 
of the processing performed may be displayed to a user via 
the display driver 212 and the monitor 214. User inputs for 
controlling the operation of the general purpose computer 
200 may be received via the user input output circuit 216 
from the keyboard 218 or the mouse 220. It Will be appre 
ciated that the computer program could be Written in a 
variety of different computer languages. The computer pro 
gram may be stored and distributed on a recording medium 
or dynamically doWnloaded to the general purpose computer 
200. When operating under control of an appropriate com 
puter program, the general purpose computer 200 can per 
form the above described techniques and can be considered 
to form an apparatus for performing the above described 
technique. The architecture of the general purpose computer 
200 could vary considerably and FIG. 7 is only one 
eXample. 
[0034] Although illustrative embodiments of the invention 
have been described in detail herein With reference to the 
accompanying draWings, it is to be understood that the 
invention is not limited to those precise embodiments, and 
that various changes and modi?cations can be effected 
therein by one skilled in the art Without departing from the 
scope and spirit of the invention as de?ned by the appended 
claims. 

I claim: 
1. A computer program product for controlling a manag 

ing computer to manage malWare protection Within a com 
puter netWork containing a plurality of netWork connected 
computers, said computer program product comprising: 

receiving code operable to receive at said managing 
computer a plurality of log data messages identifying 
detection of malWare by respective ones of said plu 
rality of netWork connected computers; 

detecting code operable to detect from said plurality of 
log data messages received by said managing computer 
a pattern of malWare detection across said plurality of 
netWork connected computers matching one or more 
predetermined trigger patterns; and 

action performing code operable in response to detection 
of one or more predetermined trigger patterns to per 
form one or more predetermined anti-malWare actions. 

2. A computer program product as claimed in claim 1, 
Wherein said plurality of netWork connected computers each 
have a malWare scanner that serves to scan computer ?les to 
detected malWare Within said computer ?les. 
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3. A computer program product as claimed in claim 2, 
wherein said malWare scanner uses malWare de?nition data 
to identify malWare to be detected. 

4. A computer program product as claimed in claim 3, 
Wherein said one or more predetermined anti-malWare 
actions include forcing an update of malWare de?nition data 
being used by one or more of said plurality of netWork 
connected computers. 

5. A computer program product as claimed in claim 2, 
Wherein said one or more predetermined anti-malWare 
actions include altering at least one scanner setting of at least 
one malWare scanner such that said malWare scanner per 
forms more thorough malWare scanning. 

6. A computer program product as claimed in claim 1, 
Wherein said one or more predetermined anti-malWare 
actions include isolating one of more of said netWork 
connected computers from other parts of said computer 
netWork. 

7. A computer program product as claimed in claim 1, 
Wherein said managing computer stores said plurality of log 
data messages Within a database. 

8. A computer program product as claimed in claim 7, 
Wherein said detecting code is operable to query said data 
base. 

9. A computer program product as claimed in claim 7, 
Wherein said database includes data identifying one or more 
of: 

malWare protection mechanisms used by respective net 
Work connected computers; 

versions of malWare protection computer programs used 
by respective netWork connected computers; 

versions of malWare de?nition data used by respective 
netWork connected computers; and 

security settings of malWare protection mechanisms used 
by respective netWork connected computers. 

10. A method of managing malWare protection Within a 
computer netWork containing a plurality of netWork con 
nected computers, said method comprising the steps of: 

receiving at a managing computer a plurality of log data 
messages identifying detection of malWare by respec 
tive ones of said plurality of netWork connected com 
puters; 

detecting from said plurality of log data messages 
received by said managing computer a pattern of mal 
Ware detection across said plurality of netWork con 
nected computers matching one or more predetermined 
trigger patterns; and 

in response to detection of one or more predetermined 
trigger patterns, performing one or more predetermined 
anti-malWare actions. 

11. A method as claimed in claim 10, Wherein said 
plurality of netWork connected computers each have a 
malWare scanner that serves to scan computer ?les to 
detected malWare Within said computer ?les. 

12. A method as claimed in claim 11, Wherein said 
malWare scanner uses malWare de?nition data to identify 
malWare to be detected. 

13. Amethod as claimed in claim 12, Wherein said one or 
more predetermined anti-malWare actions include forcing an 
update of malWare de?nition data being used by one or more 
of said plurality of netWork connected computers. 
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14. Amethod as claimed in claim 11, Wherein said one or 
more predetermined anti-malWare actions include altering at 
least one scanner setting of at least one malWare scanner 
such that said malWare scanner performs more thorough 
malWare scanning. 

15. Amethod as claimed in claim 10, Wherein said one or 
more predetermined anti-malWare actions include isolating 
one of more of said netWork connected computers from 
other parts of said computer netWork. 

16. A method as claimed in claim 10, Wherein said 
managing computer stores said plurality of log data mes 
sages Within a database. 

17. A method as claimed in claim 16, Wherein said 
detecting includes querying said database. 

18. A method as claimed in claim 16, Wherein said 
database includes data identifying one or more of: 

malWare protection mechanisms used by respective net 
Work connected computers; 

versions of malWare protection computer programs used 
by respective netWork connected computers; 

versions of malWare de?nition data used by respective 
netWork connected computers; and 

security settings of malWare protection mechanisms used 
by respective netWork connected computers. 

19. Apparatus for managing malWare protection Within a 
computer netWork containing a plurality of netWork con 
nected computers, said apparatus comprising: 

receiving logic operable to receive at a managing com 
puter a plurality of log data messages identifying 
detection of malWare by respective ones of said plu 
rality of netWork connected computers; 

detecting logic operable to detect from said plurality of 
log data messages received by said managing computer 
a pattern of malWare detection across said plurality of 
netWork connected computers matching one or more 
predetermined trigger patterns; and 

action performing logic operable in response to detection 
of one or more predetermined trigger patterns to per 
form one or more predetermined anti-malWare actions. 

20. Apparatus as claimed in claim 19, Wherein said 
plurality of netWork connected computers each have a 
malWare scanner that serves to scan computer ?les to 
detected malWare Within said computer ?les. 

21. Apparatus as claimed in claim 20, Wherein said 
malWare scanner uses malWare de?nition data to identify 
malWare to be detected. 

22. Apparatus as claimed in claim 21, Wherein said one or 
more predetermined anti-malWare actions include forcing an 
update of malWare de?nition data being used by one or more 
of said plurality of netWork connected computers. 

23. Apparatus as claimed in claim 20, Wherein said one or 
more predetermined anti-malWare actions include altering at 
least one scanner setting of at least one malWare scanner 
such that said malWare scanner performs more thorough 
malWare scanning. 

24. Apparatus as claimed in claim 19, Wherein said one or 
more predetermined anti-malWare actions include isolating 
one of more of said netWork connected computers from 
other parts of said computer netWork. 
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25. Apparatus as claimed in claim 19, wherein said 
managing computer stores said plurality of log data mes 
sages Within a database. 

26. Apparatus as claimed in claim 25, Wherein said 
detecting logic is operable to query said database. 

27. Apparatus as claimed in claim 25, Wherein said 
database includes data identifying one or more of: 

malWare protection mechanisms used by respective net 
Work connected computers; 

Jul. 10, 2003 

versions of malWare protection computer programs used 
by respective netWork connected computers; 

versions of malWare de?nition data used by respective 
netWork connected computers; and 

security settings of malWare protection mechanisms used 
by respective netWork connected computers. 


