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(57) ABSTRACT 

A system and a method of selecting gateways using stored 
metrics associated With each route out of the domain and 

With each destination is presented. The metrics represent 
some measure to be minimized by the routing system, such 
as cost or delay. The route is selected quasi-deterministi 

cally. A ?rst selection is made deterministically based on the 
stored metrics in order to attempt to use the optimum path. 
If a connection can not be established through the determin 

istically selected gateWay, an alternate gateWay is selected 
randomly from among the remaining gateWays capable of 

Dec. 28, 1998. reaching the destination at a reasonable cost. 
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QUASI-DETERMINISTIC GATEWAY SELECTION 
ALGORITHM FOR MULTI-DOMAIN SOURCE 

ROUTED NETWORKS 

FIELD OF THE INVENTION 

[0001] This invention relates generally to routing through 
multiple-domain source-routed networks, which include 
path-oriented networks and source routed services on con 
nectionless networks. 

BACKGROUND OF THE INVENTION 

[0002] When a connection is initiated in a source routed 
network, a connection must be established between the 
source end point and the destination end point. In small 
networks, containing a manageable number of nodes, path 
selection is accomplished by reference to network topology 
information stored at each node in the network. The source 
node consults its stored network topology information and 
determines a valid path to the destination node. As the 
topology of the network is changed, such as by adding or 
removing nodes, the topology information at each node in 
the network is updated. 

[0003] As the siZe of the network grows, the amount of 
information that must be stored at each node becomes 
prohibitively large. In addition, the time required for the 
topology information in each node to be updated increases 
as does the likelihood that a node contains stale information 
at any given time. One solution to this problem is to divide 
the network into several domains, each of which contains a 
manageable number of nodes. A network may also be 
divided into domains for administrative reasons. Each node 
contains topology information about its own domain but 
only limited topology information about other domains. If a 
connection is required to a destination node within the same 
domain as the source node, the source node consults its 
domain topology information and determines a valid path. 
Because the stored information is limited to only one 
domain, it is of a manageable siZe and is updated quickly 
when the domain topology changes. 

[0004] Domains are connected to each other through gate 
ways using inter-domain links. A path to a destination node 
outside the domain of the source node is established through 
these gateways. For any particular connection, the gateway 
through which the connection leaves a domain is referred to 
as an exit gateway, and the gateway through which the 
connection enters a domain is referred to as an entry 
gateway. A domain usually contains more than one exit 
gateway that can reach the domain of the destination node. 
An exit gateway may also be able to reach the destination 
domain through several entry gateways, possibly in different 
adjacent domains. The connection will be from the source 
node, through the node’s domain to the exit gateway, and 
across the inter-domain link to the entry gateway of the 
adjacent domain. A sequence of such connections will be 
established until the adjacent domain, containing the entry 
gateway, is the domain in which the destination end point is 
located. 

[0005] Any node at which a routing decision must be 
made, either a source node, an exit gateway connected to 
multiple entry gateways in adjacent domains, or an entry 
gateway of an intermediary domain, must select one of the 
eligible gateways through which to establish a connection. 
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In static routing systems, the selection of a gateway is ?xed 
for any given destination. This can result in overloading of 
gateways. Furthermore, if a connection through the pre 
selected gateway becomes impossible, due to overloading or 
a fault in the network, connections will be blocked. Existing 
dynamic routing systems allow more ?exibility in selection 
of gateways, but these are based on limited topology and 
bandwidth availability information propagated between 
domains. The propagation of this information defeats the 
purpose of dividing a network into domains in order to limit 
topology information to manageable volumes. The propa 
gation of this information also takes time, and may be stale 
by the time a connection is requested. 

SUMMARY OF THE INVENTION 

[0006] It is an object of the present invention to provide an 
apparatus and a method which allow dynamic routing of a 
connection between nodes of different domains without 
requiring propagation of topology and bandwidth availabil 
ity information between domains. Each node implementing 
the invention may be referred to as a decision point. A 
number of domains connected together containing nodes 
implementing the invention -collectively constitute a routing 
system. Within each domain, metrics are associated with 
each gateway leading out of the domain and with each 
destination outside the domain. The metric represents some 
quantity to be minimiZed by when selecting a route, such as 
cost, number of hops, or delay. The routing system selects an 
exit gateway quasi-deterministically. A selection is ?rst 
made deterministically by selecting the exit gateway with 
the best metric associated with the destination of the con 
nection. If a connection can not be established through that 
exit gateway, an alternate exit gateway is selected randomly 
from among the remaining-exit gateways. In the random 
selection no preference is given to the exit gateways that 
have lower metrics associated with the destination, other 
than to possibly con?ne the selection process to exit gate 
ways with metrics satisfying some predetermined criteria. If 
the exit gateway is connected to more than one entry 
gateway in adjacent domains, the exit gateway then selects 
one of the adjacent entry gateways using the same quasi 
deterministic method. This selection method combines the 
advantages of a deterministic selection, resulting in close to 
optimum routing, and the advantages of a random selection, 
resulting in reduced gateway overloading and reduced like 
lihood of repeated failed connection attempts. 

[0007] The procedure is recursive, and is carried out 
independently at a source node and each gateway that 
attempts to reach a node in a different domain. 

[0008] Broadly, the invention provides a method for a 
node to select a gateway from among at least two gateways, 
comprising the steps of: storing information associating a 
metric with each gateway with respect to each of one or 
more destinations; upon receiving a connection request to a 
destination, the further steps of: i) deterministically selecting 
a ?rst gateway having an optimum metric with respect to the 
destination, ii) sending a connection request to the ?rst 
gateway, iii) if a connection can not be established to the 
destination via the ?rst gateway, randomly selecting a sec 
ond gateway from among the gateways other than the ?rst 
gateway, and iv) sending a connection request to the second 
gateway. 
[0009] An advantage of this invention then is the dynamic 
selection of a route through a multi-domain network without 
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requiring propagation of topology or bandwidth availability 
information between domains. The selection is quasi-deter 
ministic. At each decision point which is an entry point of a 
domain, including the source node and entry gateways, a 
deterministic selection selects the optimum eXit gateway 
through which an inter-domain route will be established. If 
a connection can not be established through the optimum 
eXit gateway, a random selection of an eXit gateway is then 
made. A similar selection procedure is carried out by deci 
sion points which are eXit gateways which must choose from 
more than one entry gateways in adjacent domains. 
Although this may result in a less than optimum route, this 
will only occur if the ?rst choice of route failed and will also 
prevent repeated failed connection attempts from being 
routed along the same route. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] The invention will now be described in greater 
detail with reference to the accompanying diagrams, in 
which: 

[0011] 
[0012] FIG. 2a is a diagram of the stored gateway infor 
mation of the invention, at a node of the network of FIG. 1; 

[0013] FIG. 2b is a diagram of the stored gateway infor 
mation of the invention, at another node of the network of 
FIG. 1; 

[0014] FIG. 3 is a block diagram of a node on which the 
invention is implemented; and 

[0015] FIG. 4 is a ?owchart of the method of the inven 
tion. 

FIG. 1 is a diagram of a multi-domain network; 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0016] An instantiation of an embodiment of the invention 
will be described with reference to an eXample of a multi 
domain network, illustrated in FIG. 1. The network of FIG. 
1 consists of four domains: domain A 10, domain B 24, 
domain C 26, and domain D 50. Domain A 10 contains a 
Source End Point (SEP) 12 from which a connection origi 
nates, several other nodes 14 interconnected with intra 
domain links 15, and two nodes which act as gateways 16 
and 18 denoted by G1 and G2. G116 is connected to another 
gateway G328 in an adjacent domain, domain B 24, via an 
inter-domain link 20, and to another gateway G742 in 
another adjacent domain, domain C 26, via inter-domain 
link 68. Likewise, G218 is connected to a gateway G638 in 
domain C 26 via the inter-domain link 22. Domain D 50 
contains a Destination End Point (DEP) 60 to which it is 
assumed the SEP 12 needs to be connected. Domain B 24 
and domain C 26 are each connected to each other and to 
domain D 50, through other gateways and inter-domain 
links. Within domain B 24, domain C 26, and domain D 50 
there are intra-domain routes represented by jagged lines 30, 
34, 40, 56, 58, and 64. The intra-domain routes may pass 
through several nodes which are not shown for reasons of 
clarity, but are interconnected in the same manner as the 
nodes 14 of domain A 10. 

[0017] This invention is concerned with selecting a route 
from a SEP which has launched a Connection Request to a 
DEP identi?ed in the address of the Connection Request. 
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Routing decisions according to the invention are preferably 
implemented by hardware, or software, or a combination of 
hardware or software, at each decision point encountered 
during a connection set-up. A decision point is de?ned as 
any node which may have to make a gateway selection 
decision. In the domain in which the connection originates 
the decision point will be the SEP. In downstream domains 
the entry gateway of the domain will be a decision point. 
Each eXit gateway connected to more than one entry gate 
way capable of reaching the DEP is also a decision point. 
Each decision point is responsible for selecting the eXit 
gateway through which the route will leave the domain or 
for selecting the adjacent entry gateway through which the 
route will enter an adjacent domain. More generally, each 
decision point is responsible for selecting the neXt gateway 
in a connection request. Each node has topology information 
about its own domain. In order to facilitate the routing 
decisions described below, each node has stored gateway 
information consisting of metrics associated with each gate 
way through which the destination can be reached, one 
metric for each gateway and each of the destinations within 
other domains in the network reachable through the gateway. 
For eXample, the information stored by SEP 12 in the 
network illustrated in FIG. 1 is generally indicated by 150 
shown in FIG. 2a and consists of eight entries. Each entry 
consists of an eXit gateway 156, a destination 152, and a 
metric 154. The node determines the destination of the 
connection from the address of the DEP in the Connection 
Request. The destination 152 is a logical grouping of some 
of the Destination End Points (DEPs) in a domain. The DEPs 
are identi?ed as belonging to a destination by the address of 
the DEP. Each destination is con?ned to one domain, 
although there may be more than one destination in a 
domain. The destinations in FIG. 1 are not shown, as they 
are logical groupings. Destination B1 of the stored gateway 
information shown in FIG. 2a is located in domain B 24 of 
the eXample network of FIG. 1. Destination C1 is located in 
domain C 26, and destinations D1 and D2 are located in 
domain D 50. Each destination 152 can be reached through 
one of two eXit gateways: G1 and G2. The metric 154 in 
FIG. 2a represents an approximation of a cost associated 
with reaching each destination 152 through each gateway 
156. The metric of the ?rst entry 151 identi?es a cost 
associated with reaching a destination B1 through the eXit 
gateway G1. Similarly, the information stored by gateway 
G1 in the network illustrated in FIG. 1 is generally indicated 
by 160 in FIG. 2b, and consists of eight entries. Each entry 
consists of a destination 162, an adjacent entry gateway 166, 
and a metric 164 which in this case represents an approxi 
mation of a cost associated with reaching each destination 
162 through each gateway 166. The metrics stored by a SEP 
or an entry gateway for a destination and an eXit gateway are 
the most optimal of the metrics stored by that eXit gateway 
for that destination. For eXample, gateway GI can reach 
destination B1 through either of two adjacent entry gate 
ways, G3 and G7. Gateway G1 stores metrics for these two 
destination-gateway combinations at entries 161 and 163 
respectively. However only the lowest metric for reaching 
destination B1, namely that of entry 161, is stored by the 
SEP at entry 151. The costs 154 and 164 associated with 
each gateway and each destination are in arbitrary units, and 
only their relative values are important for illustrating gate 
way selection according to the invention. 
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[0018] The high level operation of the invention at a 
decision point is shown in FIG. 3. The node 200 contains a 
processor 208 for making routing decisions according to an 
embodiment of the invention and memory 202 for storing 
information required by the processor 208. Among other 
information, the memory 202 stores topology information 
220 for the domain of the node and stores gateWay infor 
mation 210 for gateWays leading out of the domain of the 
node. For the SEP 12, the stored gateWay information 210 
Would be equivalent to the stored gateWay information 150 
illustrated in FIG. 2a. The stored topology information 220 
and the stored gateWay information 210 are not draWn to 
scale, and the amount of memory required to store the 
topology information Will usually be much greater than the 
amount of memory required to store the gateWay informa 
tion. 

[0019] In operation, by Way of overvieW, When a Connec 
tion Request 204 arrives at the node, the processor 208 parks 
the Connection Request 204 by storing a copy of the 
Connection Request in memory, determines the destination 
of the connection, and consults the stored gateWay informa 
tion 210. The processor 208 selects the gateWay through 
Which the destination can be reached at the loWest cost, as 
indicated by the stored gateWay information 210, and for 
Wards the Connection Request 206 to the selected gateWay. 
If the connection can not be established to or through the 
selected gateWay, the processor 208 receives a Connection 
Failed signal 212. The processor 208 marks that gateWay as 
having failed to establish a connection for this connection. 
The marking of the gateway is achieved by adding the 
identity of that gateWay to an information portion of the 
parked Connection Request for this connection, for eXample, 
and does not modify the stored topology information 220. 
The processor 208 then consults the stored gateWay infor 
mation 210 and randomly selects an alternate gateWay 
capable of reaching the destination, as indicated by the 
stored gateWay information 210, from the remaining gate 
Ways and forWards the Connection Request 206 to the 
alternate selected gateWay. If that connection also fails, 
preferably the processor 208 sends a Connection Failed 
signal 214 to the node Which had sent the initial Connection 
Request 204. 

[0020] The method of the invention as carried out by the 
processor 208 is illustrated in more detail in FIGS. 4a, 4b 
and 4c. At step 100 a decision point receives a request to 
route to a Destination End Point (DEP). In the description 
Which folloWs, no assumption is made regarding the location 
of the decision point. It could be the SEP, an entry gateWay 
of an intermediary domain, an eXit gateWay, or the entry 
gateWay of the domain in Which the DEP is located. At step 
102 the decision point checks the address of the DEP to 
determine if the DEP is located in the same domain as the 
decision point. If the DEP is located in this domain, the 
decision point attempts to establish a path to the DEF by 
using a conventional intra-domain routing method at step 
112. The intra-domain routing method may make multiple 
attempts to establish the path. For an individual connection, 
a path to the DEP may not be able to be established for one 
of several reasons, such as a failure Within the domain, or a 
lack of resources such as bandWidth, processor time, or 
logical channel numbers. If a path can not be established for 
any reason then the decision point sends a Connection Failed 
signal to the preceding node at step 110. If a path is 
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established, then the decision point sends a Connection 
Success signal to the preceding node. 

[0021] If the decision point determines at step 102 that the 
DEP is not in the same domain as the decision point, the 
decision point must select a gateWay. If the decision point is 
the SEP or an entry gateWay, an eXit gateWay must be 
selected. If the decision point is an eXit gateWay, an entry 
gateWay in an adjacent domain must be selected. In either 
case the selection procedure is the same, and is illustrated 
beginning in FIG. 4b. The decision point ?rst selects a 
gateWay deterministically, at step 118. The decision point 
consults its stored information concerning the gateWays and 
selects the gateWay that can reach the destination, deter 
mined from the address of the DEP, most optimally accord 
ing to the stored metrics. If the stored gateWay information 
indicates that more than one gateWay have equivalent opti 
mum stored metrics, then one of those optimum gateWays is 
selected randomly. The selection of a gateWay is limited to 
those gateWays Which do not connect to domains through 
Which the routing has already passed. This prevents routing 
loops and is possible because the identi?cation of each of 
these domains is tracked as the route through the domain is 
established, and a domain identi?er is stored in the parked 
Connection Request. 

[0022] At step 126 the decision point attempts to establish 
a path to the selected gateWay using conventional methods. 
If the decision point is an eXit gateWay and the selected 
gateWay is an adjacent entry gateWay then the path Will 
simply be the inter-domain link connecting the tWo gate 
Ways. If the decision point is the SEP or an entry gateWay 
and the selected gateWay is an eXit gateWay, then the path 
Will be an intra-domain route and must be established using 
conventional intra-domain routing methods and multiple 
attempts may be made. For an individual connection, a path 
to the gateWay may not be able to be established for any of 
several reasons. For eXample, the path may not be estab 
lished due to a fault, or due to a lack of any type of resource 
such as bandWidth, processor time, or logical channel num 
bers. If a path to the gateWay is established at step 128 the 
decision point aWaits a Connection Success signal from the 
selected gateWay at step 130. If the decision point receives 
a Connection Success signal at step 132, then it propagates 
the Connection Success signal back toWards the user by 
sending its oWn Connection Success signal to the preceding 
node at step 134. 

[0023] As discussed in detail beloW, each doWnstream 
decision point may make up to tWo failed routing attempts 
before cranking back to the previous decision point. Because 
of this, there may be a large delay before a Connection 
Success signal is received. Preferably, in step 130 a timer is 
started, and if a Connection Success signal is not received 
Within a pre-determined time the connection request is 
abandoned. 

[0024] If a path could not be established for any reason at 
step 128 or if the decision point does not receive a Connec 
tion Success signal at step 132, then the decision point 
selects an alternate gateWay non-deterministically. This pro 
cedure is illustrated in FIG. 4c. At step 136 the decision 
point ?ags the deterministically selected gateWay as one 
through Which a connection could not be established. As 
described above, this is done by adjusting values Within the 
parked Connection Request, and is not done by changing the 
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stored topology information. In this Way When a neW con 
nection attempt is made, by this user or by another, the 
gateway Will still be available for selection. This is impor 
tant because the reason for the connection failure through 
the deterministically selected gateWay may be temporary. 
The decision point then consults its stored gateWay infor 
mation at step 138 and randomly selects an alternate gate 
Way from among the remaining gateWays through Which the 
destination can be reached. As in the deterministic selection 
the random selection of a gateWay is limited to those 
gateWays Which do not connect to domains through Which 
the routing has already passed, in order to avoid routing 
loops. The remainder of the procedure is identical to that 
illustrated in FIG. 2b for connecting to the deterministically 
selected gateWay, aside from the action taken if a connection 
can not be established to or through the alternate gateWay. If 
a path can not be established to the alternate gateWay (failure 
at step 128) or the decision point does not receive a 
Connection Success from the alternate gateWay (failure at 
step 132) then the connection can not be completed through 
this decision point as preferably no further attempts-are 
made to select a gateWay. The decision point Will then 
indicate Connection Failed to the preceding node at step 110. 

[0025] The operation and advantages of the invention Will 
be demonstrated by reference to an example connection in 
the netWork illustrated in FIG. 1. It Will be assumed that the 
invention is implemented on at least the SEP 12 and the 
gateWays G116, G328, and G742. The invention need not be 
implemented on the entry gateWays G852 and G954 in this 
example since they Will establish a route to the DEP 60 using 
conventional intra-domain routing. The invention need not 
be implemented on exit gateWays G436 and G532 in this 
example since they only have one choice of adjacent entry 
gateWay. HoWever, the invention Would ideally be imple 
mented on every node in the netWork as any node in the 
netWork may be a decision point, either an SEP, an entry 
gateWay, or an exit gateWay, for a connection. In the example 
connection, a user accesses the netWork through the SEP 12 
in domain A 10, and Wishes to be connected to a DEP 60 at 
destination D1 (not shoWn) in domain D 50. Since the DEP 
60 is not in the domain of the SEP 12, the SEP 12 must select 
a gateWay at step 118 of FIG. 4b. The SEP 12 consults its 
stored gateWay information and determines that both G116 
and G218 can reach the destination D1. The SEP 12 selects 
G116 since the gateWay G116 can reach destination D1 at a 
loWer cost than can gateWay G218 (see the example metrics 
of FIG. 2a). The SEP 12 establishes a path along the nodes 
14 to G116. Since G116 is implementing the invention 
independently of the SEP 12, a neW How of FIG. 4 starts. 
The DEP 60 is not in this domain 10, so G116 must select 
an adjacent entry gateWay. The processor running on G116 
consults its stored gateWay information for gateWays to 
Which it is attached and determines that G328 and G742 can 
each reach the destination D1, and that gateWay G328 can do 
so at the least cost (see the example metrics of FIG. 2b). It 
successfully connects to G328 along the inter-domain link 
20 connecting the tWo gateWays. Since G328 is implement 
ing the invention independently of G116, a neW How of FIG. 
4 starts. The processor of G328 consults its stored gateWay 
information for gateWays Within this domain (not shoWn) 
and determines that G436, G532, and G1062 can each reach 
the destination D1, and that G532 can do so at the least cost. 
It successfully connects to G532 along intra-domain links 
30. G532 successfully connects to entry gateWay G852 
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along inter-domain link 44. The DEP 60 is in the same 
domain as G852, so G852 attempts to make an intra-domain 
connection to the DEP 60 along intra-domain links 56. 
HoWever in this example no intra-domain connection can be 
established. G852 informs G532 that the connection could 
not be completed. If the invention Were being implemented 
on G5132, then the routing attempt Would be cranked back 
to G532. HoWever G532 has only one choice of gateWay, 
namely G852, and so G532 simply informs G328 that the 
connection could not be completed, and the routing attempt 
is cranked back to G328. Crank back is the return of gateWay 
selection decision to an upstream decision point, and is 
possible because of the recursive nature of the invention. 
Each decision point implements the algorithm indepen 
dently, and triggers execution of the invention on doWn 
stream decision points by sending Connection Requests to 
the gateWay it selects. Crank back occurs When a doWn 
stream decision point can not establish a connection to the 
DEP and sends a Connection Failed signal to its upstream 
decision point and shuts doWn its implementation of the 
invention. The upstream decision point receives the Con 
nection Failed signal at step 132 in FIG. 4b or 4c, and carries 
on execution of its oWn implementation of the invention. 

[0026] Returning to the example connection, G332 has 
just been informed of connection failure at step 132 in FIG. 
4b. The embodiment of the invention implemented on G332 
marks the gateWay G532 as having failed for this connection 
attempt, and randomly selects one of G436 and G1062 as an 
alternate gateWay at step 138 of FIG. 4c. The invention 
provides an increased amount of loadsharing betWeen G436 
and G1062 amongst all connections from domain A 10 to 
domain D 50. In this example the random selection by the 
invention implemented on G328 selects the gateWay G436. 

[0027] If a connection from G462 to G954 and on to the 
DEP 60 can not be established, then G328 is informed of this 
second connection failure at step 132 of FIG. 4c. G328 
sends a Connection Failed signal to the preceding node 
G116, Whereupon the implementation of the invention is 
completed for G328. The routing attempt cranks back to 
gateWay G116 Which is informed at step 132 of FIG. 4b of 
its implementation of the invention that the connection 
attempt through the gateWay G328 has failed. This demon 
strates the recursive nature of the invention When imple 
mented on several nodes Within a netWork. The gateWay 
G116 selects an alternate gateWay from its stored gateWay 
information, in this case G742, and the routing attempt 
moves forWard through a second intermediary domain, 
domain C 26. If a connection can not be established through 
G742, G116 is informed of the connection failure at step 132 
of FIG. 4c. G116 sends a Connection Failed signal to the 
preceding node, the SEP 12, and the implementation of the 
invention on G116 completes. The SEP 12 receives the 
Connection Failed signal at step 132 of FIG. 4b and 
randomly selects an alternate gateWay, in this case G218, 
and a connection is attempted through G218. If a connection 
can not be established through G218, the SEP 12 receives a 
Connection Failed signal at step 132 of FIG. 4c. 

[0028] Since this node is the SEP, the user is informed that 
the connection has failed and the implementation of the 
invention on the SEP 12 completes. 

[0029] Most users alerted of a connection failure imme 
diately attempt to make the connection again. The same 
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route through G116, G328, G532, and G852 Would be tried 
?rst since the ?rst gateway selected by each decision point 
is selected deterministically, but subsequently attempted 
routes are likely to be different. Another advantage of the 
invention is demonstrated if that route through G532 again 
fails and the routing attempt is cranked back to G328. The 
invention selects the alternate gateWay randomly and may 
select G1062, rather than G436, through Which a connection 
attempt may succeed. The more eXit gateWays from Which to 
choose, the greater the likelihood that the invention Will not 
re-select G436 and the greater the likelihood that the second 
connection attempt by the user Will succeed. 

[0030] The invention is implemented in the form of hard 
Ware and/or softWare installed on nodes in the communica 
tion netWork. The invention need not be implemented on 
every node in the netWork. In fact this Will likely not be 
possible as different domains are often administered by 
different entities. HoWever, the advantage of the invention 
increases With the number of nodes implementing the inven 
tion. As the number of nodes implementing the invention 
increases, the likelihood of the invention being used at any 
stage in the routing of a connection increases. 

[0031] The invention could make more than one attempt at 
selecting a random gateWay after the deterministically 
selected gateWay fails to establish a connection. If a ran 
domly selected gateWay fails to establish a connection, that 
gateWay Would be marked as having failed to establish a 
connection for this connection, and another gateWay could 
be selected randomly from among the remaining gateWays. 
This could be repeated yet again, but each eXtra attempt to 
randomly select a gateWay Will increase the delay before the 
user is alerted about the connection failure if no selected 
gateWay can establish a connection. Alternatively, more than 
one gateWay could be selected deterministically before 
sWitching to random selection. 

[0032] The random selection of a gateWay need not be 
purely random. The selection could be Weighted in favour of 
more optimal gateWays, such as those With a loWer metric 
associated With the destination. As more Weighting is 
applied to the random selection the more likely that the 
optimum available path Will be found, but at the same time 
the advantages gained With random selection (loadsharing, 
loWer probability of repeated connection failures) diminish. 

[0033] The random selection of a gateWay could also limit 
selection to the gateWays satisfying some predetermined 
criteria. For example, only the gateWays Whose metrics 
indicate that the destination can be reached through the 
gateWay at some reasonable cost could be considered for 
selection. 

[0034] The gateWay selection is preferably carried out by 
hardWare. This can be in one of several typical forms for 
implementing algorithms, such as an ASIC or a Programable 
Logic Device. Alternatively the gateWay selection could be 
carried out by softWare running on the processor of a node, 
although speed requirements for gateWay selection make 
this a less preferable embodiment. 

[0035] The invention can be implemented in any type of 
source routed netWork, including path-oriented netWorks 
and source routed services on connectionless netWorks. 

[0036] What has been described is merely illustrative of 
the application of the principles of the invention. Other 
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arrangements and methods can be implemented by those 
skilled in the art Without departing from the spirit and scope 
of the present invention. 

We claim: 
1. A method for a node to select a gateWay from among 

at least tWo gateWays, comprising the steps of: 

storing information associating a metric With each gate 
Way With respect to each of one or more destinations; 

upon receiving a connection request to a destination, the 
further steps of: 

i) deterministically selecting a ?rst gateWay having an 
optimum metric With respect to the destination, 

ii) sending a connection request to the ?rst gateWay, 

iii) if a connection can not be established to the 
destination via the ?rst gateWay, randomly selecting 
a second gateWay from among the gateWays other 
than the ?rst gateWay, and 

iv) sending a connection request to the second gateWay. 
2. The method of claim 1 Wherein the connection request 

contains Zero or more identi?ers identifying domains 
through Which the connection route has already passed, the 
step of deterministically selecting a ?rst gateWay does not 
select a gateWay leading to a domain indicated by the 
identi?ers in the connection request, and the step of ran 
domly selecting a second gateWay does not select a gateWay 
leading to a domain indicated by the identi?ers in the 
connection request. 

3. The method of claim 1 Wherein if more than one 
gateWay have the optimum metric With respect to the 
destination, the step of deterministically selecting a ?rst 
gateWay randomly selects the ?rst gateWay from among the 
gateWays having the optimum metric. 

4. The method of claim 1 Wherein the step of randomly 
selecting a second gateWay applies a Weighting factor to 
each gateWay, the Weighting factor taking into account the 
metric of each gateWay With respect to the destination. 

5. The method of claim 1 Wherein the step of randomly 
selecting a second gateWay is further limited to the gateWays 
Whose metric With respect to the destination is Within a 
preset range. 

6. The method of claim 1 Wherein the step of randomly 
selecting a second gateWay is repeated if a connection can 
not be established via the second gateWay ?rst selected 
randomly, and the selection is limited to the gateWays 
through Which a connection has not already been attempted. 

7. The method of claim 1 Wherein the step of determin 
istically selecting a ?rst gateWay is repeated if a connection 
can not be established via the ?rst gateWay ?rst selected 
deterministically, and the selection is limited to the gateWays 
through Which a connection has not already been attempted. 

8. The method of claim 3 Wherein the connection request 
contains Zero or more identi?ers identifying domains 
through Which the connection route has already passed, the 
step of deterministically selecting a ?rst gateWay does not 
select a gateWay leading to a domain indicated by the 
identi?ers in the connection request, and the step of ran 
domly selecting a second gateWay does not select a gateWay 
leading to a domain indicated by the identi?ers in the 
connection request. 

9. The method of claim 4 Wherein the connection request 
contains Zero or more identi?ers identifying domains 
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through Which the connection route has already passed, the 
step of deterministically selecting a ?rst gateway does not 
select a gateWay leading to a domain indicated by the 
identi?ers in the connection request, and the step of ran 
domly selecting a second gateWay does not select a gateWay 
leading to a domain indicated by the identi?ers in the 
connection request. 

10. The method of claim 5 Wherein the connection request 
contains Zero or more identi?ers identifying domains 
through Which the connection route has already passed, the 
step of deterministically selecting a ?rst gateWay does not 
select a gateWay leading to a domain indicated by the 
identi?ers in the connection request, and the step of ran 
domly selecting a second gateWay does not select a gateWay 
leading to a domain indicated by the identi?ers in the 
connection request. 

11. The method of claim 6 Wherein the connection request 
contains Zero or more identi?ers identifying domains 
through Which the connection route has already passed, the 
step of deterministically selecting a ?rst gateWay does not 
select a gateWay leading to a domain indicated by the 
identi?ers in the connection request, and the step of ran 
domly selecting a second gateWay does not select a gateWay 
leading to a domain indicated by the identi?ers in the 
connection request. 

12. The method of claim 7 Wherein the connection request 
contains Zero or more identi?ers identifying domains 
through Which the connection route has already passed, the 
step of deterministically selecting a ?rst gateWay does not 
select a gateWay leading to a domain indicated by the 
identi?ers in the connection request, and the step of ran 
domly selecting a second gateWay does not select a gateWay 
leading to a domain indicated by the identi?ers in the 
connection request. 

13. The method of claim 1 Wherein the metric represents 
an approximation to a cost of reaching the destination With 
Which the metric is associated through the gateWay With 
Which the metric is associated. 

14. The method of claim 1 Wherein the metric represents 
an approximation to the delay that Would be experienced by 
a user if the connection route Was established to the desti 
nation With Which the metric is associated through the 
gateWay With Which the metric is associated. 

15. The method of claim 1 Wherein the metric represents 
an approximation to the number of domains through Which 
the connection route Would pass in reaching the destination 
With Which the metric is associated through the gateWay 
With Which the metric is associated. 

16. In a communication netWork containing a plurality of 
domains, electronic hardWare for use in a node in a domain, 
the electronic hardWare containing circuitry for carrying out 
steps to select a gateWay, the domain having at least tWo 
gateWays, the node having stored information associating a 
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metric With each gateWay With respect to each of one or 
more destinations, and the steps comprising the steps of: 

deterministically selecting a ?rst gateWay having an opti 
mum metric With respect to a destination, 

sending a connection request to the ?rst gateWay, 

if a connection can not be established to the destination 
via the ?rst gateWay, randomly selecting a second 
gateWay from among the gateWays other than the ?rst 
gateWay, and 

sending a connection request to the second gateWay. 
17. The electronic hardWare of claim 16 Wherein the 

circuitry selects a gateWay upon receiving a connection 
request, the connection request containing Zero or more 
identi?ers identifying domains through Which the connec 
tion route has already passed, the step of deterministically 
selecting a ?rst gateWay does not select a gateWay leading to 
a domain indicated by the identi?ers in the connection 
request, and the step of randomly selecting a second gateWay 
does not select a gateWay leading to a domain indicated by 
the identi?ers in the connection request. 

18. A node comprising: 

memory for storing information associating a metric With 
each of one or more gateWays With respect to each of 
one or more destinations reachable through the respec 
tive gateWays, 

means for launching a connection request to a selected 
gateWay, 

means for selecting the selected gateWay Which determin 
istically selects a ?rst gateWay having an optimum 
metric With respect to a destination, and if a connection 
can not be established to the destination via the ?rst 
gateWay, randomly selects a second gateWay from 
among the gateWays other than the ?rst gateWay. 

19. The node of claim 18 Wherein the means for selecting 
the selected gateWay selects a ?rst gateWay upon receiving 
a connection request, the connection request containing Zero 
or more identi?ers identifying domains through Which the 
connection route has already passed, and the means for 
selecting the selected gateWay does not select a gateWay 
leading to a domain indicated by the identi?ers in the 
connection request. 

20. A method for making a routing decision in a commu 
nication netWork, comprising the steps of: 

deterministically making a ?rst routing decision, and 

if a connection can not be established, randomly making 
a second routing decision. 


