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APPARATUS, METHOD, AND SOFTWARE FOR 
ANALYZING NETWORK TRAFFIC IN A SERVICE 

AWARE NETWORK 

FIELD OF THE INVENTION 

[0001] The present invention generally relates to service 
aWare networks (“SANs”). More speci?cally, the present 
invention relates to softWare that detects and monitors 
events and sequences of events in a structured and hierar 
chical manner to enable SAN systems to be easily pro 
grammed. In one implementation, the softWare is capable of 
translating application layer level events into Internet Pro 
tocol (“IP”) packet level triggers. The present invention also 
relates to a method performed by the softWare and a system 
that executes the softWare. 

BACKGROUND OF THE INVENTION 

[0002] In a digital communication netWork (eg a service 
area netWork (“SAN”)), data packets are transmitted over 
the netWork betWeen a source computer (eg a personal 
computer, router, server, etc.) and a destination computer 
(eg a personal computer, router, server, etc.). Also, the 
transmission of data packets from the source computer to the 
destination computer is typically referred to as a “doWn 
stream” transmission of the data packets, and the transmis 
sion of data from the destination computer to the source 
computer is generally referred to as an “upstream” trans 
mission. 

[0003] When data packets are transmitted from the source 
computer to the destination computer (or from the destina 
tion computer to the source computer), the data packets 
typically pass through one or more nodes of the netWork. 
Often, a node contains hardWare and/or softWare that ana 
lyZes the data packets that have been output from the source 
computer (or destination computer) and determines a path or 
channel on Which the data packets are output so that they are 
routed toWards the destination computer (or source com 
puter). 
[0004] In general, each data packet contains a data packet 
header, and the node analyZes the data contained in the 
header to determine hoW to appropriately route the data 
packet toWards the destination computer (or source com 
puter). FIG. 1 illustrates a typical data packet header HDR, 
Which comprises a source Internet protocol (“IP”) address 
?eld 100, a destination IP address ?eld 110, a protocol ?eld 
120, a source port ?eld 130, and a destination port ?eld 140. 
The source IP address ?eld 100 contains an IP address that 
identi?es the source computer transmitting the data packet. 
The destination IP address ?eld 110 contains a destination 
address that identi?es the intended destination computer of 
the data packet. The protocol ?eld 120 contains protocol 
data that identi?es the data format and/or the transmission 
format of the data contained in the data packet. The source 
port ?eld 130 includes data that identi?es the computer port 
that physically outputs the data packet, and the destination 
port ?eld 140 contains data that represents the computer port 
that is supposed to input the data packet. By analyZing the 
data in one or more of the ?elds 100, 110, 120, 130, and 140 
of the header HDR, the node is able to appropriately route 
the data packet via the appropriate data path or channel. 

[0005] Each data packet that is transmitted betWeen the 
source and destination computers (and possibly additional 
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computers) on the netWork constitutes at least a portion of a 
particular command or data string. For example, When the 
source computer sends a command or data string to the 
destination computer, the command or data string is typi 
cally segmented into several data packets, and each of the 
data packets are separately transmitted over the netWork. 
Then, the data packets are reassembled to form the com 
mand or data string at the destination computer (or at an 
intermediate node), and the destination computer (or inter 
mediate node) processes the command or data string. 

[0006] In addition, each command or data string transmit 
ted betWeen the source and destination computers may 
constitute at least part of a higher level event that is 
performed by a speci?c application. For example, one or 
more commands may be transmitted from the source com 
puter to the destination computer (or an intermediate node) 
to indicate that a user at the source computer has lifted a 
telephone handset connected to the source computer. The 
lifting of the handset may be an action performed by the user 
to initiate a video conference call betWeen the source and 
destination computers (and or other nodes) of the netWork. 
In such a scenario, the video conference call may constitute 
a high level event or application, and the lifting of the 
handset generates one or more commands that are part of 
such event. Also, the lifting of the handset itself may 
constitute a loWer level event or application. 

[0007] In another example, an event may be logging into 
a server by a user of the source computer. To perform such 
an event, the user Would input a login request to the source 
computer, and the computer Would send one or more com 
mands, Which correspond to the login request, to the server. 
Then, in response to the login request, the server may send 
one or more responses to the source computer to instruct the 
source computer to prompt the user to input a username and 
a corresponding passWord. AfterWards, the source computer 
prompts the user to input such information, and When the 
user inputs a username and passWord, the source computer 
generates one or more data strings containing the input 
information and forWards the one or more data strings to the 
server. When the server receives the username and pass 
Word, the server determines if such information is correct. If 
the username and passWord are correct, the server generates 
one or more responses informing the source computer that 
the login has been successful. 

[0008] In the above example, the login event is performed 
by exchanging various commands and data strings betWeen 
the source computer and the server. Also, each of the 
commands and data strings is formed by one or more data 
packets that are transmitted betWeen the source computer 
and the server. 

[0009] One of the main functions of SANs is to handle 
basic events, such as the events described above, as Well as 
handling more complex applications and events. Further 
more, in order to ensure that the various applications trans 
mitted on netWork are executed at high speeds and have high 
quality, the SANs must dynamically respond to the speci?c 
needs of the various applications as they enter and exit the 
netWork and various systems Within the netWork. For 
example, When a video conference is being performed via 
the netWork, the netWork must ensure that real-time video is 
transmitted over the netWork so that the end users partici 
pating in the conference call vieW each other With high 
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quality motion video. Moreover, the SAN must ensure that 
the audio data transmitted over the network is fully syn 
chroniZed With the video image transmitted over the net 
Work. If the audio data is not synchronized With the video 
image, the end users Would see someone speaking but Would 
not hear the spoken Words and, at a different instance, Would 
here the spoken Words but Would not see anyone speaking. 

[0010] Accordingly, When the SAN recogniZes that a 
video conference event is occurring, the SAN should acti 
vate various hardWare and/or softWare devices Within vari 
ous nodes of the SAN. When the various devices are 
activated, they attempt to ensure that real-time video is 
transmitted during the video conference, that the video 
image and audio data are synchroniZed during the video 
conference, and that other operations are performed during 
the video conference. Similarly, When the SAN recogniZes 
that other events occur on the netWork, the SAN should 
activate the necessary hardWare and/or softWare to ensure 
that such events are performed With the highest possible 
quality. 

[0011] Moreover, the SAN should ideally monitor the 
activity on the netWork and predict When the video confer 
ence call or other events Will occur as soon as possible so 

that the SAN can quickly activate the necessary hardWare 
and/or softWare device. By quickly activating and allocating 
the various resources needed to perform the event, all of the 
resources and other components for executing the event Will 
be completely available and ready to perform the event 
When the event begins or immediately after the event occurs. 
As a result, the event can be performed at the highest 
possible quality. 

[0012] HoWever, most SANs analyZe the activity and 
traf?c on the netWork based on the data packets transmitted 
across the netWork. Since the data packets typically form 
only a part of a command or data string and since the 
command or data string typically form only part of an event, 
predicting the higher level event to Which the data packets 
belong is extremely dif?cult. Thus, the SAN often cannot 
determine that a particular event is going to occur until 
immediately before the event occurs. In some cases, the 
SAN cannot determine that the event is going to occur until 
after the event is occurring. Thus, in conventional SAN s, the 
quality of many events and applications that are transmitted 
over the netWorks is relatively loW. 

[0013] As described above, the monitoring devices in 
conventional SANs analyZe the traffic transmitted on the 
netWork by analyZing individual data packets. Thus, such 
monitoring devices typically have been programmed to 
activate various hardWare and/or softWare devices to per 
form some simplistic and discrete netWork functions based 
on the contents of the data packets. HoWever, such “packet 
level programming” is extremely complex and dif?cult. For 
example, a packet level program that controls the operation 
of the monitoring devices is not scalable, cannot be easily 
designed in a robust manner, and is dif?cult to debug and 
maintain. 

[0014] In particular, if programming SAN monitoring 
devices in the netWorking environment is compared With 
convention programming in a non-netWork environment, 
programming the monitoring devices at the packet level (up 
to the third layer of the communication model) is analogous 
to programming a non-netWork computer in machine lan 
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guage. Thus, programming the monitoring devices (and 
other devices) in a SAN is extremely dif?cult because higher 
level programming methods and tools, Which are analogous 
to the programming languages of C and C++, do not exist to 
describe the various events transmitted over and processed 
by the SAN. As a result, a programmer can only program the 
various devices Within the SAN by analyZing the individual 
loW level data packets instead of by analyZing the higher 
level events that are accomplished by transmitting many 
data packets. In other Words, the programmer can only 
program the SAN devices via a “bottom up” programming 
approach. Consequently, if the types of data packets 
exchanged among various computers on the netWork during 
a particular event change or if the order in Which data 
packets are exchanged change, the majority of the packet 
level programming that controls the various devices 
involved in performing the event must be reWritten. Since 
several different nodes Within the netWork typically process 
many types of data packets to perform a single event, When 
one of the nodes in the SAN needs to be reprogrammed, 
many other nodes in the netWork must also be repro 
grammed. Due to the large amount of effort required to 
reprogram many nodes, the conventional monitoring devices 
Within SANs cannot practically be programmed to monitor 
high level and complex events. 

[0015] Many examples of conventional programming lan 
guages exist that perform certain types of netWork monitor 
ing and management operations. Such programming lan 
guages alloW the creation of speci?c applications based on 
a plurality of rules and constraints. One example of such 
languages has been invented by ShWed et al. and is disclosed 
in US. Pat. No. 5,835,726 (“the ’726 patent”), Which is 
incorporated herein by reference for all purposes. The lan 
guage described in the ’726 patent Was designed to improve 
the security of netWorks but only teaches a packet-by-packet 
analysis of the process ?oW. Thus, the ’726 patent does not 
address analyZing a How of data packets Within a process 
How at the data packet level and does not address analyZing 
and processing multiple process ?oWs and higher events 
de?ned in the process ?oWs. 

[0016] In addition, other monitoring and processing 
devices Within SANs are speci?cally programmed to ef? 
ciently route the data packets corresponding to a speci?c 
application. HoWever, presently and especially in the near 
future, SANs Will require more sophisticated Ways to 
handle, manage, and transport packets over the netWork. For 
example, they Will require the ability to manage not only a 
speci?c application but also to manage the interaction 
betWeen applications as the applications are transported 
throughout the netWork. This type of management requires 
neW types of programming methods, tools, and scripting 
languages that enable SAN devices perform complex opera 
tions beyond efficiently routing the data packets of a speci?c 
application. 

[0017] As described above, the conventional program 
ming techniques enable a programmer to program a SAN 
device to analyZe the traf?c on the SAN. HoWever, such 
techniques require a “bottom up” programming approach in 
Which the programmer must specify packet-by-packet rules 
and constraints. Such programming techniques ultimately 
develop programs and scripts that are not scalable since 
most netWork protocols utiliZe technologies that enable them 
to ignore the actual packetiZation of the data transmitted on 
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the network. Thus, for the reasons presented above, creating 
a program that applies packet-by-packet decisions to appli 
cation level logic based on the conventional programming 
techniques is unfeasible. 

[0018] Accordingly, a substantial need exists for a pro 
gramming method or tool that enables high level events to 
be de?ned hierarchically such that complex, high level 
events can be de?ned based on simpler, loWer level events. 
In addition, the programming method or tool should alloW 
the programmer to fully de?ne the parallel processing that 
may occur Within the de?nition of events and de?ne the 
netWork protocol and speci?c messages (including their 
structure and transfer mechanisms) that are used in execut 
ing events. Also, the programming method or tool should 
enable the monitoring device (or other device) to search for 
the netWork protocol and speci?c messages in a stream of 
data packets that constitute a netWork process ?oW. More 
over, the programming method or tool should enable the 
programmer to program the monitoring device (or other 
device) Without requiring the programmer to analyZe indi 
vidual packets to create a program that makes packet-by 
packet decisions. In other Words, the programming device or 
tool should enable the programmer to program the SAN 
devices via a “top doWn” programming approach. 

[0019] If a higher level programming language Was avail 
able to program SAN devices to monitor or manage data on 
an event-by-event basis, robust and scalable programs could 
be developed relatively easily. In addition, if the types of 
data packets exchanged among various computers on the 
netWork during a particular event change or if the order in 
Which data packets are exchanged change, the programs 
Would not have to be substantially modi?ed. Speci?cally, if 
the programs are Written at the “event” level instead of the 
“data packet” level, only the compiler that compiles the 
programming language Would need to be changed so that the 
data packets are processed in the correct manner. 

SUMMARY OF THE INVENTION 

[0020] In an illustrative example, a method for controlling 
a netWork system is provided Which comprises: (a) de?ning 
a ?rst event that occurs in said netWork system, Wherein said 
event is de?ned via softWare; and (b) controlling at least a 
portion of said netWork system based on said ?rst event. 

[0021] In another illustrative example, a method for con 
trolling a netWork system is provided Which comprises: (a) 
de?ning a matching operation that occurs in said netWork 
system, Wherein said matching operation is de?ned via 
softWare and detects an occurrence corresponding to infor 
mation transmitted over said netWork system, and Wherein 
said occurrence is identi?ed in said matching operation; and 
(b) controlling at least a portion of said netWork system 
based on said matching operation. 

[0022] In yet another illustrative example, a method for 
controlling a netWork system is provided Which comprises: 
(a) de?ning a concurrent operation, Wherein said concurrent 
operation comprises a ?rst group of operations comprising at 
least a ?rst operation and a second operation that are 
concurrently performed; and (b) controlling at least a portion 
of said netWork system based on said concurrent operation. 

[0023] In a further illustrative example, a method for 
controlling a netWork system is provided Which comprises: 
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(a) de?ning a ?rst throW operation, Wherein said ?rst throW 
operation identi?es resynchroniZation operation correspond 
ing to said ?rst throW operation, and Wherein said ?rst throW 
operation causes a speci?c operation corresponding to said 
resynchroniZation operation to be performed; and (b) con 
trolling at least a portion of said netWork system based on 
said ?rst throW operation and said resynchroniZation opera 
tion. 

[0024] In a still further illustrative example, an apparatus 
for controlling a netWork system is provided Which com 
prises: an interface coupled to a netWork of said netWork 
system; and a processor that processes a ?rst event that 
occurs in said netWork system, Wherein said ?rst event is 
de?ned via softWare and Wherein said processor controls at 
least a portion of said netWork system When said ?rst event 
is processed. 

[0025] In an even further illustrative example, an appara 
tus for controlling a netWork system is provided Which 
comprises: an interface coupled to a netWork of said netWork 
system; and a processor that processes a matching operation 
that occurs in said netWork system, Wherein said matching 
operation is de?ned via softWare and instructs said processor 
to detect an occurrence corresponding to information trans 
mitted over said netWork system, Wherein said occurrence is 
identi?ed in said matching operation, and Wherein said 
processor controls at least a portion of said netWork system 
based on said matching operation. 

[0026] In an additional illustrative example, an apparatus 
for controlling a network system is provided Which com 
prises: an interface coupled to a netWork of said netWork 
system; and a processor that processes a concurrent opera 
tion, Wherein said concurrent operation comprises a ?rst 
group of operations comprising at least a ?rst operation and 
a second operation that are concurrently processed by said 
processor, and Wherein said processor controls at least a 
portion of said netWork system based on said concurrent 
operation. 

[0027] In yet another illustrative example, an apparatus for 
controlling a netWork system is provided Which comprises: 
an interface coupled to a netWork of said netWork system; 
and a processor that performs a ?rst throW operation, 
Wherein said ?rst throW operation identi?es resynchroniZa 
tion operation corresponding to said ?rst throW operation, 
Wherein said ?rst throW operation causes said processor to 
perform a speci?c operation corresponding to said resyn 
chroniZation operation, and Wherein said processor controls 
at least a portion of said netWork system based on said ?rst 
throW operation and said resynchroniZation operation. 

[0028] In an additional illustrative example, a softWare 
program contained in a computer readable medium contain 
ing instructions for causing a processor to perform a routine 
is provided Which comprises: (a) de?ning a ?rst event that 
occurs in said netWork system, Wherein said event is de?ned 
via softWare; and (b) controlling at least a portion of said 
netWork system based on said ?rst event. 

[0029] In still an additional illustrative example, a soft 
Ware program contained in a computer readable medium 
containing instructions for causing a processor to perform a 
routine is provided Which comprises: (a) de?ning a matching 
operation that occurs in said netWork system, Wherein said 
matching operation is de?ned via softWare and detects an 
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occurrence corresponding to information transmitted over 
said netWork system, and Wherein said occurrence is iden 
ti?ed in said matching operation; and (b) controlling at least 
a portion of said netWork system based on said matching 
operation. 
[0030] In an even further illustrative example, a softWare 
program contained in a computer readable medium contain 
ing instructions for causing a processor to perform a routine 
is provided Which comprises: (a) de?ning a concurrent 
operation, Wherein said concurrent operation comprises a 
?rst group of operations comprising at least a ?rst operation 
and a second operation that are concurrently performed; and 
(b) controlling at least a portion of said netWork system 
based on said concurrent operation. 

[0031] In another illustrative eXample, a softWare program 
contained in a computer readable medium containing 
instructions for causing a processor to perform a routine is 
provided Which comprises: (a) de?ning a ?rst throW opera 
tion, Wherein said ?rst throW operation identi?es resynchro 
niZation operation corresponding to said ?rst throW opera 
tion, and Wherein said ?rst throW operation causes a speci?c 
operation corresponding to said resynchroniZation operation 
to be performed, (b) controlling at least a portion of said 
netWork system based on said ?rst throW operation and said 
resynchronization operation. 
[0032] In still another illustrative example, a development 
system for creating an application program is provided 
Which comprises: a computer readable medium containing a 
softWare program having instructions; and a compiler that 
compiles said instructions into network triggers for a net 
Work processor, Wherein said softWare program contains 
instructions to perform a routine, comprising: (a) de?ning a 
?rst event that occurs in said netWork system, Wherein said 
event is de?ned via softWare; and (b) controlling at least a 
portion of said netWork system based on said ?rst event. 

[0033] In an even further illustrative eXample, a develop 
ment system for creating an application program is provided 
Which comprises: a computer readable medium containing 
softWare having instructions; and a compiler that compiles 
said instructions into netWork triggers for a netWork pro 
cessor, Wherein said softWare program contains instructions 
to perform a routine, comprising: (a) de?ning a matching 
operation that occurs in said netWork system, Wherein said 
matching operation is de?ned via softWare and detects an 
occurrence corresponding to information transmitted over 
said netWork system, and Wherein said occurrence is iden 
ti?ed in said matching operation; and (b) controlling at least 
a portion of said netWork system based on said matching 
operation. 
[0034] In an additional illustrative eXample, a develop 
ment system for creating an application program is provided 
Which comprises: a computer readable medium containing 
softWare having instructions; and a compiler that compiles 
said instructions into netWork triggers for a netWork pro 
cessor, Wherein said softWare program contains instructions 
to perform a routine, comprising: (a) de?ning a concurrent 
operation, Wherein said concurrent operation comprises a 
?rst group of operations comprising at least a ?rst operation 
and a second operation that are concurrently performed; and 
(b) controlling at least a portion of said netWork system 
based on said concurrent operation. 

[0035] In a further illustrative eXample, a development 
system for creating an application program is provided 
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Which comprises: a computer readable medium containing 
softWare having instructions; and a compiler that compiles 
said instructions into netWork triggers for a netWork pro 
cessor, Wherein said softWare program contains instructions 
to perform a routine, comprising: (a) de?ning a ?rst throW 
operation, Wherein said ?rst throW operation identi?es 
resynchroniZation operation corresponding to said ?rst 
throW operation, and Wherein said ?rst throW operation 
causes a speci?c operation corresponding to said resynchro 
niZation operation to be performed, (b) controlling at least a 
portion of said netWork system based on said ?rst throW 
operation and said resynchroniZation operation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] The above and other objects and advantages of the 
present invention Will become more apparent by describing 
in detail preferred embodiments thereof With reference to the 
attached draWings in Which: 

[0037] FIG. 1 illustrates a non-limiting eXample of the 
format of a header of a data packet; 

[0038] FIG. 2 illustrates a non-limiting eXample of the 
structure of a netWork monitoring and classifying (“NMC”) 
system according to an embodiment of the present inven 
tion; 

[0039] FIG. 3 illustrates a non-limiting eXample of the 
structure of a compiler according to an embodiment of the 
present invention; 

[0040] FIG. 4 illustrates a non-limiting eXample a routine 
performed by the compiler illustrated in FIG. 3; 

[0041] FIG. 5 illustrates a non-limiting eXample of layers 
of a communication model; 

[0042] FIG. 6 illustrates a non-limiting eXample of a state 
machine for a logon procedure; 

[0043] FIG. 7 illustrates a non-limiting eXample of a 
softWare program that is eXecuted by the NMC system 
shoWn in FIG. 2 for monitoring a logon procedure; 

[0044] FIG. 8 illustrates a non-limiting eXample of a How 
chart of the softWare program shoWn in FIG. 7; 

[0045] FIG. 9 illustrates another non-limiting eXample of 
a softWare program that is eXecuted by the NMC system 
shoWn in FIG. 2 for monitoring a logon procedure; 

[0046] FIG. 10 illustrates a non-limiting eXample of a How 
chart of the softWare program shoWn in FIG. 9; 

[0047] FIG. 11 illustrates a non-limiting eXample of a 
softWare instruction that analyZes data transmitted over a 
netWork in the Internet protocol (“IP”) layer of the commu 
nication model shoWn in FIG. 5; 

[0048] FIG. 12 illustrates another non-limiting eXample of 
a softWare instruction that analyZes data transmitted over a 
netWork in the IP layer of the communication model shoWn 
in FIG. 5; 

[0049] FIG. 13 illustrates a non-limiting eXample of a 
softWare instruction that analyZes data transmitted over a 
netWork in the transport communication protocol (“TCP”) 
layer of the communication model shoWn in FIG. 5; 
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[0050] FIG. 14 illustrates a non-limiting example of a 
software program that is executed by the NMC system 
shown in FIG. 2 that imposes a constraint on a variable; 

[0051] FIG. 15 illustrates a non-limiting example of a 
softWare program that is executed by the NMC system 
shoWn in FIG. 2 that executes instructions relating to a 

timer; 
[0052] FIG. 16 illustrates a non-limiting example of a 
softWare program that is executed by the NMC system 
shoWn in FIG. 2 that executes instructions relating to a 

meter; 

[0053] FIG. 17 illustrates a non-limiting example of a 
softWare program that is executed by the NMC system 
shoWn in FIG. 2 that determines Whether or not to increase 
the bandWidth of a data stream; 

[0054] FIG. 18 illustrates a non-limiting example of a 
softWare program that is executed by the NMC system 
shoWn in FIG. 2 that executes a mergeFloW instruction; and 

[0055] FIG. 19 illustrates a non-limiting example of a 
softWare program that is executed by the NMC system 
shoWn in FIG. 2 that executes throW and resync instructions. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0056] The folloWing description of the preferred embodi 
ments discloses speci?c con?gurations, features, and pro 
cesses. HoWever, the preferred embodiments are merely 
examples of the present invention, and thus, the speci?c 
features described beloW are merely used to more easily 
describe such embodiments and to provide an overall under 
standing of the present invention. Accordingly, one skilled in 
the art Will readily recogniZe that the present invention is not 
limited to the speci?c embodiments described beloW. Fur 
thermore, the descriptions of various con?gurations, fea 
tures, and processes of the present invention that Would have 
been knoWn to one skilled in the art are omitted for the sake 
of clarity and brevity. 

[0057] In addition, the embodiments described beloW con 
tain illustrative examples of softWare programs. Such pro 
grams may be contained in a read only memory (“ROM”), 
a random access memory (“RAM”), a ?oppy disk, a hard 
disk, an optical disk, a carrier Wave (eg a carrier Wave 
transmitted via the Internet, a vertical blanking interval of a 
television signal, etc.), or any other computer readable 
medium. Moreover, some of the softWare programs may be 
implemented entirely via softWare or a combination of 
hardWare and softWare. Alternatively, some of the routines 
may be implemented entirely in hardWare. 

[0058] in one non-limiting aspect, the present invention 
relates to softWare that detects and monitors events and 
sequences of events in a structured and hierarchical manner 
to enable service area netWork (“SAN”) systems to be easily 
programmed. Other non-limiting aspects of the present 
invention relate to a method performed by the softWare and 
a system that executes the softWare. 

[0059] In one implementation of the present invention, the 
programming language is used to program a netWork moni 
toring and classifying (“NMC”) system for processing 
streams of data packets belonging to one or more process 
?oWs. An illustrative, non-limiting embodiment of the sys 
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tem 200 is shoWn in FIG. 2 and comprises a central control 
unit (“CCU 205”) and a plurality of packet processors PP1 
to PPN. The packet processors PP1 to PPN are commonly 
referred to as netWork processors. Also, the CCU 205 
comprises physical access units 210 and 220, data path units 
230 and 240, a header processor 250, and a classifying unit 
260. 

[0060] The physical access unit 210 inputs data packets 
travelling upstream from one node to another node of the 
netWork, and the remaining components 230, 250, and 260 
of the CCU 205 analyZe the upstream data packets and 
determine the process ?oWs that respectively correspond to 
the data packets. Then, the CCU 205 outputs the upstream 
data packets to the packet processors PP1 to PPN based on 
their respective process ?oWs. 

[0061] The physical access unit 220 is similar to the 
physical access unit 220 except that it inputs data packets 
travelling doWnstream from one node to another node of the 
netWork. Then, the remaining components 240, 250, and 260 
of the CCU 205 analyZe the doWnstream data packets and 
determine the process ?oWs that respectively correspond to 
the data packets. AfterWards, the CCU 205 outputs the 
doWnstream data packets to the packet processors PP1 to 
PPN based on their respective process ?oWs. 

[0062] A more detailed description of the operation of the 
NMC system 200 is contained in US. application Ser. No. 
09/541,598 (“the ’598 application”) and in US. application 
Ser. No. 09/606,214 (“the ’214 application”). The ’598 
application is entitled “Apparatus and Method for Wire 
Speed Classi?cation and Pre-Processing of Data Packets in 
a Full Duplex NetWork”. Also, the ’5 98 application Was ?led 
on Apr. 3, 2000, invented by Michael Ben-Nun, Sagi Ravid, 
and Offer Weil, and assigned to the assignee of the present 
application. The ’214 application is entitled “Method and 
Apparatus for Scalable Process FloW Load Balancing of a 
Multiplicity of Parallel Packet Processors in a Digital Com 
munication NetWork”. Also, the ’214 application Was ?led 
on Jun. 29, 2000, invented by Michael Ben-Nun, ItZhak 
Barak, Sagi Ravid, and Offer Weil, and assigned to the 
assignee of the present application. Both the ’598 and ’214 
applications are incorporated herein by reference for all 
purposes. 

[0063] As described in the ’598 and ’214 applications, the 
each of the packet processors PP1 to PPN process data 
packets corresponding to a particular ?oW. Furthermore, 
each of the processors PP1 to PPN can be programmed in 
accordance With the softWare and method of the present 
invention described beloW. HoWever, the softWare and 
method can clearly be utiliZed in many other types of 
netWork components and are not limited to being used only 
in the processors PP1 and PPN. 

[0064] In any event, by utiliZing the softWare described 
beloW, each packet processor PP1 to PPN can be pro 
grammed to detect the occurrence of an event or events that 
are de?ned by: (1) data contained in a single data packet or 
datagram, (2) data contained in a stream of data packets or 
datagrams Within a process ?oW, (3) data contained Within 
a plurality of streams of data packets or datagrams Within a 
process ?oW, and/or (4) data contained Within multiple 
streams of data packets or datagrams contained in multiple 
process ?oWs. In addition, an event may be de?ned by 
information conveyed in any one of the seven layers of the 



US 2003/0126234 A1 

seven-layer communication model. When one of the packet 
processors PP1 to PPN (eg the processor PP1) detects the 
occurrence of a particular event, the processor PP1 performs 
a prede?ned action. For example, the processor PP1 may 
output control signals to other nodes of the netWork to 
instruct such nodes to prepare to handle particular aspects of 
the event. 

[0065] The manner in Which the processor PP1 detects 
events and the prede?ned actions that the processor PP1 
performs upon detecting one or more of the events is 
determined by a program created by a programmer via the 
softWare of the present invention. In one implementation, 
the softWare (as described in more detail beloW) is an 
application level programming language, and the application 
level program created by the softWare is compiled by a 
compiler to generate a loWer level program (eg an assem 
bly level program). Then, the assembly level program is 
supplied to the processor PP1 and controls the operation of 
the process. 

[0066] An example of a compiler that may be used to 
compile the application level programming language is 
illustrated in FIG. 3. As shoWn in the ?gure, the compiler 
comprises a packet level trigger (“PLT”) compiler 300 
Which inputs application level constraints 310, abstract 
syntax notation 320, transfer syntax encoding 330, and 
message sequence information 340. 

[0067] The transfer syntax encoding 330 describes the 
type of data that is processed by the packet processor PP1. 
Speci?cally, the transfer syntax encoding 330 contains infor 
mation that describes What type of data is being supplied to 
the compiler 300, and the compiler 300 utiliZes such infor 
mation to correctly generate the required code. For example, 
the transfer syntax encoding 330 may indicate that the data 
contains strings (eg a stream of characters) or constants (e.g. 
numerical values). 

[0068] The abstract syntax notation 320 describes the 
structure of the transfer syntax encoding 330. For example, 
the notation 320 may indicate that a standard encoding rule 
is used to encode the data packets that are being transmitted 
over the netWork and monitored by the processor PP1. For 
instance, the abstract syntax notation 320 may identify the 
overall structure of the encoding rules used in high level 
encoding and transfer protocols, such as the H.323 protocol. 
Examples of standard encoding rules include (but are not 
limited to) the basic encoding rules (“BER”), packet encod 
ing rules (“PER”), and canonical encoding rules (“CER”). 

[0069] The message sequence information 340 indicates 
the manner in Which a source computer (eg a client) and a 
destination computer (eg a server) interact to establish a 
communication channel betWeen each other. In addition, the 
information 340 indicates the manner in Which information 
is transferred betWeen the source and destination computers 
after the communication channel is established. For 
example, in a netWork that utiliZes the ?le transfer protocol 
(“FTP”), the source computer sends a request to the desti 
nation computer to establish a communication channel to 
transfer one or more data packets. After receiving the 
request, the destination computer generates and sends a 
con?rmation to the source computer. The con?rmation 
establishes a communication channel (or process ?oW) 
betWeen the source and destination computer by identifying 
the source and destination ports of the destination computer 
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that Will used during the transfer of data packets. Subse 
quently, data packets are transferred betWeen the source and 
destination computers. After all of the data packets have 
been transmitted, the source (or destination) computer sends 
an end of FTP sequence command to the destination (or 
source) computer to indicate that the transfer of data packets 
is complete. In such a scenario, the message sequence 
information 340 Would inform the compiler 300 that the 
computers on the netWork transfer data in accordance With 
the FTP protocol. 

[0070] As described above, the abstract syntax notation 
320, transfer syntax encoding 330, and message sequence 
information 340 indicate that the netWork operates in accor 
dance With standard syntax notation, syntax encoding, and 
message sequencing. HoWever, the syntax notation 320, 
syntax encoding 330, and/or sequence information 340 may 
identify user de?ned syntax notations, syntax encoding, and 
message sequencing. For example, the abstract syntax nota 
tion 320 may indicate that proprietary encoding rules or 
proprietary transfer rules are used to encode the data pack 
ets. Upon reading the speci?cation, one skilled in the art 
Would understand hoW to develop proprietary encoding or 
transfer rules and generate the appropriate abstract syntax 
notation 320 to supply to the PLT compiler 300. Further 
more, one skilled in the art Would understand hoW to 
develop user de?ned syntax encoding and message sequenc 
ing and generate the appropriate syntax encoding 330 and 
sequence information 340. 

[0071] The application level constraints 310 are also input 
to the PLT compiler 300 and correspond the higher level 
program that is de?ned by a programmer. Such constraints 
are de?ned based on Which netWork events need to be 
identi?ed and may correspond to a constraint of any layer of 
the seven-layer communication model from the IP commu 
nication model layer (i.e. layer 3) to the application layer 
(i.e. layer 7). A detailed description of some examples of 
application level constraints Will be described beloW. 

[0072] After receiving such inputs 310, 320, 330, and 340, 
the PLT compiler 300 processes the inputs 310, 320, 330, 
and 340 and generates packet level triggers and actions 350. 
The packet level triggers and actions 350 correspond to the 
loWer level programming code that is executed by the packet 
processor PP1. 

[0073] In one implementation, the PLT compiler 300 may 
be located With the packet processor PP1. Alternatively, the 
compiler 300 may be located remotely from the processor 
PP1 and may even be located remotely from the NMC 
system 200 shoWn in FIG. 2. Also, although the description 
and beloW generally focuses on the interaction betWeen the 
compiler 300 and the packet processor PP1, the compiler 
300 interacts With the other processors PP2 to PPN in a 
similar manner. Alternatively, a plurality of compilers may 
interact With the processors PP1 to PPN. 

[0074] In light of the disclosure in the present application, 
one skilled in the art clearly Will knoW hoW to develop a PLT 
compiler 300. Also, a further description of hoW to develop 
a compiler is contained in Aho et al., C0mpilers—Principles, 
Techniques, and Tools, Addison-Wesley Publishing Com 
pany, March 1988 (reprint) (“the Aho reference”). Chapter 
11 of the Aho reference, entitled “Want to Write a Com 
piler,” and Chapter 12 of the reference, entitled “A Look at 
Some Compilers,” provide basic information for the devel 
opment of a compiler. 
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[0075] In Chapter 12, Section 12.3, of the Aho reference, 
the authors provide an example of the operation of a C 
compiler. An illustrative example of the operation of the PLT 
compiler 300 shoWn in FIG. 3 may be based on Chapter 12 
of the Aho reference and Will be described beloW in con 
junction With FIG. 4. 

[0076] As shoWn in the ?gure, the source code generated 
by a programmer is input by the PLT compiler 300 (opera 
tion 400), and the compiler 300 performs lexical and syn 
tactical analysis on the source code (operation 405). Based 
on such analysis, the compiler 300 determines if the source 
code is valid (operation 410). If the code is not valid, the 
compiler 300 generates various lexical and syntactical error 
lists (operation 415). These lists may include information 
about lexical and syntactical errors as Well as pointers to the 
errors. 

[0077] On the other hand, if the source code is valid, the 
compiler 300 generates an intermediate code (operation 
420). The intermediate code may be a combination of either 
post?x or pre?x notation for the expressions used in an 
assembly code. Also, at this stage, the compiler 300 allocates 
local memory to store various information and variables that 
are accessed later in the compiling process. Then, the 
compiler 300 analyZes the intermediate code to generate the 
preliminary assembly language code (operation 425). In 
particular, the expressions of the intermediate code are 
evaluated to form a syntax tree, and the syntax tree uniquely 
identi?es the speci?c expressions of the assembly language 
code. Thus, the compiler 300 can easily translate the syntax 
tree into the preliminary assembly language code based on 
the speci?c architecture of the processor (eg the packet 
processor PP1) that Will execute the code. 

[0078] After the preliminary assembly language code is 
generated, the code is optimiZed by evaluating various 
parameters of the packet processor PP1, such as speed or 
memory siZe. The optimiZed code constitutes the ?nal 
assembly language code that is designed to run on the packet 
processor PP1 (operation 430). 

[0079] Although the description above describes speci?c 
operations of the PLT compiler 300, the present invention is 
not limited to such a description. For example, one skilled in 
the art Would clearly understand hoW to develop additional 
routines to create a simpler or more complex PLT compiler 
300. 

[0080] As previously indicated, the application level con 
straints 310 that are input to the compiler 300 are determined 
based on a softWare program that is created via a softWare 
programming language. According to an illustrative embodi 
ment of the invention, the softWare programming language 
enables a programmer to create a softWare program that 
de?nes various “events” that occur as a result of the transfer 
of data and Which are detectable in a SAN system. The 
programming language is extremely ?exible and enables the 
programmer to de?ne events that occur at any level Within 
the hierarchy of the seven layers of the communication 
model shoWn in FIG. 5. Furthermore, the present invention 
is clearly not limited to the speci?c communication model 
shoWn in FIG. 5 and can be used in conjunction With 
virtually any other communication model. 

[0081] The softWare described above enables the pro 
grammer to identify basic events, such as identifying the fact 
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that a certain sequence of data Was contained Within a packet 
that Was transmitted betWeen the source computer and the 
destination computer. On the other hand, the language 
enables the programmer to identify more complex events, 
such as identifying that a user has used the source computer 
to establish a telephone call. After the events are de?ned, the 
programmer can identify the action or actions that need to be 
performed When an event occurs. As a result, the packet 
processors PP1 to PPN can be simply and easily pro 
grammed to identify basic, intermediate, and complex 
events and performs various actions and/or generate certain 
control signals upon the occurrence of such events. 

[0082] Speci?c, non-limiting examples of routines that are 
created by the programming languages Will be described 
beloW. HoWever, examples of some of the basic formats of 
the softWare and some examples of the various commands, 
instructions, modi?ers, etc. of the softWare Will be described 
?rst. 

[0083] In one implementation, the softWare programming 
language is formed of a hierarchical arrangement of events, 
and each event can correspond to an occurrence or action 
that transpires in any of the layers of the communication 
model shoWn in FIG. 5, starting With the IP layer (i.e. the 
third layer) upWards. Each event is designated With a unique 
event name and may be de?ned by one or more instructions. 
For example, as shoWn beloW, an event having the event 
name “First_Event” is de?ned based on “n” instructions (i.e. 
Instruction 1 to Instruction n). 

[0084] event First_Event ( ) { 
[0085] Instruction 1; 

[0086] Instruction 2; 

[0087] Instruction 3; 

[0088] 
[0089] Instruction n; 

[0090] } 
[0091] Depending on the nature of Instruction 1 to Instruc 
tion n, the event is deemed to have occurred When one, more 
than one, or all of the instructions are satis?ed or have been 
executed. 

[0092] One instruction that can be used in an event is a 
de?nition of a local variable or a local constant to be utiliZed 
in the event. An example of such an event is shoWn beloW: 

[0093] event First_Event ( ) { 
[0094] Instruction 1; 

[0095] Local1 =5 

[0096] Instruction 3; 

[0097] 
[0098] Instruction n; 

[0099] } 
[0100] As indicated above, the second instruction of the 
event First_Event( ) sets the local constant Local 1 equal to 
?ve. 

[0101] Another instruction that may be used in an event is 
the alias instruction. An alias instruction is used to assign an 
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alias name to a variable (or constant or a sub?eld of the 
variable or constant). When a particular event assigns an 
alias name to a variable, other events can utiliZe the variable 
by referring to the alias name, Within its scope of de?nition. 
An illustrative example of the format of an alias instruction 
is as folloWs: 

[0102] 
[0103] For example, in the event First_Event described 
above, an alias instruction can assign the constant Local1 
With the alias name “reference 1” as illustrated beloW: 

alias <alias name>=<variable name>. 

[0104] event First_Event ( ) { 
[0105] Instruction 1; 

[0106] Local1=5 

[0107] alias reference1=Local1 

[0108] 
[0109] Instruction n; 

[0110] } 
[0111] Once an alias name is created for a ?rst variable (or 
constant or a sub?eld of the variable or constant) Within a 
particular event, another event can set a second variable (or 
constant or a sub?eld of the variable or constant) equal to the 
?rst variable by referring to the alias name of the of the ?rst 
variable and the name of the event that de?ned the ?rst 
variable, provided that the ?rst alias is Within the scope of 
the second event. An example of the format of an instruction 
for setting the second variable (of a second event) equal to 
the ?rst variable (of the ?rst event) is as folloWs: 

[0112] <second variable 
name>.<alias name> 

[0113] An example of an event Second_Event ( ) Which 
sets a constant “Local2” equal to the constant “Locall” in 
the event First_Event ( ) is illustrated beloW: 

[0114] 
[0115] Instruction 1; 

[0116] Local2=First_Event.reference 1; 
[0117] 
[0118] Instruction m; 

event Second_Event ( ) { 

[0119] According to the de?nition of the constant Local2 
in the event Second_Event ( ), the value of the constant 
Local2 equals the value of the alias reference1 (i.e. the 
constant Local1), as de?ned in event First Event ( 

[0120] Examples of other instructions that can be used to 
de?ne events include (but are not limited to) the match 
instruction, the concurrent instruction, the otherWise instruc 
tion, the success instruction, and the fail instruction. Fur 
thermore, such instructions may be implemented via soft 
Ware, hardWare, or a combination of softWare and hardWare. 

[0121] The match instruction is an instruction that per 
forms a pattern recognition operation. For example, it can be 
used to determine if a particular string is contained in a 
packet, if a speci?c traf?c pattern or information exists in 
any of the levels of the seven level communication model, 
and/or if a particular traf?c pattern exists in some application 
data type (“ADT”) such as an ADT de?ned by the Interna 
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tional Telecommunications Union’s (X.680-X.683) ASN.1 
standard. Furthermore, a programmer may create additional 
proprietary pattern recognition elements by using an abstract 
syntax or transfer notation. 

[0122] The match instruction is de?ned based on various 
modi?ers and constraints. For instance, an illustrative, non 
limiting example of the basic format of the match instruction 
is as folloWs: 

[0123] match [<modi?er 1>, <modi?er 2>, etc.] 
(<constraint 1>, <constraint 2>, etc.) 

[0124] In one implementation, the modi?ers identify the 
type of data, information, or traf?c pattern that is subjected 
to the match instruction, and the constraints identify speci?c 
values or formats of such data, information, or traf?c pattern. 
Some examples of modi?ers that may be used to create a 
match instruction include (but are not limited to) the var 
modi?er, the event modi?er, the immediate modi?er, the 
How modi?er, the at modi?er, the offset modi?er, the length 
modi?er, and the dir modi?er. 

[0125] The var modi?er identi?es a variable that is to be 
matched by the match instruction. The variable may be a 
variable that is prede?ned elseWhere in the softWare pro 
gram. For example, the variable may identify a type of data 
that is included in a data packet, a type of information that 
is included in any one of the seven layers of the communi 
cation model, or a type of traf?c pattern in one or more 
process ?oWs. On the other hand, the variable may identify 
a prede?ned location Within a data packet, datagram, data 
stream, or layer in the communication model. An example of 
the format of a match instruction that uses the var modi?er 
is illustrated beloW: 

[0126] match [var=var1]( ) 
[0127] { 

[0128] speci?c operation 

[0129] } 
[0130] As de?ned above, the match instruction determines 
When a variable var1 exists. Speci?cally, in the straight 
bracketed term, the var modi?er indicates that the match 
instruction should perform a matching operation based on 
the variable var1. If the packet processor PP1 is executing 
the match instruction and the variable var1 is de?ned as a 
type of data that is included in a data packet, the match 
instruction Will instruct the processor PP1 to examine data 
packets and determine if the var1 type of data exists in one 
of the data packets. On the other hand, if the variable var1 
is de?ned as a type of information that is included in a 
particular layer of the communication model, the match 
instruction Will instruct the processor PP1 to examine infor 
mation contained in the particular layer and determine if the 
var1 type of information exists. Furthermore, if the variable 
var1 is de?ned as a type of traf?c pattern in a process ?oW, 
the match instruction Will instruct the processor PP1 to 
examine the traf?c patterns in the process How to determine 
if the particular type of traf?c pattern exists. In addition, if 
the variable var1 is de?ned in some alternative manner, the 
match instruction Will instruct the processor PP1 to perform 
a matching operation in accordance With the manner in 
Which the variable var1 is de?ned. 

[0131] Also, as noted in the match instruction above, the 
parenthetical term does not include any constraints. There 
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fore, in a non-limiting implementation, the packet processor 
PP1 deems the match instruction to be satis?ed as long as the 
variable var1 is detected, regardless of the speci?c value or 
format of the variable var1. When the match instruction is 
satis?ed, the processor PP1 performs a “speci?c operation” 
de?ned Within the curved-bracketed term. By using the var 
modi?er to identify the particular variable var1 to be 
matched via the match instruction, the processor PP1 only 
needs to examine data from the relevant portions of the data 
packets, communication model, or process ?oW(s) to deter 
mine if a match exists. Thus, the processor PP1 does not 
unnecessarily Waste time and utiliZe precious resources 
evaluating all of the information supplied to the processor 
PP1. 

[0132] An example of a match instructions that contains a 
constraint is illustrated beloW: 

[0133] match[var=var1](var1=0) { 
[0134] speci?c operation 

[0135] } 
[0136] In the example above, the match instruction is 
satis?ed When the variable var1 exists and the variable var1 
equals Zero. Speci?cally, in the straight-bracketed term, the 
var modi?er indicates that the match instruction should 
perform a matching operation based on the variable var1. 
Also, the parenthetical term Within the match instruction 
indicates that the match instruction is satis?ed When the 
variable var1 equals Zero. Accordingly, in one implementa 
tion, the match instruction illustrated above instructs a 
packet processor (eg the processor PP1) to examine the 
data transmitted over the netWork, extract the ?elds from the 
data stream that correspond to the variable var, and deter 
mine if the variable var1 equals Zero. When these conditions 
are met, the processor PP1 performs a “speci?c operation” 
de?ned Within the curved-bracketed term. 

[0137] The event modi?er is similar to the var modi?er, 
except that it causes the match instruction to determine if a 
prede?ned event has occurred rather than if a certain vari 
able exists. For example, if the event First_Event ( ) has 
already been de?ned in the program, the programmer can 
create the folloWing match instruction that determines if 
such event has occurred: 

[0138] match[event=First_Event( [0139] speci?c operation 

[0140] } 
[0141] In the straight-bracketed term, the event modi?er 
indicates that the match instruction should determined When 
the event First_Event has occurred. When such event occurs, 
a processor (eg the processor PP1) is then instructed to 
perform a “speci?c operation” de?ned Within the curved 
bracketed term. 

[0142] By providing a match instruction that instructs the 
packet processor PP1 to identify Whether or not a particular 
event has occurred, more complex events can be de?ned 
based on less complex events that have already been pre 
de?ned Within the softWare program. For example, after the 
event First_Event ( ) has been de?ned, a programmer can 
program the folloWing event: 
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[0143] Event Second_Event { 
[0144] Instruction 1; 

[0145] match[event=First_Event( [0146] speci?c operation 

[0147] } 
[0148] Instruction 3; 
[0149] . . . 

[0150] Instruction 3; 
[0151] } 

[0152] As shoWn above, the event Second_Event contains 
m instructions. The ?rst and third to mth instructions respec 
tively are Instruction 1 and Instructions 3 to m, and the 
second instruction is the match instruction described previ 
ously. In this speci?c example, the event Second_Event ( ) 
is deemed to have occurred if the Instruction 1 and Instruc 
tion 3 are satis?ed and if the match instruction is satis?ed 
(i.e. if the event First_Event ( ) has occurred). By enabling 
the programmer to hierarchically de?ne complex events 
based on simpler prede?ned events, the softWare program of 
the present embodiment provides a poWer and ?exible tool 
that enables the programmer to quickly and easily program 
various SAN systems. Moreover, it alloWs for straightfor 
Ward re-usability of softWare products previously pro 
grammed for SAN systems. 

[0153] The immediate modi?er is used in conjunction 
With the var modi?er and de?nes the datagrams in Which the 
match instruction is to search for the variable de?ned by the 
var modi?er. In one example, a datagram is a concatenation 
of the payloads of a process ?oW. If the immediate modi?er 
is “on”, the match instruction Will search for the variable 
identi?ed by the var modi?er only in the current datagram. 
In one example, the current datagram is the datagram in 
Which the variable identi?ed by the var modi?er ?rst occurs. 
On the other hand, if the immediate modi?er is “off”, the 
match instruction Will search for the variable identi?ed by 
the var modi?er in all datagrams until a match is actually 
found. 

[0154] For instance, a particular event that occurs on the 
netWork may initiate certain process ?oWs betWeen a source 
computer and a destination computer. In addition, various 
types of datagrams are transmitted betWeen the source and 
destination computers via the process ?oWs. If a match 
instruction searches for a particular value of a particular type 
of datagram in the process ?oWs and if the immediate 
modi?er is “on”, the match instruction Will search for the 
particular value only in the ?rst datagram Which is encoun 
tered and Which is the particular type of datagram. On the 
other hand, if the immediate modi?er is “off”, the match 
instruction Will search for the particular value in all of the 
datagrams that are the particular type of datagram until the 
match instruction is satis?ed or until the certain process 
?oWs are terminated. In the above example, the datagram in 
Which the match instruction searches for the variable could 
be a data packet transmitted over the netWork or a higher 
level datagram. 

[0155] An example of a match instruction that uses the 
immediate modi?er is illustrated beloW: 

[0156] 
[0157] speci?c operation 
[0158] } 

match[var=var1, immediate=on](var1=0) { 
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[0159] In the example described above, the var modi?er in 
the straight-bracketed term indicates that a processor (eg 
the packet processor PP1) should perform a matching opera 
tion based on the variable var1, and the parenthetical term 
indicates that the match instruction is satis?ed When the 
variable var1 equals Zero. In addition, the immediate modi 
?er instructs the match instruction to determine if the 
variable var1 equals Zero for only the current datagram and 
not for the subsequent datagrams. If the variable var1 equals 
Zero Within the current datagram, the packet processor PP1 
performs the “speci?c operation” de?ned Within the curved 
bracketed term. 

[0160] The How modi?er is used to identify a speci?c 
process How to Which the match instruction should be 
applied. An example of a match instruction that uses the How 
modi?er is illustrated beloW. 

[0162] 

[0163] } 

speci?c operation 

[0164] The above match instruction instructs the processor 
PP1 to search for the var1 and determine if the variable var1 
equals Zero. Also, the How modi?er contained in the 
straight-bracketed term instructs the processor PP1 to only 
search for the variable in data belonging to the process How 
“process?owl”. In the present example, the term “process 
?owl” is a variable that is previously de?ned and identi?es 
a particular process How of data packets Which are travelling 
over the netWork. If the processor PP1 determines that a data 
packet Within the process How process?oW1 contains a 
variable var1 that equals Zero, the processor PP1 performs 
the “speci?c operation” de?ned Within the curved-bracketed 
term. In another implementation, the How modi?er Will 
instruct the packet processor PP1 to perform the match 
operation over all process ?oWs, only if the process How 
de?ned by the variable process?oW1 is detected. 

[0165] The at modi?er is used in a match instruction to 
de?ne the location Within a data packet (or other type of 
datagram) that needs to be evaluated. In one example, 
prede?ned keyWords correspond to speci?c locations Within 
a data packet (or other type of datagram), and the at modi?er 
identi?es one of the prede?ned keyWords. Some examples 
of prede?ned keyWords include (but are not limited to) the 
“ip” keyWord, the “payload” keyWord, and the “transport” 
keyWord. The ip keyWord identi?es the starting offset of the 
IP header in the data packet (or other type of datagram). The 
payload keyWord identi?es the starting offset of the payload 
header in the current data packet (or other type of datagram). 
The transport keyWord identi?es the starting offset of the 
transport header in the data packet (or other type of data 
gram). The prede?ned keyWords may be de?ned by the 
programmer or may be prede?ned in the softWare language. 
An example of a match instruction that uses the at modi?er 
and the ip keyWord is illustrated beloW. 

[0166] 

[0167] 

[0168] } 

speci?c operation 
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[0169] The above match instruction instructs the processor 
PP1 to search for the var1 and determine if the variable var1 
equals Zero. Also, the at modi?er contained in the straight 
bracketed term instructs the processor PP1 to only search for 
the variable in the IP header in the data packet. If the 
processor PP1 determines that the variable var1 equals Zero 
in the IP header of the data packet, it performs the “speci?c 
operation” de?ned Within the curved-bracketed term. 

[0170] The offset modi?er is used to precisely de?ne a 
location Within a data packet, datagram, process ?oW, etc. 
Where the packet processor PP1 should initiate a match 
operation. If the offset modi?er is used in conjunction With 
an at modi?er, the offset is calculated from the beginning of 
the location identi?ed by the at modi?er. On the other hand, 
if the offset modi?er is not used in conjunction With an at 
modi?er, the offset is calculated from the beginning of the 
data packet, datagram, process ?oW, etc., as the case may 
require. 

[0171] An example of a match instruction that utiliZes an 
offset modi?er is shoWn beloW: 

[0172] match[var=var1, at=datastream, offset=4]( ) { 
[0173] speci?c operation 

[0174] } 
[0175] In the above example, the variable “datastream” 
has been previously de?ned as a speci?c stream of data 
corresponding to a particular process ?oW. As a result, the 
above match instruction instructs a processor (eg the pro 
cessor PP1) to search for the variable var1. Furthermore, the 
at modi?er instructs the processor PP1 to search for the 
variable var1 Within the particular data stream identi?ed by 
the variable datastream. Finally, the offset modi?er instructs 
the processor PP1 to begin searching at an offset of four 
bytes from the ?rst payload of the particular data stream. If 
the processor PP1 ?nds the variable var1 at the location 
de?ned by the at and offset modi?ers, it performs the 
“speci?c operation” de?ned Within the curved-bracketed 
term. 

[0176] The length modi?er informs the processor PP1 hoW 
many units of information it is instructed to examine When 
it performs the match instruction. An example of a match 
instruction that utiliZes a length modi?er is shoWn beloW: 

[0177] match[var=var1, 
length=1000]( ) { 

[0178] 

[0179] } 

at=datastream, offset=4, 

speci?c operation 

[0180] In such example, the match instruction instructs a 
processor (eg the processor PP1) to search for the variable 
var1 Within the particular data stream identi?ed by the 
variable datastream. Furthermore, the processor PP1 is 
instructed to begin searching at an offset of four bytes from 
the ?rst payload of the particular data stream. In addition, the 
length modi?er instructs the processor PP1 to search for the 
variable var1 by examining only the 1000 bytes from the 
location identi?ed by the offset and at modi?ers. If the 
variable var1 is found at the location de?ned by the at, offset, 
and length modi?ers, it performs the “speci?c operation” 
de?ned Within the curved-bracketed term. 
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[0181] As noted above, the magnitude of the offset and 
length modi?ers is measured in bytes. However, the present 
invention is not limited to such a measurement, and virtually 
any unit of measure can be employed. 

[0182] The dir modi?er instructs a processor (eg the 
processor PP1) to perform the match operation on informa 
tion travelling in a particular direction. In one example, the 
dir modi?er is set equal to the character “>” if the processor 
PP1 is to perform the match operation on information 
travelling doWnstream from a source computer (eg an 
initiating computer) to a destination computer (eg an 
addressee computer). On the other hand, the dir modi?er is 
set equal to the character “<” if the match operation is to be 
performed on information travelling upstream from the 
destination computer (eg the addressee computer) to the 
source computer (eg the initiating computer). 

[0183] An eXample of a match instruction that utiliZes a 
dir modi?er is shoWn beloW: 

[0184] match[var=var1, 
length=1000, dir=>]( ) { 

[0185] 
[0186] } 

[0187] The above eXample is similar to the eXample 
discussed previously, eXcept that the processor PP1 searches 
for the variable var1 Within the particular data stream 
travelling doWnstream from a source computer to a desti 
nation computer. 

[0188] In addition to the match instruction, a concurrent 
instruction is another instruction that can be used to de?ne 
an event. The concurrent instruction contains a plurality of 
“sub-instructions” and speci?es that all of the “sub-instruc 
tions” Will be concurrently eXecuted until one of the instruc 
tions is successfully completed. When the one sub-instruc 
tion is successfully completed, all other sub-instructions 
Within the concurrent instruction are terminated. Further 
more, a concurrent instruction is not satis?ed When all of the 
sub-instructions fail. An eXample of a concurrent instruction 
is provided beloW. 

at=datastream, offset=4, 

speci?c operation 

[0189] concurrent { 

[0190] match[var=var1](var1=0) { 
[0191] speci?c operation one 

[0192] } 
[0193] match[var=var2](var2=1) { 
[0194] speci?c operation tWo 

[0195] } 
[0196] } 

[0197] The above concurrent instruction contains tWo 
match instructions. The ?rst match instruction instructs the 
processor PP1 to determine if a variable var1 equals Zero, 
and the second match instruction instructs the processor PP1 
to determine if a variable var2 equals one. If the processor 
PP1 determines that the variable var1 equals Zero, it no 
longer evaluates the relevant data to determine if the vari 
able var2 equals one and performs the “speci?c operation 
one”. On the other hand, if the processor PP1 determines that 
the variable var2 equals one, it no longer evaluates the 
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relevant data to determine if the variable var 1 equals Zero 
and performs the “speci?c operation tWo”. 

[0198] The otherWise instruction is used in conjunction 
With a concurrent instruction or a match instruction. When 
the otherWise instruction is used in conjunction With a 
concurrent instruction, it de?nes an operation that is to be 
performed if all of the sub-instructions contained in the 
concurrent instruction fail. Similarly, When the otherWise 
instruction is used in conjunction With a match instruction, 
it de?nes an operation to be performed if the match instruc 
tion fails. An eXample of an otherWise instruction that is 
used in conjunction With a concurrent instruction is shoWn 
beloW. 

[0199] concurrent { 

[0200] match[var=var1](var1=0) { 
[0201] speci?c operation one 

[0202] } 
[0203] match[var=var2](var1=1) { 
[0204] speci?c operation tWo 

[0205] } 
[0206] otherWise { 
[0207] speci?c operation three 

[0208] } 
[0209] } 

[0210] As illustrated above, if the tWo match instructions 
contained in the concurrent instruction fail, the packet 
processor PP1 performs the “speci?c operation three” 
de?ned by the otherWise instruction. In a further eXample, 
the otherWise instruction may be eXecuted if neither of the 
tWo match instructions is satis?ed Within a predetermined 
period of time. Such predetermined period of time may be 
prede?ned by the softWare language. On the other hand, the 
period of time may be de?ned by the programmer and may 
be incorporated into the otherWise instruction as a modi?er 
or a constraint. 

[0211] Depending on the manner in Which the match 
instruction, the immediate modi?er, and the otherWise 
instruction are used in conjunction With each other, several 
types of matching scenarios may be created. For eXample, 
one scenario may utiliZe the folloWing set of instructions: 

[0212] match[var=var1, immediate=on](var1=1) { 
[0213] speci?c operation one 

[0214] } 
[0215] otherWise { 
[0216] speci?c operation tWo 

[0217] } 
[0218] In the set of instructions above, the match instruc 
tion performs a matching operation based on the variable 
var1, and the immediate modi?er instructs the match 
instruction to determine if the variable var1 equals one for 
only the current datagram and not for the subsequent data 
grams. If the variable var1 equals one Within the current 
datagram, the packet processor PP1 performs the “speci?c 
operation one”. If the variable var1 does not equal one 
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Within the current datagram, the otherwise instruction 
instructs the packet processor to perform the “speci?c opera 
tion tWo”. 

[0219] In another scenario, the following set of instruc 
tions is utilized: 

[0220] match[var=var1](var1=1) { 
[0221] speci?c operation one 

[0222] } 
[0223] otherWise { 
[0224] speci?c operation tWo 

[0225] } 
[0226] In the set of instructions above, the match instruc 
tion performs a matching operation based on the variable 
var1, and since there is no immediate modi?er, the match 
instruction to determine if the variable var1 equals one for 
all of the datagrams Within a related set of process ?oWs. If 
a variable var1 is detected Within the process ?oWs and 
equals one, the “speci?c operation one” is performed. On the 
other hand, if the related set of process ?oWs terminates 
before a variable var1 that equals one is detected, the packet 
processor PP1 performs the “speci?c operation tWo”. Also, 
in the above instruction set, the same result Would occur if 
the match instruction contained an immediate modi?er that 
equaled “off”. 

[0227] In yet another scenario, the folloWing set of 
instructions is utiliZed: 

[0229] speci?c operation one 

[0230] } 
[0231] In the set of instructions above, the match instruc 
tion performs a matching operation based on the variable 
var1, and since there is no otherWise instruction, the match 
instruction Will determine if the variable var1 equals one for 
all of the datagrams across sequential sets of process ?oWs. 
In other Words, the match instruction Will continue to 
analyZe the variable var1 is a ?rst set of process ?oWs. After 
the last process How in the ?rst set terminates, the match 
instruction Will continues to search for the variable var1 in 
a second set of process ?oWs Which originates after the ?rst 
set of process ?oWs terminates. If the variable var1 is 
detected Within any of the sets of process ?oWs and equals 
one, the “speci?c operation one” is performed. 

[0232] A success instruction and a fail instruction can also 
be used to de?ne an event. Speci?cally, the success instruc 
tion informs a packet processor (eg the processor PP1) that 
the event containing the success instruction has been suc 
cessfully completed or has occurred. Conversely, a fail 
instruction is used to inform the processor PP1 that the event 
containing the fail instruction has not been successfully 
completed or has not occurred. When the success or fail 
instruction is eXecuted, the current event is immediately 
eXited. An eXample of the use of the success and fail 
instructions is provided beloW. 

[0233] Event First_Event ( ) { 

[0234] 
[0235] 

concurrent { 
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[0236] 
[0237] } 
[0238] match[var=var2](var2=1){ 

[0239] fail ( ) 

[0240] } 
[0241] } 

[0242] } 
[0243] In the event First_Event, the packet processor PP1 
simultaneously determines if a variable var1 equals Zero and 
if the variable var2 equals one. If the processor PP1 deter 
mines that the variable var1 equals Zero, the success instruc 
tion is eXecuted, and the event First_Event is deemed to have 
occurred. On the other hand, if the processor PP1 determines 
that the variable var2 equals one, the fail instruction is 
eXecuted, and the event First_Event is deemed to have not 
occurred. In order to inform the processor PP1 that the event 
First_Event has occurred or has not occurred, the success 
and fail instructions may set a ?ag to an appropriate value at 
a certain memory location of memory associated With the 
processor PP1. 

[0244] In order to better eXplain the programming lan 
guage of the present embodiment, a simpli?ed user logon 
procedure event Will be described in conjunction With the 
state machine diagram shoWn in FIG. 6. As shoWn in the 
?gure, the netWork system Waits in the No User ID state 600 
until a source computer (eg a server) sends a logon prompt 
to a destination computer (eg a personal computer operated 
by an end user). In the present example, the logon prompt is 
a ?le transfer protocol (“FTP”) command that contains a 
logon prompt (e.g. “USER”). When the server sends the 
prompt USER, the system moves to the User ID state 610. 
In response to the logon prompt, the end user inputs a user 
identi?cation via, for eXample, a personal computer, a 
terminal, or other appropriate input device, and the user 
identi?cation is transmitted to the server. 

[0245] In the User ID state 610, the server Waits to receive 
the user identi?cation, and When the user identi?cation is 
received, the server evaluates the user identi?cation to 
determine Whether or not the user can logon to the server. 

Speci?cally, based on the user identi?cation, the server may 
determine (1) that the user may logon to the server Without 
a passWord, (2) that the user may not logon to the server, or 
(3) that the user may only logon to the server if the user 
provides a valid passWord. 

[0246] If the user may logon to the server Without a 
passWord, the server generates a successful logon FTP 
response code 230 and outputs the response code 230 to, for 
eXample, the personal computer of the user. In such case, the 
logon event is successful, and the system moves to the 
successful logon state 620. 

[0247] If the user may not logon to the server, the server 
generates a failed logon FTP response code 530 and outputs 
the response code 530 to, for eXample, the personal com 
puter of the user. In such case, the logon event has failed, and 
the system moves to the failed logon state 630. 

[0248] If the user may logon to the server only if the user 
provides a valid passWord, the server generates a passWord 
request FTP response code 331 and supplies the response 

success ( ) 
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code 331 to, for example, the personal computer of the user, 
in the Need Password state 640. Furthermore, the server 
generates a passWord prompt (e.g. “PASS”) and transmits 
the passWord prompt to, for example, the personal computer. 
After transmitting the passWord prompt, the system moves 
to the PassWord state 650 and Waits for the personal com 
puter of the user to forWard a passWord to the server. A 
passWord may also be provided manually by the user 
through an input device connected, for example, to the 
personal computer. 

[0249] When the user inputs a passWord to the personal 
computer, or the personal computer responds With a pass 
Word, the server receives the passWord and determines if the 
passWord is valid or invalid. If the passWord is valid, the 
server generates the successful logon FTP response code 230 
and outputs the response code 230 to, for example, the 
personal computer. In such case, the logon event is success 
ful, and the system moves to the successful logon state 620. 
On the other hand, if the passWord is invalid, the server 
generates the failed logon FTP response code 530 and 
outputs the response code 530 to, for example, the personal 
computer. In such case, the logon event has failed, and the 
system moves to the failed logon state 630. 

[0250] With the softWare programming language of the 
present embodiment, the packet processor PP1 can be easily 
programmed to determine Whether or not the above user 
logon event Was attempted and Whether or not the logon 
event Was successful or unsuccessful. An example of a 
softWare program that is generated via the programming 
language and that instructs the processor PP1 to identify the 
logon event is illustrated in FIG. 7. Also, a How chart that 
graphically illustrates the routine performed by the softWare 
program is shoWn in FIG. 8. In the description beloW, the 
references to various line numbers correspond to the line 
numbers of the softWare program shoWn in FIG. 7, and the 
references to various operations correspond to the operations 
in the How chart shoWn in FIG. 8. 

[0251] In the present example, the CCU 205 shoWn in 
FIG. 2 captures data packets transmitted upstream and 
doWnstream betWeen the server and the personal computer 
of the end user and forWards relevant data packets to the 
packet processor PP1. The packet processor PP1 executes 
the softWare program shoWn in FIG. 7 for monitoring the 
bi-directional traffic betWeen the personal computer and the 
server. Even though the present example uses a personal 
computer as a node of the netWork, other user terminals, 
Which are not personal computers, can clearly be used. 
Furthermore, multiple personal computers, user terminals, 
or other nodal devices can be employed. 

[0252] In any event, as described above, When the user 
initially attempts to logon to the server, the server outputs an 
FTP command containing the logon prompt USER. Accord 
ingly, the packet processor PP1 Waits until an FTP command 
sending the prompt USER is transmitted from the server to 
personal computer (line 702) (operation 800). Speci?cally, 
in line 702 of the softWare program, the match instruction 
instructs the processor PP1 to examine Whether or not the 
variable FTP_Cmd exists in the information transmitted 
betWeen the server and the personal computer. In this 
example, the variable FTP_Cmd has been de?ned as the FTP 
command, and thus, the match instruction in line 702 
instructs the packet processor PP1 to determine if an FTP 
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command is detected. In addition, the match instruction has 
a constraint that instructs the processor PP1 to determine if 
the FTP command equals the user logon prompt USER. In 
this example, the term “USER” has been previously de?ned 
as a particular constant corresponding to the user login 
request code. Therefore, the term “USER” does not need to 
be set equal to any particular value in the constraint because 
the term itself represents a particular constant. In the present 
non-limiting example, the prompt USER is a system prompt 
that prompts the user to input a user identi?cation. 

[0253] After the personal computer receives the logon 
prompt USER and the personal computer of the end user 
displays a corresponding prompt, the user inputs a user 
identi?cation. The user identi?cation is transmitted to the 
server, and the server responds by transmitting one of three 
possible responses to the computer. In particular, if the user 
identi?cation indicates that the end user can logon to the 
server Without a passWord, the server alloWs the end user to 
logon and transmits an FTP response containing the suc 
cessful logon code 230. If the user identi?cation indicates 
that the end user can logon only if a valid passWord is 
provided, the server requests the end user to input a valid 
passWord by transmitting an FTP response containing the 
passWord request code 331. Finally, if the user identi?cation 
indicates that the end user cannot logon to the server (With 
or Without a passWord), the server does not alloW the end 
user to logon and transmits an FTP response containing the 
failed logon code 530. 

[0254] Thus, after the packet processor PP1 detects the 
FTP command containing the logon prompt USER, it con 
currently searches for the successful logon code 230, the 
passWord request code 331, and the failed logon code 530 
transmitted in an FTP response from the server (lines 704, 
706, 710, and 727) (operations 810, 830, and 880). 

[0255] In particular, the concurrent instruction in line 704 
instructs the packet processor PP1 to concurrently execute 
the match instructions in lines 706, 710, and 727 until one 
of the match instructions is satis?ed. The match instruction 
in line 706 instructs the processor PP1 to determine Whether 
or not the variable FTP_Resp exists in the information 
transmitted betWeen the personal computer and the server. In 
this example, the variable FTP_Resp has been de?ned as an 
FTP response, and thus, the match instruction in line 706 
instructs the packet processor PP1 to determine if an FTP 
response is detected. In addition, the match instruction has 
a constraint that instructs the processor PP1 to determine if 
a variable Code equaling 230 exists Within the FTP 
response. In this example, the variable Code is previously 
de?ned as at least a portion of the FTP response that contains 
information responding to the user identi?cation provided 
by the user. Since the term “Code” is a variable and is not 
a constant (as in the case of the term “USER”), the constraint 
contained in the match instruction in line 706 sets the 
variable Code equal to the value 230. Since the value 230 
corresponds to a successful logon response code, the match 
instruction in line 706 instructs the processor PP1 to deter 
mine if the server has transmitted an FTP response contain 
ing the successful logon response code 230 in response to 
the user identi?cation (operation 810). If the FTP response 
contains the code 230, the packet processor PP1 determines 
that the user has successfully logged on and that the event 
FTP_User_Connected has occurred (line 708) (operation 
820). 
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[0256] While the match instruction in line 706 is being 
executed, the match instruction in line 710 is examined 
against the data stream. Such match instruction instructs the 
processor PP1 to examine the information contained in the 
FTP response and determine if such information equals the 
passWord request code 331 (line 710) (operation 830). In 
other Words, the processor PP1 determines if the server 
requires the user of the personal computer to input a valid 
passWord before logging on. 

[0257] If the FTP response contains the code 331, the 
processor PP1 executes the match instruction in line 712. 
Such match instruction instructs the processor PP1 to exam 
ine the information contained in the FTP commands trans 
mitted from the server to the personal computer and to 
determine if such information equals the passWord prompt 
PASS (line 712)(operation 840). In other Words, the proces 
sor PP1 determines if the server has prompted the personal 
computer for a passWord. 

[0258] If an FTP command contains the passWord prompt 
PASS, the concurrent instruction in line 714 instructs the 
packet processor PP1 to concurrently execute the match 
instructions in lines 716 and 720 until one of the match 
instructions is satis?ed (operations 850 and 860). The match 
instruction in line 716 instructs the processor PP1 to exam 
ine the information contained in the FTP responses trans 
mitted from the server and determine if such information 
equals the successful logon response code 230 (operation 
850). If the FTP response contains the code 230, the packet 
processor PP1 determines that the user has successfully 
logged on and that the event FTP_User_Connected has 
occurred (line 718) (operation 820). 
[0259] While the match instruction in line 716 is being 
executed, the match instruction in line 720 instructs the 
processor PP1 to examine the information contained in the 
FTP responses and determine if such information equals the 
failed logon response code 530 (operation 860). If the FTP 
response contains the code 530, the packet processor PP1 
determines that the logon attempt has failed and that the 
event FTP_User_Connected has not occurred (line 722) 
(operation 870). 
[0260] Similarly, While the match instruction in lines 706 
and 710 are being executed, the match instruction in line 727 
instructs the processor PP1 to examine the information 
contained in the FTP responses and determine if such 
information equals the failed logon response code 530 
(operation 880). If the FTP response contains the code 530, 
the packet processor PP1 determines that the logon attempt 
has failed and that the event FTP_User_Connected has not 
occurred (line 729) (operation 870). 
[0261] For the purpose of managing and monitoring the 
traf?c on the netWork system, the NMC system 200 may not 
need to analyZe every detail of the data communication 
betWeen the personal computer of the end user and the 
server. For example, merely identifying the fact that the end 
user attempted to logon to the server and that the attempt 
Was successful or unsuccessful may be sufficient. In such a 
scenario, a programmer does not need to de?ne the event 
FTP_User_Connected in accordance With all of the detailed 
procedural paths used to establish Whether or not an end user 
has successfully logged on to the server. 

[0262] An example of a more simpli?ed version of a 
softWare program that instructs the processor PP1 to identify 
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the logon event is illustrated in FIG. 9. Also, a How chart that 
graphically illustrates the routine performed by the softWare 
program is shoWn in FIG. 10. Again, in the description 
beloW, the references to various line numbers correspond to 
the line numbers of the softWare program shoWn in FIG. 9, 
and the references to the various operations correspond to 
the operations in the How chart shoWn in FIG. 10. 

[0263] As in the previous example, a logon attempt to the 
server begins With the server outputting an FTP command 
containing the logon prompt USER. Accordingly, the packet 
processor PP1 detects if an FTP command having the 
prompt USER is transmitted from the server to the personal 
computer (line 902) (operation 1000). 
[0264] After the logon prompt USER is transmitted from 
the server to the personal computer, the server eventually 
responds by transmitting one of tWo possible responses to 
the computer. Speci?cally, the server ultimately transmits an 
FTP response that either contains a successful logon code 
230 or a failed logon code 530. Thus, after the packet 
processors PP1 detects the FTP command containing the 
prompt USER, it concurrently searches for the successful 
logon code 230 or the failed logon code 530 transmitted in 
an FTP response from the server (lines 904, 906, and 910) 
(operations 1010 and 1030). 

[0265] In particular, the concurrent instruction in line 904 
instructs the packet processor PP1 to concurrently execute 
the match instructions in lines 906 and 910 until one of the 
match instructions is satis?ed. The match instruction in line 
906 instructs the processor PP1 to examine the information 
contained in the FTP responses and determine if such 
information equals the successful logon response code 230 
(operation 1010). If the FTP response contains the code 230, 
the packet processor PP1 determines that the user has 
successfully logged on and that the event FTP_User_Con 
nected has occurred (line 908) (operation 1020). 

[0266] Concurrently With the match instruction in line 
906, the match instruction in line 910 is executed. Such 
match instruction instructs the processor PP1 to examine the 
information contained in the FTP response and determine if 
such information equals the failed logon response code 530 
(operation 1030). If the FTP response contains the code 530, 
the packet processor PP1 determines that the logon attempt 
has failed and that the event FTP_User_Connected has not 
occurred (line 912) (operation 1040). 

[0267] As described above, both of the softWare programs 
shoWn in FIGS. 7 and 9 monitor the same user logon event, 
Which occurs in the application layer of the communication 
model. HoWever, the program in FIG. 7 is designed to have 
the processor PP1 monitor more details regarding the logon 
event, Whereas the program in FIG. 9 is designed to have the 
processor PP1 determine Whether or not the end user ulti 
mately logged on to the server. Accordingly, the softWare 
program language of the present embodiment enables a 
programmer to ?exibly de?ne events very speci?cally or 
very vaguely, depending on the desired operation of the 
NMC system 200. 

[0268] Also, the logon procedures described above are 
much simpler than an actual logon procedure and have been 
simpli?ed for the sake of brevity and clarity in explaining 
the above embodiments of the present invention. Since an 
actual logon procedure may be much-more complex than the 
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above-explained procedure, the advantages of the present 
invention are even more apparent When the present inven 
tion is used to monitor actual netWork events and occur 
rences. 

[0269] In the above examples of the match instruction, the 
packet processor PP1 is instructed to search in a particular 
location (eg the FTP response) Within a data How and 
determine if the information contained in the FTP response 
equals a particular value (eg the code 230). HoWever, the 
match instruction can be further de?ned so that the processor 
PP1 performs a more speci?c and specialiZed matching 
function. For example, the match instruction may be de?ned 
so that it instructs the packet processor PP1 to determine if 
a data stream contains very speci?c information. An 
example of such a match instruction is provided beloW. 

[0270] match [var=HTTPrequest](uri=“/index.htm”, 
httpVer=“1.1”, method.get) 

[0271] The terms “HTTPrequest,”“uri,” and “httpVer” 
may be variables that are previously de?ned by the pro 
grammer in another portion of the softWare language. Alter 
natively, the variables may correspond to predetermined 
variables that are already understood by the softWare lan 
guage and do not have to be de?ned by the programmer. In 
any event, in the present example, the variable HTTPrequest 
corresponds to knoWn format of the header of a request 
command in a hyper-text transfer protocol (“HTfP”) stan 
dard. The variable “uri” corresponds to a universal resource 
indicator contained in the request command, and the vari 
able “httpVer” corresponds to an HTTP version relating to 
the request command. Also, in the present example, the term 
“method.get” is an HRTTP method that performs a get 
request and is previously de?ned. In particular, the HTTP 
standard includes many prede?ned methods, and one of the 
methods is a get method and is identi?ed in the standard by 
the term “method.get”. 

[0272] Accordingly, in executing the above match instruc 
tion, the packet processor PP1 Will determine that the match 
instruction is satis?ed if an HTTP message is transmitted 
over the netWork and has a header that indicates (1) that the 
message is Within a “method.get” request, (2) that the 
“method.get” request is for a universal resource indicator 
(“uri”) corresponding to the index.htm resource (i.e. uri=“/ 
index.htm”), and (3) that the message is involved in an 
HTTP version 1.1 transaction (i.e. httpVer=“1.1”). By 
enabling the programmer to impose multiple constraints for 
the matching function, the match instruction signi?cantly 
simpli?es the ability to program complex matching 
sequences. Furthermore, such ability enables the program 
mer to impose content restrictions as Well as structural 
restrictions in a matching operation. 

[0273] In another implementation, the softWare language 
of the present embodiment is capable of imposing a con 
straint on a variable. A non-limiting example of a program 
that imposes such a constraint is illustrated in FIG. 14. 

[0274] As shoWn in lines 1400-1404 of the ?gure, a 
variable type is de?ned as a sequence of tWo integers. An 
example of the general format for de?ning a variable type is 
as folloWs: 
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[0275] <variable type name>::=<variable type> 

[0276] { 
[0277] <content of variable type> 

[0278] } 
[0279] Accordingly, in line 1400, the variable type is a 
“sequence” variable type and is designated With the name 
“anADTType”. Also, in lines 1402 and 1403, the variable 
type contains tWo integers f1 and f2. Thus, anADTType 
variable type is a sequence of tWo integers f1 and f2. 

[0280] A more detailed description of an example of the 
“sequence” variable type, as Well as other variable types, is 
contained in US. application Ser. No. 09/717,295 (“the ’295 
application”). The ’295 application is entitled “A Structured 
and Hierarchical Method for Representation and Parsing of 
Textual Patterns”. Also, the ’295 application Was ?led on 
Nov. 22, 2000, invented by Oren Ravoy and Doron Shamia, 
and assigned to the assignee of the present application. The 
’295 application is incorporated herein by reference for all 
purposes. 

[0281] In lines 1414-1422 of the program, an event A2( ) 
is de?ned. In the event A2( ), a variable “aIJocalVar” is 
de?ned as anADTType variable type (line 1416). In the 
present example, the basic format of de?ning a variable as 
a particular type is as folloWs: 

[0282] <variable type name> <variable name> 

[0283] After the variable “aLocalVar” has been de?ned, 
the event A2() de?nes an alias name “anAlias” based on the 
variable “aLocalVar”. Speci?cally, in line 1417, the alias 
instruction assigns the alias name “anAlias” to a sub?eld of 
the variable “aLocalVar”. An illustrative example of the 
format of an alias instruction that assigns the sub?eld of a 
variable an alias name is as folloWs: 

<alias name>=<variable 

[0285] Thus, in line 1417, the alias instruction assigns the 
integer f1 of the variable “aLocalVar” With the alias “anA 
lias”. In other Words, the alias “anAlias” is considered a 
variable that is equal to the integer f1 of the variable 
“aLocalVar” and can be used by other events besides the 
event A2( 

[0286] Lines 1406-1412 of the program in FIG. 14 de?ne 
an event A1( In line 1408 of the event A1( ), a match 
instruction determines if the event A2( ) has occurred. 
Furthermore, the parenthetical term of the match instruction 
contains a constraint on the matching operation. Speci?cally, 
the parenthetical term requires the alias “analias” in event 

to equal tWo (i.e. requires the integer f1 of the variable 
“aLocalVar” to equal tWo). In other Words, the match 
instruction in line 1408 requires (1) the event A2( ) to have 
occurred and (2) the integer f1 of the variable “aLocalVar” 
in the event A2( ) to equal tWo. Thus, as described above, the 
match instruction in line 1408 places a constraint on the 
value of the variable “aLocalVar” de?ned in the event A2( 

). 
[0287] In addition to imposing a constraint on a variable 
by referring to an alias, the use of an alias is not required. For 
example, a constraint can be imposed on a variable by 
identifying the actual variable and the constraint in a par 
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enthetical term of a match instruction or an event instruction. 
Also, besides constraining a variable to equal a particular 
value, the variable may be constrained to not equal a certain 
value, to fall Within a range of values, or to not fall Within 
a range of values. 

[0288] One of the advantages of the softWare language of 
the present embodiment is that it enables a programmer to 
de?ne events based on instructions that analyZe messages in 
any one of the several communication layers illustrated in 
the standard communication model shoWn in FIG. 5. For 
example, FIG. 11 illustrates an example in Which a match 
instruction analyZes data that is transmitted over the netWork 
in the IP layer of the communication model. 

[0289] As shoWn in the ?gure, the event QoSValue( ) is 
de?ned to occur When data transmitted in the IP layer equals 
a particular value. Speci?cally, in the square-bracketed term, 
the var modi?er indicates that the match instruction should 
perform a matching operation based on the variable 
IPHeader. The variable IPHeader may be previously de?ned 
by the programmer or may be a prede?ned variable Within 
the softWare language that identi?es the IP header Within a 
message or datagram. In addition, the at modi?er is set equal 
to the keyWord “ip”. Thus, the at modi?er instructs the 
processor PP1 to evaluate data located With the Internet 
protocol (“IP”) layer of the communication model. Also, the 
immediate modi?er is set equal to “off”, and thus, the packet 
processor PP1 evaluates the data contained Within the IP 
header for each message or data packet until the match 
instruction is satis?ed. 

[0290] Furthermore, the parenthetical term instructs the 
processor PP1 to determine if a sub-?eld at the location 
de?ned by the square-bracketed term equals a particular 
value. Speci?cally, the parenthetical term instructs the pro 
cessor PP1 to determine if the TOS variable equals the value 
HIGH. In this example, the TOS variable has been previ 
ously de?ned and corresponds to the type of service (“TOS”) 
bit contained in a sub-?eld of the IP header. Also, the value 
“HIGH” is a constant (eg “1”) that is previously de?ned 
elseWhere in the softWare program. 

[0291] Accordingly, the match instruction instructs the 
processor PP1 to evaluate the TOS bit sub-?eld contained in 
the IP header of sequential messages or data packets until the 
value of a TOS bit sub-?eld equals the constant “1”. When 
the value in one of the TOS bit sub-?elds equals the constant 
“1”, the processor PP1 determines that the event QoS 
Value1( ) is successful and has occurred. 

[0292] FIG. 12 illustrates the softWare routine that de?nes 
an event QoSValue2() similarly to the manner in Which the 
event QoSValue1( ) shoWn in FIG. 11 is de?ned. HoWever, 
in the event QoSValue2, the immediate modi?er Within the 
match instruction is set equal to “on”, and an otherWise 
instruction is used in conjunction With the match instruction. 

[0293] Since the immediate modi?er is set equal to “on”, 
the match instruction instructs the packet processor PP1 to 
only evaluate the TOS bit sub-?eld contained in the IP 
header of the ?rst datagram that it receives and that contains 
the IP header. If the value of the TOS sub-?eld equals the 
constant “1”, the processor PP1 executes the success( ) 
instruction and determines that the event QoSValue2( ) has 
occurred. If the value of the TOS sub-?eld in the ?rst 
datagram does not equal “1”, the otherWise instruction is 
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executed. In such case, the packet processor PP1 executes 
the fail (instruction and determines that the event QoS 
Value2( ) has not occurred and has failed. 

[0294] FIG. 13 illustrates an example in Which a match 
instruction analyZes data that is transmitted over the netWork 
in the transport communication protocol (“TCP”) layer of 
the communication model. Speci?cally, as shoWn in the 
?gure, the event UrgentSegment (is de?ned to occur When 
data transmitted in the TCP layer equals a particular value. 
Speci?cally, in the square-bracketed term, the var modi?er 
instructs the packet processor PP1 to evaluate data contained 
at a location de?ned by the variable TCPheader. The variable 
TCPheader may be previously de?ned by the programmer or 
may be a prede?ned variable Within the softWare language 
that identi?es the TCP header Within a message or data 
packet in the data stream. In addition, as described above, 
since the at modi?er is set equal to the keyWord “transport”, 
the at modi?er instructs the processor PP1 to evaluate data 
located in the fourth layer (i.e. the transport layer) of the 
communication model. Also, the immediate modi?er is set 
equal to “off”, and thus, the packet processor PP1 evaluates 
the data contained at a particular location Within the TCP 
header of sequential messages or data packets until the 
match instruction is satis?ed. 

[0295] Furthermore, parenthetical term instructs the pro 
cessor PP1 to determine if a sub?eld at the location de?ned 
by the square-bracketed term equals a particular value. 
Speci?cally, the parenthetical term instructs the processor 
PP1 to determine if the DPORT sub-?eld Within the TCP 
header has a value that equals the value “21”. 

[0296] Accordingly, the match instruction instructs the 
processor PP1 to evaluate the DPORT sub-?eld contained in 
the TCP header of sequential messages or data packet to 
determine if the value of the DPORT sub-?eld equals the 
value “21”. When the value in one of the DPORT sub-?elds 
equals the value “21”, the processor PP1 determines that the 
event UrgentSegment( ) is successful and has occurred. 

[0297] Another instruction that can be implemented by the 
softWare program of the present embodiment is the SAN 
Timer_t instruction. The SANTimer_t instruction de?nes a 
timer that can be used to time various events or occurrences 
being monitored by the processor PP1. An example of the 
general format of such instruction is shoWn beloW: 

[0298] SANTimer t<timer name> 

[0299] Thus, in order to de?ne a timer With the name 
“myTimer”, the folloWing instruction Would be created: 

[0300] SANTimer_t myTimer 
[0301] Atimer that is de?ned by the SANTimer_t instruc 
tion Will count until a boundary is reached, and afterWards, 
the timer Will stop and generate a ?ag indicating that the 
boundary has been reached. Once a timer is de?ned, a set( 
) command can be used to assign various properties to the 
timer. In one implementation, the various properties 
assigned to the timer instruct the timer to count in a 
particular manner. Examples of such properties are the value 
property, the direction property, the resolution property, and 
the bound property. 

[0302] The value property contains the initial value of the 
timer, and the direction property indicates the direction in 
Which the counter Will count. For example, the counter can 
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count by incrementing its value (i.e. count up) or by decre 
menting its value (i.e. count doWn). Also, the resolution 
property indicates the unit of time that Will be used to 
increment or decrement the count value. For instance, the 
resolution property may indicate that the count value is 
incremented or decremented every second, every millisec 
ond, etc. Finally, the bound property is used to de?ne the 
upper or loWer boundary for the count value. In other Words, 
the value property identi?es the starting value of the timer 
and the bound property identi?es the ending value of timer. 
Thus, the timer counts from the value de?ned in the value 
property to the value de?ned in the bound property. In 
addition, if the boundary property is set equal to the value 
“—1”, the timer continually increments (or decrements) the 
count value, and an upper (or loWer) boundary is not set. In 
other Words, the timer counts endlessly until it is instructed 
to stop counting from a separate command. 

[0303] An example of the basic format of a set command 
that is used to assign various properties to a timer is as 
folloWs: 

[0304] <timer name>.set(value=<value property 
value>, direction=<direction property value>, reso 
lution=<resolution property value>, bound=<bound 
property value>) 

[0305] In the folloWing speci?c example, the set command 
assigns properties to the timer “myTimer” to instruct it to 
count doWn from an initial value of ten to a ?nal value of 
Zero and to decrement its count every millisecond: 

[0306] myTimer.set(value=10, direction=doWn, reso 
lution=mili, bound=0) 

[0307] Once a timer is de?ned and assigned various prop 
erties, other commands may be utiliZed to control the timer. 
Examples of other command include (but are not limited to) 
the start( ) command, the pause( ) command, the resume( ) 
command, the stop( ) command, and the timeout( ) com 
mand. 

[0308] The start command( ) instructs the timer to start 
counting, and the pause( ) command instructs the timer to 
temporally stop counting. The resume( ) command is issued 
after the pause() command and instructs the timer to resume 
counting from the value contained in the timer When the 
pause( ) command Was issued. The stop( ) command 
instructs the timer to stop counting. Furthermore, after the 
stop( ) command, the timer may reset its count value to the 
initial value de?ned by the value property discussed above. 
Finally, the timeout() command is used When a certain code 
has to be executed upon successful termination (or timeout) 
of a timer operation. 

[0309] Examples of the generic formats of the various 
commands above are shoWn beloW: 

[0310] <timer name>.start( ) 
[0311] <timer name>.pause( ) 

[0312] <timer name>.resume( ) 
[0313] <timer name>.stop( ) 

[0314] <timer name>.timeout( ) 
[0315] A speci?c example using some of the above prop 
erties and commands is shoWn in FIG. 15. As shoWn in the 
?gure, the SANTimer_t instruction de?nes a timer With the 
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name “myTimer” (line 1500). Also, in line 1502, the set( ) 
command assigns properties to the timer “myTimer” to 
instruct it to count doWn from an initial value of ten to a ?nal 
value of Zero and to decrement its count every millisecond. 
In line 1504, the start( ) command instructs the timer 
“myTimer” to begin counting doWn from ten, and before the 
timer “myTimer” reaches Zero, the timeout( ) command in 
line 1511 is “false”. When the timeout( ) command is false, 
the “speci?c operation” at lines 1512-1514 is not executed. 
HoWever, after the timer “myTimer” reaches Zero, the tim 
eout( ) command is “true”, and the “speci?c operation” at 
lines 1512-1514 is executed. 

[0316] Of course the speci?c properties, property values, 
and commands described above are merely examples of 
many possible properties, values, and commands that can be 
implemented in the present invention. Moreover, upon read 
ing the present speci?cation, one skilled in the art clearly 
Would understand the many other properties, values, and 
commands that may be used. 

[0317] In addition to counting time via the SANTimer_t 
instruction, the SAN Meter_t instruction can be implemented 
by the softWare program of the present embodiment to count 
or measure quantities besides time. For example, the SAN - 
Meter_t instruction de?nes a meter to measure quantities 
such as bytes, packets, or events. An example of the general 
format of such instruction is shoWn beloW: 

[0318] SANMeter_t<meter name> 
[0319] Thus, in order to de?ne a meter With the name 
“myMeter”, the folloWing instruction Would be created: 

[0320] SANMeter_t myMeter 
[0321] As in the case of a timer, a meter that is de?ned by 
the SANMeter_t instruction Will count until a boundary is 
reached, and afterWards, the meter Will stop and generate a 
?ag indicating that the boundary has been reached. Once a 
meter is de?ned, the set( ) command can be used to assign 
various properties to the meter. In one implementation, the 
various properties assigned to the meter instruct the meter to 
count in a particular manner. Examples of such properties 
are the metric property, the ?oWUN property, and the bound 
property. 

[0322] The metric property de?nes the types of quantities 
to be measured or counted. Examples of such quantities 
include (but are not limited to) bytes, datagrams, and events. 
The ?oWUN property identi?es united process ?oWs and 
instructs the meter to measure quantities contained in all of 
the united process ?oWs. In one example, data or informa 
tion belonging to process ?oWs that are related to each other 
or united With each other contain a “unite number” or a 

“?oW index number” (“FIN”) to inform the packet proces 
sors PP1 to PPN of such fact. For example, united or related 
process ?oWs belonging to a ?rst group may contain the 
unite number “1”, and united or related process ?oWs 
belonging to a second group may contain the unite number 
“2”. Thus, if the ?oWUN property contains the property 
value “1”, the meter may measure the quantities contained 
in the ?rst group of process ?oWs. On the other hand, if the 
?oWUN property contains the property value “2”, the meter 
may measure the quantities contained in the second group of 
process ?oWs. In addition, if the ?oWUN property contains 
the property value “—1”, the meter may measure all process 
?oWs, regardless Whether or not any of the process ?oWs are 
united or related. 
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[0323] A more detailed description of an illustrative, non 
limiting manner of generating a “unite number”, Which may 
also be referenced as “merge number” or a “?oW index 
number” (“FIN”), is contained in US. application Ser. No. 
09/715,152 (“the ’152 application”). The ’152 application is 
entitled “An Apparatus and Method for Bundling Associated 
Network Process FloWs in Service AWare Networks”. Also, 
the ’152 application Was ?led on Nov. 20, 2000, invented by 
Michael Ben-Nun, Sagi Ravid, Offer Weil, Rony Gotes 
dyner, and Oren Ravoy, and assigned to the assignee of the 
present application. The ’152 application is incorporated 
herein by reference for all purposes. 

[0324] Finally, the bound property is used to control a 
meter in a manner that is similar to manner in Which it is 
used to control a timer. 

[0325] In one implementation, a set command is used to 
assign various properties to a meter in a manner that is 
similar to the Way in Which a set command is used to assign 
properties to a timer. An example of the format of such a set 
command is shoWn beloW: 

[0326] <meter name>.set(metric=<metric property 
value>, ?oWUN=<?oWUN property value>, bound= 
<bound property value>) 

[0327] In the folloWing speci?c example, the set command 
assigns properties to the meter “myMeter” to instruct it to 
count the number of bytes in all process ?oWs until the count 
value equals 1000: 

[0328] myMeter.set(metric=bytes, 
bound=1000) 

[0329] Once a meter is de?ned and assigned various 
properties, other commands may be utiliZed to control the 
timer. Examples of other commands include (but are not 
limited to) the start() command, the pause() command, the 
resume( ) command, the stop( ) command, and the timeout( 
) command. The formats and operations of such commands 
are analogous to the formats and operations described above 
in conjunction With timers. 

[0330] A speci?c example using some of the above prop 
erties and commands is shoWn in FIG. 16. As shoWn in the 
?gure, the SANMeter_t instruction de?nes a meter With the 
name “myMeter” (line 1600). Also, in line 1602, the set( ) 
command assigns properties to the meter “myMeter” to 
instruct it to count the number of bytes in all process ?oWs 
until 1000 bytes are counted. In line 1604, the start( ) 
command instructs the meter “myMeter” to begin counting. 
After the meter begins counting, the match instruction 
instructs the processor PP1 to perform a certain matching 
operation (line 1606). Furthermore, the dir modi?er in the 
match instruction restricts the matching operation to be 
performed in only the How of packets moving from a source 
computer to the destination computer. In addition, in line 
1611, the pause command instructs the meter myMeter to 
pause counting the number of bytes, and an if instruction 
determines if the counted value (i.e. myMeter.value) of the 
meter is greater than 100. If the counted value is greater than 
100, a “speci?c operation” is performed (lines 1614-1616). 
AfterWards, the myMeter.resume( ) command instructs the 
meter resume counting the bytes. 

[0331] Of course the speci?c properties, property values, 
and commands described above are merely examples of 
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many possible properties, values, and commands that can be 
implemented in the present invention. Moreover, upon read 
ing the present speci?cation, one skilled in the art clearly 
Would understand the many other properties, values, and 
commands that may be used. 

[0332] Another example of the ?exibility of softWare 
program of the present embodiment is shoWn in FIG. 17. In 
this example, a hierarchy of events are used to examine data 
packets to determine Whether or not a high quality of service 
is requested and to determine the amount of jitter experi 
enced in the communication netWork. Also, the value of the 
type of service (“TOS”) bit is assumed to indicate Whether 
or not a high quality of service is requested and a real time 
protocol (“RTP”) is assumed to be used. In addition, the 
amount of jitter in the netWork is de?ned as the statistical 
variance of the RTP data packet inter-arrival time (i.e. the 
time required for a data packet to travel from its source to its 
destination). When such time exceeds a certain value or 
threshold, the amount of jitter is relatively large and certain 
measures must be taken to ensure a reasonable quality of 
service. One measure that can be taken to ensure a reason 

able quality of service is to increase the available bandWidth 
for the packet stream to reduce the jitter in the system. 
Although the program in FIG. 17 is created based on a 
hierarchy of events to perform the functions above, the 
softWare program of the present embodiment is not required 
to be created in such fashion. For example, upon reading the 
present application, one skilled in the art Would knoW hoW 
to create the program entirely via sequential instructions. 

[0333] Nonetheless, turning to FIG. 17, the illustrative, 
non-limiting routine comprises three events. The ?rst event 
is the event QoSHigh( ) (lines 1700-1705) and determines 
Whether a high quality of service is requested. The second 
event is the event HighJitter( ) (lines 1707-1733) and 
determines if the amount of jitter in the RTP layer of the 
communication model (i.e. the seventh layer) exceeds a 
predetermined threshold. Finally, the third event is the event 
IncreaseBandWidth( ) (lines 1735-1744) and determines 
Whether or not the available bandWidth for the packet stream 
needs to be increased to reduce the jitter in the system. 

[0334] In the event QoSHigh( ), a match instruction per 
forms a matching operation based on the variable IPHeader 
(line 1702). In the present example, the variable IPHeader 
has been previously de?ned to identify the IP header Within 
a datagram. In addition, the at modi?er is set equal to the 
keyWord “ip”. Thus, the at modi?er instructs the processor 
PP1 to evaluate data located Within the IP layer of the 
communication model. Also, the constraint in parenthetical 
term of the match instruction instructs the processor PP1 to 
determine if the TOS variable equals the value QOS_HIGH. 
In this example, the TOS variable has been previously 
de?ned and corresponds to the type of service (“TOS”) bit 
contained in a sub-?eld of the IP header. Also, the value 
“QOS_HIGH” is a constant (eg “1”) that is previously 
de?ned elseWhere in the softWare program. 

[0335] Accordingly, the match instruction instructs the 
processor PP1 to evaluate the TOS bit sub-?eld contained in 
the IP header of sequential messages or data packets until the 
value of a TOS bit sub-?eld equals the constant “1”. When 
the value in one of the TOS bit sub-?eld equals the constant 
“1”, the processor PP1 determines that the event QoSHigh( 
) is successful and has occurred (line 1704). 
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[0336] In the event HighJitter( ), the amount of jitter in the 
network is measured in the RTP level of the communication 
model. In this event, a timer “jitterTimer” is de?ned (line 
1709), and a set command de?nes the various properties of 
the timer (line 1710). In line 1711 of the event HighJitter( ), 
the term “int32” indicates that one or more variables are 

being de?ned. The “int” portion of the term indicates that the 
variables are integers, and the “32” portion of the term 
indicates that the variables are 32-bit integers. In the speci?c 
example, the term “int32” indicates that the terms “transit, 
”“tmp,”“delta”, and “jitter” are 32-bit integer variables. 
Similarly, in line 1712, the term “const int32” indicates that 
a constant is being de?ned. The “const” portion of the term 
indicates a constant is being de?ned, and the “int32” portion 
of the term indicates that the constant is a 32-bit integer. In 
the speci?c example, the term “const int32” indicates that 
the term JITTER_THRESHOLD is an 32-bit integer con 
stant having a value that equals seventeen. After the constant 
and the variables are de?ned, the variables “transit” and 
“jitter” are set equal to Zero (line 1713), and a start command 
instructs the timer “jitterTimer” to start counting (line 1714). 

[0337] The softWare program of the present embodiment 
may also utiliZe familiar programming elements or instruc 
tions that are similar to those used in programming lan 
guages such as C, C++, and Java. Examples of such pro 
gramming elements or instructions include “While,”“if, 
”“else,” etc. Upon reading the present application, one 
skilled in the art Will easily understand hoW to incorporate 
and use such programming elements or instructions and 
other elements or instructions into the softWare program of 
the present invention. 

[0338] In the non-limiting example shoWn in FIG. 17, the 
event HighJitter() employs a “While” instruction (line 1715) 
to create a “While loop” (lines 1715-1732) that continues 
until the success( ) instruction (line 1729) is executed and 
interrupts the continuous execution of the loop. As described 
beloW, the execution of the success( ) instruction, indicates 
that the jitter in the system exceeds a threshold value. 

[0339] The While loop includes a match instruction (line 
1717) that determines Whether or not the variable RTP 
Header is detected. The variable RTPHeader is de?ned 
elseWhere in the softWare program and corresponds to the 
RTP header in a datagram contained in the application layer 
(i.e. the seventh layer) of the communication model. Fur 
thermore, sub?elds have been previously de?ned for the 
variable RTPHeader, and one of the sub?elds is the sub?eld 
timeStamp. In the present example, the sub?eld timeStamp 
is de?ned to be the sub?eld Within the RTP header that 
contains the system time indicating When the data contained 
in the RTP header Was transmitted from the source computer. 

[0340] When the variable RTPHeader is detected by the 
match instruction, the value of the sub?eld timeStamp 
Within the variable RTPHeader is determined (i.e. the value 
RTPHeader.timeStamp is determined). Then, in line 1719, 
the variable tmp is set equal to the difference betWeen the 
current value of the timer jitterTimer (i.e. jitterTimer.value) 
and the value of the sub?eld timeStamp (i.e. RTPHeader 
.timeStamp). Accordingly, the variable tmp indicates the 
difference betWeen the current value of the timer jitterTimer 
and the time at Which the RTP header Was transmitted from 
the source. In other Words, the variable tmp indicates the 
approximate amount of time that Was required for the RTP 
header to travel from the source to the packet processor PP1. 
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[0341] AfterWards, the variable delta is determined by 
subtracting the variable tmp from the variable transit (line 
1720). As noted above, the variable transit initially is set 
equal to Zero (line 1713) before the “While loop” is entered. 
Furthermore, the variable transit is set equal to the variable 
tmp Within the “While loop” after the variable delta is 
calculated (line 1721). Thus, the variable delta indicates the 
approximate difference betWeen the system time and the 
time at Which RTP headers are transmitted from the source. 

[0342] In certain situations, the variable delta may have a 
negative value, and an if instruction is used to determine if 
the variable has a negative value (line 1722). If the variable 
delta has a negative value, the variable delta is set equal to 
the complement of itself to ensure that it has a positive value 

(line 1724). 
[0343] In any event, a value for the variable jitter is 
determined based on an equation for calculating jitter (line 
1726). Speci?cally, the value “8” is added to the variable 
jitter. Also, the term “>>4” is a right shift operator that shifts 
the value of the term “(jitter+8)” by four bit positions. Thus, 
term “>>4” is equivalent to dividing the term “(jitter+8)” by 
eight. Once the term “((jitter+8)>>4” is determined, it is 
subtracted from the value of the variable delta, and the result 
is stored as the neW value of the variable jitter. After the 
value of the variable jitter is calculated, an if instruction is 
executed to determine if the variable jitter exceeds the 
threshold constant JITTER_THRESHOLD (line 1727). If 
the variable exceeds the threshold constant, the event 
HighJitter( ) is deemed to have occurred (i.e. the program 
determines that a large amount of jitter exists in the system). 
In such case, the “While loop” is exited and the event 
HighJitter( ) is completed (line 1729). On the other hand, if 
the variable is less than the threshold constant, the program 
determines that an excessive amount of jitter is not con 
tained in the netWork, and the “While loop” is repeated. 

[0344] The event IncreaseBandWidth() is created based on 
the event HighJitter( ) and the event QoSHIGH( Speci? 
cally, in the event IncreaseBandWidth, a match instruction 
determines if the event HighJitter( ) has occurred (line 
1737). If the event HighJitter( ) has occurred, another match 
instruction is executed to determine if the event QoSHigh( 
) has occurred (line 1739). If both events have occurred, then 
a routine (not shoWn) to increase the bandWidth is executed. 
If the softWare program is being executed by a monitoring 
system, a routine (not shoWn) to generate a noti?cation to 
increase bandWidth is executed When both events have 
occurred. 

[0345] Another aspect of the softWare program of the 
illustrative, non-limiting embodiment is the capability of 
informing the system to expect a neW, additional process 
How that is to be considered part of an existing process How 
bundle. To inform the system of the neW process ?oW, the 
softWare program utiliZes the mergeFloW instruction. Such 
instruction may be implemented in hardWare, softWare, or 
combination of hardWare and softWare. 

[0346] An example of the basic format of the mergeFloW 
instruction is shoWn beloW: 

[0347] 
[0348] The How index number (“FIN”) corresponds to 
reference data that is contained in a particular process How 
and uniquely identi?es the process ?oW. As mentioned 

mergeFloW(<?oW index number>) 




























































