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(57) ABSTRACT 

Apparatus, methods, and articles of manufacture are claimed 
for securing, maintaining, monitoring and controlling com 
puter networks and clients located therein by use of client 
hash code tables, Which are stored on a server. Clients 
subsequently provide client state codes Which are compared 
to the hash code tables to ensure only acceptable client 
modi?cations have taken place. In the event of unacceptable 
client modi?cations, mechanisms are used to notify appro 
priate resources. 
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APPARATUS, METHODS AND ARTICLES OF 
MANUFACTURE FOR SECURING COMPUTER 

NETWORKS 

FIELD OF THE INVENTION 

[0001] The present invention relates to apparatus, methods 
and articles of manufacture for securing and maintaining 
computer networks. More particularly, the present invention 
relates to apparatus and methods for securing, maintaining, 
monitoring and controlling netWorks, systems, and ?les. 

BACKGROUND OF THE INVENTION 

[0002] Securing, maintaining, monitoring and controlling 
one or more computer netWorks, as Well as the systems in the 
netWork, is a dif?cult task, especially in an enterprise. 
System and netWork administrators, trying to constantly 
secure netWorks, maintain netWorks, monitor netWorks and 
control netWorks, as Well as secure systems on any net 
Works, maintain systems on any netWorks, monitor systems 
on any netWorks and control systems on any netWorks may 
be overWhelmed. 

[0003] Securing computer netWorks and their systems is 
dif?cult because of internal and external threats. Internal 
threats are the greatest danger to computer security. It is 
estimated that eighty percent of security problems have 
internal causes. Internal causes may be many and varied. For 
example, disgruntled employees can Wreak havoc on com 
puter netWorks and their systems. Security problems do not 
have to be caused by intentional acts, either. Careless 
employees can damage and destroy netWorks and their 
systems. 

[0004] The remaining tWenty percent of security problems 
have external causes. These external problems may be many 
and varied as Well, for example, viruses and hackers con 
stitute an all-too-real threat to computer netWorks and their 
systems. 

[0005] Maintaining computer netWorks and their systems 
is dif?cult because of the complicated and intertWined nature 
of computer netWorks. Voluminous ?les, multiple platforms, 
lack of standardiZation among vendors, frequent con?icts 
among softWare, maintaining updates etc. can cause all sorts 
of dif?culties for computer netWork and system mainte 
nance. 

[0006] Securing, maintaining, monitoring and controlling 
computer netWorks and their systems is complicated by the 
dif?culty of tracking any netWork and/or system problems. 
A netWork administrator may simply be unable to locate the 
problem because of the complicated and intertWined nature 
of modem computer netWorks. Finding an internal security 
threat, such as a malicious employee Who uses another 
employee’s system to corrupt systems and/or the netWork 
may be impossible. 

[0007] Security threats are constantly changing. NeW 
security vulnerabilities are constantly being discovered in 
system and netWork softWare, and may be exploited by 
employees or others. NeW viruses are constantly being 
Written and released. Systems and netWorks can be protected 
against neWly discovered vulnerabilities and viruses usually 
only after the vulnerability or virus is recogniZed. It is 
sometimes possible to guard against vulnerabilities or 
viruses by attempting to recogniZe threatening characteris 
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tics, such as telltale behavior, code sequences and the like, 
hoWever, this type of detection (usually referred to as 
“heuristics detection,”) is limited and not alWays accurate. 
Thus, frequent updates of security mechanisms, such as 
installing system and netWork patches, updating virus de? 
nitions regularly, etc. are necessary. 

[0008] There are various tools in the prior art that attempt 
to secure, maintain, monitor and control systems and net 
Works. These tools suffer from many de?ciencies. First, they 
are usually not designed to perform all the functions of 
securing, maintaining, monitoring and controlling systems 
and netWorks. Thus the user must obtain and install a 
number of tools for each function. Next, the tools may 
themselves bring their oWn set of security, maintenance, etc. 
problems to the netWork or its systems, as might be the case 
When an antivirus program con?icts With a netWork moni 
toring program. Moreover, maintaining the tools themselves 
can become as separate system and netWork chore, as the 
tools must constantly be updated to deal With neWly discov 
ered security threats. 

[0009] The majority of system and netWork protection and 
maintenance tools also lack platform independence. That is, 
they are often designed to interface With one particular 
platform or operating system. By being limited to a particu 
lar operating system, protection on different platforms, such 
as might occur in an enterprise With UNIX, WindoWs, and 
mainframe platforms, may become very complicated. 

[0010] Accordingly, it is an object of the present invention 
to provide methods, apparatus and articles of manufacture 
that secure, maintain, monitor and control computer net 
Works, including systems in netWorks. 

[0011] It is a further object of the present invention to 
provide methods, apparatus and articles of manufacture that 
secure, maintain, monitor and control computer netWorks, 
including systems in netWorks, Without needing frequent 
updates. 
[0012] It is a further object of the present invention to 
provide methods, apparatus and articles of manufacture that 
secure, maintain, monitor and control computer netWorks, 
including systems in netWorks, across a variety of platforms. 

SUMMARY OF THE INVENTION 

[0013] The preferred embodiments comprise methods, 
apparatus, and articles of manufacture for securing, main 
taining, monitoring and controlling systems and netWorks. 
In the preferred embodiments, one or more secure hash code 
table(s) of the systems on the netWorks is generated. The 
secure hash code table may be generated through any or all 
of a number of methods. The secure hash code table provides 
a baseline for the netWork and the systems on the netWork. 

[0014] At intervals, a comparison cycle occurs. One or 
more systems on the netWorks transmit a client state code. 
The client state code is compared to the secure hash code 
table value. If the client state code does not deviate from the 
secure hash code table value, or, in some embodiments, if 
the deviation is Within acceptable ranges, then no action Will 
be taken. If, hoWever, there is deviation by an unacceptable 
amount, various alerting mechanisms Will be triggered. 

[0015] In certain preferred embodiments, a system repair 
method may be utiliZed through use of automated alert 
mechanisms and auto repair functions. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0016] The preferred embodiments comprise methods, 
apparatus, and articles of manufacture for securing, main 
taining, monitoring and controlling systems and netWorks. 
In the preferred embodiments, one or more secure hash code 
table(s) of the systems on the netWorks is initially generated. 
A secure hash code table is comprised of secure client hash 
code values, and, as further described beloW, Will provide a 
baseline for the system, and in turn, any netWorks, as Will be 
described further beloW. 

[0017] A secure hash code table may be constructed 
through one or more of the folloWing methods. It should be 
noted that these methods are not exclusive, and any or all 
may be used in various preferred embodiments. 

[0018] Method 1 for constructing secure hash code table. 
If a number of identical clients are present on the netWork, 
hash values are calculated for the ?les present on the clients. 
For example, one of the identical clients may consist of 14 
?les With 14 separate hash codes, therefore all the clients 
should have an identical 14 ?les With 14 identical hash 
codes. These ?le names and their codes are concatenated and 
stored in a secure hash code table. 

[0019] Method 2 for constructing secure hash code table. 
If identical ?les are present on clients on the netWork, but the 
clients themselves are not identical, hash values are calcu 
lated for the ?les. For example, a ?le name of a ?le present 
on various clients, along With its hash code, is stored in a 
secure hash code ?le table. File names and hash codes may 
then be referenced as needed from the secure hash code ?le 
table, as Will be further described beloW. 

[0020] Method 3 for constructing secure hash code table. 
If proscribed code is preidenti?ed, then proscribed code ?le 
names and hash values may be stored in a secure hash code 
proscribed code table. Proscribed code ?le names and hash 
codes may then be referenced as needed from the secure 
hash code proscribed code table, as Will be further described 
beloW. 

[0021] Method 4 for constructing secure hash code table. 
A secure hash code table may also be constructed from the 
clients on the netWork through one or more compiled client 
hash values. In order to construct the compiled client hash 
values, clients ?rst transmit a system state data ?le to a 
server. In the especially preferred embodiments, this is one 
or more secure system state data ?le(s) as described in 
co-pending US. patent application “Apparatus, Methods 
And Articles Of Manufacture For Securing And Maintaining 
Computer Systems And Storage Media,” by Peter V. Radatti, 
Ser. No. ?led Dec. 21, 2001. 

[0022] A grouping component groups the various secure 
system state data ?les into client groups. In the preferred 
embodiments these are logical client groups: like clients are 
grouped With like clients, e.g., all Sun SPARC Solaris 8.0 
clients are grouped into a Sun SPARC Solaris 8.0 group, all 
WindoWs 95B clients are grouped into a WindoWs 95B 
group, etc. Of course in other embodiments, other client 
groups may be used as desired, and their construction may 
be based on any desired parameters, including single 
machine groups, Workgroup groups, etc. 

[0023] Once logical client groups are established, secure 
hash code table values are built from modal values. For 
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example, a Sun SPARC Solaris 8.0 secure hash code table 
value is built from an modal hash code of all the Sun SPARC 
Solaris 8.0 clients’ secure state system data ?les. 

[0024] For example, if a group consists of eight Sun 
SPARC Solaris 8.0 machines, and the secure system state 
data ?le hash value of systems 1-7 equal 42, and the secure 
system state data ?le hash value of system 8 equals 43, then 
the modal value Will be 42, and the secure hash code table 
Will contain that value for the group. In other Words, if the 
modal of all Sun SPARC Solaris 8.0 secure state system 
hashes equals X, then X is the Sun SPARC Solaris 8.0 secure 
logical data group hash value. The secure logical data group 
hash values are then stored in a secure hash code table. 

[0025] Method 5 for constructing secure hash code table. 
A secure hash code table may also be constructed from 
predetermined hash values. For example, a desired hash 
value for a client may be predetermined, such as a Sun 
SPARC Solaris 8.0 hash value for a secure Sun SPARC 
Solaris 8.0 client, Which Would contain the desired OS, any 
applications, etc. As another example, predetermined hash 
values for particular code may be established, such as a hash 
value for OS code a, OS code b, OS code a With patch 1, 
application a, application b, data a, data b, etc. 

[0026] Method 6 for constructing secure hash code table. 
Various groups, eg a Sun SPARC Solaris 8.0 group, may or 
may not be established. In either event, an exemplary system 
is created. If groups are established, an exemplary system 
for each group is created. The exemplary system or systems 
serve as the baseline for all systems. Hash values are 

derived, and a secure hash code table is constructed, from 
the exemplary system or systems. Of course, if more than 
one exemplary system is created a number of secure hash 
code tables, one for each exemplary system, is created. 

[0027] Method 7 for constructing secure hash code table. 
With this method, the hash code calculation is isolated from 
the client systems. The client system transmits ?le names 
and hash values of the desired material to be secured. The 
desired material to be secured may be all ?les on the system, 
or, some other ?le or desired set(s) of ?les. A server 
calculates hash code values for a system and/or its ?les. This 
method may provide a higher level of security by isolating 
the hash code calculation from potentially affected systems. 
This method further may simplify maintenance as Well by 
requiring only a single hash code calculation application to 
be maintained and updated, rather than requiring hash code 
applications on a number of clients to be maintained and 
updated. 

[0028] Method 8 for constructing secure hash code table. 
A secure hash code table may also be constructed through 
systems “as is.” That is, a baseline secure value may be 
constructed from machines on the netWork, Without any 
pre-baseline proceedings, e.g. security checks. In the 
embodiments of this method, baseline values are gathered 
over time, until modal values are clearly de?ned, before 
establishing a secure hash code table for later use. So for 
example, if a netWork consists of one thousand machines, 
and 500 return a hash value of x, 400 of x+10, and the 
remaining 100 of x+100, it may be desired to run more than 
one baseline series over time, ensuring that the values are 
understandable before using them in a secure hash code 
table. Additionally, assuming many, different system values 
across a range are obtained, it may be desired to run a 
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number of baselines over time until clearly established 
modal values arise from the runs, Which then may be used 
in subsequent comparisons. 

[0029] Of course, if baseline values arise that are curious 
and/or unexpected, exemplary machines of each value could 
be pulled and tested so that a desired value is achieved from 
a desired system, and then used in generating a secure hash 
code table. If the examination process reveals understand 
able variation for a particular ?le or ?le(s), those ?le(s) may 
be noted as Within knoWn or acceptable values, marked as to 
be excluded in subsequent examinations, etc. 

[0030] It should be noted that these methods are not 
exclusive, and one or more may be used to construct one or 
more secure hash code table(s). Additionally, partial secure 
hash code table(s) may be constructed. For example, it may 
be desired to generate a partial secure hash code table in 
order to only secure parts of a system, that is, to generate a 
hash code table of desired ?le(s) or directory(ies.) In such an 
event, a designated ?le or ?les, directory or directories, etc. 
on a system or systems may be hashed and a secure hash 
code table generated from the hash value or values. Addi 
tionally, a predetermined and/or existing secure hash code 
table(s) may be used if desired. 

[0031] It should be noted that When any system(s), partial 
system(s) and/or ?le(s) are selected to create the secure hash 
code table, the user may desire to exclude prede?ned ?le(s) 
and/or directories from the construction. Such exclusion 
could occur automatically or manually, e.g., automatically 
excluding all ?le(s) that might alter the modal value Within 
certain parameters. As another example, a user may desire to 
exclude system ?les that he has no interest in securing and 
that are modi?ed as a matter of course. 

[0032] Files, directories or system hash values may be 
generated in a number of Ways as knoWn in the art. It should 
be noted that multiple hash code values, using one or more 
hash code table values, may be constructed and used in 
comparison cycles. 

[0033] The secure hash code table or tables are used as a 
baseline in the preferred embodiments. At desired intervals, 
a comparison cycle begins. At a predetermined time or 
Within a predetermined time frame, a client connects With a 
server. In the preferred embodiment, this is a secure con 
nection, e.g. SSL, encrypted email, etc. The connection has 
code transfer capability through any means knoWn in the art, 
e.g., email, LAN, WAN, VPN, Internet, etc. 

[0034] Systems may be referred to herein as a “client,” as 
the term Will possibly help in described the embodiments of 
the invention. HoWever, it should be speci?cally understood 
that a client-server relationship is not necessary for any 
embodiment of the present invention, and that “client” is 
used herein as a general term to indicate any system that is 
to be secured, maintained, monitored and controlled. Simi 
larly, “server” is used herein as a general term to indicate any 
system that maintains a baseline for a client. 

[0035] The connection may be synchronous, e.g. SSL, or 
asynchronous, e.g., email. Each client is authenticated upon 
connection. Authentication can occur in a number of Ways, 

including onetime authentication, serialiZed onetime authen 
tication, etc. If the client fails to connect at the predeter 
mined time and/or authenticate upon connection, an alarm 
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component generates an alarm. Of course, other reporting, 
logging, reactive and/or alerting mechanisms may be used as 
Well. 

[0036] The connection may transmit any type of code for 
authentication. For example the NIC address, processor 
serial number, Ethernet address, MAC address, etc. could all 
be used to minimiZe the possibility of duplication and ensure 
client security. In some preferred embodiments, authentica 
tion is through a one-time passWord algorithm knoWn by the 
client and server, but unknoWn to other systems. 

[0037] Once the client is authenticated, it transmits a client 
state code to the server. Alternatively, the client state code is 
transmitted along With authentication. This client state code 
may be a comparison data ?le, such as referred to in 
co-pending US. patent application “Apparatus, Methods 
and Articles of Manufacture for Securing and Maintaining 
Computer Systems and Storage Media,” by Peter V. Radatti, 
Ser. No. , ?led on Dec. 21, 2001, and/or a secure state 
system data ?le and/or an alternate data ?le, also referred to 
in co-pending US. patent application “Apparatus, Methods 
And Articles Of Manufacture For Securing And Maintaining 
Computer Systems And Storage Media,” by Peter V. Radatti, 
Ser. No. ?led Dec. 21, 2001, and/or some other 
client security data ?le. 

[0038] Generally, the method used to construct the client 
state code should be the same method as the method used to 
construct the secure hash code table initially. HoWever, if 
identical hash values are obtained by different methods, 
different methods may be used. If, as has been described 
above, prede?ned ?le(s) and/or directories had been 
excluded from the system(s), partial system(s) and/or ?les to 
create the secure hash code table, the same should be 
subtracted from the client state code. Such exclusion could 
occur automatically or manually, e.g., automatically exclud 
ing all ?le(s) that might alter the modal value Within certain 
parameters. As another example, a user may desire to 
exclude system ?les that he has no interest in securing and 
that are modi?ed as a matter of course. 

[0039] Additionally, it may be desired to alternate meth 
ods. For example, more than one secure hash code tables 
may be constructed through more than one method and 
subsequent comparison(s), using compatible methods, may 
be made to one or more of these multiple secure hash code 
tables. This type of process might be especially desirable for 
a number of reasons, e.g., When high levels of security are 
desired. 

[0040] It may also be desirable to alternate partial and full 
system comparisons using methods to construct partial and 
full secure hash code tables. For example, baseline system 
secure hash code tables may be constructed, folloWed by 
baseline modi?ed secure hash code tables. In such a manner, 
modi?ed ?les Would be checked more frequently than the 
entire system. Such a process Would minimiZe the time 
required to maintain security as entire system and netWork 
processing could take longer and use more system and 
netWork resources than partial system and netWork process 
mg. 

[0041] As another embodiment, it may also be desired to 
construct secure hash code table(s) of desired groups of 
systems. For example, if systems A, B, C, D, E are desired 
to be secured, a secure hash code table could be constructed 
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of group A and B, and used in subsequent client state 
comparisons. A second secure hash code table could be 
constructed of group A, B, C, D and E, and also used in 
subsequent client state comparisons. 

[0042] Thus, many different hash code comparisons may 
be constructed as desired, and the terms “secure hash code 
table,”“client state code” and “client state comparison” are 
intended to include the range of values from a single ?le on 
a client through any desired groups of systems. It should also 
be noted that client state comparisons may be performed in 
any desired manner or manners throughout these ranges, so 
that, for eXample, a client state comparison of an entire 
system may be folloWed by a client state comparison of a 
desired ?le, Which may be folloWed by a client state com 
parison of a desired directory, etc. As another eXample, 
simultaneous or nearly client state comparisons of different 
ranges may be desired (e.g., using a system client state 
comparison and a system group comparison.) 

[0043] It should also be noted that multiple servers may be 
used. For eXample, cross-checking is accomplished by client 
state comparisons using different hash code values on dif 
ferent servers. Any combination desired may be used. 

[0044] It should be noted that once the baseline state is 
established, neW machines can be brought into the netWork 
Without having contributed to the appropriate baseline. The 
neW machines can be tested for compliance With the appro 
priate baseline. Thus embodiments of the present invention 
make it possible to secure previously unknoWn machines. 
For eXample, if a group consists of eight Sun SPARC Solaris 
8.0 machines, and the secure system state data ?le hash 
value of systems 1-7 equal 42, and the secure system state 
data ?le hash value of system 8 equals 43, then the modal 
value Will be 42, and the secure hash code table Will contain 
that value for the group. A client state comparison Will then 
be run, of a neW Sun SPARC Solaris 8.0 system added to a 
netWork. If the client state code of the neW system is 42, 
then, the machine is presumed secure. On the other hand, if 
the client state code is 43, then the machine is presumed 
insecure, and any desired actions Will be taken, as is further 
described beloW. 

[0045] Once a client state code—in this eXample a com 
plete system hash comprised of the operating system on the 
client as Well as all executable and data ?les—is generated 
and transmitted to the server, the server identi?es each client 
as belonging Within a particular logical client group accord 
ing to parameters for the client found Within a Group 
Con?guration File. Each client state code is compared to the 
secure logical data group hash values maintained in the 
secure hash code table. If the client state code is identical to 
the secure logical data group hash value, then the client is 
presumed to be secure. If the client state code is not identical 
to the secure logical data group hash value, then one of tWo 
actions may be taken. 

[0046] If the difference betWeen the client state code and 
the secure logical data group hash value is Within an 
acceptable, predetermined parameter(s), then the client is 
presumed to be secure. For eXample, an additional ?le may 
create a difference betWeen the values, but the difference 
may be minimal enough to indicate it is an acceptable 
variation. Of course, in certain comparisons there may be no 
permitted deviation from the secure logical data group hash 
value. 
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[0047] If the difference betWeen the client state code and 
the secure logical data group hash value is outside an 
acceptable, predetermined parameter(s), or, if no acceptable, 
predetermined parameter(s) is established, then the client is 
presumed to be insecure. An insecure client may result in a 
number of actions, such as initiating a client status mecha 
nism, Which may comprise, in the preferred embodiments, 
reporting, logging, reactive and/or alerting mechanisms. For 
eXample, an insecure alert may be generated, a netWork 
administrator may be Warned, the client may be taken offline 
until its status ascertained, the system scanned by a pro 
scribed code scanner, etc. In one especially preferred 
embodiment, the server may activate an Auto Restore com 
ponent Which Will reestablish a secure client through code 
comprising a secure client of the client’s group. Anumber of 
methods may be used to reestablish a secure client state. For 
eXample, secure code may be present on the system and 
activated on the system, secure code may be transmitted to 
the system, secure code may be manually installed, code 
may be sent to an proscribed code scanner before being 
installed, etc. 

[0048] It should be noted that it is not necessary that the 
comparison cycle be of a system Within a group. As noted 
above, the secure hash value may be constructed through a 
number of methods. Some of the methods may not be used 
in the construction of a secure logical data group hash value, 
but rather construct secure data hash values. These hash 
values, ungrouped, may be used as subsequent baseline 
values for system comparison. 

[0049] Embodiments of the present invention provide 
security through minimal user interaction. The systems on 
the netWork provide the secure values. Each system is a 
comparison standard for all systems. The systems that do not 
compare appropriately are suspect systems. Thus embodi 
ments of the present invention may be included in a netWork 
or enterprise Wide security system as it promotes checks and 
balances betWeen administrative and security personnel. The 
system administrators, Who might have total control over 
their systems, have no ?nal authority. Rather, a netWork 
administrator or security administrator has ?nal authority. 
Moreover, there is no need for contact betWeen the system 
administrator and netWork/security administrator in order to 
operate the embodiments. This promotes increased security, 
makes the embodiments useable across larger netWorks, etc. 

[0050] Embodiments of the present invention may be 
deployed among netWorks containing large numbers of 
machines. In such embodiments the comparison cycle might 
be accelerated by “pre-editing” the system hash. For 
eXample, one embodiment pre-edits the client hashes by 
sorting and merging the client hashes together by ?lename 
in hash code. All like ?les are ignored. Any ?les remaining 
that deviate from the modal value for those ?les Would be 
suspect, and reporting, logging, reactive and/or alerting 
mechanisms could be implemented. 

[0051] In addition to a secure hash code table, a compari 
son cycle might also include, in certain embodiments, one or 
more other alternative hash code tables for client compari 
son. For eXample, a hash code table containing knoWn 
dangerous code might also be employed for comparison. 
Those ?les that are not secured are compared against the 
knoWn dangerous hash code table. If the hash values match, 
reporting, logging, reactive and/or alerting mechanisms may 
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be employed. Any such known dangerous code hash values 
maybe generated through a number of Ways, such as hashing 
knoWn proscribed code, etc. One especially preferred 
method of generating such knoWn dangerous code hash 
values is to generate values for netWork systems knoWn to 
possess security vulnerabilities, and so have a baseline for 
comprised machine. 

[0052] As noted above, embodiments of the present inten 
tion may be deployed among distributed systems and net 
Works as Well. This Will reduce the processor load on any 
individual client or server. Shared and/or multiple secure 
hash code tables might be used in distributed servers as Well. 
Of course, any server should be secured. 

[0053] All types of netWorks, and netWork devices con 
tained therein, may be protected using embodiments of the 
present invention. Additionally, system and netWork main 
tenance may be simpli?ed as Well using embodiments of the 
present invention. For eXample, hash values of code may be 
transmitted to a server and used to ensure that the code is the 
desired version by comparing the code hash value With a 
code table data ?le. If the value is inconsistent With the code 
table data ?le, actions such as noti?cation, installation of 
updated code, etc. may occur. 

[0054] Embodiments of the present invention may be used 
in any microprocessor or microcontroller system, as Well as 
any circuitry containing code (eg Flash ROM) that is 
desired to be secured or maintained through a connection to 
a server. The term “client” is to be interpreted herein broadly 
enough to include these types of device, and “network” is to 
be interpreted herein broadly enough to include this type of 
connection. For eXample, a netWork device such as a per 
sonal digital assistants may be secured and/or maintained 
through embodiments of the present invention, as Well as 
netWork devices such as cell phones, digital appliances, etc. 
A constant connection to a server is not necessary. Regular, 
irregular, predetermined, random, real time, etc. connections 
may be made to a server and the comparison cycle may take 
place during those connections. 

[0055] An especially preferred embodiment of the present 
invention runs on a UniX® such as System V, Sun Solaris®, 
IBM AIX®, HP-UX®, etc. The description of the preferred 
embodiments uses Sun Solaris® operating system UniX® 
terminology. HoWever, it should be speci?cally understood 
that embodiments can be implemented in other UniX® and 
UniX®-like platforms, including but not limited to LinuX® 
and its variants, as Well as other operating system platforms 
including but not limited to Microsoft Windows@ NT, 
Windows@ 2000, Windows@ 95, 98 and Me, IBM MVS, 
IBM OS/390, SNA, 3270 RJE, MacOS, VXWorks® and 
others. 

[0056] In alternate embodiments, the invention comprises 
an article of manufacture, or signal-bearing medium, con 
taining computer readable code. Examples of such articles 
include tarred code and other types and/or methods of 
storing, archiving and/or compressing code knoWn in the art, 
contained on any media knoWn in the art, such as CD 
ROM’s, ?oppy disks, etc. 

[0057] The above description and the vieWs and material 
depicted by the ?gures are for purposes of illustration only 
and are not intended to be, and should not be construed as, 
limitations on the invention. Moreover, certain modi?ca 
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tions or alternatives may suggest themselves to those skilled 
in the art upon reading of this speci?cation, all of Which are 
intended to be Within the spirit and scope of the present 
invention as de?ned in the attached claims. 

1. A method for securing, maintaining, monitoring and 
controlling computer netWorks and clients located therein, 
comprising: 

providing a hash code table of a client; 

providing a client state code of a client; 

comparing said client state code to said hash code table. 
2. A method as in claim 1 Wherein the step of providing 

a hash code table of a netWork device further comprises 
providing a secure hash code table. 

3. A method as in claim 2 Wherein the step of providing 
a secure hash code table further comprises generating a 
secure hash code table. 

4. A method as in claim 3 Wherein the step of generating 
a secure hash code table further comprises generating a 
secure hash code table using at least one compiled client 
hash value. 

5. A method as in claim 3 Wherein the step of generating 
a secure hash code table further comprises generating a 
secure hash code table using at least one compiled client 
hash value, Wherein said compiled client hash value is 
generated by: 

providing a secure system state data ?le; 

grouping said secure system data ?le; and, 

extracting the modal hash value from any of said groups. 
6. A method as in claim 3 Wherein the step of generating 

a secure hash code table further comprises generating a 
secure hash code table using at least one eXemplary system. 

7. A method as in claim 3 Wherein the step of generating 
a secure hash code table further comprises generating a 
secure hash code table using at least one baseline secure 
value. 

8. A method as in claim 1 further comprising the step of 
reporting the results of said comparison. 

9. A method as in claim 1 further comprising the step of 
logging the results of said comparison. 

10. A method as in claim 1 further comprising the step of 
securing a client in lock doWn mode. 

11. A method as in claim 1 further comprising the step of 
initiating a client status mechanism. 

12. A method as in claim 1 further comprising the step of 
initiating an Auto Restore component. 

13. A method as in claim 1 Wherein the step of providing 
a client state code further comprises generating a client state 
code. 

14. Amethod as in claim 3 Wherein the step of generating 
a client state code further comprises generating a client state 
code using at least one compiled client hash value. 

15. The hash code table generated by any of the methods 
of claims 4 through 7. 

16. An article for securing, maintaining, monitoring and 
controlling computer netWorks and clients located therein, 
comprising a client state code. 

17. An article for securing, maintaining, monitoring and 
controlling computer netWorks and clients located therein, 
comprising a hash code table. 
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18. An apparatus for securing, maintaining, monitoring 
and controlling computer networks and clients located 
therein, comprising: 

means for providing a hash code table of a client; 

means for providing a client state code of a client; and, 

means for comparing said client state code to said hash 
code table. 

19. An apparatus for securing, maintaining, monitoring 
and controlling computer networks and clients located 
therein, comprising: 

means for providing a hash code table of a client; 

means for providing a client state code of a client; and, 
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means for comparing said client state code to said hash 
code table. 

20. An apparatus as in claim 19 further comprising means 
for generating a secure hash code table. 

21. An apparatus as in claim 19 further comprising means 
for reporting the results of said comparison. 

22. An apparatus as in claim 19 further comprising means 
for logging the results of said comparison. 

23. An apparatus as in claim 19 further comprising a client 
status mechanism means. 

24. An apparatus as in claim 19 further comprising an 
Auto Restore component means. 


