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(57) ABSTRACT 

A biometrics authentication method includes: conducting 
authentication of a user by a method other than biometrics 

authentication; registering and storing biometrics data 
regarding a user; determining whether or not biometrics 
authentication can be conducted by referring to stored 
biometrics data; conducting biometrics authentication; and 
outputting an authentication result as to whether the user is 

authenticated, wherein biometrics data on the user is regis 
tered and stored only in the case where the user is authen 

(22) Flled: Mar‘ 21’ 2002 ticated by the method other than the biometrics authentica 

(30) Foreign Application Priority Data tion, and biometrics authentication is conducted only in the 
case where it is determined that biometrics authentication 

Dec. 14, 2001 (JP) .................................... .. 2001-380816 can be conducted. 
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BIOMETRICS AUTHENTICATION SYSTEM AND 
METHOD 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a biometrics 
authentication system and method applicable to the ?elds 
requiring the authentication of an individual by an appara 
tus, such as ?nancial trading, purchase of goods, provision 
of application service provider (ASP) service, electroniZa 
tion of administrative procedures in the electronic govern 
ment, and outsourcing of corporate database management, in 
the Internet environment. 

[0003] 2. Description of the Related Art 

[0004] The most Widespread individual authentication 
system in a computer system is a passWord system, Which is 
implemented in various ?elds such as access to an intra 
company netWork and service at an automatic teller machine 
(ATM) of the bank. According to the passWord system, in 
most cases, a user sets his/her passWord by using numbers 
easy for the user to remember, such as his/her birthday and 
telephone number, so as to avoid forgetting the passWord. 
Therefore, it is dif?cult to completely exclude an unautho 
riZed access. The passWord system has such a potential 
problem. 
[0005] Furthermore, under the conditions that the Internet 
environment has Widely spread to ordinary households, and 
a number of netWork services dealing With individual ?nan 
cial assets, such as Internet banking, are being provided, 
there is an increased demand for the authentication of an 
individual. As an authentication system that is becoming 
mainstream in place of the passWord system, a digital 
certi?cate issuing system is considered. 

[0006] According to the digital certi?cate issuing system, 
a digital certi?cate issued by a third party that provides 
credibility is stored in a user’s personal computer, and only 
an oWner of the digital certi?cate can receive authentication 
as a user. HoWever, if the personal computer storing the 
digital certi?cate is stolen, there is a possibility that similar 
problems to those of the passWord system may occur. 

[0007] In addition to these authentication systems, there is 
a tendency that the case of adopting a biometrics authenti 
cation system is increasing. Herein, the biometrics authen 
tication refers to a system for conducting the authentication 
of an individual based on physical feature portions of a user: 
biological information such as a ?ngerprint, an iris, and so 
on. 

[0008] In biometrics authentication, authentication is tar 
geted for biological information peculiar to a human. There 
fore, unlike the passWord system, it is not required for a user 
to be aWare of identi?cation information such as a passWord, 
and such biological information cannot be lent to the others 
and cannot be shared betWeen the user and the others. Thus, 
the effect of suppressing crimes can be expected. 

[0009] On the other hand, according to the biometrics 
authentication, there is a possibility that a user may feel a 
psychological resistance. An input device is required for 
inputting biometrics data, and in addition, an authentication 
precision may be varied due to the changes in state of the 
input device and environment, so that tension may be forced 
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on a user during input of data. Furthermore, there may be the 
cases Where authentication cannot be exactly conducted due 
to the change in biological information, such as an outer 
damage caused by an accident and a change in physical 
condition or the like. 

[0010] As described above, there is a tendency that an 
authentication strength is decreased due to the changes in 
state of an input device, environment, physical condition of 
a user, and state of a user. In order to solve such a problem, 
it is conceivable to enrich registered biometrics data of a 
user. In other Words, rich registered biometrics data means 
that the data contains suf?cient variations for absorbing 
changes in environment and user. 

[0011] HoWever, in order to obtain suf?cient data by one 
registration, it is required to set a registration facility for 
arti?cially creating variations, and to ask a user to visit the 
facility. Alternatively, in the case Where registration is con 
ducted at user’s home, it is required for the user to conduct 
various operations for creating variations, Which puts a 
considerable burden on the user. Speci?c examples of opera 
tions to be the burden on the user include an enroll operation 
and the like at a voice recognition application. These opera 
tions lead to an increase in psychological resistance of the 
user With respect to the use of the application, Which may 
become an obstacle for introducing a biometrics authenti 
cation system itself. 

[0012] Even if attempts are made to increase variations by 
one registration, it may be impossible to sufficiently grasp 
the change in use environment of a user and the change in 
state of a user. 

SUMMARY OF THE INVENTION 

[0013] Therefore, With the foregoing in mind, it is an 
object of the present invention to provide a biometrics 
authentication system or method capable of registering 
biometrics data re?ecting the change in use environment of 
a user and the change in physical condition and state of a 
user With less burden on the user, and conducting authenti 
cation by suf?ciently utiliZing the biometrics data. 

[0014] In order to achieve the above-mentioned object, the 
biometrics authentication system of the present invention 
includes: an authentication information input part for input 
ting information for authenticating a user; a ?rst authenti 
cating part for authenticating the user by a method other than 
biometrics authentication; a biometrics data registering part 
for registering and storing biometrics data on the user; a 
second authenticating part for conducting biometrics 
authentication; a biometrics authentication possibility deter 
mining part for determining Whether or not it is possible to 
use the second authenticating part by referring to the bio 
metrics data stored in the biometrics data registering part; 
and an authentication result output part for outputting an 
authentication result as to Whether the user is authenticated, 
Wherein, only in a case Where the user is authenticated in the 
?rst authenticating part, the biometrics data on the user is 
registered and stored in the biometrics data registering part, 
and only in a case Where the biometrics authentication 
possibility determining part determines that it is possible to 
use the second authenticating part, the biometrics authenti 
cation using the second authenticating part is further con 
ducted. 
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[0015] Because of the above-mentioned con?guration, 
biometrics data on a user can be ef?ciently collected Without 
putting a large burden on the user, and biometrics data 
sufficient for ?exibly addressing the change in use environ 
ment of a user and the change in state of a user can be 
collected. 

[0016] It is preferable in the biometrics authentication 
system of the present invention that the biometrics authen 
tication possibility determining part determines that it is 
possible to use the second authenticating part in a case Where 
a false rejection rate (FRR), a false acceptance rate (FAR), 
or both the rates is loWer than a predetermined threshold 
value. This is because it can be eXpected that authentication 
based on biometrics data has a predetermined precision. 

[0017] It is preferable that the biometrics authentication 
system of the present invention further includes: a determi 
nation notifying part for notifying the user of a determina 
tion result in the biometrics authentication possibility deter 
mining part; and a selection information receiving part for 
receiving selection information of an authentication system 
by the user, Wherein the user selects authentication from the 
group consisting of authentication other than the biometrics 
authentication using the ?rst authenticating part, the bio 
metrics authentication using the second authenticating part, 
and a combination of the authentication other than the 
biometrics authentication using the ?rst authenticating part 
and the biometrics authentication using the second authen 
ticating part. This is because user’s intention can be 
re?ected. 

[0018] It is preferable in the biometrics authentication 
system of the present invention that, in a case Where a user 
is not change before and after the authentication of the user 
in the ?rst authenticating part, biometrics data on the user is 
obtained after the user is authenticated in the ?rst authenti 
cating part, and the obtained biometrics data on the user is 
registered and stored in the biometrics data registering part. 

[0019] Alternatively, it is preferable that the biometrics 
data on the user is obtained before the user is authenticated 
by the ?rst authenticating part, and the obtained biometrics 
data on the user is registered and stored in the biometrics 
data registering part after the user is authenticated by the ?rst 
authenticating part. 

[0020] Alternatively, it is preferable that, in the case Where 
a user may be changed before and after the authentication in 
the ?rst authenticating part, under the condition that a time 
required for authentication in the ?rst authenticating part is 
sufficiently short, the biometrics data on the user is obtained 
simultaneously When the user is authenticated by the ?rst 
authenticating part, and the obtained biometrics data on the 
user is registered and stored in the biometrics data register 
ing part. In any method, it can be exactly veri?ed that 
biometrics data to be obtained is the one of a user. 

[0021] It is also preferable in the biometrics authentication 
system of the present invention that there are a plurality of 
kinds of biometrics data to be registered. This is because a 
user can be authenticated With a higher precision. 

[0022] Furthermore, the present invention is directed to a 
biometrics authentication method, including: inputting 
information for authenticating a user; authenticating the user 
by a method other than biometrics authentication; register 
ing and storing biometrics data on the user; conducting 

Jun. 19, 2003 

biometrics authentication; determining Whether or not it is 
possible to conduct the biometrics authentication by refer 
ring to the stored biometrics data; and outputting an authen 
tication result as to Whether the user is authenticated, 
Wherein, only in a case Where the user is authenticated in the 
operation of authenticating the user by a method other than 
the biometrics authentication, the biometrics data on the user 
is registered and stored, and only in a case Where it is 
determined that it is possible to conduct the biometrics 
authentication, the biometrics authentication is further con 
ducted. The present invention is also directed to a recording 
medium storing a computer-executable program for realiZ 
ing the above-mentioned operations. 

[0023] These and other advantages of the present inven 
tion Will become apparent to those skilled in the art upon 
reading and understanding the folloWing detailed descrip 
tion With reference to the accompanying ?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] FIG. 1 is a block diagram shoWing a biometrics 
authentication system of an embodiment according to the 
present invention. 

[0025] FIG. 2 is a graph shoWing a false rejection rate 
(FRR) and a false acceptance rate With respect to a 
matching distance. 

[0026] FIG. 3 is a block diagram shoWing a biometrics 
authentication system of an embodiment according to the 
present invention. 

[0027] FIG. 4 is a How chart illustrating processing in the 
biometrics authentication system of an embodiment accord 
ing to the present invention. 

[0028] FIG. 5 illustrates a screen display in the case Where 
the biometrics authentication system of an eXample accord 
ing to the present invention is applied to electronic govern 
ment service. 

[0029] FIG. 6 illustrates a computer environment. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0030] Hereinafter, the biometrics authentication system 
of an embodiment according to the present invention Will be 
described With reference to the folloWing draWings. FIG. 1 
shoWs a con?guration of the biometrics authentication sys 
tem of the embodiment according to the present invention. 

[0031] In FIG. 1, reference numeral 1 denotes an authen 
tication information input part for inputting information to 
be required for authenticating a user. The authentication 
information input part includes, for eXample, not only input 
media such as a keyboard and a mouse, but also input 
equipment of biometrics data such as a camera and a 
?ngerprint scanner, and a driver, a program, and the like for 
controlling these pieces of equipment. 

[0032] Various methods can be considered for obtaining 
biometrics data. According to the most general method, a 
user is requested to input biometrics data and actively 
conducts an input operation. This method needs to be 
conducted, for eXample, in the case of obtaining biological 
information peculiar to a user such as a ?ngerprint, and so 
on. 
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[0033] There is also a method for obtaining biometrics 
data While notifying a user of that biometrics data is being 
obtained or Without such noti?cation. This method is effec 
tive With respect to biometrics data that is not required to be 
actively input by a user, such as face picture data, and does 
not put a burden on a user for registration. 

[0034] In a case Where service used by a user is accom 
panied by input of biometrics data, a method is conceivable 
in Which data input during use of the service is directly 
registered. According to this method, in the case Where 
communication is required betWeen a user and a system 
providing the service, a user’s uttered voice, a user’s face 
picture, and the like are obtained automatically. Thus, it is 
possible to collect biometrics data Without putting a burden 
on a user for registration of biometrics data. An eXample of 
such service includes voice portal service, face-to-face ser 
vice through a TV telephone, and so on. 

[0035] Reference numeral 2 denotes a ?rst authenticating 
part for authenticating a user by a general authentication 
method other than biometrics authentication. For eXample, a 
method using a passWord, a method using a digital certi? 
cate, and the like may be used. HoWever, the present 
invention is not particularly limited thereto. 

[0036] Reference numeral 3 denotes a biometrics data 
registering part for registering and storing biometrics data 
(biological information) of a user. As biometrics data, a 
picture, a voice, and the like recorded in an analog data 
format or in a digital data format, or a feature value for 
authentication extracted from the data may be used. There is 
no particular limit to a recording medium for storing the 
data. For eXample, a general storage apparatus and the like 
can be used. 

[0037] Biometrics data (biological information) of a user 
may be obtained at any of the folloWing timings: biometrics 
data is obtained after a user is authenticated by the ?rst 
authenticating part; biometrics data is obtained before a user 
is authenticated by the ?rst authenticating part; and biomet 
rics data is obtained When a user is authenticated by the ?rst 
authenticating part. The ?rst and second timings are predi 
cated on that a user is not changed betWeen a timing at Which 
a user is authenticated and a timing at Which biometrics data 
is obtained. The third timing has an advantage that it is 
ensured that a user is not changed betWeen a timing at Which 
a user is authenticated and biometrics data is obtained. 

[0038] Reference numeral 4 denotes a biometrics authen 
tication possibility determining part. The biometrics authen 
tication possibility determining part 4 refers to the biomet 
rics data registering part 3, and determines Whether or not 
authentication (hereinafter, referred to as “biometrics 
authentication”) using biometrics data can be conducted in 
accordance With the state of the stored biometrics data. 

[0039] More speci?cally, the biometrics authentication 
possibility determining part 4 determines that biometrics 
data suf?cient for authenticating a user has been accumu 
lated in the case Where a FRR and a FAR are converged in 
a predetermined range as shoWn in FIG. 2. 

[0040] Generally, in the case Where a user is authenticated 
based on the similarity of biometrics data, When a threshold 
value With respect to the similarity is represented by a 
horiZontal aXis, and a FRR (a rate at Which a user is rejected 
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erroneously) and a FAR (a rate at Which a cheater is accepted 
erroneously) are represented by a vertical aXis, a graph as 
shoWn in FIG. 2 is obtained. 

[0041] As shoWn in FIG. 2, When the threshold value With 
respect to the similarity is set to be a small value, the FRR 
is decreased, While the FAR is increased. In contrast, When 
the threshold value With respect to the similarity is set to be 
a large value, the FAR is decreased, While the FRR is 
increased. Therefore, it is desirable to set the threshold value 
of the similarity at an appropriate value in accordance With 
the importance of tWo error rates. 

[0042] In the case Where the threshold value of the simi 
larity is adjusted, and the FRR and the FAR fall in a range 
set by a system administrator, it is determined that biomet 
rics data suf?cient for authenticating a user has been accu 
mulated. 

[0043] It is also conceivable that the above-mentioned 
determination is based on the distribution and spread of 
biometrics data (digital data input through a device or a 
feature value for authentication extracted therefrom). 

[0044] For eXample, there are a method for checking the 
variety of phonemes in registered data in the case of speaker 
authentication based on voice data, a method for detecting 
the face direction from registered data in the case of face 
picture authentication and checking the variety of the face 
direction, and the like. 

[0045] Reference numeral 5 denotes a second authenticat 
ing part for authenticating a user based on biometrics data 
accumulated in the biometrics data registering part 3. Bio 
metrics authentication in the second authenticating part 5 
may be authentication With respect to one kind of biometrics 
data, or a combination of authentication With respect to a 
plurality of kinds of biometrics data. 

[0046] For eXample, the folloWing is possible: in the 
authentication information input part 1, face picture data and 
voice date are simultaneously obtained, and in the biomet 
rics authentication possibility determining part 4, data deter 
mined to be usable for authenticating a user is successively 
subjected to an authentication operation. 

[0047] Reference numeral 6 denotes an authentication 
result output part for presenting an authentication result to a 
user. There is no particular limit to an output method. The 
authentication result may be displayed on a display appa 
ratus or output as a voice using a loudspeaker or the like. 

[0048] Furthermore, a system may be con?gured so that a 
user can select an authentication system, as shoWn in FIG. 
3. FIG. 3 is a block diagram shoWing a biometrics authen 
tication system of an embodiment according to the present 
invention in Which an authentication system can be selected. 
In FIG. 3, reference numeral 31 denotes a determination 
notifying part, and 32 denotes a selection information 
receiving part. 

[0049] The determination notifying part 31 noti?es a user 
of a determination result in the biometrics authentication 
possibility determining part 4 as to Whether the biometrics 
authentication can be conducted. As a noti?cation method, 
in addition to the method of directly outputting the deter 
mination result to the authentication result output part 6, 
noti?cation through electronic mail or the like can be 
considered. 
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[0050] The selection information receiving part 32 
receives information indicating Which authentication system 
is used by a user. More speci?cally, When a user con?rms in 
the determination notifying part 31 that the second authen 
ticating part 5 can be used, based on the determination result 
in the biometrics authentication possibility determining part 
4 as to Whether the biometrics authentication can be con 
ducted, the user can select either one of an authentication 
system using only the ?rst authenticating part 2, an authen 
tication system using only the second authenticating part 5, 
or an authenticating system using both the authenticating 
parts. 

[0051] Next, a processing How of a program for realiZing 
a biometrics authentication system of an embodiment 
according to the present invention Will be described. FIG. 4 
is a How chart shoWing processing of a program for realiZing 
the biometrics authentication system of the embodiment 
according to the present invention. 

[0052] In FIG. 4, ?rst a user inputs information that 
includes biometrics data and is required for authenticating 
the user (Operation 401). Such an input operation may be 
intentionally or unintentionally conducted by a user. 

[0053] Next, authentication using an authentication sys 
tem other than biometrics authentication, such as a passWord 
system and a digital certi?cate system, is conducted (Opera 
tion 402). In the case Where the user is not authenticated 
(Operation 403: No), such an authentication result is output 
(Operation 407). 
[0054] In the case Where the user is authenticated (Opera 
tion 403: Yes), the input biometrics data is registered and 
stored (Operation 404). It is determined Whether or not 
biometrics authentication can be conducted (Operation 405). 
This determination is conducted by referring to the regis 
tered biometrics data to determine Whether or not biometrics 
data is accumulated to such a degree that biometrics authen 
tication is conducted sufficiently, or by referring to the 
previous determination result. 

[0055] In the case Where it is determined that biometrics 
authentication can be conducted (Operation 405: Yes), bio 
metrics authentication is conducted (Operation 406), and an 
authentication result is output (Operation 407). 

[0056] As described above, in the present embodiment, 
biometrics data veri?ed to be the one of a user can be 
collected efficiently Without putting a large burden on the 
user, and biometrics data suf?cient for ?exibly addressing 
the change in use environment of a user and the change in 
state of a user can be collected. 

[0057] Next, the case Where the biometrics authentication 
system of the present embodiment is applied to electronic 
government service Will be described by Way of an example. 
Herein, the “electronic government service” refers to service 
Which alloWs a user to access a public organiZation such as 
a city hall from a home terminal, and to conduct of?cial 
procedures such as application, authentication, issuance, and 
broWsing, While communicating With an operator. Thus, in 
this example, biometrics authentication is conducted using 
face picture data. 

[0058] FIG. 5 is an image vieW shoWing a service pro 
viding terminal and a screen displayed at the terminal used 
for the above-mentioned service. At the service providing 
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terminal shoWn in FIG. 5, in addition to a keyboard, input 
media for collecting biometrics data such as a camera and a 
microphone are disposed. On the display screen, a TV 
telephone panel for communicating With an operator, an 
operation panel for inputting information for service selec 
tion and procedures, and a passWord are disposed. The 
display screen is not particularly limited to the present 
example. An unattended system requiring no operator may 
be used. 

[0059] Hereinafter, a How of processing of introducing 
face picture authentication in the case Where a user desires 
a shift from passWord authentication to face picture authen 
tication Will be described. Herein, the processing Will be 
described in the case Where a user accesses service for the 
purpose of issuance of a resident’s card. 

[0060] First, When a user starts communicating With an 
operator by inputting a user ID, a TV telephone image on a 
user side is accumulated as biometrics data during commu 
nication. When authentication based on a passWord is con 
ducted in the course of an issuance procedure, the accumu 
lated picture data is registered as face picture data of the 
user, and the user receives a resident’s card. 

[0061] Then, regarding the registered face picture data of 
the user, a variation in a face direction (e.g., minimum 75°), 
and a variation in time of obtaining data (e.g., night and 
daytime) are checked. It is assumed in this stage that it is 
determined that suf?cient biometrics data has not been 
registered. 

[0062] In the case Where the user accesses the service 
regarding another case at a later date, authentication based 
on a passWord is conducted again, and registration of face 
picture data is continued. At this point, When it is determined 
that face picture data suf?cient for authenticating a face 
picture has been registered, face picture authentication 
becomes effective at the subsequent accesses. 

[0063] More speci?cally, in the case Where the user 
accesses the service regarding another case at a further later 
date, the user is authenticated by face picture authentication 
Without inputting a passWord, and can receive desired ser 
vice. 

[0064] The biometrics authentication system of the 
present embodiment according to the present invention can 
use voice data as Well as face picture data. For example, the 
biometrics authentication system of the present embodiment 
is also applicable to voice portal service and the like through 
a mobile phone. Herein, the voice portal service provides a 
user With interactive service utiliZing voice recognition. 
Various services including broWsing through a time table 
and a bank transfer are considered. 

[0065] It may also be considered that a palm print peculiar 
to each user is used as biometrics authentication data. For 
example, the biometrics authentication system is applicable 
to a system that introduces palm print authentication into 
unlocking of a door. More speci?cally, a palm print scanner 
is built in a door knob so that a palm print can be scanned 
When a user grasps the door knob. Because of this, in the 
same Way as in electronic government service, a user can 
automatically unlock a door only by grasping a door knob 
Without unlocking the door, after several times of unlocking 
by the user. 
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[0066] The biometrics authentication system is also appli 
cable to log-in to a general computer. Thus, the biometrics 
authentication system is applicable to all the systems requir 
ing authentication of a user. 

[0067] A program for realizing the biometrics authentica 
tion system of the embodiment according to the present 
invention may be stored in a storage apparatus 61 provided 
at the end of a communication line and a recording medium 
64 such as a hard disk and a RAM of a computer 63, as Well 
as a portable recording medium 62 such as a CD-ROM 62-1 
and a ?exible disk 62-2, as shoWn in FIG. 6. In execution, 
the program is loaded, and executed on a main memory. 

[0068] Examples of a recording medium storing registered 
biometrics data and the like accumulated by the biometrics 
authentication system of the embodiment according to the 
present invention may include a storage apparatus 61 pro 
vided at the end of a communication line and a recording 
medium 64 such as a hard disk and a RAM of a computer 
63, as Well as a portable recording medium 62 such as a 
CD-ROM 62-1 and a ?exible disk 62-2, as shoWn in FIG. 
6. For example, the recording medium is read by a computer 
63 When the biometrics authentication system of the present 
invention is used. 

[0069] As described above, in the biometrics authentica 
tion system of the present invention, biometrics data veri?ed 
to be the one of a user can be collected ef?ciently Without 
putting a large burden on the user, and biometrics data 
sufficient for ?exibly addressing the change in use environ 
ment of a user and the change in state of a user can be 
collected. 

[0070] The invention may be embodied in other forms 
Without departing from the spirit or essential characteristics 
thereof. The embodiments disclosed in this application are to 
be considered in all respects as illustrative and not limiting. 
The scope of the invention is indicated by the appended 
claims rather than by the foregoing description, and all 
changes Which come Within the meaning and range of 
equivalency of the claims are intended to be embraced 
therein. 

What is claimed is: 
1. A biometrics authentication system, comprising: 

an authentication information input part for inputting 
information for authenticating a user; 

a ?rst authenticating part for authenticating the user by a 
method other than biometrics authentication; 

a biometrics data registering part for registering and 
storing biometrics data on the user; 

a second authenticating part for conducting biometrics 
authentication; 

a biometrics authentication possibility determining part 
for determining Whether or not it is possible to use the 
second authenticating part by referring to the biomet 
rics data stored in the biometrics data registering part; 
and 

an authentication result output part for outputting an 
authentication result as to Whether the user is authen 

ticated, 
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Wherein, only in a case Where the user is authenticated in 
the ?rst authenticating part, the biometrics data on the 
user is registered and stored in the biometrics data 
registering part, and 

only in a case Where the biometrics authentication possi 
bility determining part determines that it is possible to 
use the second authenticating part, the biometrics 
authentication using the second authenticating part is 
further conducted. 

2. Abiometrics authentication system according to claim 
1, Wherein the biometrics authentication possibility deter 
mining part determines that it is possible to use the second 
authenticating part in a case Where a false rejection rate 
(FRR) is loWer than a predetermined threshold value. 

3. Abiometrics authentication system according to claim 
1, Wherein the biometrics authentication possibility deter 
mining part determines that it is possible to use the second 
authenticating part in a case Where a false acceptance rate 
(FAR) is loWer than a predetermined threshold value. 

4. Abiometrics authentication system according to claim 
2, Wherein the biometrics authentication possibility deter 
mining part determines that it is possible to use the second 
authenticating part in a case Where a false acceptance rate 
(AR) is loWer than a predetermined threshold value. 

5. Abiometrics authentication system according to claim 
1, further comprising: 

a determination notifying part for notifying the user of a 
determination result in the biometrics authentication 
possibility determining part; and 

a selection information receiving part for receiving selec 
tion information of an authentication system by the 
user, 

Wherein the user selects authentication from the group 
consisting of authentication other than the biometrics 
authentication using the ?rst authenticating part, the 
biometrics authentication using the second authenticat 
ing part, and a combination of the authentication other 
than the biometrics authentication using the ?rst 
authenticating part and the biometrics authentication 
using the second authenticating part. 

6. Abiometrics authentication system according to claim 
1, Wherein biometrics data on the user is obtained after the 
user is authenticated in the ?rst authenticating part, and the 
obtained biometrics data on the user is registered and stored 
in the biometrics data registering part. 

7. Abiometrics authentication system according to claim 
1, Wherein the biometrics data on the user is obtained before 
the user is authenticated by the ?rst authenticating part, and 
the obtained biometrics data on the user is registered and 
stored in the biometrics data registering part after the user is 
authenticated by the ?rst authenticating part. 

8. Abiometrics authentication system according to claim 
1, Wherein the biometrics data on the user is obtained 
simultaneously When the user is authenticated by the ?rst 
authenticating part, and the biometrics data is registered and 
stored in the biometrics data registering part. 

9. Abiometrics authentication system according to claim 
1, Wherein there are a plurality of kinds of the biometrics 
data to be registered. 

10. Abiometrics authentication system according to claim 
2, Wherein there are a plurality of kinds of the biometrics 
data to be registered. 
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11. Abiometrics authentication system according to claim 
3, wherein there are a plurality of kinds of the biometrics 
data to be registered. 

12. Abiometrics authentication system according to claim 
4, Wherein there are a plurality of kinds of the biometrics 
data to be registered. 

13. Abiometrics authentication system according to claim 
5, Wherein there are a plurality of kinds of the biometrics 
data to be registered. 

14. Abiometrics authentication system according to claim 
6, Wherein there are a plurality of kinds of the biometrics 
data to be registered. 

15. Abiometrics authentication system according to claim 
7, Wherein there are a plurality of kinds of the biometrics 
data to be registered. 

16. Abiometrics authentication system according to claim 
8, Wherein there are a plurality of kinds of the biometrics 
data to be registered. 

17. A biometrics authentication method, comprising: 

inputting information for authenticating a user; 

authenticating the user by a method other than biometrics 
authentication; 

registering and storing biometrics data on the user; 

conducting biometrics authentication; 

determining Whether or not it is possible to conduct the 
biometrics authentication by referring to the stored 
biometrics data; and 

outputting an authentication result as to Whether the user 

is authenticated, 

Jun. 19, 2003 

Wherein, only in a case Where the user is authenticated in 
the operation of authenticating the user by a method 
other than the biometrics authentication, the biometrics 
data on the user is registered and stored, and 

only in a case Where it is determined that it is possible to 
conduct the biometrics authentication, the biometrics 
authentication is further conducted. 

18. A recording medium storing a computer-executable 
program for realiZing a biometrics authentication method, 
the program comprising the operations of: 

inputting information for authenticating a user; 

authenticating the user by a method other than biometrics 
authentication; 

registering and storing biometrics data on the user; 

conducting biometrics authentication; 
determining Whether or not it is possible to conduct the 

biometrics authentication by referring to the stored 
biometrics data; and 

outputting an authentication result as to Whether the user 

is authenticated, 
Wherein, only in a case Where the user is authenticated in 

the operation of authenticating the user by a method 
other than the biometrics authentication, the biometrics 
data on the user is registered and stored, and 

only in a case Where it is determined that it is possible to 
conduct the biometrics authentication, the biometrics 
authentication is further conducted. 

* * * * * 


