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(57) ABSTRACT 

Abiometric ?ngerprint device for preventing fraud based on 
the device having standalone, self-authentication of the 
identity of predetermined user(s) and its interactivity With a 
database that is initiated via a controlled singularity of 
registration, i.e., contemporaneous registration of a user’s 
?ngerprint(s) into a database and registration, initialization, 
and authentication of that same ?ngerprint(s) onto a stan 
dalone biometric ?ngerprint device. 
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SYSTEM & METHOD FOR BIOMETRIC-BASED 
FRAUD PROTECTION 

BACKGROUND OF THE INVENTION 

[0001] (1) Field of the Invention 

[0002] The present invention relates generally to biomet 
ric identi?cation devices and, more particularly, to a bio 
metric ?ngerprint device for preventing fraud based on the 
device having standalone, self-authentication of the identity 
of predetermined user(s) and its interactivity With a database 
that is initiated via a controlled singularity of registration. 

[0003] (2) Description of the Prior Art 

[0004] Prior art biometric devices commonly employ ?n 
gerprint identi?cation and veri?cation as a means for pro 
tecting the use of the device for proXimity pass, apparatus 
activation, and access to information. Furthermore, it is 
knoWn in the prior art to use portable information and 
transaction processing devices (PITP devices). These 
devices can be used to perform secure ?nancial transactions, 
to alloW the user access to another apparatus, or to transmit 
information for various personal reasons. To perform these 
functions, these devices are able to store data internally and 
transmit data, including personal user data, over communi 
cation lines. PITP devices may also employ biometric veri 
?cation to ensure the identity of the user. In these devices, 
biometric veri?cation may include ?nger, thumb, palm, and 
voice print, handWriting sample, retinal vascular pattern, and 
combinations thereof. Additionally, these devices have been 
constructed to include card readers that read information 
storage cards. Also, these devices can encrypt information 
and transmit it via dual-tone multi-frequency, modem, radio 
frequency, and infrared media. HoWever, none of these 
devices is a standalone device, in that they require an 
external central data storage and processing unit to verify the 
identity of the PITP device user. Additionally, because the 
data is stored on a central data storage unit, the security of 
these devices and information relating to their users may be 
eventually compromised. In such a case, unauthoriZed use of 
the PITP device may occur, alloWing unauthoriZed transac 
tions. A single device has overcome this de?ciency by 
incorporating the storage means of the biometric informa 
tion Within the PITP device. Thus, the device is freestanding 
and Will not emit a signal unless the appropriate user is using 
the device. HoWever, this device does not also emit tonal 
signals to con?rm authentication of the user via biometric 
identi?cation means. Therefore, there remains a need for a 
self-authenticating biometric identi?cation device that can 
be used in connection With an encoded packet output, e.g., 
a digitiZed tonal output also having capacity to be used With 
portable information and transaction processing devices. 
Particularly Where privacy is a signi?cant concern, it is 
advantageous to provide a biometric device Within Which the 
individual ?ngerprint and other data or information is stored, 
i.e., there is no requirement for transmitting the ?ngerprint 
itself to a remote con?rmation bank or source that stores the 

registered information against Which the sensed ?ngerprint 
is veri?ed. 

[0005] Furthermore, there is a need to provide protection 
from fraudulent use of identi?cation, including counterfeit 
identi?cation, in particular for security applications, gov 
ernment bene?ts receipt, eXclusivity applications, and the 
like. The identi?cation cards of the prior art do not provide 

Jun. 19, 2003 

means for preventing fraud or counterfeit IDs. Also, the 
prior art, including the US. Pat. No. 5,623,552 issued Apr. 
22, 1997 to Lane for SELF-AUTHENTICATING IDENTI 
FICATION CARD WITH FINGERPRINT IDENTIFICA 
TION, either do not communicate With a database to prevent 
fraud by multiple registrations for any given user, or the ID 
cards require communication With a database for any and all 
transactions for Which the card is used. 

[0006] More particularly, the following US. patent cita 
tions provide a basis for establishing the prior art relevant to 
the present invention: 

[0007] US. Pat. No. 6,016,476 issued Jan. 18, 2000 to 
Maes, et al. for Portable information and transaction pro 
cessing system and method utiliZing biometric authoriZation 
and digital certi?cate security. This patent teaches a portable 
client PDA With touch screen, microphone, and CPU for 
processing voice commands, and processing biometric data 
to verify user. Also it has memory for storing personal/ 
?nancial data, and capability for reading/Writing information 
to various smart cards, magnetic cards, etc. 

[0008] US. Pat. No. 6,084,967 issued Jul. 4, 2000 to 
Kennedy, et al. for Radio telecommunication device and 
method of authenticating a user With a voice authentication 
token. The user must insert a PIN and utter sounds; the 
radiotelephone device Will activate secure functions only if 
PIN is correct and uttered sounds are authenticated against 
stored voice feature information. 

[0009] US. Pat. No. 5,465,290 issued Nov. 7, 1995 to 
Hampton, et al. for Con?rming identity of telephone caller. 
Data stored in a processing station corresponds to a signa 
ture and caller identi?cation information for users. A second 
processing station includes speaker veri?cation unit and 
processor, Which receives voice or tone signal representing 
signature of potential user and processes this. Processor is 
connected to speaker veri?cation unit and connects to ?rst 
processing station to test the signature of user against valid 
signature of user. 

[0010] US. Pat. No. 5,897,616 issued Apr. 27, 1999 to 
Kanevsky, et al. for Apparatus and methods for speaker. 
Provides veri?cation/identi?cation/classi?cation employing 
non-acoustic and/or acoustic models and databases. Secure 
method and apparatus for access to service facility employ 
ing voice recognition; based on personal information an 
individual is questioned, a voice sample is obtained and 
veri?ed. A score is generated based in comparison to spoken 
ansWer and voice sample, and access is granted if score is at 
or above a threshold. Alternatively, a series of questions 
could be asked and potential matches to the speaker are 
eliminated after comparison of voice/response analysis. 

[0011] US. Pat. No. 5,806,040 issued Sep. 8, 1998 to 
Vensko for Speech controlled telephone credit card veri? 
cation system. The system connects user to phone netWork, 
user enters a card number, a voice veri?cation template is 
retrieved and contains samples of user’s voice stating 
selected Words/phrases/numbers. The user is prompted to 
state one of these and comparison is made. User is autho 
riZed if match is made. 

[0012] None of the previously issued patents cited in the 
foregoing provide a biometric device having internal 
memory and internal controller means While also providing 
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a tonal output and database interactivity for authorizing 
transactions from the device via modem communication 
means. 

[0013] Thus, there remains a need for a biometric identi 
?cation device, speci?cally a self-authenticating, biometric 
?ngerprint identi?cation device having internal memory and 
internal controller, an encoded or encrypted information 
packet output, e.g., a digitiZed tonal output, and a unique 
transaction identi?er, Wherein the self-authenticating ID 
card interacts With a database that is initiated via a controlled 
singularity of registration all of Which are provided in the 
present invention. 

SUMMARY OF THE INVENTION 

[0014] The present invention is directed to a biometric 
?ngerprint device for self-authenticating identi?cation of at 
least one user of the device including internal memory and 
controller means Within a substrate of the device and 
encoded packet(s) of information output, e.g., a digitiZed 
tonal output, for communicating With a remote transaction 
facilitator, Wherein the self-authenticating ID card interacts 
With a database that is initiated via a controlled singularity 
of registration. 

[0015] In particular, applications include both open and 
closed databases, for the purpose of identifying one user 
from many and eliminating the possibility of duplicate 
registration, e.g., for high security, military, government 
services and bene?ts receipts, passports/visas, drivers 
licenses, etc. 

[0016] Additionally, the present invention is directed to a 
biometric device for self-authenticating identi?cation of at 
least one user via a biometric identi?cation input by the user, 
Which may be information relating to at least one ?ngerprint, 
voice, etc., including a unique transaction identi?er for 
increased security, particularly With retail transactions made 
via phone, Wireless device, Internet, satellite, or other com 
munication means, after the initial singularity of registration 
of the user for the card and With the database; as such, 
transactions do not require communication With the database 
after the initial contemporaneous registration process is 
completed. 
[0017] Accordingly, one aspect of the present invention is 
to provide a biometric ?ngerprint device for self-authenti 
cating identi?cation of at least one user of the device 
including internal memory and controller means Within a 
substrate of the device and an encoded or encrypted infor 
mation packet output, e.g., a digitiZed tonal output, for 
communicating With a remote database after a singularity of 
registration of the user for the card and With the database 
occurs. 

[0018] Another aspect of the present invention is to pro 
vide a biometric ?ngerprint device for self-authenticating 
identi?cation of at least one user including transaction 
functions that provide for approval or denial of card use and 
automatic database communication With the card for updat 
ing the card after initial registration, including but not 
limited to updating, invalidating, timer synchroniZing, and 
the like. 

[0019] These and other aspects of the present invention 
Will become apparent to those skilled in the art after a 
reading of the folloWing description of the preferred 
embodiment. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0020] According to the present invention, a biometric 
device is provided for self-authenticating identi?cation of at 
least one user. Basic functions and con?gurations of the 
biometric device are set forth by US. Pat. No. 5,623,552 
issued Apr. 22, 1997 to Lane for Self-authenticating identi 
?cation card With ?ngerprint identi?cation and co-pending 
US. Pat. No. 09/780,637 by Lane ?led Feb. 8, 2001 Which 
are both oWned by a common assignee and are each incor 
porated herein by reference in their entirety. The device 
includes a substrate having a ?ngerprint sensor, internal 
memory means for storing digitiZed information related to a 
?ngerprint of the at least one user, activation means for 
initiating internal storage of the information related to at 
least one ?ngerprint corresponding to the at least one user 
upon activation by the at least one user for a ?rst time 
thereby creating and recording at least one registered user, 
an internal controller, veri?cation means for indicating that 
the information related to the at least one ?ngerprint corre 
sponding to the at least one registered user has been suc 
cessfully stored in the internal memory means, and authen 
tication means for comparing information related to a sensed 
?ngerprint corresponding to the at least one user that has 
been sensed With the stored ?ngerprint information of the 
registered user and for producing an authentication signal if 
the sensed ?ngerprint information matches the stored ?n 
gerprint information of the at least one registered user. 

[0021] The ?ngerprint sensor is capable of sensing infor 
mation related to at least one ?ngerprint and the sensed 
?ngerprint is either used to register a neW user, if multiple 
users are permitted for the particular device, or is used to 
verify that the information relating to the sensed ?ngerprint 
matches the information of the ?ngerprint of each of the 
registered users. In the case Where more than one user may 

be registered for a device, each user has corresponding 
?ngerprint identi?cation information that is unique to that 
user and registered similarly. 

[0022] The internal memory device is in communication 
With the biometric identi?cation input device. In one 
embodiment, the internal memory device is electrically 
connected to a ?ngerprint sensor, to veri?cation means, to 
authentication means, and to activation means, Which are all 
con?gured to be in communication With the internal memory 
of the card. Also, the internal controller is capable of 
independently programming the internal memory means 
With the information related to a ?ngerprint corresponding to 
the at least one user by generating an internal control signal 
to initiate transfer of the information related to the sensed 
?ngerprint corresponding to the at least one user to the 
internal memory means for storage therein. 

[0023] Additionally, the veri?cation means and/or authen 
tication means further includes a transmitter for indicating 
that the information related to a ?ngerprint has been suc 
cessfully stored to create the at least one registered user. This 
veri?cation and/or authentication signal includes an encoded 
or encrypted information packet output for veri?cation and/ 
or for authentication that the biometric identi?cation input, 
Which may be information relating to at least one ?ngerprint 
of the user, the voice of the user, and the like, matches that 
of the at least one registered user that is transmitted or 
communicated via an encoded information packet output 
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transmitter located Within the biometric device substrate. 
The output from the device may be converted into an 
encoded or encrypted information packet that is output by a 
transmitter located Within the device. 

[0024] According to a preferred embodiment of the 
present invention, the biometric device also includes a 
database for receiving initial registration information about 
each of the at least one user of the system, Wherein the 
database and card registration or initial activation are per 
formed substantially contemporaneously, thereby ensuring 
that no duplicate identi?cations are created in the system. 
Duplicate checking may occur for each neW registration to 
ensure that, for a given user, there is not already a pre 
existing registration in the system. Preferably, this duplicate 
checking is performed using ?ngerprint information from 
the user, Which may include at least one digit ?ngerprint, a 
multiplicity of digits ?ngerprints, or ?ngerprints from all 
hand digits of the user. These ?ngerprints are checked from 
the ?ngerprints registered by all users of the system as 
recorded in the database. This permits the user to be iden 
ti?ed as one unique user out of the many users Within the 
system, or even those outside the system, Which are not yet 
registered for the purpose of permitting use of a self 
authenticated card for transactions Without requiring com 
munication for each transaction With the database. Prefer 
ably, the present invention provides for an identi?cation 
system for authenticating a user Wherein the system includes 
an identi?cation card having a substrate including an inter 
nal memory device and an internal control device in elec 
tronic communication for providing activation of the card 
for use by an authoriZed user, Wherein the user inputs a 
biometric identi?er input via a biometric input device that 
communicates With the internal memory device and the 
internal control device for providing the biometric identi?er 
input, the biometric identi?er input is validated and authen 
ticated upon transmission of the biometric identi?er input to 
a database stored on a remote computer and receipt of a 
validation response from the database, Wherein the card is in 
communication With the database for the transmission of the 
biometric identi?er input and receipt of the validation 
response, and Wherein the database con?rms the singular, 
unique existence of a match to the biometric identi?er input 
that corresponds to the user, Wherein the match is stored in 
the database. Preferably, the biometric identi?er input cor 
responds to at least one ?ngerprint of the user, Which is 
recorded and authenticated on the card by initially inputting 
information corresponding to the at least one ?ngerprint of 
the user into the substrate, Which may be accomplished by 
an initial scanning, sWiping, or otherWise registering it by a 
sensor, reader, or other device for inputting the information 
into the card memory. The card then communicates the 
information corresponding to the at least one ?ngerprint of 
the user, Which is stored on the card, to the database for 
validation and con?rmation that no duplicate identi?cation 
exists at that time in the database, i.e., that no match 
corresponds to the user and/or to the biometric identi?cation 
input by the user, thereby preventing duplicate registrations 
Within the database for either the user and/or for the bio 
metric identi?cation information input to the card by the 
user. The biometric identi?er input is then transmitted to the 
database. The transmission may be provided by data packet 
transmission, digital transmission, and/or tonal transmission 
representing the biometric identi?er input, Which may 
include information relating to at least one ?ngerprint of the 
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user, voice of the user, and the like, and combinations 
thereof. In a preferred embodiment of the present invention, 
the card provides for freestanding identi?cation of the user, 
i.e., once the user and/or the user’s corresponding biometric 
identi?er input is registered in the database, the card Will 
activate on its oWn, Without requiring communication With 
the database, for con?rming the identi?cation of the user and 
the user’s biometric identi?cation input, With that biometric 
identi?cation input initially provided and registered on the 
card and validated by the database. Advantageously, this 
system provides for the singular, unique existence of the 
match in the database for preventing duplicate identi?ca 
tions for the biometric identi?er input as Well as providing 
a card that may not be activated by anyone except the user 
providing his/her unique biometric identi?cation input, 
Which Was initially input upon registration of the card With 
the database. Thus, the singular, unique existence of the 
match in the database prevents duplicate identi?cations for 
the user Within the database, While the registration of the 
biometric identi?cation input for the predetermined, autho 
riZed user of the card is stored in the freestanding memory 
of the card, as Well as in the database, such that the card may 
not be activated Without authentication and/or validation of 
the user and/or the user’s biometric identi?cation input 
properly and con?rmed on the card. As such, the system 
provides for a controlled singularity of registration for the 
user and/or the biometric identi?cation input corresponding 
to the user is provided by an essentially simultaneous 
registration of the card and of the user and/or the biometric 
identi?cation input into the database through the card as set 
forth hereinabove. Preferably, to ensure security, the regis 
tration of the user and the user’s corresponding biometric 
identi?cation input to the card and to the database is made 
in person by the user at a designated computer in commu 
nication With the remote computer of the database. Further 
more, the registration may be made With a con?rming 
assistant, such as an authoriZed person and/or a video 
capture of the user making the registration. 

[0025] Once the user has initially registered his/her bio 
metric identi?cation input to the card and the database, and 
that registration is con?rmed by the database as having a 
singular match, With no duplication of the user and/or the 
biometric identi?cation input, a transaction is authoriZable 
by the system, i.e., the database Will permit the card user to 
perform a transaction, such as a purchase, an information 
query, authoriZation for entry or access to a computer 
system(s) or physical location, health care and/or other 
services approval, insurance ?ling, pharmaceutical prescrip 
tion pick-up, and the like. 

[0026] Importantly, any business, economic, or other 
transaction that is made by the user folloWs validation of the 
user and the biometric identi?cation input by the database or 
another database that is in communication With the ?rst 
database, or Without any communication to a database, but 
Where the card itself provides authoriZation based upon 
authentication of the present card holder as the predeter 
mined authoriZed card user With his/her corresponding bio 
metric identi?cation input being stored on the card and 
validated Within a predetermined time period on the data 
base prior to the transaction. This validation of the user by 
the database needs to occur at least one time prior to any 
transaction being completed, but may occur more than one 
time, e.g., randomly or at predetermined times, to prevent 
fraudulent use of the device in a transaction. 
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[0027] In a preferred embodiment of the system, a charge 
may be assessed to the user for accessing the database, 
Wherein the charge is stored in the internal memory device 
of the card and/or the database. In this manner, a database 
management fee may be assessed so that the system may be 
maintained and/or upgraded. 

[0028] The present invention may be used either for a 
closed system having a multiplicity of users, i.e., Where 
membership is the basis for registration, e.g., bene?ts 
receipt, healthcare access, insurance, Welfare, security clear 
ance, CIA, FBI, secret services, military, country clubs, and 
the like, Where the database Will include members and 
exclude access to non-members, or for an open system 
having a multiplicity of users, e.g., credit card use at a point 
of merchant transaction, drivers licenses, national identi? 
cation cards, passports, visas, immigration and border con 
trol, etc. 

[0029] Signi?cantly, the freestanding or standalone card 
having self-authenticating ?ngerprint identi?cation activa 
tion is initialiZed contemporaneously With the ?ngerprint 
entry into the database; this provides for an essentially 
simultaneous registration of the card user’s ?ngerprint With 
the card and With the database, Which serves to prevent fraud 
by counterfeiting cards or by attempts to register duplicate 
cards per any given user. This controlled singularity of 
registration may be accomplished using the ?ngerprint of at 
least one digit of the user, or a multiplicity of digits, or all 
digits of the user. This contemporaneous registration is 
preferably conducted in person and assistance is provided by 
a database authoriZed official, Whereby additional bio-iden 
ti?ers and/or documentation con?rming an individual user’s 
identity are required at the time of registration. 

[0030] Avariety of transaction functions are permitted by 
the card When the user has successfully activated the card 
after the initial registration, including but not limited to 
transaction functions that provide for approval or denial of 
card use and automatic database communication With the 
card for updating the card after initial registration, including 
but not limited to updating, invalidating, timer synchroniZ 
ing, and the like. The approval for card use occurs Where the 
user’s ?ngerprint(s) are registered in the system database as 
Well as on the card itself; the card may be in communication 
With the database automatically and/or at use points of the 
card to con?rm the registration of the ?ngerprint(s) on the 
card matches that Within the system, that the ?ngerprint(s) 
appear only once in the database, and that the ?ngerprint(s) 
are associated With the person identi?ed on the card; When 
these factors are satis?ed, then the card is activated for use, 
and may so indicate via a visual and/or audible indicator(s). 

[0031] Use of the device according to the present inven 
tion may be a source of revenue, i.e., a charge or fee may be 
assessed against the card issuer for each use of the card, 
and/or for each query to the database for a given card. Given 
the bene?ts of use of the card for any given transaction, 
Whether that be credit card use for a purchase, membership 
con?rmation, proximity access, Welfare bene?ts use, ser 
vices use by a provider, etc., a fee may be associated With 
that transaction such that usage of the cards that are con 
?rmed in the database at their initial registration, since the 
fraud prevention provides a much greater savings. In this 
manner, the fee-per-transaction provides a revenue-genera 
tion means that funds the operation and maintenance of the 
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database. The present invention is further directed to a 
method for using the identi?cation system set forth in the 
foregoing comprising the steps of: 

[0032] providing an identi?cation card having a sub 
strate including an internal memory device and an 
internal control device in electronic communication 
for providing activation of the card for use by an 
authoriZed user; 

[0033] inputting a biometric identi?er input corre 
sponding to the user via a biometric input device that 
communicates With the internal memory device and 
the internal control device for providing the biomet 
ric identi?er input; 

[0034] transmitting the biometric identi?er input to a 
database stored on a remote computer; 

[0035] validating the biometric identi?er input and/or 
the user by con?rming the existence of a match to the 
biometric identi?er input that corresponds to the user 
that is stored in the database on the remote computer; 

[0036] receiving a validation response from the data 
base by the card, While the card is in communication 
With the database for the transmission of the biomet 
ric identi?er input and receipt of the validation 
response; 

[0037] con?rming a singular, unique existence of the 
biometric identi?er input and/or the user in the 
database; 

[0038] and, Where the card has never been authenti 
cated and/or activated previously, con?rming regis 
tration of the biometric identi?er and corresponding 
user in the database. Furthermore, the method may 
include the step of authoriZing a transaction for the 
card based upon the con?rmation, Where the card 
had previously been authenticated and/or activated 
previously. Also, an additional or alternative step of 
denying a transaction and/or the authentication 
Where more than a singular unique registration exists 
in the database for the biometric identi?cation input 
and/or the user is included in the method according 
to the present invention. 

[0039] Certain modi?cations and improvements Will occur 
to those skilled in the art upon a reading of the foregoing 
description. By Way of example, the substrate may be 
substantially compact such that it can be used as or Within 
a smart card, or credit card siZed device, including a mag 
netic sWipe to be loaded With or containing additional 
information about the registered user. Alternatively, the 
substrate may be a larger embodiment, e.g., a computer 
circuit board. Another alternative, or additional, security 
measure relating to the biometric identi?cation input 
includes onboard voice authentication by means of an inte 
gral microphone and onboard voice pattern storage and 
onboard control and recognition and database interactivity 
for assured voice authentication and singularity of registra 
tion. All modi?cations and improvements have been deleted 
herein for the sake of conciseness and readability but are 
properly Within the scope of the claims. 

I claim: 
1. An identi?cation system for authenticating a user 

comprising 
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an identi?cation card having a substrate including an 
internal memory device and an internal control device 
in electronic communication for providing activation of 
the card for use by an authoriZed user, Wherein the user 
inputs a biometric identi?er input via a biometric input 
device that communicates With the internal memory 
device and the internal control device for providing the 
biometric identi?er input, the biometric identi?er input 
is validated and authenticated upon transmission of the 
biometric identi?er input to a database stored on a 
remote computer and receipt of a validation response 
from the database, Wherein the card is in communica 
tion With the database for the transmission of the 
biometric identi?er input and receipt of the validation 
response, and Wherein the database con?rms the sin 
gular, unique existence of a match to the biometric 
identi?er input that corresponds to the user, Wherein the 
match is stored in the database. 

2. The system according to claim 1, Wherein the biometric 
identi?er input corresponds to at least one ?ngerprint of the 
user. 

3. The system according to claim 1, Wherein the trans 
mission of the biometric identi?er input is provided by data 
packet transmission. 

4. The system according to claim 1, Wherein the trans 
mission includes tonal transmission representing the bio 
metric identi?er input. 

5. The system according to claim 1, Wherein the card 
provides for freestanding identi?cation of the user. 

6. The system according to claim 1, Wherein the singular, 
unique existence of the match in the database prevents 
duplicate identi?cations for the biometric identi?er input. 

7. The system according to claim 1, Wherein the singular, 
unique existence of the match in the database prevents 
duplicate identi?cations for the user. 

8. The system according to claim 1, Wherein the database 
includes a closed system of a multiplicity of users. 

9. The system according to claim 8, Wherein the closed 
system is based upon a membership that excludes non 
members. 

10. The system according to claim 1, Wherein the database 
includes an open system of a multiplicity of users. 

11. The system according to claim 1, further including a 
controlled singularity of registration for the user and/or the 
biometric identi?cation input corresponding to the user is 
provided by an essentially simultaneous registration of the 
card and of the user and/or the biometric identi?cation input 
into the database. 

12. The system according to claim 11, Wherein the reg 
istration is made in person by the user at a designated 
computer in communication With the remote computer of the 
database. 
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13. The system according to claim 12, Wherein the reg 
istration is made With a con?rming assistant. 

14. The system according to claim 1, further including a 
transaction. 

15. The system according to claim 14, Wherein the trans 
action that is made by the user folloWs validation of the user 
and the biometric identi?cation input by the database. 

16. The system according to claim 14, further including a 
charge that is assessed to the user for accessing the database, 
the charge being stored in the internal memory device of the 
card and/or the database. 

17. A method for using an identi?cation system compris 
ing the steps of: 

providing an identi?cation card having a substrate includ 
ing an internal memory device and an internal control 
device in electronic communication for providing acti 
vation of the card for use by an authoriZed user; 

inputting a biometric identi?er input corresponding to the 
user via a biometric input device that communicates 
With the internal memory device and the internal con 
trol device for providing the biometric identi?er input; 

transmitting the biometric identi?er input to a database 
stored on a remote computer; 

validating the biometric identi?er input and/or the user by 
con?rming the existence of a match to the biometric 
identi?er input that corresponds to the user that is 
stored in the database on the remote computer; 

receiving a validation response from the database by the 
card, While the card is in communication With the 
database for the transmission of the biometric identi?er 
input and receipt of the validation response; 

con?rming a singular, unique existence of the biometric 
identi?er input and/or the user in the database; 

and, Where the card has never been authenticated and/or 
activated previously, con?rming registration of the 
biometric identi?er and corresponding user in the data 
base. 

18. The method according to claim 17, further including 
the step of 

authoriZing a transaction for the card based upon the 
con?rmation, Where the card had previously been 
authenticated and/or activated previously. 

19. The method according to claim 17, further including 
the step of denying a transaction and/or the authentication 
Where more than a singular unique registration exists in the 
database for the biometric identi?cation input and/or the 
user. 


