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DATA STORAGE SCHEMA INDEPENDENT 
PROGRAMMING FOR DATA RETRIEVAL USING 

SEMANTIC BRIDGE 

COPYRIGHT NOTICE AND AUTHORIZATION 

[0001] Portions of the documentation in this patent docu 
ment contain material that is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Of?ce 
?le or records, but otherWise reserves all copyright rights 
Whatsoever. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates generally to a system 
and method for retrieving data. More particularly, the 
present invention relates to a system and method for retriev 
ing data from any computer system, the data having either 
knoWn or unknoWn data storage schemas, using a semantic 
programming interface that alloWs programs to be Written on 
abstract, shared objects, the programs representing the 
semantic speci?cations for the intended operations, and a 
semantic bridge to translate the intended operations to 
executable programs that preserve the original semantics. 

[0003] The computer systems of the past decade Were 
designed to provide the necessary information for the ef? 
cient Working of a single organiZation. As the connectivity 
betWeen organiZations improved, hoWever, the advantages 
of ef?cient information exchange betWeen organizations 
became obvious. The lack of an ef?cient means of informa 
tion exchange betWeen the massively interconnected com 
puter systems prevents these advantages from being realiZed 
and is a major impediment to groWth, even today. 

[0004] Each organiZation has a con?icting set of goals— 
alloW external agencies (EA’s), namely, any user or system 
located outside of the organiZation, to get from its system 
any kind of information the EA’s are permitted to see While 
preventing the EA’s from getting any information they are 
not permitted to see. Furthermore, unknoWn users cannot be 
given open access to the system to insert, modify or delete 
the data. If the organiZation publishes its data storage 
schema so that EA’s can Write their oWn programs and 
execute them, it makes it possible for users to get Whatever 
information is available. But it leads to data security prob 
lems for the organiZation and a different kind of problem for 
the EA’s. The EA’s usually need to gather information of the 
same kind from a lot of different sources. The EA’s cannot 
ef?ciently develop a different set of custom programs for 
each organiZation With Which they Work. Indeed, such a task 
Would be massive and a maintenance nightmare. 

[0005] Moreover, the present attempts to overcome these 
problems have not been very successful. For example, the 
Common Object Request Broker Architecture (CORBA) 
provides one method of accessing data from remote systems. 
With CORBA, an Object Model de?nes common object 
semantics for specifying the externally visible characteris 
tics of objects in a standard and implementation-independent 
Way. In this model clients request services from objects 
through a Well de?ned interface speci?ed in an Interface 
De?nition Language (IDL). A client accesses an object by 
issuing a request to the object. The request is an event, and 
it carries information including an operation, the object 
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reference of the service provider, and actual parameters (if 
any). The object reference is an object name that de?nes an 
object reliably. 
[0006] CORBA is disadvantageous for several primary 
reasons, hoWever. First, users of CORBA objects are limited 
to the speci?c operations that have been de?ned by the 
creators of the objects—e.g., they are limited to the speci?c 
procedures or methods that have been associated With the 
CORBA objects. There is no Way for a user to add additional 
procedures to the system. Thus, users are limited in the Ways 
that they can access data due to the ?xed functionality of 
CORBA code. Indeed, the coarse-grained nature and ?xed 
functionality of CORBA code makes it rigid and in?exible. 

[0007] Second, CORBA objects are accessed using a 
typical client/server model. The client (e.g., user) code to 
perform the data access executes locally on the client 
machine. A CORBA object is accessed by the client code by 
issuing a request to the object through a remote procedure 
call (RPC) mechanism. The request is handled by the remote 
server, Which returns results to the client machine. This 
access mechanism is sloW and inef?cient due to the number 
of RPC’s needed Whenever data has to be accessed. 

[0008] Third, CORBA is hard to standardiZe across an 
entire application domain. The difficulty stems from the fact 
that the developers of the CORBA objects and the users of 
the CORBA objects may be unconnected. To avoid misuse 
of these objects, there has to be a unanimous agreement on 
the nature and scope of the methods in the interface. To 
provide the functionality required of all possible users in all 
possible deployments of the ‘standard’ CORBA objects is 
hugely inef?cient (all implementations should provide the 
same solution in different Ways for all possible methods), 
and provides no real incentives to the developer of the 
CORBA object. Hence, the advantages to be gained from 
standardiZation (such as real Write once and run anyWhere, 
abstract programming solutions etc.) Will be practically 
impossible for anything but small self-contained domains. 

[0009] Enterprise Java Beans (EJB) provides another 
method of accessing data from remote systems. EJB con 
ceptually divides the interface the EJB server provides for 
storing state information into tWo parts—the data side and 
the client side. The “entity bean” has a one-to-one relation 
ship With data in tables. The “session bean” has a one to one 
relationship With the client and alloWs the client to store state 
information. Accessing data is through the process of “?nd 
ing” the appropriate entity beans. The “?nder methods,” 
invoked by the client, on the “home” object, are passed to 
the entity beans, by the EJB “container.” The ?nder methods 
are special purpose methods used to identify the data With 
Which the client Wants to Work. This is no different from a 
typical program Where the programmer assumes the respon 
sibility for ensuring that the proper relationships for mean 
ingful computations are maintained betWeen participating 
entities. The relationships are only implicit. The EJB model 
does not specify the need for more poWerful denotations. As 
a result, a deployed entity bean is static. It cannot service the 
need for accessing information With differing structural 
relationships. Thus, the EJB model is only of limited utility. 

[0010] Similarly, Multi-Tier Distributed Application Ser 
vices (MIDAS) provides another method of accessing data 
from remote systems. MIDAS is designed for quickly and 
easily developing and deploying multi-tier thin-client data 
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base applications. MIDAS can access remote data through 
HyperText Transfer Protocol (HTTP), and other transport 
methods, hoWever both sides of the application (i.e., client 
and server) must be pre-programmed and run against knoWn 
data structures. Thus, like the E] B model, MIDAS is only of 
limited utility as it cannot be run to access data from 
databases having unknoWn storage schemas. Moreover, both 
the client and server sides of a MIDAS application Would 
have to be reWritten every time the storage schema of the 
knoWn data structure changed. 

[0011] Accordingly, there is an unmet need for a general 
purpose method for retrieving data from any computer 
system, the data having either knoWn or unknoWn data 
storage schemas, using a semantic programming interface 
that alloWs programs to be Written on abstract, shared 
objects. There is also a need for a semantic programming 
interface that denotes the names and meaningful relation 
ships among data and declares them as methods associated 
With the objects, thereby alloWing users to access the data in 
any Way they Want. There is also a need for a method that 
alloWs user code to be dynamically built and executed on a 
server computer. The present invention ful?lls these needs. 

BRIEF SUMMARY OF THE INVENTION 

[0012] Brie?y stated, the present invention provides a 
method of accessing data stored on one or more computers, 
the data on each computer having a data storage schema. In 
the method, a program is generated to access the data using 
terms and constructs of a semantic programming interface. 
The semantic programming interface provides an abstract, 
object-oriented representation of the data that is independent 
of the data storage schemas of the data. Mappings of the 
representation of the data in the semantic programming 
interface to each of the data storage schemas of the data 
stored on the one or more computers are created. The data 

mappings are used to translate the interface-based program 
into one or more executable programs. The executable 
programs are run to access the data stored on the one or more 

computers. 

[0013] In another embodiment, the present invention pro 
vides a method of accessing from a client computer data 
stored on one or more server computers, the data on each 

server computer having a data storage schema. In the 
method, a program is generated at the client computer to 
access the data using terms and constructs of a semantic 
programming interface. The semantic programming inter 
face provides an abstract, object-oriented representation of 
the data that is independent of the data storage schemas of 
the data. Mappings of the representation of the data in the 
semantic programming interface to each of the data storage 
schemas of the data stored on the one or more server 

computers are created. The interface-based program is trans 
mitted from the client computer to the one or more server 
computers. The interface-based program is translated into 
one or more executable programs using the data mappings at 
the one or more server computers. The executable programs 
are run on the one or more server computers to access the 

data from the one or more server computers. The data 
accessed from the one or more server computers is then 
returned to the client computer. 

[0014] In yet another embodiment, the present invention 
provides a method for specifying a semantic programming 
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interface for use in accessing data stored on one or more 
computers. In the method, computationally meaningful rela 
tionships betWeen the data and computationally meaningful 
groupings of the data are identi?ed. The data are represented 
as objects, each object having associated method. The com 
putationally meaningful relationships and computationally 
meaningful groupings are declared as methods associated 
With the objects. 

[0015] In yet another embodiment, the present invention 
provides a method for executing on a server computer a 
source program Written on a client computer. In the method, 
the source program is transmitted from the client computer 
to the server computer along With an identi?cation of a 
program domain for Which the source program is Written. 
The source program is stored on the server computer. A 
program loader capable of loading classes in the program 
domain and the code in the source program is instantiated on 
the server computer. The source program is compiled on the 
server computer and the compiled program is loaded using 
the program loader. The compiled program is then run on the 
server computer. 

[0016] Finally, in yet another embodiment, the present 
invention provides a method of creating and executing one 
or more programs on a client computer for accessing data 
from one or more program domains, the data stored on one 
or more server computers. In the method, the one or more 
target program domains and the one or more target server 
computers of interest are identi?ed. Code is generated to 
access the data from the one or more server computers 

(requests) using terms and constructs of a semantic pro 
gramming interface, the semantic programming interface 
providing an abstract, object-oriented representation of the 
data that is independent of the data storage schema of the 
data. Code is also generated to handle any output received 
in response to the requests (response handlers). The requests 
and response handlers are combined to form chores. The 
chores are then queued for execution. 

BRIEF DESCRIPTION OF THE DRAWING 

[0017] The foregoing summary, as Well as the folloWing 
detailed description of preferred embodiments of the inven 
tion, Will be better understood When read in conjunction With 
the appended draWings. For the purpose of illustrating the 
invention, there are shoWn in the draWings embodiments 
that are presently preferred. It should be understood, hoW 
ever, that the invention is not limited to the precise arrange 
ments and instrumentalities shoWn. In the draWings: 

[0018] FIG. 1 is a high-level block diagram of a netWork 
architecture in Which the present invention may be imple 
mented; 
[0019] FIG. 2 is a high-level block diagram of a preferred 
embodiment of the present invention; 

[0020] FIG. 3 is a set diagram of a sample object denoted 
using the Semantic Programming Interface of a preferred 
embodiment of the present invention; 

[0021] FIG. 4 is a tree representation of the denotation of 
sample objects using the Semantic Programming Interface 
of a preferred embodiment of the present invention; 

[0022] FIG. 5 is a schematic diagram of a preferred 
embodiment of the present invention; 
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[0023] FIG. 6 is a block diagram of the security privileges 
granted to various pieces of code in a preferred embodiment 
of the present invention; and 

[0024] FIG. 7 is a schematic diagram of a preferred 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0025] Certain terminology is used herein for convenience 
only and is not to be taken as a limitation on the present 
invention. In the draWings, the same reference letters are 
employed for designating the same elements throughout the 
several ?gures. 

[0026] The present invention is described in the context of 
a method of accessing data stored on one or more computers 
over a computer netWork such as the Internet or an Intranet. 

As shoWn in FIG. 1, a typical computer netWork 10 contains 
one or more client computers 12, either connected directly 
to a netWork 14 or indirectly through entities 16, Which in 
turn are connected to the netWork 14. The entities 16 
represent organiZations that may contain one or more of their 
oWn computer systems netWorked together through a LAN 
or WAN (not shoWn). The entities 16 also contain one or 
more databases 18. The databases 18 can potentially be 
accessed by internal users, represented by the client systems 
12 connected directly to the same entity 16 as the database 
18, as Well as external agencies (EA’s), represented by any 
client system 12 connected to a different entity 16 than the 
database 18 or any client system 12 connected directly to the 
netWork 14 (i.e., a client system 12 not part of an entity 16). 

[0027] The present invention alloWs the EA’s to Write 
their oWn programs that can Work on different databases 18 
Within the security frameWork formulated at the data sources 
by the entities 16. The programs Will be easy to Write 
because of the higher level of abstraction involved. The 
Database Administrator (DBA) Will also ?nd the task, of 
making the data available Within the frameWork of the 
security policy, easy to accomplish. The combination of an 
acceptable solution for all concerned is the only basis on 
Which a viable standard that can greatly bene?t everyone can 
be developed. The solution disclosed herein Would be an 
ideal model on Which to base the standard. 

[0028] The fundamental philosophy behind the solution of 
the present invention is that the DBA’s should be able to 
de?ne the rules for the set of Tables, roWs and ?elds in 
databases 18 that should be accessible to a given user 
(possibly external), and then the user should be able to 
retrieve that information and process it any Way he/she 
Wants. The user should not have any further constraints in 
the program development—either in the logic of data 
retrieval or the processing of the retrieved data. The data 
retrieved and processed in this manner can be stored locally 
along With similar data collected from other sources for 
farther analysis. This Way it is possible to automatically 
gather and analyZe information obtained from various 
sources. 

[0029] The present invention is a method and system for 
Writing a Whole neW class of computer programs. The 
method consists of a Semantic Programming Model (SPM) 
that alloWs programs to be Written on hypothetical, Shared 
Objects using a Semantic Programming Interface (SPI). 
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These programs represent the semantic speci?cations for the 
intended operations. An instance of a Semantic Bridge (SB) 
that implements the SP1 is used for each data storage schema 
to translate the Interface-based programs to executable pro 
grams that preserve the original semantics of the programs. 
The method of the present invention makes it possible to 
Write sophisticated data gathering applications Without any 
intimate knoWledge of the databases 18 and Without any 
compromise on the security policies of the entities 16—ei 
ther data security or system security. This is of immense 
importance for developing standards that Will greatly 
enhance code reuse. 

[0030] For example, as is seen in FIG. 2, various pro 
grams 20 can all be Written on one or more client systems 12 

using the same Semantic Programming Interface 22 Within 
a given domain. The programs 20 can be Written Without any 
knoWledge of the structure or Workings of the databases 18. 
Assuming that the DBA’s of the databases 18 have all 
Written a Semantic Bridge (SB) that implements the SP1, 
each of the programs 20 can be run Without change on each 
of the databases 18. 

[0031] The present invention speci?es the folloWing: 

[0032] 1) The design requirements of Shared Objects 
and the Semantic Programming Interface; 

[0033] 2) The principles for Writing programs using 
the Shared Objects of the Semantic Programming 
Interface; and 

[0034] 3) The techniques for constructing the Seman 
tic Bridge, or implementing the Semantic Program 
ming Interface. 

[0035] The primary goal of the system and method of the 
present invention is to be able to read external data, and not 
to create, delete or in any Way modify the data. The data read 
from the external database 18 can be stored on the local 
client system 12, but the external database 18 cannot be 
modi?ed in any Way. Therefore, in applications Where data 
needs to be transferred to an external system, the interaction 
betWeen the tWo systems should be designed such that the 
external system makes the request for information and uses 
the response to update its oWn data. This is primarily a 
security measure and should remove one of the major 
apprehensions DBA’s might have about data integrity if 
unknoWn programs are alloWed to execute on their databases 

[0036] Though the primary focus of the present invention 
is on retrieving external data, the methods described herein 
can also be used for accessing local data. Used this Way, 
program maintenance Will be easier, and a high degree of 
code reuse—much higher than present levels—is possible. 
The advantage in code reuse stems from the fact that the 
solution using the Semantic Programming Interface is an 
abstract solution. One can even use this solution in other 
systems With very different data storage schema. One can 
use solutions developed by others. Once a good abstract 
solution is developed it can be used by anybody and every 
body. The same problems need not be solved again and 
again. The advantage gained has a snoWballing effect asso 
ciated With the extent of deployment of the Semantic Bridge 
in a given domain. 
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[0037] Shared Objects and the Semantic Programming 
Model 

[0038] Programs Written for a given domain can use one of 
many possible models of the domain. By “domain,” We 
mean an area of human activity that uses a computer based 
information management system. The key elements and 
concepts in this human activity are collectively referred to as 
a domain. Examples of domains are: hospitals, hotels, bank 
ing, merchandising, etc. 

[0039] Shared Objects is one such model for a domain, but 
needs to meet speci?c requirements (stipulated by the SPM). 
The purpose of the model is to alloW users to Write programs 
using terms and constructs in the Semantic Programming 
Interface (SPI) as part of the Shared Object model. Design 
goals of the SPI are as folloWs: 

[0040] 1) The ability to construct programs that are as 
simple and as poWerful as possible; 

[0041] 2) The implementation of the SPI by the DBA 
should be as easy as possible; and 

[0042] 3) The SPI should Work correctly for all 
possible programs and all possible data sources. 

[0043] The user programs Written using the SPI are devel 
oped on the guarantee that the semantics of all relationships 
in the model Will be ensured in all implementations of the 
Interface. The implementation of the SPI sets up the Seman 
tic Bridge (SB). 

[0044] The underlying assumption behind this approach is 
that it is possible to divide the model of a domain into (1) 
fundamental properties (dependent only on the domain 
itself) and (2) implementation speci?c properties. For 
example, a concept in a domain is fundamental Whereas the 
term used to express the concept is implementation spe 
ci?c—e.g., the concept is the same even if We choose to use 
a different name to represent it. This highlights the distinc 
tion betWeen a denotation, and What is denoted. The deno 
tation is implementation speci?c While the denoted entity is 
not. Therefore, the ability to programmatically replace one 
denotation With another is of fundamental importance in 
developing implementation independent programs. Further 
more, We need to be able to Write programs Wherein all the 
denotations can be replaced depending on the implementa 
tion. 

[0045] In a typical program hoWever, all the denotations 
are not explicit. For example, an object that bears a certain 
relationship With another object may be necessary in a 
certain operation. But the programmer usually assumes the 
responsibility to see that such a relationship exists, and there 
usually is no explicit Way to denote the fact that a relation 
ship should hold. Also, the relationships can be implemented 
differently—for example, left in one system and right in 
another—so that it is possible to derive one from the other, 
and accordingly the operation to produce the equivalent 
output may be different. The SPI and SB described herein 
are capable of handling these issues automatically. 

[0046] For computations to be meaningful, it is necessary 
that certain relationships exist betWeen entities participating 
in the computations. Some computations are meaningful 
only if the terms involved represent the properties of the 
same entity. For example, the equation: 

area of rectangle=length><width 
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[0047] is meaningful only if all the properties (e.g., length 
and Width) refer to the same rectangle. Thus, the terms such 
as length, Width, etc., have this implicit association and any 
replacement of these terms must ensure that the relationship 
(that they are properties of the same rectangle) still holds 
after their replacement. 

[0048] Even though the Object Model alloWs one to infer 
that a set of properties belongs to a single entity, there are 
cases Wherein the terms in a computation should come from 
different entities and these entities should bear certain spe 
ci?c relationships. For example, in the equation: 

total price=unit pricexqty sold 

[0049] the operands on the right hand side are properties 
of different entities and if the entities do not bear a speci?c 
relationship, the computation Will be meaningless. 

[0050] The principles for the design of the Semantic 
Programming Interface in the Shared Objects are an exten 
sion of those of the present Object Oriented Model. The 
extension stipulates that the SPI should have the means of 
expressing complex denotations (as explained in detail 
beloW) in the domain Within the frameWork of the relation 
ships de?ned. In all programs, the objects to be used should 
be explicitly identi?ed, before they can be used in any 
computation. It is this ability, to explicitly specify the 
complex denotations, using Interface members, and the 
ability of the program to call appropriate implementations at 
runtime, that alloWs one to execute the same program on 
different data sources, Without changing the meaning of the 
program. 

[0051] An entity can be denoted directly, or indirectly, 
using its relationship With other entities. For example, the 
same individual may be referred to as X or fatherOf(Y) or 
the onlySonOf(Z) etc. The indirect denotations help estab 
lish the identity of the entity and relate the entity to other 
entities. In other Words, given the identity of an entity 
participating in some computation, the identity of some 
other entity also participating in the same computation can 
be denoted using the relationship that is necessary to make 
the computation meaningful. With denotations of this kind, 
and the special code to identify entities indirectly referenced 
in this manner, it is possible to guarantee that the semantics 
Will be preserved for all implementations. 

[0052] The SPI thus uses declarative syntax to identify the 
entities participating in a computation. Clearly, this has 
signi?cant advantages (from the point of vieW of mainte 
nance, ease of understanding, reuse etc.) over the procedural 
code necessary to identify the entities involved in a com 
putation. 

[0053] The fundamental entities in the Semantic Program 
ming Model are objects, object identi?ers, properties, meth 
ods, relational references and denotations. Relational refer 
ences are special methods that return object identi?ers. If the 
semantics of the relationship is such that it can only return 
one possible identi?er, it is a unique reference. If a relation 
ship can return multiple identi?ers, it is a group reference. 
Denotations are based on special syntax used to refer to a 
single identi?er, or a set of identi?ers having some special 
relationships/properties. With the help of these denotations, 
it is possible to refer to objects indirectly, and With more 
semantic information. During model development, for a 
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given domain, one should identify the computationally 
meaningful relationships betWeen the objects. Computation 
ally meaningful groupings should also be identi?ed. These 
are declared as special methods associated With the objects 
in the model. These methods return one or more object 
identi?ers. These methods and the parameters passed to 
them, together, are said to denote the objects of interest in 
that class. 

[0054] The programs Written using this model require the 
programmer to denote the objects of interest by specifying 
the properties and relationships (using member methods and 
member properties from the Semantic Programming Inter 
face of the Shared Model classes) that must be satis?ed by 
each of the objects participating in a computation. With the 
help of these, the programmer can easily Write code to 
construct objects having speci?ed properties and relation 
ships. Once the objects are built, the properties of these 
objects can be accessed and operated upon. This is hoW 
complete programs may be constructed, using only the terms 
in the hypothetical Shared Model (hypothetical because 
there may possibly be no data source that matches the 
Shared Model). The terms in these programs Will be inter 
preted to represent the terms in the implementation at the 
time of program execution, using the implementation for the 
Semantic Programming Interface provided by the DBA. 

[0055] To implement the Semantic Programming Interface 
on a data source for a given domain, the Shared Model for 
that domain should be mapped to the data storage schema 
used at the data source. This involves a ?eld level mapping 
that preserves the implied relationships betWeen entities in 
the Shared Model. For example, the Shared Model might 
require that an identi?er in a certain ?eld represent the 
rightOf(x) relationship With the identi?er ‘x’ in the same 
roW. If the data source is designed to provide the same 
information indirectly, by storing the leftOf(x) for instance, 
then the mapping Will involve providing the query that 
returns the identity of the entity for Which ‘x’ Will be in the 
leftOf(x) ?eld. Therefore, the mapping process involves 
associating the Shared Model variables With expressions 
built from database ?elds (using Structured Query Language 
(SQL) syntax, or other any suitable syntax, so that these can 
be used in subsequent queries). The database ?elds may 
come from one or more roWs from one or more tables. The 

list of tables and the join conditions should be explicitly 
speci?ed and the resultant semantic associations betWeen the 
database ?elds/roWs should match those in the Shared 
Model. The folloWing section describes this process in 
greater detail. 

[0056] The Semantic Bridge 

[0057] The purpose of the Semantic Bridge is to identify 
the denoted entities in user programs and to build the 
denoted objects When requested. The implicit relationships 
that exist in the Shared Model and the implicit relationships 
that exist in the database are mapped explicitly by the DBA. 
This mapping code is used automatically at runtime to 
construct the SQL queries to gather the data requested in the 
user programs. 

[0058] Consider, for example, a Shared Model object 
called “Item” With properties ItemNumber, ItemNumberOn 
Right, and ItemName. Adatabase system for this domain has 
implemented this as IDofT hing, IDofThingOnLeft, and 
NameOfT hing, stored in “tablel.” A DBA mapping this to 
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the Shared Model Will setup entries in a specially designed 
database that Will be accessed by the classes in the domain 
to construct the mapping methods and the database vieWs 
needed to access the data in a manner transparent to the 
users. For example, using the Java programming language 
With SQL and Java Database Connectivity (JDBC), the 
folloWing type of method could be used: 

private String mapping(String input)throWs Exception{ 
// ‘input’ is the Shared Model property of this object. 
// This method returns the expression that maps the data to the 
// Shared Model Properties. 
// This is done, by accessing a database Where the DBA has 
// entered this information. 
// The database access uses the doPrivileged method — see the 

// security section beloW for more detail 

[0059] Instead of a table, property/value pairs of Java 
properties objects or a suitably designed XML document or 
even a database can be used. HoWever, the best approach is 
to generate a dynamic SQL statement that generates a 
“vieW” that makes the information in the database look like 
a vieW of the objects in the Shared Model. At this point, any 
roW level security the DBA Wants to introduce can also be 
included. At the point When the above method is called, the 
identity of the user Will be knoWn to the system. This can be 
used to impose roW level restrictions as Well. For example, 
if a user is to be alloWed to access only a limited set of 
accounts in an accounts table and this set of permitted 
accounts is itself stored in a table, the condition added to the 
select clause in the vieW de?nition Will include a sub-query 
such as: 

accountID in (Select accountID from accountsPermis 
sion Where user=userID) 

[0060] For the example given above, the folloWing vieW 
de?nition is required. Except for the sub-string referring to 
the roW level security, the rest of the string is a constant for 
a given implementation and this is provided by the DBA as 
an entry in a database table, Which is accessed to construct 
the vieW. The roW level security is entered in a different table 
and is dependent on the user and the Shared Model Object 
that is being mapped. The design of these tables is straight 
forWard, and is not elaborated here. A routine that reads 
these tables is used to dynamically generate the SQL state 
ment beloW and create the temporary vieW. This vieW has a 
one-to-one relationship With the Shared Model Object and 
standard SQL queries can noW be built using this vieW. 
HoWever, there are some constraints imposed from the 
security point of vieW as discussed later. 

create vieW ItemUserxx [ItemNumber, ItemNum 
berOnRight, ItemName] as select table1A.IDofI'hing, 
tablelBlDofThing, NameOfThing from tablel AS 
tablelA, tablel AS tablelB Where 
(table1A.IDOfThing=table1B. IDOfThingOnLeft) 
[and (roW level security constraints)] 

[0061] If any data type conversion is necessary, that also 
needs to be done in the mapping expression and vieW 
de?nitions (using SQL data type conversion functions). If 
any mismatch exists betWeen the units speci?ed in the 
Shared Model and the database, the DBA needs to use the 
appropriate conversion factor for that also. 

[0062] The DBA enters the mapping information into 
specially designed tables. The Shared Model has special 
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methods that Will automatically read these tables and 
dynamically generate the SQL statements that Will create 
“vieWs” of the database like the sample “create vieW” shoWn 
above. Note that the vieWs are user-speci?c and temporary. 
When the program terminates, all the created vieWs are 
dropped. 

[0063] For each of the objects in the domain, a method 
such as the one beloW is implemented to construct the object 
from its identi?er: 

public void createItem(String identi?er)throWs Exception{ 
String s1 = “select * from ItemUserxx Where ItemNumber =” + 

identi?er 

The database access is performed using privileged access. 

ExecuteQuery eq = neW ExecuteQuery(s1); 
?llObject((rs1 = eq.getResultSet( 

/* 
* This method is used for ?lling the object variables by means of 
* ResultSet values (rsl). 
*/ 
protected void ?llObject(ResultSet rs1)throWs SQLException{ 

// The colunm values in the ResultSet rs1 are assigned to the object 
properties 
// here. A security check is also performed to ensure that only the 
properties 
// that can be seen by the user are assigned the true values. 
The properties the user // is not permitted to see are set 
to null values. 

[0064] By asking the DBA to reason about implied rela 
tionships during mapping, We have essentially partitioned 
the problem betWeen the user and the DBA—the user 
program needs to handle the procedural aspects alone and 
the DBA Will handle the logic and reasoning that ensures 
proper mapping. Resolving the differences in terminology, 
interpreting the relationships, ?guring out What is required, 
and determining the means of getting that information, are 
all hard tasks for pure knoWledge based systems. HoWever, 
mapping is a simple matter for seasoned programmers. The 
use of expressions or aggregating sub-queries depending on 
the structure of the underlying data, are all simple tasks for 
humans. If the version of SQL supports calls to external 
functions (in a select clause), DBA’s can even use functions 
to map the ?elds. If the computation is complex and function 
calls are not supported, the DBA may consider adding the 
?eld to his database. The point that is emphasiZed here is that 
the partitioning of the problem greatly simpli?es the solu 
tion. If the mapping process also has to be automated, the 
sophistication of the knoWledge base, and the reasoning 
capabilities required of the program, have to be far greater. 

[0065] In the mapping process, certain exceptions Will 
also have to be handled. If the database has not at all 
captured some ?eld that is used in the Shared Model class, 
then the DBA should map the ?eld to a “null.” The effect of 
this is that, if the user denotes objects of this type With 
speci?c property values for this ?eld, the three-valued logic 
of SQL Will return “UNKNOWN” for the boolean expres 
sion referring to this ?eld and not produce a SQL runtime 
error. The designer of the Shared Model should preferably 
keep this in mind and should try to make the model as 
general as possible. 

Jun. 12, 2003 

[0066] From What We have so far, using the mapping 
process, the properties of the objects can be retrieved, if the 
object’s identity is knoWn. HoW to specify the objects of 
interest and gain access to their identi?ers is discussed in the 
next section. 

[0067] The Semantic Programming Interface 

[0068] An important aspect of the Shared Model and its 
Semantic Programming Interface is the denotation methods 
and the ability to combine the denotations to build more 
complex denotations. The objects of interest can be denoted 
With the help of useful relationships in the domain. For 
example, the position of a door relative to a customer may 
be useful in a robotic security system, but is irrelevant in a 
business application. It does not make sense to refer to a 
customer as the one standing near the door in the business 
application, but may make a lot of sense in the security 
system. In the business application, denotations such as, for 
example, the customer Who paid using Amex card Number 
xxxxx, make much more sense. Similarly, objects of interest 
can also be denoted using properties. Like in the case of 
relationships, here again, the properties should be meaning 
ful in the domain. A customer denoted by his credit line is 
more useful than one denoted by his receding hairline, in a 
business application. It is the responsibility of the modeler 
developing the Shared Objects to identify the useful rela 
tionships for the domain and include them in the Shared 
Model and in its Semantic Programming Interface. 

[0069] The use of denotations alloWs the users to Write 
programs in more abstract terms, making development 
easier, faster, and less error prone. Programs are also better 
controlled from the data security point-of-vieW because of 
the object-oriented approach. With this Way of programming 
it is not possible to gain access to object properties directly. 
The user programs are forced to use the special “get 
methods” (described beloW) associated With each property. 
The DBA enters access control restrictions on certain prop 
erties like the Way the mapping information is entered—into 
a separate table. The getmethods check the constraints and 
hide the values of the restricted ?elds. This Way, apart from 
the roW level security using vieWs (and permissions granted 
for each user), ?eld level security can also be enforced. For 
example, the user might be permitted to see the quantity of 
a certain transaction but not the price. 

[0070] In the sample customer class for the business 
domain shoWn in Appendix A, the relationships are imple 
mented as methods that return strings that can be used to 
construct complex “Where” clauses for SQL query strings. 
The SQL statements constructed using these clauses Will 
return, When executed, Zero or more customer identi?ers 
having the properties and relationships speci?ed. Each 
method relates the customer objects With some other object. 
For example, getCustomerFromInvoice is used to build the 
“Where” clause for customers associated With the invoice 
objects. 
[0071] All of the methods of this kind need to specify 
certain essential information. In general, the information 
necessary for referring to objects using relationships are: 

[0072] 1) The kind (class) of objects of interest; 
[0073] 2) Properties the objects of interest should 

have; 
[0074] 3) The relationship and the role in Which the 

objects of interest should participate; and 
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[0075] 4) Asimilar description that limits the range of 
the related objects. 

[0076] The sample implementation shown in Appendix A 
to explain these concepts uses String functions With three 
parameters. The ?rst parameter is the Shared Model identi 
?er property for the object that is denoted. The second 
parameter alloWs one to specify the properties the qualifying 
objects should have. The third parameter is used to specify 
the properties and relationships the related object—invoice 
in the example above—should have. This is a means of 
qualifying the invoice objects that are related to customer 
objects of interest. 

[0077] All the objects in the domain have similar methods 
that alloW them to relate to other objects. So, it is possible 
to combine the relationships to select, for instance, custom 
ers With some properties and having a speci?c relationship 
With another set of objects that have speci?c properties and 
have a speci?c relationship With some other set of objects, 
and so on. The SQL strings constructed just get concatenated 
to represent the complex semantics of the denotation. All of 
the information needed to construct the SQL query, even in 
the case of very complex queries, is automatically obtained 
from the denotative methods. 

[0078] In the sample implementation shoWn in Appendix 
A, every object has a getSubQuery<objectName> method 
like the getSubQueryCustomer method set forth in Appen 
dix A. This takes care of translating and building sub 
queries. The “select” method, also shoWn in Appendix A, is 
used to get the objects required. Each Class has an identical 
select method. These are the methods that help denote 
objects in their classes. The objects can be denoted by their 
properties and/or their relationships With other objects. The 
syntax used for these denotations alloWs one to combine 
various selection criteria and also qualify the objects refer 
enced in the relationships. 

[0079] The parameters help identify the objects denoted. 
The ?rst parameter is used to specify the properties the 
qualifying objects should have. This is a string of property 
constraints given using Shared Model variables and SQL 
syntax. This can also be a function that returns a string that 
can be used in the “Where” clause of the SQL Select 
statement. For example, the getTopNInvoices method in the 
invoice class can be used to select invoices or the return 
value of that method can be combined With another string to 
generate more complex property constraints. 

[0080] The second parameter is used to specify the rela 
tional constraints for the qualifying objects. Here again it is 
possible to combine and extend the relationships by using 
combinations of strings and functions that return strings, 
Which can be used in the “Where” clause. The main differ 
ence betWeen the ?rst string of property constraints and the 
second string of relational constraints is that the relation 
ships are checked With a sub-query by determining the 
existence of an identi?er in a list of selected roWs from a 
different table. This is based on the semantics of the rela 
tional database systems Wherein a relationship betWeen 
entities is denoted by the existence of a roW in a speci?c 
table in Which the identi?ers participating in the relationship 
appear in speci?c ?elds. Since the DBA has ensured that the 
relationships implied in the Shared Model are mapped 
correctly, like in the leftOf/rightOf example discussed 
above, the denotations in the user program Will be accurately 
translated in the query. 
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[0081] Denotations Explained 

[0082] A set of objects is denoted by some common 
properties or the relationships the objects bear With another 
set of objects. Let A, B, C, etc. represent sets of objects of 
different types. If B represents objects that signify relation 
ships of type ‘b’ betWeen objects of types Aand C, the ?elds 
in B Will include Identi?erOfA, Identi?erOfB, and Identi 
?erOfC. The relationship ‘b’ is said to exist betWeen an 
instance of A and some instance of C only if both their 
identi?ers are found in some instance of an object of type B. 
Furthermore, the objects A and C are said to have speci?c 
roles in the relationship ‘b’. 

[0083] Objects can be denoted using the relationships and 
roles they play in the relationships. When We talk about 
relationships, there are at least tWo sets of objects and these 
second set of objects in turn may be denoted using the same 
mechanism. Depending on the nature of the relationship 
betWeen the sets, We may Want to denote the entities in the 
?rst set that relate to all/none or at least one of the entities 
in the second set. In addition, the various set operations 
(such as union, intersection etc.) can be performed While 
specifying the denoted entities. 

[0084] The fact that all the above methods of denoting 
entities are Well supported by standard SQL is the key that 
makes this approach very attractive. For example, the SQL 
that may be generated in general for the object relationships 
shoWn in FIG. 3 is as folloWs: 

Select Distinct ObjectlfID from vieW1 Where 
(special properties predicate for Objectl) and 

ObjectlfID in (Select distinct ObjectlfID from vieW2 Where 
(spl properties predicate for ObjectZ) and 

ObjectZfID in (Select distinct ObjectZfID from vieW3 Where 
(spl properties predicate for Object3))); 

[0085] Here, “view? is a representation of an object that 
implies the required relationship betWeen Objectl and 
Object2 and “vieW3” implies the relationship betWeen 
Object2 and Object3. Instead of the conjunctions used, 
disjunctions or various combinations of conjunctions and 
disjunctions can be used to arrive at different denotations. 
The relationships used in the denotation can be speci?ed to 
imply that the elements of the denoted set are related to 
all/none/some of the elements of another set. The Whole 
denotation can be represented as a tree, as shoWn, for 
example, in FIG. 4, Where each node represents a set of 
objects, and child nodes are used to denote the parent 
objects. The structure cannot have cycles because circular 
references in denotations are not permitted. 

[0086] From the description above, it can be seen that the 
user has the ability to specify very complex “Where” clauses 
in the SQL “select” statement. In fact the user is not 
restricted to using the given denotations alone. Using the 
SQL vieWs, data stored in the remote systems can be 
accessed as if the data Were stored in the Shared Model 
schema, and it is possible to Write programs With embedded 
SQL queries. But the denotative poWer of the proposed 
model gives the programmer the ability to Write programs at 
a more abstract level. Any useful methods developed using 
this approach constitutes an abstract solution and is usable 
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Without change on any implementation. This enables greater 
code reuse and avoids solving the same problems over and 
over. 

[0087] The “vieWs” de?ned by the DBA permit the user to 
vieW only a subset of the available data. HoWever, the DBA 
may Wish to alloW the user to see some of the properties of 
certain objects While hiding other properties. Under these 
conditions, it is also necessary to prevent the user from 
performing “searches” on these properties. Therefore, the 
property level permissions can take one of three values—0, 
1 or ‘* ’. ‘0’ indicates that the user is not permitted to see this 
?eld at all. No search on the ?eld can be performed as Well. 
‘*’ indicates that the user is permitted to see the property 
values only for his oWn records, and searching may not be 
performed on these ?elds. ‘1’ alloWs the user to vieW the 
property and also perform searches on this property. Using 
this information, the SQL queries are parsed and properties 
that should be inaccessible are replaced With nulls. If the 
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program encounters an access violation in this respect, a 
security exception is throWn that the user has to provide the 
code to handle. 

[0088] The “select” method returns a record set of iden 
ti?ers With the speci?ed properties and relationships. The set 
of identi?ers returned is processed in a “While” loop. As 
explained earlier, an object is built for each identi?er. This 
object may be used to ?nd other related objects. This Way 
any complex set of interacting objects can be constructed. 

[0089] Since the implementation speci?c information is 
completely stored in special database tables accessible to the 
Shared Model objects, the DBA does not have to make any 
changes to any of the Shared Model classes. In fact, the 
Shared Model classes should be declared “?nal.” The “get 
methods” that enforce implementation-speci?c ?eld-level 
access permission policies are shoWn in the folloWing 
sample code: 

public class Customer extends AbstractCustomer implements CustomerInterface{ 

* A static initializer block should initialize the vieWName and property level access 
* permissions (containg a string of 1’s, Us and *’s as described in the text). This is 
* done by accessing the utility class that authenticates the user and sets up the 
* various user permissions. 

*/ 
public Customer( 

public String getcustID( /* Check access permission for the ?eld and if permission is denied set the ?eld to 
* null and throW a security exception 

return custID; 

public String getcustName( /* Check access permission for the ?eld and if permission is denied set the ?eld to 

* null and throW a security exception 

return name; 

public String getAddress( 
/* Check access permission for the ?eld and if permission is denied set the ?eld to 
* null and throW a security exception 

return addr; 

The Semantic Programming Interface seen by the user program developer 
for the customer class example discussed above is shoWn in the following sample code: 
// Semantic Programming Interface for Customer Class 
// In addition to the methods shoWn here there could be other useful class methods 
// such as: 

// printCustomerMailingList(String denotedCustomerSet). 
// Methods to access property values: 

public abstract String getcustID( ); 
public abstract String getcustName( ); 
public abstract String getAddress( ); 

// Methods to help construct other queries: 
public String queryBuilder(node rootOfDenotationTree); 
public void treeBuilderAdd(node parent, node child); 
public void treeBuilderRemove(node child); 
public node nodeBuilder(String nodeDescriptor); 

// Methods to navigate through the selected records: 
public boolean isNextIdenti?er( ); 
public String getNextIdenti?er( ); 

// Methods used to denote Customers: This is not an exhaustive list 
public String select(String propertyconstraints,String subquery); 
public String getCustomerFromCustomerReceipt(String id, String 

propertyconstraints,String subquery); 
public String getCustomerFromInvoice(string id,String propertyconstraints,String 

subquery); 
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-continued 
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public String getCustomerFromCustomer(string id,String 
propertyconstraints,String subquery); 

public String getCustomerFromSaleOrder(string id,String 
propertyconstraints,String subquery); 

public String getCustomerFromSalesRejection(String id,String 
propertyconstraints,String subquery); 

public String getCustomerFromChartOfAccounts(string id, String 
propertyconstraints,String subquery); 

public ?nal void createCustomer(String identi?er); 
// CustomerListQuery and ProductListQuery use the ‘select’ methods for the 
// customer and product classes. 

public String getCustomersBoughtAll(String CustomerListQuery,String 
ProductListQuery); 

public String getCustomersBoughtNone(String CustomerListQuery,String 
ProductListQuery); 

[0090] The relationships/denotations in a domain can be 
very complex. For example in many-to-many associations, 
like, for example, with Customers and the Products they 
have bought, the following denotations are possible: 

[0091] 1) The set of Customers from a selected 
sub-set of Customers who have bought all/none/ 
some Items from a selected sub-set of Items. 

[0092] 2) The set of Items from a selected sub-set of 
Items that have been bought by all/none/some Cus 
tomers from a selected sub-set of Customers. 

[0093] 3) The top/bottom n Items based on some 
property (on which theta operators can be used). 

[0094] The above denotations can also be combined with 
the simpler ones described earlier to construct really hor 
rendous looking queries. But, the construction of the queries 
will be automatic. Neither the DBA nor the programmer has 
to worry about the query building process. The builder of the 
Shared Model simply has to provide the code for building 
the queries in a manner that ?ts in with the scheme for 
combining relationships (perhaps with the help of denotation 
trees), to produce useful denotations, without breaking the 
security features provided by the model. 

[0095] Some of the implementation details of the Shared 
Objects were described above. However, the user who writes 
programs sees only an API consisting of properties and 
methods for the objects in the domain. The steps involved in 
building the Semantic Program are described in the next 
section. 

[0096] The Semantic User Program 

[0097] The user programs are preferably sent as Java 
source ?les with special headers that identify themselves as 
Semantic Bridge Programs. The header may also contain 
information that identi?es and authenticates the user. The 
user program also may be required to follow certain proto 
cols depending on the implementation of this server side 
code. For example, all programs preferably should be 
required to use a standard class name such as “Seman 

ticBridge” or implement a standard interface such as the 
“SemanticBridgeInterface.” 

[0098] The following code shows an example Semantic 
Program: 

// This is the User program // 
public class SemanticBridge { 

Invoice i; 
public void operation( )throws Exception{ 

i=new Invoice( ); 
try{ 
i.select(null,i.getTopNInvoices(3,“amount”)); 
}catch(Exception r){ 
// The U0 functions may have to go through Special 
Utility Class methods 
// that handle I/O under controlled conditions using privileged 
access. 

System.out.print(“\n Select ”+r); 
} 

try{ 

while(i.isNextIdenti?er( String g=i.getNextIdenti?er( ); 
i.createInvoice(g); 
System.out.print(“\n”+i.getinvoiceID( 
} 

}catch(Exception r){ 
System.out.print(“\n while ”+r); 

public void handleException(Exception e){ 
System.out.println(“\n Error ”+e.getMessage( e.printStackTrace( ); 

if(e instanceof SQLException){ 
while((e=((SQLException) e).getNextException( ))!=null){ 

System.out.println(e); 

[0099] Execution of the Semantic Program 

[0100] The Semantic Program is compiled within a server 
program dynamically and executed. However, the rights and 
permissions for the user code are severely restricted so that 
no damaging actions can be performed. This is discussed in 
detail below in the section on Security Issues. 

[0101] The code shown in Appendix B below describes 
how user code gets executed. In addition to the code shown 
in Appendix B, there will be code that identi?es the user, 
determines the domain for which the program is written, 
assigns the security level for the user for that domain and 
sets up the security environment in which the code will 
execute. Also, the output produced by the user program has 
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to be redirected to the user. Special code can be used to 
handle the standard output and standard error and the 
captured information can be sent back to the user using any 
of the standard protocols. As such code is Well knoWn to 
programmers of ordinary skill in the art, it is not discussed 
in detail herein. 

[0102] Turning to FIG. 5, a schematic diagram is shoWn 
of the preferred process by Which: (1) a user program is sent 
from a client machine 24 to an external server 26; (2) the 
user program is compiled and executed on the external 
server 26; and (3) the results of the execution of the user 
program on the external server 26 are returned to the client 

machine 24. On the client machine 24, the Client Program 
Manager 28 is the controlling element of the neW class of 
application programs Written using the Semantic Bridge 
System of the present invention. The Client Program Man 
ager 28 manages the connection With external servers 26 and 
packages the requests and transfers the requests from the 
client machine 24 to the external servers 26. 

[0103] The Request Generator 30 of the Client Program 
Manager 28 packages requests from the client machine 24 
and sends them to one or more external servers 26. As 

described above, the requests include a user source program 
32 Written using the Semantic Programming Interface, 
Which contains the program that the client Wants executed 
on the remote database, as Well as an identi?cation of the 

program domain 34 for Which the source program 32 is 
Written. The external server 26 uses the program domain 34 

to permit the incoming source program 32 to access the 
corresponding domain classes. 

[0104] If a request is to be sent to multiple external servers 
26, a parameters database 36 is preferably used to store 
certain site-speci?c information in a database (such as, for 
example, userid, passWord, user account number etc.) so that 
the Client Program Manager 28 can build custom request 
objects for each external server 26. The design of the 
parameters database 36 is straightforWard and is not elabo 
rated here. 

[0105] Requests are preferably sent by the Request Gen 
erator 30 using the HTTP protocol. Protocols other than 
HTTP can also be used. For example, requests may be sent 
using a mail protocol and the responses can also be received 
using the mail protocol. 

[0106] Requests sent by the Request Generator 30 are sent 
to one or more external servers 26 Where they are received 

by the external servers 26 and sent to the Semantic Bridge 
Servlet (SB Servlet) 38. The “dopost” method of the SB 
Servlet 38 is subsequently activated. 

[0107] The doPost method of the SB Servlet 38 performs 
the folloWing functions. The user sending the request is 
identi?ed and authenticated. Aspecial temporary directory is 
created to store the user class ?le (e. g., the user source 

program 32). The domain for Which the client code has been 
Written is identi?ed from the program domain 34 and a class 
loader capable of loading classes in that domain and the code 
in the user class ?le is instantiated. TWo database connection 
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objects are assigned to the request from tWo independent 
pools of available connections. One database connection is 
for internal operations—to fetch user speci?c database 
access permissions and information to build the “vieWs” 

appropriate for the current user for the domain database. 
These are the “vieWs” that Will be used by the domain 
classes referenced in the user code. The second connection 
is used to access the actual data. The neWly instantiated class 
loader is used to create a separate name space and a “user 

request” object is instantiated in that name space to store the 
references to the connection objects and user identi?cation 
in static variables. The access to this object Will be con 
trolled through the class loader mechanism—the domain 
classes Will be able to access this object While the user code 
Will not. 

[0108] The Class Loader is a key element in the Java 2 
Security architecture. The SB Servlet 38 uses tWo user 

de?ned class loader types. One type is used to load the 
classes in the compiled user package and the other type is 
used to load the application domain classes. One of each of 
these class loaders is instantiated for each user request (The 
SB Servlet 38 may service more than one user request at the 

same time and this facilitates isolation of name spaces). In 
addition, the class loaders permit the segregation of user 
code and application domain code (classes of the Shared 
Model) into separate protection domains. This alloWs the 
system of the present invention to have different security 
policies for the tWo domains and essentially con?ne the user 
code to a sand box. The security manager installed in the SB 
Servlet 38 dynamically enforces the security policy of the 
external server 26. 

[0109] The user source program 32, Which implements the 
Semantic Programming Interface, is compiled next and the 
class is stored in the temporary directory. The class is loaded 
using the instantiated class loader (described above) and the 
parameters that Were sent With the request as Name-Value 

pairs and the reference to the ‘print Writer’ object (this is the 
object returned by the getWriter method of the HttpServle 
tResponse object in the HTTP protocol) are sent to the 
SB_Main method (of the Semantic Programming Interface) 
in the user’s SB class as arguments. 

[0110] The Java class loading mechanism Will ensure that 
any domain classes used in the user’s SB class Will be loaded 
using the same class loader used to load the user’s SB class. 
The effect of this is that any other user’s SB class using the 
same domain classes Will belong in a different name space 

(because that class loader instance Will be different). Hence 
any static variables in these classes Will be unique to the 
thread processing a given user request. Static variables in 
these classes are used to store the user speci?c information 

such as the “vieW name” and “?eld access permissions” for 
the current user. These ?elds are initialiZed automatically 
When the classes are accessed the ?rst time. 

[0111] The initialiZation code for the domain classes (gen 
erated by the developers of the domain classes) should set 
the correct value for the static variables mentioned above. 
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This involves accessing the database Where the system 
administrator has stored the “Shared model to Implementa 
tion mapping” information and the current user’s roW level 
and ?eld level access permissions. Using the guidelines 
given here, the developer of the domain classes should 
design a suitable database for this purpose. 

[0112] The SB class is permitted to access only the set of 
domain classes and runs essentially in a sandbox. This is 
enforced using the policy ?le and Java’s Access Controller 
mechanism. HoWever, the domain classes and some helper 
classes in the SB Servlet 38 need to have permissions to 
access resources—the same resources the user code is not 

permitted to access. So, When the request to access these 
resources originates from the user code, the Java runtime 
system Will not permit the operations unless the methods in 
these other classes access these resources in privileged 
mode. These classes are speci?cally designed to do this 
Whenever controlled system resources (such as the data 
bases) need to be accessed. 

[0113] The user source program 32 is Written using the 
published public interface of the domain classes. The 
domain classes have special methods to return identi?ers of 
objects denoted in a query and to build object instances for 
a given identi?er. With object instances returned, the user 
code can perform various complex operations and compu 
tations, as described in detail above. 

[0114] Any data to be sent back to the client machine 24 
is managed by Writing to the “print Writer” object that Was 
passed by the SB Servlet 38 through the Semantic Program 
ming Interface. This is returned to the Response Handler 40 
of the Client Program Manager 28 using the HTTP response 
object When the user code terminates. At this stage various 
clean-up operations are also performed to reclaim the 
resources used by the just terminated user code. 

[0115] The Response Handler 40 Will preferably store the 
data retrieved from the external servers 26 in a suitably 
designed local database 42 for further processing. This part 
of the processing is application dependent and has no special 
complications. In case an error is reported in the response 
from the external server 26, suitable actions can be designed 
through the use of error handling routines. After the Client 
Program Manager 28 completes the data retrieval from the 
various external servers 26, it can summariZe and report on 
the Whole data set. 

[0116] Security Issues 
[0117] The fact that the system and method of the present 
invention involves the granting of permission to unknoWn 
user programs to execute on a system means that proper 

security should be in place to prevent potentially hostile 
code from causing any damage. The security issues essen 
tially deal With: (1) System security and (2) Data security. 
[0118] By implementing the present invention using Java, 
the security features inherent in the Java environment can be 
utiliZed. For example, Java provides a lot of features to have 
a strict control on What an application can and cannot do. In 

particular, the folloWing Java security features are of inter 
est: 

Jun. 12, 2003 

[0119] 1) Class Loader—provides key security fea 
tures as explained above. 

[0120] 2) Protection Domain—This de?nes all the 
permissions that are granted to a code source. Each 

type (class) in the Java Virtual Machine (JVM) 
belongs to one and only one Protection Domain. This 
effectively de?nes What resources the class can and 
cannot access. 

[0121] 3) Policy Obj ect—This is a global mapping of 
code sources to permissions. HoWever, the Class 
Loader alone places the classes into their Protection 
Domains. The Class Loader usually queries the 
Policy Object for the permissions associated With a 
code source, and associates the permissions object 
With a Protection Domain, and then assigns the 
loaded class to the Protection Domain. 

[0122] 4) Class File Veri?er—this is very essential 
for class ?les fetched over the a netWork such as the 

Internet because the byte codes may have been 
tampered With or may have been produced by a 
buggy or malicious Java compiler. In the case of the 
present invention, since the compiler resident on the 
server itself (i.e., a trusted Java compiler) compiles 
user code, this feature is of less importance. 

[0123] 5) Security Manager—This is not automati 
cally installed in applications. But once installed, it 
can check the executing code for access violations 
automatically. The automatic checking facility is 
available only for the permissions de?ned in the Java 
Security architecture. If user-de?ned permissions are 
to be granted to code sources, then the programs 
have to be designed to check for the required per 
missions at strategic points in their execution. 

[0124] 6) Privileged API—Because a Java applica 
tion may use classes belonging to multiple Protec 
tion Domains, a thread of execution may traverse 
multiple domains before it becomes necessary to 
check the permission needed to access a resource. 

There are situations in Which all the domains tra 

versed should have the required permission, and 
there are situations in Which this should not be the 
case. The Privileged API helps solve this problem of 
specifying clearly What is intended. 

[0125] The security solution of the present invention 
divides the user program into tWo parts—(1) the classes 
provided With the Semantic Bridge and the Shared Model 
and (2) the remote code from the user. The classes in the 
Semantic Bridge and the Shared Model are considered 
trusted code While the user code is not. As shoWn in FIG. 6, 
the trusted code Will have the access permissions for reading 
databases and creating ?les etc., but the user code Will not 
have any direct I/O permissions. HoWever, the architecture 
requires that the user code be able to load the trusted code 
and have the trusted code perform actions that the user code 
itself does not have the permission to do. This is easily 
accomplished by forcing the trusted code to execute under 
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privileged mode Whenever it has to perform actions that may 
require special permissions. Since the trusted code is inca 
pable of performing any damaging actions and the untrusted 
user code Will be prevented from performing any direct I/O, 
the system security is assured. Also, since Java source code 
is compiled locally, byte code veri?cation is also unneces 
sary. 

[0126] The data security features that the DBA uses to 
control the data that is accessible by the user program have 
already been described above. 

[0127] Sample Application Using the Semantic Program 
ming Interface/Semantic Bridge 

[0128] The system and method of the present invention 
may be better understood by considering the folloWing 
example of a data gathering application using the Semantic 
Programming Interface and the Semantic Bridge. 

[0129] A laW enforcement agency Wants to trace the 
present Whereabouts of a man aged about 40 traveling With 
a boy aged about 14. They are suspected to have left the 
country using forged documents. What is required is a 
computer program to identify and verify possible leads on 
the suspects. 

[0130] The folloWing programming strategy can be used 
to accomplish the goal: 

[0131] 1) Identify from the immigration records all 
travelers (leaving the country) aged about 40 With a 
boy aged about 14, Within the desired period. 

[0132] 2) Verify the travel documents With the issu 
ing authorities, and look for suspicious features, and 
forgeries. 

[0133] 3) For the leads to be pursued, track the port 
of disembarkation and the immigration/embarkation 
records in that country/port to verify if they are still 
in that country/port. If they have left, trace them to 
their destination. 

[0134] 4) At their destination, a search on the hotel 
records is noW initiated to ?nally track doWn the 
suspects. 

[0135] The program may have to gather information from 
the immigration records, passport issuing records and hotel 
records from numerous systems With very different data 
storage schemas. Requests for information may have to be 
sent to literally thousands of servers. All this can be accom 

plished easily and effectively using the techniques of the 
present invention. Furthermore, if the ?rst attempt is not 
successful, modi?cations to the algorithms to select the 
target sites, and modi?cations to the operations at the 
selected target sites Will signi?cantly alter the results 
obtained. Because the process is fully automated, this itera 
tive approach can be continued until the desired objective is 
achieved. 

[0136] Turning to FIG. 7, a schematic diagram is shoWn 
of the preferred process of creating a program that gathers 
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information from multiple domains. The diagram describes 
the structure of a complex information gathering application 
using the features of the Semantic Bridge and the Semantic 
Programming Interface. 

[0137] The ?rst step is to identify the target domains and 
the target servers of interest that implement the Semantic 
Programming Interface for the domain. This information 
preferably should be stored in a properly designed database 
so that it is possible to search for the identity of the target 
servers based on various criteria such as the domain ser 

viced, other domain speci?c information, geographical loca 
tion covered by the data, etc. 

[0138] The next step is to Write programs that We Want 
executed at the various sets of target sites, using the Seman 
tic Programming interface. These programs, called request, 
Will be used to gather the information of interest from the 
various target servers. Together With these programs, We 
also need to develop the code, knoWn as response handlers, 
that Will handle the response for each type of request. The 
combination of the request and response handler is termed a 
“chore.” 

[0139] The request encapsulates all information speci?c to 
a target such as its Internet Protocol (IP) address, the 
authentication information, protocols needed (such as 
Secure Sockets Layer (SSL) and SSL session), program to 
be executed, and the values for program parameters. 

[0140] The response handler has the ability to handle all 
possible outputs of the program, including errors. The logic 
for processing the output received could include sending a 
different request to some other server belonging to a differ 

ent domain. In such a case, a program capable of running on 
this neW target domain should also be Written and the output 
of the previous server should be used to select the neW list 

of target servers for each output. This process can repeat 
recursively depending on the nature of the task at hand. As 
a result, nested queues are created With chores of different 
kinds. 

[0141] The created chores are queued for execution. Pref 
erably, multiple threads, and thus multiple sockets, are 
created to communicate With the servers. Multiple client 
machines can also be used to speed up the process of 
execution of the chores. 

[0142] In cases Where further processing is needed, the 
response handler has the code to request a neW set of chores 

(having the same request, response handler structure) to be 
generated by the Chore Builder and queue them for execu 
tion on the same thread. Please note that the information in 

the response may be used to identify a neW set of target sites 
and the program that must run on them. Information con 

tained in the response may also be used as parameters to the 
program in the next request. This information is suf?cient to 
build a neW set of request objects. By associating this set of 
request objects With another suitable response handler, We 
have a neW set of chores that can be queued for execution. 

[0143] This Way, nested queues of chores can be built 
dynamically depending on the output received from the 
























