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(57) ABSTRACT 

A method and apparatuses are disclosed for handling digital 
data packets at a logical borderline that separates an 
untrusted packet-switched information network from a pro 
tected domain. A packet processor part intercepts a packet 
that is in transit betWeen the untrusted packet-switched 
information netWork and the protected domain. The packet 
is examined at the packet processor part in order to deter 
mine, Whether the packet contains digital data that pertains 
to a certain protocol. If the packet is not found to contain 
such digital data, it is processed at the packet processor part. 
If the packet is found to contain digital data that pertains to 
said certain protocol, it gets redirected to an application 
gateWay part that processes the packet according to a set of 
processing rules based on obedience to said certain protocol. 
The packet processor part is a kernel mode process running 
in a computer device and the application gateWay part is a 
user mode process running in a computer device. 
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APPLICATION GATEWAY SYSTEM, AND 
METHOD FOR MAINTAINING SECURITY IN A 
PACKET-SWITCHED INFORMATION NETWORK 

TECHNICAL FIELD 

[0001] The invention concerns generally the technology of 
controlling the transmission of digital information packets 
betWeen an insecure information netWork and a protected 
domain. Especially the invention concerns the technology of 
combining the so-called application gateWay functionality to 
a ?reWall that controls the transmission of TCP/IP-packets 
(Transmission Control Protocol/Internet Protocol). 

BACKGROUND OF THE INVENTION 

[0002] The conventional Way of protecting a protected 
domain against hostile attacks from an insecure external 
information netWork is to route all data packets transmitted 
therebetWeen through a so-called ?reWall. At the priority 
date of this patent application the term “data packets” refers 
in this regard practically invariably to TCP/IP-packets. The 
protected domain is almost invariably a private corporate 
network, but ?reWall applications exist also for protecting 
individual computers as Well as small home netWorks. 

[0003] A conventional ?reWall performs packet-level ?l 
tering based on packet headers. This means that the ?reWall 
examines the TCP/IP header of each packet routed to it, and 
either rejects or passes the packet depending on a set of 
?ltering rules de?ned by a supervisory user Who is respon 
sible for netWork security. As a very conventional example 
the supervisory user may impose a strict screening policy 
according to Which only those incoming packets that accord 
ing to their header originate from a previously knoWn and 
trusted external host are passed through to the protected 
domain. A ?reWall can apply different ?ltering rules to 
incoming and outgoing packets, and even different ?ltering 
rules depending on Which user (i.e. Which IP address) of the 
protected domain is involved in the communication. 

[0004] More versatility can be added to the basic ?reWall 
functionality by instructing the ?reWall to look at not only 
the TCP/IP header but also certain other header information 
Within each packet. In packet-sWitched information net 
Works TCP/IP packets are only used as the vehicle for 
transferring any kind of data. As an illustrative example one 
may consider IP as the Way of de?ning a communications 
netWork betWeen a multitude of independently addressable 
endpoints, and TCP as the Way of setting up, maintaining 
and tearing doWn temporary communication connections 
Within said communications netWork. Completely different 
protocols may then de?ne the form and content of the data 
that is encapsulated as payload into TCP/IP packets for 
transmission. A versatile ?reWall may comprise eg a ?l 
tering rule according to Which TCP/IP packets from a certain 
external source are only passed if they are related to an http 
(hypertext transfer protocol) connection but rejected other 
Wise. In order to implement such a rule the ?reWall looks 
closely enough at each packet to see, Whether an http header 
folloWs the TCP/IP header in the packet. 

[0005] Also the concept of stateful inspection has been 
introduced in connection With ?reWalls. At the priority date 
of this patent application the exact meaning of stateful 
inspection is not Well established, but most often it is taken 
to mean some kind of time and connection dependent 
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?reWall functionality. This means that a ?ltering rule at the 
?reWall is valid e.g. only for the duration of a certain TCP/IP 
connection; in other Words the ?reWall functionality is tied 
to the state of each connection. The purpose of such stateful 
inspection is to “close the doors” after a trusted and accepted 
connection has come to an end, so that nobody can later 
deceptively utiliZe the same source address by pretending to 
be the trusted user residing at that address. 

[0006] The common and most serious draWback of all 
packet ?ltering ?reWall solutions knoWn at the priority date 
of this patent application is that no attention is actually paid 
to Whether the payload data in the TCP/IP packets is What it 
pretends to be. At most a ?reWall recogniZes that the stream 
of packets that belongs to a certain active TCP/IP connection 
appears to carry something de?ned by protocol X, Which We 
can here denote as the third protocol (taken that the TCP and 
IP are the ?rst and second protocols respectively). The 
?reWall may check for indications about a certain third 
protocol being in use, and use such basic indications in 
making a ?ltering decision, but it is not capable of moni 
toring, Whether there is anything suspicious in the Way in 
Which the third protocol is being used. For example various 
video protocols exist that involve procedures complicated 
enough for the ?reWall to be essentially incapable of moni 
toring, Whether the exchanging of packets is proceeding as 
is should. 

[0007] The knoWn solution to the above-mentioned draW 
back is to replace a simple ?reWall With a more versatile 
monitoring and controlling arrangement knoWn as an appli 
cation gateWay or just AG for short. An application gateWay 
differs from a ?reWall in that the latter is just a packet-level 
?lter that only performs ?ltering packet by packet on the 
basis of (TCP/IP) header information, While the former 
comprises complete knoWledge about hoW a certain third 
protocol should Work so that it can monitor, Whether a 
certain connection proceeds according to said certain third 
protocol. One of the simplest imaginable application gate 
Way approaches is to check, Whether all packets that carry 
the header of a certain third protocol actually conform to the 
regulations concerning packet composition under said third 
protocol. More elaborate application gateWay arrangements 
may e.g. monitor, Whether a sequence of handshake mes 
sages exchanged under said third protocol conforms to the 
appropriate regulations concerning handshakes. 

[0008] For example application gateWays speci?c to the 
SMTP (Simple Mail Transfer Protocol) are knoWn. These 
are security-enhancing devices that are coupled betWeen the 
Internet and an e-mail server that runs the e-mail function 
ality of a corporate netWork. The task of an SMTP-speci?c 
application gateWay is to monitor all TCP/IP connections 
that carry SMTP-related traf?c, i.e. e-mails to and from the 
corporate netWork. The application gateWay ensures that 
these connections only proceed according to the SMTP 
speci?cations. 

[0009] The difference betWeen a ?reWall and an applica 
tion gateWay has been illustrated so that While a ?reWall is 
merely a properly instructed mail sorter Who reads the 
addresses of sender and recipient on each envelope and 
either forWards or shreds the sealed envelopes accordingly, 
an application gateWay is the corporate laWyer Who opens 
the envelope, reads the letter contained therein and evaluates 
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its true meaning before either passing the letter on to its 
original intended recipient or taking some other appropriate 
action. 

[0010] An application gateWay is de?nitely an advance 
ment beyond ?reWalls that only perform packet-level ?lter 
ing. HoWever, it represents a step backwards in throughput, 
complexity and susceptibility to softWare crash. Implement 
ing application gateWay functionality requires considerable 
computational effort, Which inevitably increases the 
expected delay in letting through also packets that are 
completely legal and valid. Application gateWays may 
require considerably more memory than ?reWalls, because 
monitoring the proceeding and state of connections requires 
the accumulation of connection history data concerning each 
monitored communication. It is sad but true that Whenever 
one increases the amount of program code that is used to 
perform a certain task, an increase is also to be observed in 
the probability that the code simply contains an error or 
otherWise does something unexpected under some speci?c 
operational conditions. 

[0011] The publication U.S. Pat. No. 5,623,601 (Vu) 
describes the basic concept of an application gateWay. The 
“gateWay station” of Vu contains application level proxies 
that perform data screening in order to reject potentially 
dangerous packets. All IP packets, ICMP (Internet Control 
Message Protocol) messages and source routing packets are 
intercepted. The publication mentions as a speci?c advan 
tage that none of them are forWarded betWeen the external, 
potentially hostile netWork and the private netWork; direct 
communication therebetWeen is effectively disabled. While 
providing a very good basic level of security, this approach 
has all the above-mentioned draWbacks that relate to limited 
throughput, high complexity and susceptibility to softWare 
crash due to the sheer amount of program code involved. 

[0012] The publication US. Pat. No. 5,950,195 (Stock 
Well et al.) describes actually an application gateWay 
arrangement, although it uses the term ?reWall. The publi 
cation speci?cally states that not only message traf?c but 
also message content is revieWed. Also this solution 
involves problems regarding sloW processing, complexity, 
and susceptibility to softWare crash. 

[0013] The publication U.S. Pat. No. 6,182,226 B1 (Reid 
et al.) is comparable to those mentioned above in that it 
suggests implementing signi?cant parts of application gate 
Way functionality Within the operating system kernel of the 
“?rewall” computer. The kernel is the part of computer 
softWare that should operate as fast and as reliably as 
possible, Which is in direct con?ict With the teachings of 
Reid et al. 

[0014] The publication US. Pat. No. 6,212,558 B1 (Antur 
et al.) provides a listing of ?reWall types that is in good 
accordance With the de?nitions used in this patent applica 
tion. The publication suggests that the security functions 
could be distributed to several computer devices in the 
netWork. Remarkable interest is placed upon administrating 
a multitude of ?reWalls so that uniformity of security 
policies is maintained. 

SUMMARY OF THE INVENTION 

[0015] It is an object of the present invention to provide 
the level of security associated With application gateWays 
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While simultaneously enabling loW complexity, short delays 
and high reliability in routine processing of packets. It is 
another object of the invention to provide an application 
gateWay arrangement that is easy to administrate and update 
according to need. It is a further object of the invention to 
provide an application gateWay arrangement that minimiZes 
the amount of recon?guration Work needed on the Worksta 
tions of a protected domain. It is yet another object of the 
invention to provide an application gateWay arrangement 
that combines universal applicability With possibilities of 
customiZing the application gateWay functionality to the 
needs of speci?c organiZations. 

[0016] The objects of the invention are achieved by imple 
menting packet-level processing in the operating system 
kernel of a ?reWall computer, by setting up at least one 
protocol-speci?c application gateWay someWhere else than 
in the operating system kernel of the ?reWall computer, and 
by instructing the packet-level processing process to recog 
niZe packets associated With the protocol that the protocol 
speci?c application gateWay handles and to direct the rec 
ogniZed packets to the application gateWay. 

[0017] The characteriZing features of the various methods 
according to the invention are recited in the characteriZing 
portions of the independent patent claims directed to meth 
ods. 

[0018] The characteriZing features of the various systems 
according to the invention are recited in the characteriZing 
portions of the independent patent claims directed to sys 
tems. 

[0019] The characteriZing features of the various devices 
according to the invention are recited in the characteriZing 
portions of the independent patent claims directed to 
devices. 

[0020] The characteriZing features of the various softWare 
program products according to the invention are recited in 
the characteriZing portions of the independent patent claims 
directed to softWare program products. 

[0021] Various further advantageous embodiments of the 
invention are presented in the depending patent claims. 

[0022] The fact that only basically ?lter-type packet-level 
processing is performed in the operating system kernel of a 
?reWall computer helps to keep the kernel’s complexity loW 
and reliability correspondingly high. Application gateWays 
can be handled as modules external to the basic ?reWall 
process, Which makes it easy to add, remove, replace or 
update application gateWays according to need. The appli 
cation gateWay(s) can be made completely transparent in 
terms of netWork addressing by adhering to a suitable 
address handling policy, Which means that the Workstations 
of the protected domain can remain completely unaWare of 
any application gateWay being used. Application gateWays 
may be made to only pay attention to protocol-speci?c 
matters, thus making it easy for the manufacturer to repro 
duce and distribute large numbers of application gateWays in 
a cost-effective Way. Simultaneously it is possible to cus 
tomiZe the application gateWays in any desired Way, because 
the basic approach does not limit the rules that the applica 
tion gateWays are programmed to enforce. 

0023 We use the eneric terms “ acket rocessin ”, g P P g 
“packet processor component” and “packet processor part” 
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to denote the process or the part of a process that regarding 
the invention produces the decisive result about redirecting: 
packets are examined just enough to ?nd out, Whether they 
should be redirected to an application gateway or not. In 
knoWn architectures Where the decision about redirecting 
folloWs from the application of certain packet-level ?ltering 
rules, packet processing in this sense is equal to packet-level 
?ltering. HoWever, the invention does not require any spe 
ci?c mechanism to be used for making the decisions about 
redirecting. 
[0024] Once a packet processor component has recog 
niZed that a certain packet should be redirected to an 
application gateWay, it is simple to achieve the actual 
redirecting e. g. by changing the values of certain destination 
address and destination port ?elds in the packet so that the 
neW values indicate the application gateWay as the destina 
tion. Conventional packet handling Will then take care of 
routing the packet to the application gateWay. Also other 
mechanisms are available for the redirecting. 

[0025] The application gateWay should in any case receive 
information about the original destination address and des 
tination port of each packet. Various signalling schemes can 
be utiliZed to transfer such information betWeen the packet 
processor component and the application gateWay, if the 
information is not available any more in the redirected 
packet itself. 

[0026] After successful application gateWay processing 
the processed packet should be again directed toWards their 
original destination. This task can be either on the respon 
sibility of the application gateWay, or on the responsibility of 
the packet processor component if the application gateWay 
returns all packets to it after they have been subjected to 
application gateWay processing. 

BRIEF DESCRIPTION OF DRAWINGS 

[0027] The novel features Which are considered as char 
acteristic of the invention are set forth in particular in the 
appended claims. The invention itself, hoWever, both as to 
its construction and its method of operation, together With 
additional objects and advantages thereof, Will be best 
understood from the folloWing description of speci?c 
embodiments When read in connection With the accompa 
nying draWings. 

[0028] 
[0029] FIGS. 2a to 2c illustrate certain alternative packet 
routes in a system according to the invention, 

[0030] FIG. 3 illustrates the division of functionalities 
into kernel mode and user mode in the invention, 

[0031] FIGS. 4a to 4h illustrate certain routing alterna 
tives in a system according to the invention, 

FIG. 1 illustrates a principle of the invention, 

[0032] FIGS. 5a to Sc illustrate certain alternatives for 
device con?guration in a system according to the invention, 

[0033] FIGS. 6a to 6c illustrate methods according to 
certain embodiments of the invention, 

[0034] FIGS. 7a and 7b illustrate methods according to 
certain other embodiments of the invention and 

[0035] FIGS. 8a and 8b are block diagrams of arrange 
ments according to certain embodiments of the invention. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

[0036] The exemplary embodiments of the invention pre 
sented in this description are not to be interpreted to pose 
limitations to the applicability of the appended claims. The 
verb “to comprise” is used as an open limitation that does 
not exclude the existence of also unrecited features. The 
features recited in depending claims are mutually freely 
combinable unless otherWise explicitly stated. 

[0037] FIG. 1 illustrates schematically a situation Where 
an untrusted packet-sWitched information netWork 101, typi 
cally the Internet, is separated from a private packet 
sWitched information netWork 102 by a ?reWall device 103. 
Coupled to the untrusted packet-sWitched information net 
Work 101 there are various data sources, of Which FIG. 1 
shoWs a ?rst source 104 meant for transmitting data that 
inside the TCP/IP encapsulation conforms to a certain pro 
tocol A, a second source 105 that inside the TCP/IP encap 
sulation conforms to a certain protocol B, and a third source 
106 that is forbidden in the sense that no packets from that 
source should be accepted into the private packet-sWitched 
information netWork 102. An exemplary user 107 of the 
private packet-sWitched information netWork 102 also 
appears in FIG. 1. 

[0038] According to the invention the ?reWall device 103 
comprises a packet processor part 110 and an application 
gateWay part 111. FIG. 1 illustrates especially an embodi 
ment of the invention Where all connections betWeen the 
?reWall device 103 and the networks 101 and 102 go 
through the packet processor part 110, and the application 
gateWay part 111 is only at the end of a “blind track” from 
the packet processor part 110 With no external connections 
of its oWn. Later in this description We Will discuss other 
possibilities for arranging the connections of the application 
gateWay part 111. All connections shoWn in FIG. 1 are 
bidirectional. 

[0039] For the purpose of an example We Will assume that 
the application gateWay part 111 is strictly speci?c to 
protocol A. Additionally We Will assume that packets origi 
nating from the second source 105 and containing data 
according to protocol B are considered safe by the ?reWall 
device 103. These assumptions together With the forbidden 
ness of the third source 106 mean that the packet processor 
part 110 operates as folloWs: It examines incoming packets 
from the untrusted packet-sWitched information netWork 
101 and directs to the application gateWay part 111 all 
packets that come from the ?rst source 104, because they 
contain data that conforms to protocol A. After application 
speci?c processing in the application gateWay part 111 these 
packets continue to the original intended recipient 107. All 
packets that come from the second source 105 and contain 
data that conforms to protocol B are let directly through to 
the private packet-sWitched information netWork 102, While 
all packets that come from the third source 106 are simply 
rejected. FIGS. 2a, 2b and 2c illustrate these alternatives 
respectively. 

[0040] Division of Functions into Kernel Mode and User 
Mode 

[0041] An important factor that affects the usability and 
reliability of the application gateWay arrangement according 
to the invention is the division of duties betWeen the packet 
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processor part 110 and the application gateway part 111, and 
the practical implementation of these divided duties as 
kernel mode and/or user mode processes. FIG. 3 illustrates 
these aspects of the invention. Afundamental principle in the 
division is that the functions that are on the responsibility of 
the packet processor part 110 are typically implemented as 
kernel mode processes, While the application gateWay part 
111 typically operates in user mode. Packet-level ?ltering is 
relatively simple to implement, Which means that the pro 
gram code that contains all the ?ltering instructions is simple 
and short enough to ?t into a typical kernel and to run 
reliably under a variety of operating conditions, even excep 
tional ones. On the other hand the packet processor part 110 
must also handle all packet traf?c that goes through the 
?reWall device, Which advocates as fast and efficient con 
tinuous operation as possible; this is a further reason for 
implementing the packet processor part 110 in kernel mode. 

[0042] Although fast and ef?cient operation Would be 
advantageous also for the application gateWay part 111, it 
typically involves passages of program code that are too 
extensive and complicated to qualify as suitable for kernel 
mode. Regarding the overall operational reliability it is 
better to implement the application gateWay functionalities 
in user mode. 

[0043] The packet processor part 110 is responsible for 
receiving all packets that come through the ?reWall device. 
It is also naturally responsible for performing the knoWn 
tasks of a packet-?ltering ?reWall for all those packets that 
Will not be subjected application gateWay processing. We 
continue assuming that the application gateWay is strictly 
protocol-speci?c, so all packets that contain data pertinent to 
other protocols are just subjected to ?reWall processing at 
the packet processor part. The variety of possibly encoun 
tered other protocols is extremely large, so We may Well say 
that packets that contain data according to most of the 
possible protocols are never directed from the packet pro 
cessor part 110 to the application gateWay part 111. 

[0044] For those packets that indeed contain data pertinent 
to the protocol(s) handled by the application gateWay part 
111 the packet processor part 110 performs the necessary 
redirecting operations. In order to keep such redirecting 
transparent, or at least to keep it from interfering With the 
continued journey of the packets after application gateWay 
processing, the packet processor part 110 must also signal 
certain additional information to the application gateWay 
part 111. We Will describe both redirecting and signalling in 
detail later in this description. A yet another task of the 
packet processor part 110 is the redirecting of processed 
packets toWards their original intended recipients after the 
application gateWay part 111 has returned the packets. The 
last-mentioned naturally only applies if the application gate 
Way part 111 does not take care of any redirecting indepen 
dently. 

[0045] The tasks of the application gateWay part 111 are 
receiving packets from the packet processor part 110, per 
forming the actual application gateWay processing, taking 
part in the signalling of additional information With the 
packet processor part 110 and returning processed packets so 
that they can be forWarded toWards their original intended 
recipients. 
[0046] At least one communications channel 301 must 
exist betWeen the packet processor part 110 and the appli 
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cation gateWay part 111 in order to convey both packets and 
additional signalling information. The actual implementa 
tion of the communications channel 301 can vary depending 
on Whether the packet processor part 110 and the application 
gateWay part 111 are implemented in a single physical 
device or in at least tWo different physical devices, and 
Whether the signalling takes place “in-band” (i.e. as an 
integral part of the stream of conveyed packets) or “out-of 
band” (i.e. otherWise). 
[0047] Different Routings of Packets 

[0048] FIGS. 4a to 4h illustrate certain alternative routing 
principles. Here We are only interested in packets that 
contain data pertinent to a protocol that is in principle 
handled by an application gateWay part 111, so in the 
folloWing the routing of other kinds of packets is not 
considered; they Would just go through the packet processor 
part 110 anyWay. The communicating parties are a trans 
mitting external host 401 and a receiving internal host 402, 
or a transmitting internal host 412 and a receiving external 
host 411 respectively. The fourth party taking part in the 
packet routing is a packet processor part 110. The illustra 
tions appear in four pairs so that FIGS. 4a and 4b; 4c and 
4d; 46 and 4f; as Well as 4g and 4h belong together. 

[0049] The routing principle illustrated in FIGS. 4a and 
4b is the full bidirectional blind track approach, Where both 
the external and internal hosts remain completely unaWare 
of there being an application gateWay involved although the 
packets go through the application gateWay part 111. Rout 
ing to and from the application gateWay part 111 is alWays 
performed by the packet processor part 110. 

[0050] The routing principle illustrated in FIGS. 4c and 
4a' is the full bidirectional ZigZag route approach, Where the 
packets transmitted by an external host 401 to an internal 
host 402 go through the packet processor part 110 and the 
application gateWay part 111 in this order and continue from 
the latter directly to the internal host 402, and the packets 
transmitted by an internal host 412 to an external host 411 
folloW the same route in reverse direction. 

[0051] The routing principle illustrated in FIGS. 46 and 4f 
is one Where incoming packets take the blind track route 
back and forth betWeen the packet processor part 110 and the 
application gateWay part 111, While outgoing packets go 
straight through the packet processor part 110 Without 
visiting the application gateWay part 111 at all. AlloWing 
outgoing packets to bypass the application gateWay part 111 
re?ects an assumption according to Which no harm can be 
caused to the protected netWork by these outgoing packets, 
as long as the corresponding incoming packets are subjected 
to application gateWay processing. 

[0052] The routing principle illustrated in FIGS. 4g and 
4h is one Where incoming packets take the ZigZag route 
through the packet processor part 110 and the application 
gateWay part 111, While outgoing packets go straight 
through the packet processor part 110 Without visiting the 
application gateWay part 111 at all. 

[0053] All those routing principles Where packet traf?c 
betWeen the ?reWall device and both external and internal 
hosts goes through the packet processor part 110, and the 
application gateWay part 111 only constitutes the end of a 
blind track, share the advantageous feature that the existence 
of an application gateWay does not require speci?c con?gu 
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ration of the internal hosts. For example in a situation Where 
a neW application gateway is added to handle a protocol that 
Was formerly only dealt With by the packet processor part 
110, the only place that requires changes is the packet 
processor part 110. This is a major advantage if the number 
of internal hosts is large, like in the private corporate 
netWork of a large company. 

[0054] On the other hand it is perfectly possible, although 
potentially laborious, to con?gure the internal hosts so that 
all outgoing packets that contain data pertinent to the 
protocol handled by an application gateWay are sent Within 
the internal netWork to the application gateWay part 111, 
While all other outgoing packets are transmitted to the packet 
processor part 110. It is even possible to make the internal 
hosts transmit all outgoing packets Within the internal net 
Work to the application gateWay part 111, but such an 
approach saddles the application gateWay part 111 With the 
additional task of rerouting all such packets to the packet 
processor part 110 that do not need application gateWay 
processing. The rerouting Would actually require a certain 
packet ?ltering functionality to be added as a preliminary 
stage of application gateWay processing, Which de?nitively 
means adding excessive processing and delay. 

[0055] The laborious task of recon?guring all internal 
hosts can be at least partly avoided by instructing the 
application gateWay part to tamper With the incoming pack 
ets so that they become to contain appropriate return path 
instructions for a return path that goes through the applica 
tion gateWay part. This means that all packets that an internal 
host Will transmit as a response to ?rst having received 
packets through an application gateWay part Will also go out 
through the application gateWay part Without any explicit 
con?guration changes having been made at the internal host. 

[0056] The embodiments Where the application gateWay 
part 111 sends incoming packets directly to their ?nal 
recipients Without circulating them once more through the 
packet processor part 110 have naturally the advantage that 
the traf?c load at the latter remains smaller. It is indeed one 
of the duties of the application gateWay part 111 to keep 
track on the intended recipient of each packet it processes, 
so it is natural that it knoWs the recipients and is therefore 
capable of bypassing the packet processor part 110 in 
sending the processed packets further. Not circulating the 
processed packets back to the packet processor part 110 
appears to be advantageous at least in those hardWare 
arrangements Where the application gateWay part 111 is 
physically located in a different computer device than the 
packet processor part 110. 

[0057] Physical and/or Logical Machine Compositions 

[0058] The machine composition for implementing the 
packet ?lter and application gateWay parts that is simplest in 
terms of the number of involved devices is the one Where 
both the packet processor part and the application gateWay 
part are implemented in one and only computer device. In 
some cases it is more advantageous to use tWo or more 

devices to put the packet ?lter and application gateWay 
functionalities into practice. Also in the case of a single 
physical device there are various alternative possibilities of 
setting up the architecture that de?nes the logically different 
functional entities and their mutual connections. FIGS. 5a, 
5b and 5c illustrate certain basic architectural alternatives. In 
FIG. 5a there are three different application gateWays 501, 
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502 and 503, each of Which is arranged to handle a different 
protocol. Such a modular approach is most advantageous in 
a situation Where frequent changes are possible in the 
number and/or nature of the protocols that are to be sub 
jected to application gateWay processing, because a certain 
change only affects a small part of the general arrangement 
and leaves most of it untouched. 

[0059] In FIG. 5b there are likeWise three different appli 
cation gateWays 511, 512 and 513, but this time each of them 
is arranged to handle the same protocol. This approach is 
most advantageous in a situation Where large variations are 
possible in the volume of packet traffic that needs to be 
subjected to application gateWay processing. The packet 
?lter 110 may folloW the loading situation of each applica 
tion gateWay and use its routing capability to distribute the 
processing tasks as equally as possible, or according to some 
other distribution rule. In FIG. 5c there is only one physical 
device 522 for implementing the application gateWay pro 
cessing according to any of a number of protocols. 

[0060] All kinds of combinations of the basic principles 
illustrated in FIGS. 5a, 5b and 5c are possible. Any of these 
principles and their combinations can also be used together 
With any of the routing principles described previously. Yet 
another possibility is to set up at least tWo parallelly oper 
ating packet processor parts that together use the same 
application gateWay part(s). 

[0061] Signalling in General 

[0062] In order for the application gateWay part to be able 
to perform ef?cient application gateWay processing it must 
obtain information about the original source address, source 
port, destination address and destination port values of a 
packet it receives. In those cases Where the application 
gateWay part receives outgoing packets directly from an 
internal host this task is trivial. HoWever, much more 
complicated situations arrive in those much more typical 
cases Where the application gateWay part receives packets 
from the packet processor part. This is especially true if the 
packet processor part also performs NATs (NetWork Address 
Translations). 
[0063] Performing a NAT means generally that a netWork 
node, typically a ?reWall device, translates an IP address 
used Within one netWork to a different IP address knoWn 
Within another netWork. For eXample a company may use a 
?reWall device to map its local inside netWork addresses to 
one or more global outside IP addresses and correspondingly 
unmap the global IP addresses on incoming packets back 
into local IP addresses. Performing a NAT, or NATting, is a 
knoWn Way to enhance security, because each outgoing or 
incoming request must go through a translation process that 
also offers the opportunity to qualify or authenticate the 
request or match it to a previous request. NATting also 
conserves on the number of global IP addresses that a 
company needs. It lets the company use a single IP address 
in its communication With the World. NATting has been 
treated in an IETF (Internet Engineering Task Force) docu 
ment RFC 1631, Where the acronym RFC comes from 
Request For Comments. Said document is incorporated 
herein by reference. 

[0064] NATting as such is a very advantageous Way of 
achieving the desired redirecting of packets from the packet 
processor part to the application gateWay part. A ?rst reason 
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for its advantageousness is that it is straightforward to 
perform with well-tested, robust and yet simple kernel mode 
routines that exist as such and are known as such. A second 
reason is that it does not increase the siZe of any packet so 
processed, which means that it is guaranteed not to cause 
packet siZe over?ow even if the siZe of a certain packet to 
be processed was already at or very close to a certain 
maximum limit. Athird reason is that NATting requires little 
or no speci?c attention to be paid to the devices and/or 
processes that take care of actually taking the packet from 
the packet processor part and carrying it to the application 
gateway part, regardless of the location of the packet pro 
cessor part and the application gateway part within devices 
and/or networks: a NATted packet comprises, at the appro 
priate ?eld, a destination address that identi?es the applica 
tion gateway part as its destination. It lies within the very 
essence of practically operable packet-switched networks 
that efficient and reliable devices and processes exist for 
taking each packet to the destination that is indicated in the 
packet’s destination address. The packet processor part can 
simply leave it to the responsibility of the normal routing 
processes to take care of actually carrying NAT ted packets 
to the application gateway part. 

[0065] It should be noted that NATting is available as 
means for redirecting packets from the packet processor part 
to the application gateway part regardless of whether the 
former uses NATting for anything else. Additionally it 
should be noted that just in order to redirect a packet to an 
application gateway part it is not required to touch the 
original source address of the packet at all. The packet 
processor part might leave the source address as it is, and 
only replace the destination address with that of the appli 
cation gateway part. This would eliminate the need for 
separately signalling the original source address from the 
packet processor part to the application gateway part. 
Throughout this description wherever signalling of original 
source and destination addresses is mentioned one should 
keep in mind that signalling only the original destination 
address is suf?cient if the redirecting operation left the 
source address untouched. 

[0066] NATting also the source address is useful if the 
application gateway part is to return processed packets to the 
packet processor part, because then returning could be 
simply accomplished by swapping the source and destina 
tion addresses of each packet at the application gateway part 
and leaving it to the normal network routines to actually 
carry the packet back to the packet processor part. Embodi 
ments of the invention can be produced where it is not 
necessary to use packet-associated signalling to make the 
application gateway part aware of the packet processor 
part’s address. For example, if the application gateway part 
is located at the end of a “blind track”, one may simply 
de?ne that all packets that leave the application gateway part 
should always go to the packet processor part because they 
have nowhere else to go. Alternatively the application gate 
way part may be separately con?gured to return packets to 
the packet processor part, without requiring the packet 
processor part to transmit its address every time when 
original values of address ?elds are signalled. 

[0067] A NATted packet that comes from the packet 
processor part to the application gateway part does not 
explicitly reveal to the latter all required information. There 
fore the packet processor part must take speci?c action to 
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provide the application gateway part with the necessary 
information. We will refer to all such speci?c action mea 
sures as signalling. One should note that signalling is not 
necessarily unidirectional from the packet processor part to 
the application gateway part. The term signalling is meant to 
cover also the transmission of other information than just the 
packets themselves from the application gateway part to the 
packet processor part. Signalling may take place in-band, 
which means that the signalled information is carried in one 
way or another as a part of the stream of TCP/IP packet that 
is being transferred between the packet processor part and 
the application gateway part. The other possibility is out 
of-band signalling, which means that some other means are 
utiliZed. 

[0068] In order to simplify the structure of the application 
gateway part proper one may use a simple deNATting/ 
reNATting layer in immediate association therewith. Such a 
layer would be located next to the application gateway part 
between it and the packet processor part. The deNATting/ 
reNATting layer is in such embodiments the peer entity of 
the packet processor part regarding signalling. The packet 
processor part directs a packet towards the application 
gateway part and informs the deNATting/reNATting layer 
about the original source and destination information of the 
packet. The deNATting/reNATting layer receives the packet, 
performs deNATting by replacing the NATted source and 
destination information values with the original ones it 
received through signalling, and passes the deNATted 
packet to the application gateway part. The latter processes 
the packet as if it had received it directly from its original 
source, and remains unaware of the packet having already 
experienced NAT ting in a packet processor part and deNAT 
ting at a deNATting/reNAT ting layer. After the application 
gateway part has processed the packet it either forwards it 
directly towards its original destination, or gives it to the 
deNATting/reNATting layer for returning to the packet 
processor part. In the latter case the packet is subjected to 
reNATting and source/destination switching at the deNAT 
ting/reNATting layer, which causes it to return to the packet 
processor part. 

[0069] The description of all embodiments of the inven 
tion where the packet processor part is said to practice 
signalling with the application gateway part can be gener 
aliZed by taking into account that such signalling can also 
take place between the packet processor part and an deNAT 
ting/reNATting layer next to the application gateway part. 

[0070] 
[0071] A ?rst possible way of transmitting the signalled 
information in-band is to utiliZe TCP’s known URGENT 
POINTER ?eld and URG bit so that in a packet that contains 
signalled information the transmitting party sets the URG 
control bit and inserts into the URGENT POINTER ?eld the 
current value of the urgent pointer as a positive offset from 
the sequence number in the corresponding TCP segment. 
The urgent pointer points to the sequence number of the 
octet following the urgent data, which in this example is the 
signalled information. In practice the signalled information 
would be placed at the very beginning of the TCP payload 
so that the value at the URGENT POINTER ?eld tells, 
where in the TCP payload is the point where the signalled 
information ends and the actual, original TCP payload 
begins. 

Inband Signalling 
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[0072] Asecond possible way of transmitting the signalled 
information in-band is related to the ?rst in that a conven 
tional feature of the TCP/IP protocol is used: one may utiliZe 
one or both of the Options ?elds that are present in both the 
IP and the TCP header portion of each TCP/IP packet. The 
rules that govern the use of the Options ?elds are known eg 
from the IETF Request For Comments documents number 
RFC 791 (IP) and RFC 793 (TCP) that are incorporated 
herein by reference. 

[0073] A third possible way of transmitting the signalled 
information in-band is to utiliZe another conventional pro 
tocol as an encapsulation for a TCP/IP packet and the 
associated signalled information. For eXample one may 
encapsulate them into a Socks packet. Socks is a known 
protocol that a proxy server can use to accept requests from 
client users in a company’s network so that it can forward 
them across the Internet. Socks uses sockets to represent and 
keep track of individual connections. More information 
about Socks can be found in an IETF document RFC 1928, 
which is incorporated herein by reference. 

[0074] A fourth possible way of transmitting the signalled 
information in-band is to utiliZe certain customiZed protocol 
features that are de?ned just for this purpose. For eXample 
one may prescribe that the transmitting party always inserts 
the signalled information right after the header of a packet 
and before the payload part. Or the transmitting party may 
compose a completely new header that serves just to direct 
a packet to the receiving party, and prepend this new header 
to a conventional packet before the original header. The 
receiving party then just strips the appended header and 
reads the “signalled” information from the original header as 
if it had just received the packet from its original sender. 
CustomiZed protocols work well if one can be sure that both 
the transmitting and receiving ends are familiar with the 
customiZation, and that the transmission channel therebe 
tween does not cause distortions to the non-standard proto 
col features. 

[0075] All in-band signalling mechanisms have one at 
least theoretically serious drawback. Apacket that arrives at 
a packet processor part may already have a siZe equal to the 
absolute maXimum tolerable packet siZe. In that case it is 
impossible to add any new ?elds or new headers or use any 
enveloping for inserting signalled information. 

[0076] It is possible to use fragmenting de?ned in the 
known TCP/IP standards so that in case the addition of 
signalling information causes a maXimum packet siZe over 
?ow, the transmitting party simply fragments the resulting 
overgrown packet into two or splits it into two TCP packets 
(according to established language of this ?eld fragmenting 
refers to manipulating packets on the IP level, while splitting 
refers to the TCP level). However, preparing for fragmenting 
or splitting would require the implementation of an almost 
complete TCP/IP stack, which is not desirable for an ef? 
cient kernel mode process such as a packet processor part. 

[0077] Especially in embodiments where the packet pro 
cessor part and the application gateway part are physically 
located in a single computer device one may de?ne an 
internal MTU (Maximum Transmission Unit) that is large 
enough to accommodate any imaginable combinations of 
large TCP/IP packets and associated signalling information. 
This approach would dissolve the above-mentioned draw 
back because no matter how large the TCP/IP packet, 
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internally one would always be allowed to add signalled 
information to it. However, such a solution would tend to 
limit the applicability of the invention, because it necessi 
tates permission to modify the TCP/IP protocol stack as well 
as certain operating system features. Generally it is impos 
sible to assume that even the internal MTU of a computer 
could be made arbitrarily large, because limitations in cer 
tain operating systems may set an absolute upper limit. It 
should also be noted that if the packet processor part and the 
application gateway part are not physically located within a 
single computer device, the transmission path therebetween 
may set limitations to packet siZe. 

[0078] The drawback of potential maXimum packet siZe 
over?ow is actually not that serious, if we assume that not 
every packet needs to contain signalled information. It is 
very reasonable to assume that the need for signalled infor 
mation will concentrate to the initiation phase of each TCP 
connection. The ?rst packet that initiates a TCP connection 
is the so-called SYN packet, which comes almost always 
without any speci?c payload. The TCP standard itself allows 
data to be transmitted already in the SYN packet, but 
practice has shown that a vast majority of transmitted SYN 
packets are indeed empty so they are well suited for fatten 
ing up with some signalled information. 

[0079] Out-of-Band Signaling 
[0080] A ?rst possible way of transmitting the signalled 
information out-of-band is to utiliZe the well-known UDP 
(User Datagram Protocol) that offers a limited amount of 
service when short messages are eXchanged between com 
puters in an IP network. It is known that network applica 
tions that want to save processing time because they have 
very small data units to eXchange (and therefore very little 
message reassembling to do) may prefer UDP to TCP. The 
piece of signalled information is typically small enough to ?t 
into a single UDP packet, so the transmitting party may 
simply compose an UDP packet with the signalled informa 
tion as payload and transmit it to the receiving party. 
Composing and handling UDP packets of limited amount of 
readily available information is well within the scope of a 
kernel mode packet processing engine. 
[0081] Asecond possible way of transmitting the signalled 
information out-of-band is to utiliZe some other known 
protocol than UDP, or indeed even a custom-built signalling 
packet exchanging protocol, for the same purpose. 
[0082] A third possible way of transmitting the signalled 
information out-of-band, being only possible though in 
embodiments where the packet processor part and the appli 
cation gateway part are physically located in a single com 
puter device, is to utiliZe any of the known communications 
channels between kernel mode processes and user mode 
processes. Such communications channels are usually 
strictly speci?c to certain operating systems. For eXample in 
uniX-type systems there eXist several ways of utiliZing 
sockets and socket reading functions that carry names such 
as recv, recvfrom, or recvmsg. Another uniX-related possi 
bility is to communicate through socket options; applicable 
functions carry names such as getsockopt and setsockopt. 
Yet other uniX-related system functions that can be used are 
the known IOCNTL and FCNTL functions, the correspond 
ing longer names being input-output control and ?le control 
respectively. 
[0083] All out-of-band signalling schemes involve the 
problems of ensuring that the signalled information indeed 



US 2003/0110379 A1 

reaches its destination and that it is correctly associated With 
the transmitted packets that it describes. Questions of the 
latter kind are addressed below under the header “connec 
tion identi?cation”. Regarding the task of ensuring delivery, 
certain alternative options are again available. The most 
straightforWard approach is to just send each out-of-band 
signalling message once and accept the fact that if the 
message is somehoW lost, corrupted or fatally delayed, the 
signalled information Will not reach its destination and the 
process that Would have needed it Will fail. This approach is 
not as bad as one might assume at ?rst sight, because both 
the physical distance (in terms of cable length) and the 
logical distance (in terms of number of processes and 
devices that take part in handling the signalling message) 
involved are relatively short compared to general transmis 
sion over WorldWide netWorks and the transmission reliabil 
ity is therefore relatively high. Transmission reliability can 
be further enhanced through simple redundancy: instead of 
transmitting just once, each signalling message is transmit 
ted in several copies. 

[0084] A more elaborate out-of-band signalling scheme is 
based on bidirectionality and information-on-demand. Sig 
nalling messages are therein not transmitted spontaneously 
but only as responses to a query. For example When the 
application gateWay part has received packets for Which it 
does not yet knoW the required information about original 
source and destination, it sends an UDP packet to the packet 
processor part and lists therein the source/destination infor 
mation it observed in a TCP/IP packet received from the 
packet processor part. The latter then responds to the que 
rying UDP packet by returning another UDP packet that 
contains the required signalled information. 

[0085] A hybrid out-of-band signalling scheme may also 
be presented combining the features of (redundant) sponta 
neous and responsive out-of-band signalling. According to 
the hybrid scheme the transmitting party sends one or more 
signalling messages spontaneously, and the receiving party 
only sends an inquiry if it still did not receive any signalling 
message Within a certain time after it received a TCP/IP 
packet for Which it needed information about original source 
and destination. The hybrid scheme (as Well as the “more 
elaborate” scheme described above) can be based on the use 
of UDP or any other suitable messaging protocol. 

[0086] Connection Identi?cation 

[0087] TCP/IP packets come in discrete packet streams, 
Which is equal to saying that each TCP connection has a 
beginning, a limited duration and an end. During a TCP/IP 
connection the source and destination addresses and port 
numbers do not change, Which means that is Would be most 
economical to only make the packet processor part indicate 
to the application gateWay through signalling the required 
information once per each connection, not packet per packet. 
This means that the event that triggers the signalling process 
is either the arrival of the ?rst packet of a neW TCP 
connection at the packet processor part, or—in embodiments 
based on interrogative signalling—the arrival of the ?rst 
packet of a neW TCP connection at the application gateWay 
part, said packet having been redirected to the application 
gateWay part by the packet processor part. 

[0088] Only signalling the required information once per 
connection Works ?ne, if the packet processor part does not 
change the original contents of the destination address ?eld 
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during redirecting or if one can be sure that no such 
simultaneous connections Will occur that Would be at risk of 
being confused. Changes in the original contents of the 
destination address ?eld do not occur in those embodiments 
Where the packet processor part prepends some neW headers 
to the redirected packets, or more generally in all such 
embodiments that retain essentially all of the original header 
information readable in the redirected packets. The question 
of potentially confused simultaneous connections is high 
lighted in the folloWing eXample. 

[0089] Let us assume that a user at machine A initiates an 
ftp (?le transfer protocol) connection to machine 
ftp1.company.com and a bit later to a different machine 
ftp2.company.com, and company.com has implemented a 
packet ?lter/application gateWay system according to an 
embodiment of the present invention. The packet processor 
part With a stateful ?ltering engine is in machine fW.com 
pany.com. Let us further assume that the application gate 
Way part handling all ftp traf?c sits at port 1111 of a machine 
ag.company.com. NoW, the packet processor part redirects 
the packets of the ?rst connection to port 1111 of ag.com 
pany.com, and the ftp-handling application gateWay part is 
informed that these packets should end up at the conven 
tional port for ftp connections at ftp1.company.com. Later, 
When the user initiates the second connection to the second 
machine, the packet processor part redirects the packets that 
belong to this second connection to port 1111 of ag.com 
pany.com, and informs the ftp-handling application gateWay 
part that these should go to ftp2.company.com. 

[0090] NoW the redirected packets of the second connec 
tion come from the same machine and same port as the ?rst 
connection and end up at the same machine (machine 
ag.company.com) and the same port (port 1111) as the ?rst 
connection. HoW can ag.company.com differentiate betWeen 
these tWo connections? Actually, it cannot, if it only con 
siders address and port information. 

[0091] A naive solution Would be to make the packet 
processor part include some kind of a connection identi?er 
to all redirected packets. This adds communication over 
head, might cause MTU problems, and is generally a bad 
idea. 

[0092] A much better solution is to use a range of ports at 
ag.company.com, and make sure that the combination of 
source address/source port/destination address/destination 
port is unique for each connection that has been redirected 
to proceed via ag.company.com. This means that the packet 
processor part must choose the destination port for each 
separate TCP connection so that a unique combination is 
alWays obtained. 

[0093] What if the machine A is a massive ?reWall 
machine (performing NAT) of some large corporation, so 
that the number of possible connections from A to com 
pany.com might be extremely large? UDP and TCP proto 
cols have 65536 ports, so reserving, say, 1000 ports or even 
more for the range mentioned above Would be possible. That 
Would be enough for 1000 simultaneous connections from 
the machine A to systems in company.com. This limit can 
further be increased by arranging the packet processor part 
to change also the source address and port information in the 
packets, and indicating these along With the original desti 
nation information as discussed above. The packet processor 
part can, for eXample, change the source address and port 
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information to refer to those of the ?rewall computer, 
fW.company.com, or any other suitable address. If both 
source port and destination port are used for identifying the 
connection and a range of 1000 ports are reserved for this 
use at fW.company.com and ag.company.com, 1000*1000 
connections ie one million connections could be uniquely 
identi?ed. 

[0094] Packet Restoration 

[0095] In those embodiments of the invention Where the 
packet processor part receives processed packets from the 
application gateWay part and transmits them further toWards 
their original intended recipient there must eXist a mecha 
nism for restoring the packets so as to complete the trans 
parency of the application gateWay processing. In other 
Words the packets that have been subjected to application 
gateWay processing must leave the packet processor part as 
if they had never been diverted from their original route. 

[0096] An advantageous solution for packet restoration 
goes as folloWs. At the beginning of a TCP connection, When 
the packet processor part for the ?rst time sets up a certain 
relationship betWeen original source/destination information 
and the modi?ed source/destination information that is used 
to redirect the packet to the application gateWay part, it 
stores this relationship in a look-up table. The modi?ed 
source/destination information serves to bring the packet to 
the application gateWay part, Which performs its task and 
processes the packet. Similar replacing of the source/desti 
nation information is performed for all packets of the 
corresponding TCP connection. After having processed a 
packet the application gateWay part sWitches the source and 
destination parts of the modi?ed packet header, Which 
causes the packet to be routed back to the packet processor 
part. There the occurred reversal of the source and destina 
tion parts of the modi?ed packet header is taken into account 
When the packet processor part uses the previously men 
tioned look-up table to identify the original source/destina 
tion information. The packet processor part replaces the 
modi?ed, sWitched source/destination / information With the 
original source/destination information, after Which the 
packet is ready to be transmitted further. 

[0097] Changes in the source/destination information 
?elds in the Way eXplained above may be called “double 
NATting”. The packet processor part NATs a packet for the 
?rst time in order to redirect it to an application gateWay 
part. When the packet returns from the application gateWay 
part after having been subjected to application gateWay 
processing, the packet processor part NATs it for the second 
time in order to release it toWards its original destination. 

[0098] It is also possible to make the application gateWay 
part restore the packets, because as Was noted in the general 
description of signalling, the application gateWay part needs 
to knoW the original source and destination information for 
the application gateWay processing to be meaningful. 
Restoring the packets at the application gateWay part is even 
mandatory in those embodiments of the invention Where the 
packets do not go through the packet processor part any 
more after application gateWay processing. Restoring pack 
ets at the application gateWay part means simply that after 
having processed a packet the application gateWay part reads 
the original source and destination information pertinent to 
that packet from its memory and Writes it into the appro 
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priate ?elds in the packet’s header before releasing the 
packet for transmission toWards its original intended recipi 
ent. 

[0099] Care must be taken if the packet processor part and 
the application gateWay part are physically implemented in 
a single computer device and if it is on the responsibility of 
the application gateWay part to restore the packets. By 
default, namely, the packet processor part Will have no 
means for telling an already processed packet from one that 
still aWaits to be redirected to the application gateWay part. 
Some means must be provided for keeping packets from 
ending up in an endless loop betWeen the packet processor 
part and the application gateWay part. 

[0100] Dynamic Changes in Packet Processing 

[0101] In the foregoing We have implicitly assumed that 
the packet processor part operates according to some rela 
tively ?Xed set of instructions regarding redirection of 
packets to the application gateWay part. Indeed, in simple 
embodiments of the invention such ?Xed instructions are 
given to the packet processor part at the time When an 
application gateWay is installed or the operation of an 
installed application gateWay is modi?ed. HoWever, the 
invention encompasses also embodiments Where dynamic 
changes in packet processing are possible. Dynamic changes 
in this sense mean that at least one of the packet processor 
part and the application gateWay part discovers something in 
the stream of packets that requires a different packet han 
dling strategy to be implemented than before, and takes 
action in order to implement such a different packet handling 
strategy. 

[0102] As an eXample We may consider a situation Where 
an application gateWay part is in general arranged to handle 
packets that pertain to ftp. Initially, hoWever, a packet 
processor part is instructed to redirect only packets that 
contain ftp control channel signalling to the application 
gateWay part. Packets that are related to an ftp data channel 
Would have a different port number than those related to the 
ftp control channel signalling, and therefore it is possible 
that initially the packet processor part is not instructed to 
redirect them to the application gateWay part. According to 
the principle of dynamic changing the application gateWay 
part may respond to the arrival of certain ftp control channel 
signalling by asking the packet processor part to change its 
redirecting strategy so that also the ftp data channel packets 
Will be redirected, for eXample in order to check for viruses 
that might come embedded in a ?le transferred over the ftp 
data channel. 

[0103] Some protocols require tWo or more port numbers 
for themselves. An eXample is the Real Time Protocol or 
RTP, Which is discussed in the knoWn IETF document RFC 
1889. It requires tWo consecutive port numbers of Which one 
is for data and the other is for control. Dynamic changes can 
be utiliZed so that When an RTP application gateWay part 
detects the arrival of RTP-related packets that have a certain 
port number, it instructs the packet processor part to add a 
neW redirection rule according to Which packets that have 
the immediately adjacent port number must also be redi 
rected. 

[0104] It is not necessarily the application gateWay part 
that reacts to achieve dynamic changes in redirecting. At 
least in cases Where a certain protocol requires tWo or more 
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port numbers for itself and these port numbers are easy to 
deduce from each other (like in the case of tWo consecutive 
port numbers), the packet processor part can achieve 
dynamic changing for itself. When the packet processor part 
has detected a packet that has a certain port number, analy 
sed the packet enough to ?nd out that it contains data that 
pertains to a certain protocol, and consequently decided to 
redirect it to a certain application gateWay part, the packet 
processor part may by itself deduce the other port number(s) 
that must necessarily mean pertinence to the same protocol. 
Thus the packet processor part may de?ne neW instructions 
for itself to redirect also packets that have such other port 
number to the application gateWay part. 

[0105] Dynamic changes may naturally involve more than 
one application gateWay parts. Even if a certain ?rst appli 
cation gateWay part Was in one Way or another involved in 
detecting the need for a dynamic change, the dynamic 
change may result in neW redirecting instructions for the 
packet processor part that concern some second application 
gateWay part. 

[0106] Method Diagrams 

[0107] FIGS. 6a, 6b and 6c illustrate schematically the 
main features of the methods eXecuted by the packet pro 
cessor part according to the invention. FIG. 6a pertains to 
the phase Where a packet processor part that applies packet 
level ?ltering rules receives a packet that it has not yet 
processed. At step 601 the packet processor part receives a 
packet and eXamines it enough to tell, Whether the packet 
contains data that pertains to a certain knoWn protocol. At 
step 602 the packet processor part checks, Whether it knoWs 
about an application gateWay part that is specialiZed in 
handling a protocol that Was identi?ed in the packet. We 
assumed that this packet processor part applies certain 
packet ?ltering rules, so the check that is performed at step 
602 can be understood as applying at least one of these rules 
and arriving at a positive ?nding: the rule states (or: the rules 
state) that the packet in question is to be redirected to the 
appropriate application gateWay part. A negative ?nding at 
step 602 causes the packet to be just processed at step 603 
according to certain other (preferably stateful) packet ?lter 
ing rules, folloWed by a jump back to step 601. In a case 
Where outgoing packets related to certain protocol X are not 
subjected to application gateWay processing even if incom 
ing packets related to protocol X are, receiving an outgoing 
packet results in a negative ?nding at step 602 because the 
data in the packet does not pertain to the combination of 
protocol X and the correct transmission direction. 

[0108] Apositive ?nding at step 602 means that the packet 
processor part should redirect the packet to the appropriate 
application gateWay part. In order not to omit its signalling 
duties, the packet processor part checks at step 604, Whether 
the packet in question is the ?rst packet of a TCP/IP 
connection. If it is, there folloWs a transition to step 605 in 
Which the packet processor part stores the appropriate 
header information from the packet. Step 606 represents 
signalling in general; in case of push-type signalling the 
packet processor part takes spontaneous action to signal the 
appropriate header information to the application gateWay 
part, and in case of pull-type signalling it prepares for 
responding to a query from the application gateWay part (the 
actual querying and respnding round may take place later). 
Step 606 may even represent no action being taken at all, if 
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the implemented embodiment of the invention is such Where 
redirecting leaves the original source and destination infor 
mation readable in the redirected packet. Either a negative 
?nding at step 604 or the completion of step 606 lead to step 
607, Where the packet is redirected to the application gate 
Way part. 

[0109] FIG. 6b illustrates an alternative, more general 
situation Where the assumption of using packet-level ?lter 
ing rules for packet processing is not required. FIG. 6b is 
applicable to eg connection-oriented of ?oW-oriented pro 
cessing Where a packet is regarded as belonging to a certain 
connection or How if certain features in the packet match 
With the corresponding features of other, previously handled 
packets and possibly if some other constraints are met 
regarding e.g. time intervals betWeen packets or maXimum 
length of a connection or How in time or number of packets. 
It is typical to connection or How oriented processing that 
detailed considerations about hoW should a certain connec 
tion or How be handled are only made When the ?rst packet 
of a certain connection or How arrives, and thereafter the rest 
of the packets that belong to the same connection or How as 
the ?rst one are handled the same Way Without every time 
going through the same detailed considerations again. 
Regarding the invention it is noted that if the packet pro 
cessing part ?nds that the ?rst packet of a certain connection 
or How should be redirected to an application gateWay part, 
it is evident that the subsequent packets of the same con 
nection or How should be handled in similar Way, as long as 
the concept of connection or How is de?ned accurately 
enough to eXclude changes of protocol in the middle of a 
connection or ?oW. 

[0110] At step 611 the packet processor part receives a 
packet. At step 612 it checks, Whether the received packet 
belongs to a connection or How that is already knoWn and for 
Which a packet-handling policy has been established. If not, 
ie if the received packet is the ?rst packet of a neW 
connection or ?oW, certain rules are applied at step 613 in 
order to determine, What is the appropriate Way of handling 
packets that belong to such a neW connection or ?oW. 
Without loss of generality We may say that at step 613 the 
packet processor part de?nes a policy for handling the neWly 
received packet as Well as all subsequent packets that Will be 
found to belong to the same connection or ?oW. At step 615 
it applies this policy; the part of step 615 that is important 
to the present invention is that if the connection or How Was 
found to contain packets that require processing at an 
application gateWay part, step 615 means redirecting the 
packet thereto. In order to accommodate signalling to the 
method of FIG. 6b a signalling initiation step 614 has been 
shoWn. When a neW connection or How has been discovered 
and the policy for handling its packets has been de?ned, 
some kind of signalling must also be initiated similarly as in 
the case of FIG. 6a. 

[0111] FIG. 6c pertains to the phase Where the packet 
processor part receives a packet that has already been 
subjected to application gateWay processing. At step 621 the 
packet processor part notices that the source from Which the 
packet Was received is actually (one of) the knoWn appli 
cation gateWay part(s), Which means that there only remain 
the tasks of restoring the packet at step 622 and transmitting 
it further toWards its original intended recipient at step 623. 

[0112] FIGS. 7a and 7b illustrate schematically the main 
features of the methods eXecuted by the packet processor 




















