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MULTI-PROCESSOR, CONTENT-BASED TRAFFIC 
MANAGEMENT SYSTEM AND A 

CONTENT-BASED TRAFFIC MANAGEMENT 
SYSTEM FOR HANDLING BOTH HTTP AND 

NON-HTTP DATA 

FIELD OF THE INVENTION 

[0001] This invention relates to content-based electronic 
data traf?c management systems, and more particularly to a 
content-based data traf?c management system for a multi 
processor environment and a content-based data traffic man 
agement system Which handles both HTTP and non-HTTP 
data streams. 

BACKGROUND 

[0002] In a netWork over Which various and numerous 
data streams are communicated, such as the internet, client 
computers or devices (hereinafter, referred to as “client” or 
“clients”) may issue data requests or other requests Which 
create an overburden on a portion of the netWork. For 
example, internet users may overburden a server With 
requests of a popular Website. As a result, load balancers and 
other traf?c management applications have been used to 
forWard client requests to servers in a manner Which reduces 
overall response time to process a request. The prior art 
approaches accommodate URL (Uniform Resource Locator) 
by performing basic pattern matching on data in HTTP 
request headers and error detection on HTTP response 
headers. These prior art approaches Were designed to run in 
a single process on a single processor. For example, F5 has 
a BIG-IP Load Balancer product that manages traf?c by 
using scripts to de?ne traf?c patterns and load balancing 
functions. With the increasing use of data communication 
and the internet, there is a need to improve the management 
of netWork traffic. 

[0003] HTTP protocol is a Well knoWn communication 
protocol for transferring data over, for example, the internet. 
Each message sent according to the HTTP protocol contains 
a HTTP header and the body. The number of bytes of the 
data stream is speci?ed in the HTTP header of the HTTP 
data so that the engines Which process HTTP data knoWs 
exactly When the data stream starts and ends. HoWever, 
some people transfer data and information based on non 
HTTP protocols such as SMTP (Simple Mail Transfer 
Protocol), SNMP (Simple NetWork Transfer Protocol), FTP 
(File Transfer Protocol) and telnet (Which permits a remote 
login to a server), or their oWn user-de?ned protocols. The 
prior art engines that process HTTP data streams are not able 
to make content-based decisions such as server selection and 
error detection based on non-HTTP data streams. The main 
reason for this is that the prior art engines cannot detect the 
endpoint for a request or response entity. If there is no 
distinction of a complete request or response entity, a 
content-based engine cannot determine at Which point a 
request can be sent to a ful?llment server or a response can 

be returned to a client. Therefore, there is a need for a load 
balancer system capable of making content-based decisions 
for both HTTP and non-HTTP data streams. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] The components in the ?gures are not necessarily 
to scale, emphasis instead being placed upon illustrating the 
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principles of the invention. Moreover, in the ?gures, like 
reference numerals designate corresponding parts through 
out the different vieWs. HoWever, like parts do not alWays 
have like reference numerals. Moreover, all illustrations are 
intended to convey concepts, Where relative siZes, shapes 
and other detailed attributes may be illustrated schematically 
rather than literally or precisely. 

[0005] FIG. 1 is a representation of a high level block 
diagram of an improved multi-processor data traf?c man 
agement system. 

[0006] FIG. 2 is a representation of the major data ele 
ments of the improved multi-processor data traffic manage 
ment system of FIG. 1. 

[0007] FIG. 3 is a representation of an example control 
How for a connection brokering function performed by the 
improved multi-processor data traf?c management system 
of FIG. 1. 

[0008] FIG. 4 is a representation of an example data How 
for a connection brokering function performed by the 
improved multi-processor data traf?c management system 
of FIG. 1. 

[0009] FIG. 5 is a representation of a high level block 
diagram of an improved data traf?c management system 
Which handles non-HTTP protocols. 

[0010] FIG. 6 is an example ?oWchart of a Translation 
Application’s processing of incoming client data in the 
improved data traf?c management system Which handles 
non-HTTP protocols of FIG. 5. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0011] FIG. 1 is a representation of a high level block 
diagram of an improved multi-processor content-based traf 
?c management system 10. In the ?rst example embodiment 
illustrated in FIG. 1, one or more load balancing applica 
tions 12 is coupled to a connection brokering interface 14 
Which in turn is coupled to a database 18 and one or more 
connection brokering extension applications 16. Preferably, 
there are multiple load balancing applications 12 and mul 
tiple connection brokering extension applications 16. The 
connection brokering extension applications 16 perform 
connection brokering functions as Will be explained. In an 
example embodiment, the connection brokering interface 14 
may comprise a C-library extension interface Written in C, 
a popular softWare language. The database 18 is a shared 
database. The connection brokering interface 14 exposes a 
set of Application Programmer’s Interfaces (API’s) Which 
alloW users to make or use algorithms to analyZe incoming 
data streams and communicate decisions back to the load 
balancing applications. In general, API’s are softWare utility 
functions that programs can call to get Work done. Speci? 
cally, in the case of extension applications, connection 
brokering API’s could be used to access request data, and for 
example, help determine Whether the user making the 
request is a frequent customer, a valued customer (e.g., the 
user has a high account balance, say greater than $50,000), 
or a special type of customer requiring preferential treat 
ment. Based on the analysis of the incoming data, the traf?c 
management system 10 may decide to route the user’s 
request to a faster server. Thus, the traffic management 
system 10 is “content-based” and the load balancing appli 
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cations 12 may perform standard HTTP proxying, Secure 
Socket Layer (“SSL”) decryption and encryption and/or any 
load balancing functions. Preferably the content-based traf 
?c management system 10 manages traf?c on a load bal 
ancer for enhanced layer 7, an application layer described in 
International Standard OrganiZation’s Open System Inter 
connect (ISO/OSI) netWork protocol. The ISO/OSI protocol 
layers are further explained at http://uWsg.iu.edu/usail/net 
Work/nfs/ netWork_layers.html. 
[0012] FIG. 2 is a representation of the major data ele 
ments of the improved multi-processor data traf?c manage 
ment system of FIG. 1. Each of the load balancing appli 
cations 12 and each of the connection brokering extension 
applications 16 may have an input queue 28 and an appli 
cation block 30. The input queue 28 holds incoming events 
such as requests, tasks and actions. An application block 30 
identi?es its load balancing application 12 or connection 
brokering application 16 and contains data speci?c to the 
application. In an example embodiment, the data in an 
application block 30 includes the name of the application, 
process identi?cation information (pid) and status. Control 
blocks 32 dictate conditions under Which a load balancing 
application 12 may send a task, also referred to as an event, 
to a connection brokering extension application 16. Control 
blocks 32 also identify Which connection brokering exten 
sion application 16 is deemed the destination application for 
receiving the task. Thus, based on the identi?cation provided 
by a control block 32, a load balancing application 12 knoWs 
to Which connection brokering extension application 16 to 
send a task. Control blocks 32 are created and maintained by 
connection brokering extension applications 16 and are 
assigned on a per service basis. Aservice is a virtual resource 
that the load balancer provides to netWork clients. Services 
may be identi?ed by the Virtual Internet Protocol (VIP) 
address and virtual port number. Client requests for a server 
are received over the netWork (e.g., the internet) by a load 
balancer and directed to the most appropriate server based 
on the load balancing algorithm assigned for that service. A 
data block 34 stores data speci?c to each connection estab 
lished betWeen a load balancing application 12 and a con 
nection brokering extension application 16. Data blocks 34 
are created by the load balancing applications 12 and are 
updated by both load balancing applications 12 and connec 
tion brokering extension applications 16. The control blocks 
32 and the data blocks are stored on the shared database 18. 
The improved multi-processor data traf?c management sys 
tem 10 has con?guration and persistence data 36, Which 
include set up parameters, de?nition of services and servers, 
initialiZation data and system con?guration information. 
Con?guration and persistence data 36 is saved and restored 
to and/or from a ?le on the shared database 18. 

[0013] FIG. 3 is a representation of an example control 
How for a connection brokering function performed by the 
improved multi-processor data traf?c management system 
of FIG. 1. Referring to FIG. 3, an example protocol is 
shoWn for the How of control in the improved multi 
processor data traf?c management system. First, a client 40 
issues a request 42 for a service to a load balancing appli 
cation 12, also denoted LB1. Based on the request 42 and 
Whether the event conditions speci?ed in a control block 32 
are satis?ed, the load balancing application 12 populates a 
data block 34 for a connection to a connection brokering 
extension application 16, also denoted Ext1, and sends a task 
to the input queue 44 of the connection brokering extension 
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application 16 (Ext1). The connection brokering extension 
application 16 (Ext1) reads the task from its input queue 44, 
accesses the data sent from the client 40 in the data block 34, 
makes a decision (e.g., executes its task and makes a 
determination), and potentially modi?es the data in the data 
block 34. For example, each of the connection brokering 
extension applications 16 could perform a task such as an 
ordinary virus scan, an extraordinary virus scan, error detec 
tion, server selection, connection abortion, etc. After execut 
ing its task, the connection brokering extension application 
16 (Ext1) sends an action, Which includes its decision, to the 
input queue 48 of the load balancing application 12 (LB1). 
The load balancing application 12 (LB1) reads the action 
from its queue 48 and processes the action. In the example 
Where the action is to route the client’s request 42 to the 
appropriate server 50 for processing, the load balancing 
application 12 (LB1) Will do so. 

[0014] FIG. 3 also illustrates other load balancing appli 
cations 12 (e.g., see LB2) and other connection brokering 
extension applications 16 (e.g., see Ext2). The reason is that, 
in another example, the client 40 could have sent a request 
42 for a service Which is handled by LB2 instead of LB1 
and/or the load balancing application 12 could have sent the 
task to Ext2 instead of Ext1. Further, as LB1 is permitted to 
send a task to Ext1 and another task to Ext2, parallel 
processing of tasks may occur, thereby increasing the per 
formance of the traf?c management system. Of course, LB2 
is also permitted to send a task to Ext1 and another task to 
Ext2. Still further, if the netWork traf?c is large, both LB1 
and LB2 may be used so that parallel or multi-processing of 
requests may be handled more quickly and ef?ciently. Thus, 
various parallel processing (or multiple processing sce 
narios) are possible. In the alternative, LB2 may serve as a 
redundant load balancing application for LB1, Where LB2 
can take over should LB1 fail. Moreover, each of the load 
balancing applications 12 can run on a different processor 
and thus, the load balancing applications 12 may run in a 
multi-processor environment. Of course, the multiple pro 
cessors can be running on a single computer/server or on 
multiple computers or servers. LikeWise, each of the con 
nection brokering extension applications 16 can run on a 
different processor and thus, may run in a multi-processor 
environment. 

[0015] FIG. 4 is a representation of an example data How 
for a connection brokering function performed by the 
improved multi-processor data traf?c management system 
of FIG. 1. FIGS. 3 and 4 Work together in conjunction 
during normal operation. That is, FIG. 3 describes the 
control How While FIG. 4 describes the data ?oW. Similar 
control and data ?oWs exist for processing responses from 
servers by load balancing applications 12 and connection 
brokering extension applications 16 and for routing 
responses back to the client 40. The data How is similar to 
the control How discussed in FIG. 3, except that the data 
How processes control and data blocks 32, 34 instead of 
event queues 44, 48. 

[0016] A client 40 issues a request 42 for a service to a 
load balancing application 12 (LB1). After receiving the 
request 42, the load balancing application 12 (LB1) reads the 
control block 32 to determine Whether the event conditions 
speci?ed in the control block 32 are satis?ed. If the event 
conditions have been satis?ed, the load balancing applica 
tion 12 (LB1) Writes a task to the input queue 44 of the 
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connection brokering extension application 16 (Ext1), as 
shoWn in FIG. 3, and Writes a task type and data to the data 
block 34. The task type indicates What type of task is being 
sent to the connection brokering extension application 16 
(Ext1). For example, the task type can signify that a request 
has arrived, a response has arrived, etc. The data block 34 
speci?es data for a connection from the load balancing 
application 12 (LB1) to a connection brokering extension 
application 16 (Ext1). The connection brokering extension 
application 16 (Ext1) reads the task from its input queue 44 
as shoWn in FIG. 3, accesses the data in the data block 34 
as shoWn in FIG. 4, makes a decision (e.g., select a server), 
and potentially modi?es the data in the data block 34. For 
example, each of the connection brokering extension appli 
cations 16 could perform a task such as an ordinary virus 
scan, an extraordinary virus scan, error detection, server 
selection, connection abortion, etc. After executing its task, 
the connection brokering extension application 16 (Ext1) 
sends an action to the input queue 48 of the load balancing 
application 12 (LB1) and updates the data block 34 With the 
decision Which goes along With the action. The load bal 
ancing application 12 (LB1) reads the action from its input 
queue 48 and reads the decision (e.g., server selection) and 
potentially modi?ed request data from the data block 34 and 
processes the action. In the example Where the action is to 
route the client’s request 42 to the appropriate server 50 for 
processing, the load balancing application 12 (LB1) Will do 
so. 

[0017] Hence, by maintaining individual event queues 44, 
48 for each load balancing application 12 and each connec 
tion brokering extension application 16 and by identifying 
each connection betWeen a load balancing application 12 
and a connection brokering extension application 16 in a 
control block 32 and a data block 34, multiple processors are 
alloWed to Work together to set up and process connections 
and to make load balancing decisions. 

[0018] Therefore, the improved content-based multi-pro 
cessor traffic management system 10 differs from the prior 
art single processor approaches. By being run in a multi 
process, multi-processor environment, the distributed nature 
of traf?c management functions in the improved multi 
processor traffic management system alloWs multiple load 
balancing applications 12 to run concurrently. Further, the 
improved multi-processor traffic management system per 
mits each load balancing application 12 to interface and 
cooperate With multiple extension applications, each of 
Which may perform specialiZed tasking or functions. As a 
result, the improved multi-processor traf?c management 
system provides connection brokering in a distributed and 
parallel processing environment, thereby improving the ef? 
ciency and performance of data traf?c management. Higher 
connections per second and simultaneous connections may 
be achieved. Other advantages Which may result include 
alloWing the data traf?c management system to access all 
portions of message data (e.g., not just the headers), modify 
incoming data from a client, modify outgoing data to a 
server, replay the client’s data on an alternate server, and 
abort a client or server connection and return a canned 

response or error message. The reliability and robustness of 
the improved traf?c management system 10 are improved 
because if a load balancing application 12 or a connection 
brokering extension application 16 Were to fail, only those 
connections for services tied to the failed application Would 
be affected. With redundancy in load balancing or connec 
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tion brokering extension applications, reliability and robust 
ness of the system are better. Also, by spreading function 
ality across multiple connection brokering extension 
applications 16, the complexity of each connection broker 
ing extension application 16 is simpli?ed. As a result, each 
connection brokering extension application 16 can be devel 
oped and veri?ed in a shorter time. 

[0019] FIG. 5 is a representation of a high level block 
diagram of an improved data traf?c management system 100 
Which handles both HTTP and non-HTTP protocols. The 
improved HTTP/non-HTTP data traffic management system 
100 comprises a load balancing application 112, Which can 
be the load balancing application 12 previously described, a 
translation application 114, an extension interface 116 and a 
shared database 118. The extension interface 116 acts as the 
interface betWeen the load balancing application 112, the 
translation application 114 and the shared database 118. The 
shared database 118 may be the shared database 18 previ 
ously described. The load balancing application 112 may 
perform standard HTTP proxying, SSL decryption and/or 
encryption and load balancing functions. The extension 
interface 116 communicates data and events betWeen the 
load balancing application 112 and the translation applica 
tion 114 via API calls and the shared database 118. Prefer 
ably, the translation application 114 accesses data and 
events, performs non-HTTP content-based analyses, poten 
tially modi?es the data, and communicates decisions to the 
load balancing application 112. The non-HTTP content 
based analyses may include, but are not limited to, error 
detection and selecting a server for the load balancing 
application 112. 

[0020] The load balancing application 112 and the trans 
lation application 114 folloW a protocol Which dictates 
Whether an event (e.g., a client request) is triggered based on 
Whether any one of tWo conditions has been satis?ed. The 
tWo conditions are set by the translation application 114. In 
this example embodiment, the tWo conditions are (1) When 
a minimum amount of data has been received (e.g., the 
minimum data siZe condition, preferably in bytes) or (2) 
When a maximum period of time for receiving non-HTTP 
data has been exceeded (e.g., the maximum Wait period, 
preferably in milliseconds). When a load balancing appli 
cation 112 receives non-HTTP data ?-om a client request for 
a service, the load balancing application 112 buffers the data 
internally until triggered by the occurrence of one of the tWo 
conditions. In this example embodiment, the load balancing 
application 112 buffers discrete entities of the data at a time 
until one of the tWo conditions is satis?ed. Because non 
HTTP data lack Well-de?ned endpoints to determine com 
plete requests or responses and are not required to contain 
headers that delineate the exact siZe of a request or response, 
the tWo event condition capabilities alloW a translation 
application to access data in discrete entities controlled by 
the translation application. Thus, the translation application 
can examine the data and decide What constitutes a request 
that can be sent to a ful?llment server or a response that can 

be returned to a client. As a side bene?t of setting a 
minimum data siZe and maximum Wait period, the improved 
HTTP/non-HTTP data traf?c management system 100 can 
be assured that it has enough hardWare resources such as 
buffer memory to store the non-HTTP data. 

[0021] When triggered, the load balancing application 112 
sends the event (e.g., a client request) to the extension 
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interface 116 Which sends the event to the translation 
application 114. The translation application 114 performs 
content-based processing of the data by accessing the data in 
the shared database 118, parsing it and determining if more 
data 20 is required for the translation application 114 to 
make a decision. If additional data is not required, the 
translation application 114 makes a decision, such as 
Whether to abort the client request or select a server to Which 
to route the client’s request. The decision of the translation 
application 114 is Written to the shared database 18 and the 
translation application 114 sends an action request to the 
load balancing application 112. The load balancing applica 
tion 112 folloWs the action and sends the client’s request to 
the appropriate server and may Wait for an acknowledging 
response or con?rmation from the server. If the response 
from the server indicates there Was an error in processing the 

client’s request, the load balancing application 112 may, for 
example, send an error message to the client or re-send the 
client’s request to a different server. In an embodiment 

Where the load balancing application 112 and the translation 
application 114 are on separate processors, they can Work 
concurrently, thereby improving the performance of the 
system. If the load balancing application 112 and the trans 
lation application 114 are on different processors, the pro 
cessors can be located on the same or different devices. In 

both cases, the applications 112, 114 communicate through 
the extension interface 116. 

[0022] FIG. 6 is an example ?oWchart of the processing 
by a translation application 114 of incoming client data in 
the improved data traffic management system Which handles 
non-HTTP data of FIG. 5. Upon entering the translation 
application at step 200, the translation application 114 
accesses the data in step 202 and parses the data in step 204. 
The translation application 114 determines Whether more 
data is required for it to make a decision (e.g., abort the 
client requested activity, select a server to handle the client’s 
request), as shoWn in step 206. If more data is required, the 
translation application 114 determines Whether to adjust the 
minimum data siZe to account for the additional data 
required (step 208). If the requirement for additional data 
makes it necessary to increase the minimum data siZe 
condition, the translation application 114 updates the mini 
mum data siZe in the shared database 118, as shoWn in step 
210. The tWo conditions, if changed, affect When the next 
event is deemed to have been triggered. As a result, adaptive 
and ?exible event triggering can be implemented betWeen 
the load balancing application and the translation applica 
tion. After determining Whether to adjust the minimum data 
siZe, step 212 determines Whether to adjust the maximum 
Wait time condition, also to account for the additional data 
required. If the maximum Wait time needs to be adjusted, it 
is adjusted in step 214. OtherWise, the translation application 
114 goes ahead and reads the additional data (step 216). 
Thereafter, the translation application 114 sends an action 
back to the load balancing application 112, as shoWn in step 
218, and the translation application 114 ?nishes its process 
ing, as shoWn in step 220. If, on the other hand, additional 
data is not required in step 206, the translation application 
114 determines Whether there is an error condition (step 222) 
Which can cause the translation application 114 to abort the 
process if necessary (step 224). If there is no error condition, 
the translation application 114 sends an action to the load 
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balancing application 112, as shoWn in step 218, and the 
translation application 114 ?nishes its processing, as shoWn 
in step 220. 

[0023] This process for handling incoming client’s 
requests can be applied for outgoing server responses too. 
For example, the load balancing application 112 can pass 
?xed or variable siZed blocks of server response data to the 

translation application 114. The translation application 114 
may then analyZe the server response data and make a 
decision based on the analysis. For example, the translation 
application 114 may perform error detection or other pro 
cessing of the server response data. Another example is to 
replay the original client’s request to a different server. The 
translation application 114 Writes an action back to the load 
balancing application 112 Which indicates Whether the load 
balancing application 112 should route the server response 
data to the client, retrieve additional server response data 
from the server, or abort the current client or server activity. 

[0024] The improved HTTP/non-HTTP data traffic man 
agement system may be used With different load balancing 
applications and can handle various kinds of non-HTTP 
protocols. For example, if SMTP is used, the improved 
system is able to ?lter emails or to parse emails in order to 
make decisions about What to do With the email. If SMTP, 
SNMP, ftp, telnet, or any other non-HTTP protocol is used, 
the improved system permits analyses to be performed on 
the data and these analyses may form the basis for decisions. 
Advantageously, many types of decisions are possible. For 
instance, if a user sends a request to doWnload a ?le from a 

server, Which ?le is also resident on other servers, the 
improved system can select the fastest server from Which to 
doWnload the ?le. The improved system can analyZe the 
request to determine Which server should receive the user’s 
request. Another option is to “replay” the user’s request 
because the request is kept in memory until the improved 
system receives a con?rmation from a server that the server 

processed the user’s request successfully. If the improved 
system Were to receive an error message or fail to receive 

con?rmation that the server received the request success 
fully, the improved system can forWard the request to a 
different server, thereby improving reliability. 

[0025] In the foregoing speci?cation, the invention has 
been described With reference to speci?c embodiments 
thereof. It Will, hoWever, be evident that various modi?ca 
tions and changes may be made thereto Without departing 
from the broader spirit and scope of the invention. For 
example, the reader is to understand that the speci?c order 
ing and combination of process actions shoWn in the process 
How diagrams described herein is merely illustrative, and 
the invention can be performed using different or additional 
process actions, or a different combination or ordering of 
process actions. As another example, each feature of one 
embodiment can be mixed and matched With other features 
shoWn in other embodiments. Features and processes knoWn 
to those of ordinary skill in the art of netWorking may 
similarly be incorporated as desired. Additionally and obvi 
ously, features may be added or subtracted as desired. 
Accordingly, the invention is not to be restricted except in 
light of the attached claims and their equivalents. 
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We claim: 
1. A content-based data management system comprising: 

a load balancing application to receive a request from a 
client; 

an interface coupled to the load balancing application; 

an extension application coupled to the interface, the 
extension application to receive a task from the load 
balancing application, to analyZe the task and to send 
an action to the load balancing application, the exten 
sion application and the load balancing application 
capable of performing at least partially concurrently; 
and 

a database coupled to the interface, the database being 
accessible to the load balancing application and the 
extension application. 

2. The system of claim 1 Wherein the load balancing 
application is to be executed by a ?rst processor and the 
extension application is to be executed by a second proces 
sor. 

3. The system of claim 1 further comprising a ?rst queue, 
the ?rst queue to receive the task from the load balancing 
application, the extension application coupled to the ?rst 
queue to receive the task from the ?rst queue. 

4. The system of claim 1 further comprising a second 
queue, the second queue to receive the action from the 
extension application, the load balancing application 
coupled to the second queue to receive the action from the 
extension application. 

5. The system of claim 1 Wherein in response to the action 
from the extension application, the load balancing applica 
tion to send the request from the client to a selected server. 

6. The system of claim 1 further comprising a plurality of 
load balancing applications, each load balancing application 
to receive a request from a client, and a plurality of extension 
applications, each extension application to receive a task. 

7. The system of claim 1 further comprising a data 
structure, the load balancing application to Write a task into 
the data structure and the extension application to read the 
task from the data structure and to Write a decision into the 
data structure, the load balancing application to read the 
decision from the data structure. 

8. The system of claim 4 further comprising a data 
structure, the load balancing application to Write a task into 
the data structure and the extension application to read the 
task from the data structure and to Write a decision into the 
data structure, the load balancing application to read the 
decision from the data structure. 

9. The system of claim 1 Wherein after the extension 
application analyZes the task, the extension application to 
select a server to Which the load balancing application is to 
send the request. 

10. A content-based method of managing a data request 
from a client, comprising: 

providing a load balancing application, an extension 
application and an interface coupled to the load bal 
ancing application and the extension application; 

sending a request to the load balancing application; 

sending a task to the extension application from the load 
balancing application through the interface; 

analyZing the task; 
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sending a decision to the load balancing application from 
the extension application; and 

reading the decision. 
11. The method of claim 10 Wherein the decision instructs 

the load balancing application to Which server to send the 
request. 

12. The method of claim 10 Wherein task is generated by 
a ?rst processor and the decision is generated by a second 
processor. 

13. The method of claim 10 further comprising queuing 
the task from the load balancing application for the exten 
sion application to receive. 

14. The method of claim 10 further comprising queuing 
an action from the extension application for the load bal 
ancing application to receive. 

15. The method of claim 13 further comprising queuing 
an action from the extension application for the load bal 
ancing application to receive. 

16. A content-based data management system to handle 
both HTTP and non-HTTP data, the system comprising: 

a load balancing application to receive HTTP data and 
non-HTTP data from a client or server; 

an interface coupled to the load balancing application; 

a translation application coupled to the interface, 

a condition set by the translation application, the load 
balancing application to receive and to store the non 
HTTP data until the load balancing application deter 
mines that the condition is satis?ed, the load balancing 
application to send an event to the translation applica 
tion after the condition is satis?ed; 

after receiving the event, the translation application to 
analyZe the non-HTTP data, make a decision and send 
the decision to the load balancing application. 

17. The system of claim 16, Wherein the translation 
application determines Whether to modify the condition 
before the translation application sends the decision to the 
load balancing application. 

18. The system of claim 16, Wherein the condition is 
satis?ed When the amount of non-HTTP data received by the 
load balancing application exceeds a minimum amount. 

19. The system of claim 16, Wherein the condition is 
satis?ed When the time expended in receiving non-HTTP 
data by the load balancing application exceeds a maximum 
Wait time. 

20. The system of claim 16, Wherein the condition is 
satis?ed When the amount of non-HTTP data received by the 
load balancing application exceeds a minimum amount or 
When the time expended in receiving non-HTTP data by the 
load balancing application exceeds a maximum Wait time. 

21. The system of claim 17, Wherein if the translation 
application determines that it Would like to receive more 
non-HTTP data before making the decision to the load 
balancing application, the translation application modi?es 
the condition. 

22. A content-based method of handling both HTTP and 
non-HTTP data, the method comprising: 

providing a load balancing application, a translation 
application and an interface coupled to the load bal 
ancing application and the translation application; 

setting a condition for non-HTTP data; 
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receiving non-HTTP data from a client or server by the 
load balancing application; 

storing the non-HTTP data until the load balancing appli 
cation determines that the condition is satis?ed; and 

after the condition has been satis?ed, alloWing the trans 
lation application to analyZe the non-HTTP data, make 
a decision and send the decision to the load balancing 
application. 

23. The method of claim 22, Wherein the translation 
application determines Whether to modify the condition. 

24. The method of claim 22, Wherein the condition is 
satis?ed When the amount of non-HTTP data received by the 
load balancing application exceeds a minimum amount. 

25. The method of claim 22, Wherein the condition is 
satis?ed When the time expended in receiving non-HTTP 
data by the load balancing application exceeds a maximum 
Wait time. 

26. The method of claim 22, Wherein the condition is 
satis?ed When the amount of non-HTTP data received by the 
load balancing application exceeds a minimum amount or 
When the time expended in receiving non-HTTP data by the 
load balancing application exceeds a maximum Wait time. 

27. Acomputer-usable medium comprising a sequence of 
instructions Which, When executed by a processor, causes the 
processor to perform a method of receiving and processing 
non-HTTP data, comprising: 
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setting a condition to determine the end of a non-HTTP 

data stream; 

receiving at least a portion of the non-HTTP data stream 
from a client or server; 

storing each portion of the non-HTTP data stream until 
the condition is satis?ed; and 

after the condition has been satis?ed, analyZing the non 
HTTP data stream and making a decision based on the 
content of the non-HTTP data stream. 

28. The computer-usable medium of claim 27, Wherein 
the condition is satis?ed When the amount of the non-HTTP 
data stream received exceeds a minimum amount. 

29. The computer-usable medium of claim 27, Wherein 
the condition is satis?ed When the time expended in receiv 
ing the non-HTTP data stream exceeds a maximum Wait 
time. 

30. The computer-usable medium of claim 27, Wherein 
the condition is satis?ed When the amount of the non-HTTP 
data stream received exceeds a minimum amount or When 
the time expended in receiving the non-HTTP data stream 
exceeds a maximum Wait time. 


