
(19) United States 
US 20030097455A1 

(12) Patent Application Publication (10) Pub. No.: US 2003/0097455 A1 
Bauman et al. 

(54) METHOD FOR CONTINUOUS I/O REQUEST 
PROCESSING IN AN ASYNCHRONOUS 

(75) 

ENVIRONMENT 

Inventors: Mark Linus Bauman, Rochester, MN 
(US); John Lee Brooks, Lake Katrine, 
NY (US); Bob Richard Cernohous, 
Rochester, MN (US); David Alan 
Christenson, Elgin, MN (US); Clark 
Anthony Goodrich, Kingston, NY 
(US); Kent L. Hofer, Lake City, MN 
(US); John Charles Kasperski, 
Rochester, MN (US); Steven John 
Simonson, Rochester, MN (US) 

Correspondence Address: 
Gero G. McClellan 
Moser, Patterson & Sheridan, L.L.P. 
Suite 1500 
3040 Post Oak Boulevard 
Houston, TX 77056-6582 (US) 

(73) Assignee: International Business Machines Cor 
poration, Armonk, NY 

(22) 

(62) 

(51) 

(52) 

(57) 

(43) Pub. Date: May 22, 2003 

Filed: Jan. 4, 2002 

Related US. Application Data 

Division of application No. 09/990,850, ?led on Nov. 
21, 2001. 

Publication Classi?cation 

Int. Cl.7 ........................... .. G06F 15/16; G06F 9/46; 

US. Cl. ......................... .. 709/230; 709/106; 709/328 

ABSTRACT 

Method, apparatus and article of manufacture for continuous 
modes for both asynchronous accepts and asynchronous 
receives. A single asynchronous accept is performed on a 
listening socket and a single asynchronous receive is per 
formed on each connected socket. The continuous mode 
inputs result in queuing data structures on a pending queue. 
The contents of the pending data structures on the pending 
queue are copied to completion queues, While the pending 

(21) Appl. No.: 10/037,553 data structures remain on the pending queue. 
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METHOD FOR CONTINUOUS I/O REQUEST 
PROCESSING IN AN ASYNCHRONOUS 

ENVIRONMENT 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention generally relates to distrib 
uted systems. More particularly, embodiments provide cli 
ent-server systems for ef?cient handling of client requests. 

[0003] 2. Description of the Related Art 

[0004] Generally, a distributed computer system com 
prises a collection of loosely coupled machines (mainframe, 
Workstations or personal computers) interconnected by a 
communication netWork. Through a distributed computer 
system, a client may access various servers to store infor 

mation, print documents, access databases, acquire client/ 
server computing or gain access to the Internet. These 
services often require softWare applications running on the 
client’s desktop to interact With other applications that might 
reside on one or more remote server machines. Thus, in a 

client/server computing environment, one or more clients 
and one or more servers, along With the operating system 
and various interprocess communication (IPC) methods or 
mechanisms, form a composite that permits distributed 
computation, analysis and presentation. 

[0005] In client/server applications, a “server” is typically 
a softWare application routine or thread that is started on a 
computer that, in turn, operates continuously, Waiting to 
connect and service the requests from various clients. Thus, 
servers are broadly de?ned as computers, and/or application 
programs executing thereon, that provide various functional 
operations and data upon request. Clients are broadly 
de?ned to include computers and/or processes that issue 
requests for services from the server. Thus, While clients and 
servers may be distributed in various computers across a 
netWork, they may also reside in a single computer, With 
individual softWare applications providing client and/or 
server functions. Once a client has established a connection 
With the server, the client and server communicate using 
commonly-knoWn (e.g., TCP/IP) or proprietary protocol 
de?ned and documented by the server. 

[0006] In some client-server implementations sockets are 
used to advantage. A socket, as created via the socket 
application programming interface (API), is at each end of 
a communications connection. The socket alloWs a ?rst 
process to communicate With a second process at the other 
end of the communications connection, usually on a remote 
machine. Each process communicates With the other process 
by interacting directly With the socket at its end of the 
communication connection. Processes open sockets in a 
manner analogous to opening ?les, receiving back a ?le 
descriptor (speci?cally, a socket descriptor) by Which they 
identify a socket. 

[0007] Sockets accept connections and receive data from 
clients using Well-knoWn “accept” and “receive” semantics, 
respectively. The accept and receive semantics are illustrated 
in FIGS. 1 and 2 as accept ( ) and asyncAccept ( ), 
respectively, and as receive ( ) and asyncReceive ( ), 
respectively. Sockets accept/receive semantics are either 
synchronous (FIG. 1) or asynchronous (FIG. 2). Synchro 
nous accept/receive APIs accept connections and receive 
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data in the execution context issuing the API. Asynchronous 
APIs such as return indications that the accept/receive Will 
be handled asynchronously if the connection/data is not 
immediately available. 

[0008] Sockets, I/O operations and other client-server 
mechanisms may be further described With reference to the 
server environments 100 and 200 of FIG. 1 and FIG. 2, 
respectively. FIG. 1 illustrates synchronous processing and 
FIG. 2 illustrates asynchronous processing. In general, FIG. 
1 shoWs server environment 100 comprising a main thread 
102 and a plurality of Worker threads 104. An initial series 
of operations 106 includes creating a socket (socket ( )), 
binding to a knoWn address (bind ( and listening for 
incoming connections on the socket (listen ( An accept 
operation 108 is then issued to accept a neW client connec 
tion, Which is then given to one of the Worker threads 104. 
The operations for accepting a neW client connection and 
giving the client connection to a Worker thread de?ne a loop 
110 Which is repeated until the server is shut doWn. 

[0009] Upon taking the client connection from the main 
thread 102 the Worker thread 104 issues a receive operation 
112. This operation is repeated (as indicated by loop 114) 
until the full request is received. The request is then pro 
cessed and a response is sent using a send operation 116. A 
loop 118 causes processing to repeat the receive operations 
112, thereby handling additional requests from the current 
client. The Worker thread 104 may then take another client 
connection from the main thread 104 as represented by loop 
120. 

[0010] In general, tWo approaches are knoWn for receiving 
requests. In a ?rst approach a receive operation is needed to 
determine the length of the incoming client request. The 
length is determined by a server application by reading a 
length ?eld of the client request. The length ?eld is typically 
a 2 or 4 byte length at the beginning of the datastream 
specifying hoW long the actual request is. The client request 
then folloWs the length ?eld in the datastream. Thus, sub 
sequent receives (at least one) from the server application to 
the sockets layer are needed to receive the actual request 
data. In a second approach, a datastream format of client 
requests has one or more terminating characters specifying 
the end of the request. The typical ?oW for processing these 
client requests, includes issuing an input (receive) operation 
and examining the returned data for the terminating char 
acters. If the terminating characters haven’t been received, 
another input operation is issued. Input operations continue 
to be issued until the terminating characters are received. 
Thus, receive operations are repeatedly issued for some 
number of bytes until the terminating characters are 
received. Accordingly, in most cases, both approaches 
require at least tWo receives. This repetition of input opera 
tions is represented in FIG. 1 by loop 114. 

[0011] Referring noW to FIG. 2, a server environment 200 
is shoWn Which uses asynchronous I/O consisting of one 
main thread 202 accepting client connections and multiple 
Worker threads 204 processing client requests received by 
the main thread 202. An initial series of operations 206 are 
the same as those described above With reference to syn 
chronous processing (FIG. 1). Processing of a client request 
begins When the main thread 202 requests a connection from 
a client by issuing an asynchronous accept operation 208 for 
a neW client connection to a pending queue 209. Each 
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asynchronous accept operation 208 results in a separate 
pending accept data structure being placed on the pending 
queue 209. Once a client connection is established, the 
appropriate pending accept data structure is removed from 
the pending queue and a completed accept data structure is 
placed on a completion queue 210. The completed accept 
data structures are dequeued by the main thread 202 Which 
issues an asynchronous Wait for Which a Wakeup operation 
is returned from the completion queue 210. An asynchro 
nous receive operation 214 is then started on a client 
connection socket 217 for some number of bytes by con 
?guring the pending queue 209 to queue the pending client 
requests. The number of bytes may either be determined 
according to a length ?eld Which describes the length of the 
client request or, in the case of terminating characters, for 
some arbitrary number. Each asynchronous receive opera 
tion 214 results in a separate pending receive data structure 
being placed on the pending queue 209. When a receive 
completes (the complete client record has been received), 
the appropriate pending receive data structure is removed 
from the pending queue 209 and a completed receive data 
structure is placed on the completion queue 216. An asyn 
chronous Wait 218 is issued by a Worker thread 204A for 
Which a Wakeup operation 220 is returned from the queue 
216 With the data. 

[0012] In the case Where a length ?eld is used, the speci 
?ed number of bytes from the length ?eld is used by the 
Worker thread 204A to issue another asynchronous receive 
operation 222 to obtain the rest of the client request Which 
is typically received incrementally in portions, each of 
Which is placed in an application buffer. The second asyn 
chronous receive operation 222 is posted as complete to the 
queue 216 upon receiving the full request and the same or 
another thread from the thread pool 204 processes the client 
request. This process is then repeated for subsequent client 
requests. Where a terminating character(s) is used, each 
incoming request is dequeued from the queue 216 and 
checked for the terminating character(s). If the character(s) 
is not found, another asynchronous receive operation 222 is 
issued. Asynchronous receive operations are repeatedly 
issued until the terminating character(s) is received. This 
repetition for both length ?eld and terminating character 
implementations is represented by loop 224 in FIG. 2. 

[0013] As suggested by the loops shoWn in FIG. 1 and 
FIG. 2, accept and receive processing for both synchronous 
and asynchronous environments is highly repetitive With 
little variance in the parameters. As a result, a server may 
service thousands of accepts and receives in a short period 
of time. Because this is such a common path, it Would be 
desirable to eliminate or reduce redundant accept and 
receive processing. 

[0014] Therefore, a need eXists for reducing or eliminating 
redundant accept and receive processing. 

SUMMARY OF THE INVENTION 

[0015] The present invention generally for continuous 
modes for both asynchronous accepts and asynchronous 
receives. Accordingly, only a single asynchronous accept 
needs to be performed on a listening socket and only a single 
asynchronous receive needs to be performed on each con 
nected socket. 

[0016] In one embodiment, a method of processing client 
server messages comprises issuing a continuous mode input 
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operation from an application to a socket Wherein the 
continuous mode input operation is selected from at least 
one of a single continuous mode accept operation and a 
single continuous mode receive operation. The single con 
tinuous mode accept operation con?gures a listening socket 
to handle a plurality of incoming client connections and the 
single continuous mode receive operation con?gures a client 
socket to handle a plurality of client requests. 

[0017] Another embodiment provides a computer readable 
medium containing a sockets-based program comprising at 
least one of a continuous mode accept application program 
ming interface and a continuous mode receive application 
programming interface, Wherein the sockets-based program, 
When eXecuted, performs operations for processing client 
server messages. The operations comprise at least one of 
con?guring a listening socket to handle a plurality of incom 
ing client connections as a result of issuing a single con 
tinuous mode accept operation from an application; and 
con?guring a client socket to handle a plurality of client 
requests as a result of a single continuous mode receive 
operation issued by the application. 

[0018] Still another embodiment provides a system in a 
distributed computer environment, comprising: a netWork 
facility con?gured to support a netWork connection With a 
remote computer; a memory containing content comprising 
an application and a plurality of sockets application pro 
gramming interfaces (APIs), Wherein the sockets APIs com 
prise at least one of a continuous mode accept operation and 
a continuous mode receive operation; and a processor. The 
processor, When executing the contents, is con?gured to 
perform operations comprising at least one of: issuing a 
single continuous mode accept operation to con?gure a 
listening socket to handle a plurality of incoming client 
connections; and issuing a single continuous mode receive 
operation to con?gure a client socket to handle a plurality of 
client requests. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] So that the manner in Which the above recited 
features, advantages and objects of the present invention are 
attained and can be understood in detail, a more particular 
description of the invention, brie?y summariZed above, may 
be had by reference to the embodiments thereof Which are 
illustrated in the appended draWings. 

[0020] It is to be noted, hoWever, that the appended 
draWings illustrate only typical embodiments of this inven 
tion and are therefore not to be considered limiting of its 
scope, for the invention may admit to other equally effective 
embodiments. 

[0021] FIG. 1 is a softWare vieW of a server environment 
illustrating prior art synchronous I/O operations. 

[0022] FIG. 2 is a softWare vieW of a server environment 
illustrating prior art asynchronous I/O operations. 

[0023] FIG. 3 is a high-level diagram of an illustrative 
netWork environment. 

[0024] FIG. 4 is a softWare vieW of the netWork environ 
ment of FIG. 3. 

[0025] FIG. 5 is an illustrative record de?nition utiliZed 
for handling messages formatted With a length ?eld. 
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[0026] FIG. 6 is an illustrative record de?nition utilized 
for handling messages With terminating characters. 

[0027] FIG. 7 is a network environment illustrating I/O 
operations using the record de?nition of FIG. 5. 

[0028] FIG. 8 is a netWork environment illustrating I/O 
operations using the record de?nition of FIG. 6. 

[0029] FIG. 9 is a netWork environment illustrating I/O 
operations When using a ?rst buffer mode and allocating a 
typical siZe buffer. 

[0030] FIG. 10 is a netWork environment illustrating I/O 
operations When using the ?rst buffer mode and allocating 
no buffer or allocating a typical siZe buffer Which is deter 
mined to be too small. 

[0031] FIG. 11 is a netWork environment illustrating I/O 
operations When using a system_supplied buffer mode 
parameter. 

[0032] FIG. 12 is a netWork environment illustrating I/O 
operations When using system_supplied buffers acquired by 
a function call from an application. 

[0033] FIG. 13 is a netWork environment illustrating I/O 
operations When using system_supplied buffers acquired by 
an asynchronous receive operation With a buffer_mode 
parameter set to “system_supplied”. 

[0034] FIG. 14 is a netWork environment illustrating 
continuous modes for both asynchronous accepts and asyn 
chronous receives. 

[0035] FIG. 15 is a netWork environment illustrating 
continuous modes for both asynchronous accepts and asyn 
chronous receives. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0036] Embodiments of apparatus, methods and articles of 
manufacture are provided for handling messages in a client 
server environment. In particular, the computers of the 
client-server environment are sockets-based to facilitate a 

variety of I/O processing. 

[0037] One embodiment of the invention is implemented 
as a program product for use With a computer system such 
as, for eXample, the netWork environment 300 shoWn in 
FIG. 3 and described beloW. The program(s) of the program 
product de?nes functions of the embodiments (including the 
methods described beloW) and can be contained on a variety 
of signal-bearing media. Illustrative signal-bearing media 
include, but are not limited to: information permanently 
stored on non-Writable storage media (e.g., read-only 
memory devices Within a computer such as CD-ROM disks 
readable by a CD-ROM drive); (ii) alterable information 
stored on Writable storage media (e.g., ?oppy disks Within a 
diskette drive or hard-disk drive); or (iii) information con 
veyed to a computer by a communications medium, such as 
through a computer or telephone netWork, including Wire 
less communications. The latter embodiment speci?cally 
includes information doWnloaded from the Internet and 
other netWorks. Such signal-bearing media, When carrying 
computer-readable instructions that direct the functions of 
the present invention, represent embodiments of the present 
invention. 
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[0038] In general, the routines eXecuted to implement the 
embodiments of the invention, Whether implemented as part 
of an operating system, sockets layer or a speci?c applica 
tion, or as a component, program, module, object, or 
sequence of instructions may be referred to herein as a 
“program”. The computer program typically is comprised of 
a multitude of instructions that Will be translated by the 
native computer into a machine-readable format and hence 
executable instructions. Also, programs are comprised of 
variables and data structures that either reside locally to the 
program or are found in memory or on storage devices. In 
addition, various programs described hereinafter may be 
identi?ed based upon the application for Which they are 
implemented in a speci?c embodiment of the invention. 
HoWever, it should be appreciated that any particular pro 
gram nomenclature that folloWs is used merely for conve 
nience, and thus the invention should not be limited to use 
solely in any speci?c application identi?ed and/or implied 
by such nomenclature. 

[0039] FIG. 3 depicts a block diagram of a distributed 
computer system 300. Although a speci?c hardWare con 
?guration is shoWn for distributed computer system 300, 
embodiments of the present invention can apply to any 
client-server hardWare con?guration, regardless of Whether 
the computer system is a complicated, multi-user computing 
apparatus, a single-user Workstation, or a netWork appliance 
that does not have non-volatile storage of its oWn. 

[0040] In general, the distributed computer system 300 
consists of a plurality of users or clients 3701-37011, netWork 
360, one or more servers 310 and a plurality of input/output 
devices 380, e.g., peripheral devices. Each of the users or 
clients 3701-370n can be one or more hardWare devices, e. g., 
a mainframe, a Workstation, a personal computer, or a 
terminal. Alternatively, each of the clients can be a softWare 
application, process or thread residing in the memory of a 
hardWare device. 

[0041] The clients 3701-370n access other resources 
Within the distributed computer system 300 via the netWork 
360. In general, the netWork 360 may be any local area 
netWork (LAN) or Wide area netWork In a particular 
embodiment the netWork 360 is the Internet. 

[0042] In turn, one or more servers 310n are coupled to the 
netWork 360 and thereby communicate With the clients 
3701-3701“. In a particular embodiment, the servers 310 are 
eServer iSeries computers available from International Busi 
ness Machines, Inc. For simplicity, the details of a single 
server 310 are shoWn, Where the server 310 is representative 
of each of the servers 310m. Connection of the server 310 to 
the netWork 360 is accomplished by the provision of a 
netWork interface 368. The netWork interface 368 may 
support, for eXample, a Token Ring or Ethernet con?gura 
tion. As, such the netWork interface 368 may comprise a 
communication adapter, e.g., a local area netWork (LAN) 
adapter employing one or more of the various Well-knoWn 
communication architectures and protocols, e.g., the trans 
mission control protocol/internet protocol (TCP/IP). Such 
protocols are represented as a protocol stack 369 in a 
memory 330 of the server 310. 

[0043] The server 310 controls access to a plurality of 
peripheral devices 380 (resources). Namely, the server 310 
is coupled to a plurality of peripheral devices 380 that are 
accessible to all the clients 3701-3701“. The peripheral 
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devices 380 may include, but are not limited to, a plurality 
of physical drives (e.g., hard drives, ?oppy drives, tape 
drives, memory cards, compact disk (CD) drive), a printer, 
a monitor, and the like. These peripheral devices should be 
broadly interpreted to include any resources or services that 
are available to a client through a particular server. 

[0044] The server 310 may comprise a general-purpose 
computer having a central processing unit (CPU) 320 and 
the memory 330 (e.g., random access memory, read only 
memory and the like) for managing communication and 
servicing user requests. The memory 330 contains the nec 
essary programming and data structures to implement the 
methods described herein. Illustratively, an operating system 
340 and a plurality of applications 350 (also referred to 
herein as “sockets server applications”) are loaded and 
executed in the memory 330. In a particular embodiment, 
the operating system 340 is the OS/400 available from 
International Business Machines, Inc. Communication 
betWeen the operating system 340 and applications 350 is 
facilitated by application programming interfaces (APIs) 
352. Common Wait points are implemented as queues 354 
Which may be read to and from by 1/0 operations. Illustra 
tive queues that may be used to advantage include a pending 
queue and a completion queue. In general, a pending queue 
is a memory area at Which a socket (or other component) 
may queue a pending client request in response to an input 
operation from a server application 350. Acompletion queue 
is a memory area Where a completed request (i.e., a request 
that has been completely received by a server) may be 
queued. 
[0045] The memory 330 is also shoWn con?gured With 
buffers 356. The buffers 356 provide a memory area into 
Which data (e.g., client request data) can be read. Once a 
complete client request has been received in a buffer, one or 
more applications 350 may access the buffer to service the 
request. The location and siZe of the buffer into Which data 
should be read is speci?ed by a receive parameters data 
structure 359. Illustratively, the receive parameters data 
structure 359 may be con?gured With a buffer address entry 
359A and a buffer length entry 359B. The buffer address 
entry 359A may contain a pointer to a buffer into Which data 
should be read. On input, the buffer length entry 359B 
indicates the siZe of the buffer supplied and denotes nothing 
about the length of client data. In one embodiment, the 
speci?ed siZe of the buffers supplied is large enough to 
accommodate the largest client request that could be 
received. On output, the buffer length entry 359B contains 
the siZe of the client request returned to an application 350. 

[0046] In general, the buffers 356 may be allocated from 
available memory. In one embodiment, available memory 
includes application oWned memory 372 and system oWned 
memory 374. Application oWned memory 372 is memory 
controlled by an application 350. System oWned memory 
374 is memory controlled by the operating system 340. 

[0047] In one embodiment, a portion of the buffers 356 is 
con?gured as cache 358. The cache 358 provides a supply of 
buffers that may be re-used for subsequent 1/0. In one 
embodiment, the cache contains buffers of particular siZes. 
For eXample, the cache buffers may be siZed according to the 
most common data request siZes. 

[0048] In one embodiment, record de?nitions are incor 
porated on the receive interfaces implemented by the servers 
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310. Illustratively, the memory 330 is shoWn con?gured 
With a length ?eld record de?nition 364 and a terminating 
character record de?nition 366. Embodiments of the record 
de?nitions 364 and 366 are described beloW With reference 
to FIG. 5 and FIG. 6. 

[0049] Once the applications 350 are eXecuted in the 
memory 330, server 310 can then begin accepting and 
servicing client connections. It should be noted that addi 
tional softWare applications or modules can be eXecuted, as 
required, in the memory 330. In addition, all or part of the 
programming and/or data structures shoWn in memory 330 
can be implemented as a combination of softWare and 
hardWare, e.g., using application speci?c integrated circuits 
(ASIC). 
[0050] FIG. 4 is a softWare vieW of a netWork environ 
ment 400 representing the distributed computer system 300 
and shoWing the connectivity components that alloW com 
munication betWeen the server computers 310 and the 
clients 370. In general, the server computer 310 is shoWn 
executing an application server 350. Although only one 
application server 350 is shoWn, it is understood that the 
server computer 310 may be con?gured With a plurality of 
application servers. The application server 350 has imple 
mented a plurality of threads 402 con?gured to perform a 
particular task. In order to service client requests, each 
thread performs I/ O operations relative to a socket descriptor 
404A-B (also referred to herein as simply a socket). Each 
socket 404A-B, in turn, is bound to a port 406A-B Which 
listens for incoming requests. By analogy, a port 406A-B 
may be understood as a mailboX to Which clients 370 may 
submit requests. As is knoWn in the art, ports facilitate 
distinction betWeen multiple sockets using the same Internet 
Protocol (IP) address. In the case of asynchronous process 
ing, the server computer 310 further includes a completion 
queue 408. As described above, the completion queue 408 is 
a memory area Where a completed client request may be 
queued by the sockets 404A-B. The requests may then be 
dequeued by the appropriate thread 402. Although not 
shoWn, each of the clients 370 may be similarly con?gured 
With respective sockets and ports. 

[0051] Record Based 1/0 

[0052] In one embodiment, a socket of at least one of the 
computers of the client-server environment 400 is con?g 
ured to recogniZe a format of a message to be received from 
another computer, Whereby the socket is con?gured to 
handle receiving the message Without invoking the applica 
tion(s) responsible for servicing the message until the mes 
sage is completely received. In general, the message may be 
formatted With a length ?eld or With terminating characters. 
In one embodiment, the socket utiliZes a record de?nition to 
recogniZe the message format. 

[0053] Referring noW to FIG. 5, one embodiment of a 
length ?eld record de?nition 364 is shoWn. In general, the 
length ?eld record de?nition 364 may be any data structure 
Which is provided to a socket and indicates to the socket hoW 
to interpret a record header (i.e., the portion of the client 
request indicating the siZe of the request) provided by a 
client. Illustratively, the length ?eld record de?nition 364 
comprises a length ?eld indicator 502, a record header siZe 
504, an offset 506, a length ?eld siZe 508, a netWork byte 
order 510, and a maXimum siZe entry 512. The length ?eld 
indicator 502 indicates Whether the length ?eld of the client 
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request includes the record header itself or only the remain 
ing data following the header. The record header siZe 504 
speci?es the siZe of the record header. The offset 506 
indicates the offset Within the header at Which the length 
?eld begins, While the length ?eld siZe 508 indicates the siZe 
of the length ?eld. The netWork byte order 510 indicates a 
client-speci?ed format in Which the length ?eld is stored 
(e.g., big/little Endian). The maximum siZe entry 512 speci 
?es the maXimum siZe client record alloWed. 

[0054] Referring noW to FIG. 6, one embodiment of a 
terminating character record de?nition 366 is shoWn. In 
general, the terminating character record de?nition 366 may 
be any data structure Which is provided to a sockets layer 
and con?gures the sockets layer to identify a terminating 
character(s) of a client request. Illustratively, the terminating 
character record de?nition 366 comprises a pointer 602, a 
number of bytes ?eld 604 and a maXimum siZe ?eld 606. 
The pointer 602 points to a string Which denotes the end of 
the client record. The number of bytes ?eld 604 speci?es the 
number of bytes Within the terminating string. The maXi 
mum siZe ?eld speci?es the maXimum alloWable siZe of the 
client record. 

[0055] FIG. 7 shoWs a netWork environment 700 illus 
trating the operation of the netWork environment 300 using 
the length ?eld record de?nition 364. Accordingly, like 
numerals are used to denote components described above 
With reference to netWork 300. In general, the netWork 
environment 700 includes a server 310 communicating With 
a client 370. The server 310 comprises an application 350, 
a completion queue 702 (one of the queues 354) and a 
sockets layer 704 (implemented by the APIs 352). 

[0056] Although not shoWn in FIG. 7, some preliminary 
operations (e.g., creating the sockets layer 704, binding to a 
knoWn address, listening for client connections, accepting a 
client connection) are assumed to have occurred in order to 
establish a netWork communication betWeen the server 310 
and the client 370. Once a connection With the client 370 has 
been accepted by the server 310, the application 350 issues 
an asynchronous receive operation 706 to the sockets layer 
704, Whereby a pending record request is queued on a 
pending queue 708. The receive operation 706 includes a 
receive parameters data structure 359 and a length ?eld 
record de?nition 364. Illustratively, the length ?eld record 
de?nition 364 is part of the receive parameters data structure 
359. HoWever, and other embodiment, the data structures 
may be separate. 

[0057] The receive parameters data structure 359 speci?es 
both a buffer into Which data should be read (buffer address 
entry 359A) and a siZe of the buffer (buffer length entry 
359B). In one embodiment, the siZe of the supply buffer is 
sufficiently large to accommodate the largest client request 
that may be received. 

[0058] The length ?eld record de?nition 364 describes a 
format of an incoming client request to the sockets layer 
704. Illustratively, the client request is 100,000 bytes in 
length and is received as a series of messages 7101_1O. An 
initial message 7101 includes a header 712 and a portion of 
the request data 714 itself (illustratively, 10,000 bytes of the 
total 100 The header 712 includes a length ?eld 716. 
Illustratively, the length ?eld 716 speci?es a data length of 
100,000 bytes to the sockets layer 704. In such an imple 
mentation, the length ?eld indicator 502 (FIG. 5) indicates 
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to the sockets layer 704 that the length speci?ed by the 
length ?eld 716 (FIG. 5) does not include the header 712. 

[0059] Interpretation of the header 712 by the sockets 
layer 704 in accordance With the record de?nition 364 
occurs upon receiving the initial message 7101. In addition, 
the 10,000 bytes of data are copied into the user buffer 
speci?ed by the receive parameters data structure 359. The 
remainder of the client request is then received (messages 
7102_1O) and copied into the user buffer at 10,000 bytes 
increments. 

[0060] After receiving the last message 710, the user 
buffer is queued on a completion queue 702, as represented 
by the queuing operation 722. The application 350 then 
retrieves the request from the queue 702, as represented by 
the dequeuing operation 724. 

[0061] FIG. 8 shoWs a netWork environment 800 illus 
trating the operation of the netWork environment 300 using 
the terminating character(s) record de?nition 366. Accord 
ingly, like numerals are used to denote components 
described above With reference to netWork 300. In general, 
the netWork environment 800 includes a server 310 com 
municating With a client 370. The server 310 comprises an 
application 350, a completion queue 802 (one of the queues 
354) and a sockets layer 804 (implemented by the APIs 352). 

[0062] Although not shoWn in FIG. 8, some preliminary 
operations (e.g., creating the sockets layer 804, binding to a 
knoWn address, listening for client connections, accepting a 
client connection) are assumed to have occurred in order to 
establish a netWork communication betWeen the server 310 
and the client 370. Once a connection With the client 370 has 
been accepted by the server 310, the application 350 issues 
an asynchronous receive operation 806 to the sockets layer 
804, Whereby a pending record request is queued on a 
pending queue 808. The receive operation 806 includes a 
receive parameters data structure 359 and a terminating 
character record de?nition 366. Illustratively, the terminat 
ing character record de?nition 366 is part of the receive 
parameters data structure 359. HoWever, and other embodi 
ment, the data structures may be separate. 

[0063] The receive parameters data structure 359 speci?es 
both a buffer into Which data should be read (buffer address 
entry 359A) and a siZe of the buffer (buffer length entry 
359B). In one embodiment, the siZe of the supply buffer is 
suf?ciently large to accommodate the largest client request 
that may be received. 

[0064] The terminating character record de?nition 366 
describes a format of an incoming client request to the 
sockets layer 804. Illustratively, the client request is 100,000 
bytes in length and is received as a series of messages 
8101_1O. An initial message 8101 includes a portion of the 
request data 814 itself (illustratively, 10,000 bytes of the 
total 100 Upon receipt of each message 8041_1O, the 
sockets layer 804 copies 10,000 bytes to the user buffer 
(speci?ed by the receive parameters data structure 359) and 
checks the message 8041_1O for a terminating character(s). 
Upon locating the terminating character in the last message 
80410, the user buffer is placed on a completion queue 802, 
as represented by the queuing operation 820. A dequeuing 
operation 822 then provides the completed client request to 
the application 350 for processing. 

[0065] In this manner, the sockets layer 804 can accumu 
late all the data for the client request before completing the 














